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Foreword
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This report reflects the commitment of the U.S. scientific, engineering, and
health communities to help our country respond to the challenges made evident
by September 11.  It is a contribution from the National Academies—the Na-
tional Academy of Sciences, National Academy of Engineering, Institute of Medi-
cine, and National Research Council—which initiated this critical effort and paid
for it.  But this report is also a contribution to the nation from many distinguished
individuals, each of whom dedicated a great deal of time to the production of the
report.  In all, there were 24 members of the main committee, 94 additional
individuals who served on its eight subpanels, and 46 expert reviewers who
provided critical feedback on the committee’s draft report.  These 164 individuals
were motivated solely by a commitment to public service, and all of them made
personal sacrifices to do their part on a very tight schedule.

The great enthusiasm and dedication with which the above groups ap-
proached their tasks are but one indication of the strong interest that Americans
have shown in contributing to counterterrorism efforts.  The vigorous science and
technology community in our nation is ready, willing, and able to be called into
service, and this report focuses on strategies for harnessing the vast talent and
energy available.

This report is about the contributions of science and technology to counter-
ing terrorism, but we recognize that they are only one element of a broad array of
important responses.  These must include, for example, diplomacy, military ac-
tions, intelligence, and an understanding of how terrorism originates and is sus-
tained.

Because of the fast-track nature of this effort, it has necessarily focused on
the homeland security of the United States.  But we must not forget that, with



respect to terrorism, the nations of the world share a common set of enemies.
Many of the technical solutions that we develop in the United States to make our
nation safer will also be useful for protecting the citizens and facilities of other
nations.  And the efforts of the scientists, engineers, and health professionals in
many nations will be important for bringing the best of science and technology to
bear on the world’s counterterrorism efforts.

The National Academies have built strong relationships of trust over the
years with colleagues around the world.  Whether these colleagues are in the
United Kingdom, Brazil, Russia, China, India, or elsewhere, we all share the
same perspectives and hopes for a better world.  This report therefore represents
only the first step in what must become a long and continuing global effort to
spread peace and prosperity to every nation.

Bruce Alberts Wm. A. Wulf Kenneth I. Shine
President President President1

National Academy National Academy Institute of Medicine
of Sciences of Engineering

viii FOREWORD

1Through June 30, 2002.



Preface

INTRODUCTION AND BACKGROUND

The September 11, 2001, terrorist attacks on the United States galvanized the
nation to strengthen its homeland defenses and to pursue those responsible for the
terrorist acts.  The United States now leads a global effort against terrorism.  The
aim is to eliminate worldwide terrorist networks and reduce the effectiveness of
terrorist threats.  Success will depend not only on the leadership, initiative, and
capabilities of the United States, but also on the cooperation and capabilities of its
international partners and allies.

Immediately following the events of September 11, the presidents of the
National Academy of Sciences (Bruce Alberts), the National Academy of Engi-
neering (Wm. A. Wulf), and the Institute of Medicine (Kenneth I. Shine) collec-
tively wrote to President George W. Bush. Stating that the new war against
terrorism would “demand a focus on the complex interplay between technologi-
cal, sociological, and political issues,” they offered to provide the nation with the
advice and counsel of the National Academies (which includes the National
Academy of Sciences, the National Academy of Engineering, the Institute of
Medicine, and the National Research Council).

Historically, the National Academies have long recognized the important
role of science and technology in helping the nation meet its security needs.  The
ability to create, maintain, and draw from a reservoir of science, engineering, and
medical knowledge has underpinned many of the nation’s efforts to combat ad-
versaries.  Such a reservoir was the basis for the great science, engineering, and
medical contributions made during World War II.  It must be recognized, how-
ever, that successful application then required dedicated financial resources, sci-
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x PREFACE

entists, engineers, and physicians who directed themselves to the tasks at hand,
and organization and leadership to effectively deploy both knowledge and people
in the wartime science effort.  The science and engineering community responded
in a similar way to the shock of Sputnik and the growing technical capability of
the USSR, then our adversary, and the Cold War required a sustained effort by
this community over four decades.  More recently, the national and international
response to AIDS by scientists and physicians has demonstrated once again that
science can mobilize to respond to a threat.  The response has benefited from a
reservoir of knowledge accumulated through two decades of sustained biomedi-
cal science that has been well supported financially in the United States and other
industrialized nations.  A successful response to the threat of catastrophic terror-
ism will require the same type of long-term dedication and focus.

The security threat the nation now faces affects every phase of domestic life
and demands that technical solutions that might be deployed relatively quickly be
readily accessible to local and state entities, as well as to the federal government.
The challenge is to identify the threats (and the nation’s vulnerabilities), to iden-
tify responses to those threats, and to organize properly the nation’s immense
science and engineering capabilities to meet both short- and long-term needs.

The scientific enterprise is enormously complex—consisting of universities,
industry, government, professional societies, and such.  Although capable of
meeting the research and development challenges posed by the threat of terror-
ism, it is highly fragmented.  The institutional, managerial, and public policy
problems that must be solved are daunting.  They include (1) defining criteria for
setting the nation’s research priorities, (2) identifying those research priorities,
and (3) proposing new institutional arrangements and entities that will enable a
stronger interaction between the nation’s science and technical enterprise and its
security apparatus.

From its vantage point as an adviser to the nation on science, engineering,
and medicine, the National Academies have been working diligently since Sep-
tember 11 to marshal a substantial number of the most knowledgeable experts to
address how the scientific and technological capabilities of the United States can
best be harnessed for the many challenges ahead.

TERMS OF REFERENCE

In December 2001, the National Academies, using institutional funds, initi-
ated this project.  The aim was to help the federal government—and, more spe-
cifically, the Executive Office of the President—to enlist the nation’s and the
world’s scientific and technical community in a timely response to the threat of
catastrophic terrorism.  A committee of distinguished scientists and engineers
was established to help the government develop an integrated science and tech-
nology program plan and a research strategy for combating terrorism.



PREFACE xi

The terms of reference called for the following three tasks to be completed
within 6 months:  (1) prepare a carefully delineated framework for the applica-
tion of science and technology for countering terrorism, (2) prepare research
agendas in nine key areas, and (3) examine a series of crosscutting issues.  More
specifically,

• The framework should characterize the range of threats to the nation’s
security (in terms of targets, weapons, and delivery systems, and the possible
points of intervention).

• Research agendas should be developed in areas of vulnerability related to
biological sciences; chemical sciences; nuclear and radiological sciences; infor-
mation technology and telecommunications; transportation; energy facilities; cit-
ies and fixed infrastructure; behavioral, social, and institutional issues; and sys-
tems analysis and systems engineering.  For each area, the research agenda should
identify highly leveraged opportunities for using science and technology in coun-
tering terrorism.

• Multidisciplinary research topics that cut across the above domains and
the threats that arise from the interdependence of these areas should be consid-
ered in developing the final program plan and research strategy.

The objective of this study has been to strengthen the government’s ability to
use science and technology for combating terrorism.  Critical questions also exist
about how a comprehensive national counterterrorism effort involving research,
development, and deployment can be planned and executed.  Many of these
questions remain to be addressed, but this study did define a number of the
important issues in this area.

THE COMMITTEE’S APPROACH

A committee of 24 of the nation’s leading scientific, engineering, medical,
and policy experts conducted the study described in this report.  The range of
expertise on the committee reflected the broad array of scientific and technical
topics to be covered under its charge.  The committee also included members
with the expertise necessary to address issues related to the context in which the
research priorities would be set and implemented (e.g., experts in science and
technology policy, national security, and public health).  Finally, many of the
committee’s experts were or are active advisers to federal agencies, and they
brought to this project an awareness of ongoing governmental counterterrorism
efforts.  Biographies of the committee are provided in Appendix A.

To supplement the committee’s own expertise, eight panels were separately
appointed and asked to provide input on the specific topical areas identified in the
committee’s charge.  The panels were (1) Biological Sciences, (2) Chemical
Issues, (3) Nuclear and Radiological Issues, (4) Information Technology, (5)
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Transportation, (6) Energy Facilities, Cities, and Fixed Infrastructure, (7) Behav-
ioral, Social, and Institutional Issues, and (8) Systems Analysis and Systems
Engineering.  Each panel was chaired by a member of the committee.  The panels
brought the expertise and experience of approximately 90 additional scientists,
engineers, and medical professionals (supported by approximately 15 NRC se-
nior staff) to the study.  These study participants are listed in Appendix B.

The focus of the committee’s work was on making the nation safer from
emerging terrorist threats that would seek to inflict catastrophic damage on the
nation’s people, its infrastructure, or its economy.  The committee’s approach
was to identify current threats to the nation, understand the most likely vulner-
abilities in the face of these threats, and identify highly leveraged opportunities
for science and technology contributions to counterterrorism in both the near
term and the long term.  Such contributions—including intelligence and surveil-
lance, prevention, protection, interdiction, response and recovery, attribution,
and analysis—can be made at any point along a time line that extends from
before a terrorist act to its aftermath.  The committee organized its approach by
considering the issues in nine areas:  nuclear and radiological threats; human and
agricultural health systems; toxic chemicals and explosive materials; informa-
tion technology; energy systems; transportation systems; cities and fixed infra-
structure; the response of people to terrorism; and complex and interdependent
systems.  Within each of these areas, the relevant panel was tasked with the
following:

• Outline current capabilities for countering terrorist threats and describe
priorities and time frames for developing additional capabilities.  Develop, for
each domain, a research strategy that identifies highly leveraged opportunities for
science and technology to contribute to counterterrorism.  Identify the areas
within the framework of terrorist acts and responses to which the panel’s techni-
cal domain is relevant, evaluate the current state of knowledge and capacity for
dealing with the most significant threats, and identify significant barriers to the
use of technology, as well as areas in which knowledge may be available but
underutilized.

• Consider policies or activities that might be required to reduce any new
technologies to practice and facilitate their deployment.  Where possible, simul-
taneously address domain-specific issues and identify needs that either cut across
domain lines or are not readily described within the traditional domains.

• Focus on science and technology applications that are relevant to the most
pressing issues and/or that would yield the most generic solutions.  Identify short-
term opportunities and pay special attention to ideas, admittedly some with un-
certain outcomes, that might arise from new scientific discoveries and new inven-
tions, even if they might not emerge for 5 years or more.  Take note of any
opportunities that were identified in earlier studies or that are currently planned
or under way at federal agencies.

• Consider how the proposed research agendas could be implemented.
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Accordingly, each panel developed a set of recommendations that ranged
from long-term research and development to immediate- or near-term deploy-
ment of existing technologies or application of available knowledge.  The moti-
vation for these recommendations was to illustrate how knowledge gained, capa-
bilities developed, and actions taken could mitigate specific problems.  These
recommendations do not answer many critical questions for the federal govern-
ment, to which the majority are addressed.  Nor do they provide a single priori-
tized list of threats, vulnerabilities, or solutions.  Neither the panels nor the
committee knew of a clear methodology to create such lists, especially since the
committee did not access classified intelligence information about the capabili-
ties and intentions of terrorists.

During the course of this fast-track project the committee met four times:

• December 19-20, 2001, Washington, D.C.  At this organizational meeting
the committee received its charge from the presidents of the National Academy
of Sciences, the National Academy of Engineering, and the Institute of Medicine.
It then developed a preliminary outline of the report, devised a plan for complet-
ing its work, and reviewed the membership rosters of the panels and the
committee’s charge.

• January 31-February 1, 2002, Washington, D.C.  The committee reviewed
the initial work of the panels on threats, vulnerabilities, and responses and pro-
vided feedback to the panel chairs.

• April 8-9, 2002, Washington, D.C.  The committee reviewed the work of
the panels and discussed issues in the specific areas covered by the panels, as well
as the overarching themes for the report.

• May 13-14, 2002, Washington, D.C.  At its final meeting the committee
reviewed the draft report and finalized its agreement on the findings, conclusions,
and recommendations.

The committee also held a number of teleconferences over the course of the
study period to review the work status and findings of the panels.  Most of the
panels met three times between January and March 2002, and they received
scores of briefings from federal officials and other experts in the field to inform
their judgment and contribute to the base of information (see Appendix C).  Writ-
ten panel inputs were submitted to the committee on March 31, 2002.

The work of the panels informed the committee and provided the basis for
Chapters 2 through 11 of the report.  The committee also used the work of the
panels to motivate the discussions and recommendations on general issues re-
lated to the implementation of science and technology for countering terrorism
(see Chapters 12 and 13).

Overall, the committee believes that it has identified scientific and techno-
logical means by which the nation may reduce—but not eliminate—the vulner-
abilities of its society to catastrophic terrorist acts and mitigate the consequences
of such acts when they occur.  It outlines some research and development priori-
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ties that will be needed to make the nation safer and improve its ability to succeed
in the war on terrorism.  But most importantly, the committee outlines a national
strategy by which the strengths of U.S. science and engineering can most effec-
tively be brought to bear on the defense of our nation on a continuing basis.

FINAL NOTES

Although this study is based on the extensive work of the panels and the
input that they provided in their domains of expertise, the authorship responsibil-
ity for this report rests solely with the committee.

While traditional procedures for an independent NRC study, including re-
view of the report by independent experts, were followed, it is important to note
that trade-offs were made in order to accommodate the rapid schedule.  For
example, the report does not provide extensive references to the scientific litera-
ture nor does it marshal detailed evidence to support its findings.  Rather, it
largely presents the consensus scientific views and judgments of the committee
members, based on the knowledge that these individuals have accumulated
through their own scholarly efforts and professional experience, through formal
and informal interactions with the nation’s science, engineering, and medical
communities, and through the efforts of the supporting panels.

The committee was deeply aware of the difficulty of writing a report that was
sufficiently specific about terrorist threats to explain how science and engineer-
ing might be helpful, without providing information that might aid terrorists in
determining new means of attack.  In many cases, quite specific information that
was available to the committee is presented in the report in a more generic form.
In the area of nuclear and radiological threats, the relevant panel accessed classi-
fied information in the course of this study and has produced a classified annex to
this report.  An unclassified discussion of the issues related to nuclear and radio-
logical threats is provided in Chapter 2 of this report.
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Executive Summary

In the war against terrorism, America’s vast science and technology base provides us with
a key advantage.

— President George W. Bush, June 6, 20021

CONTEXT AND CONTENTS OF THE REPORT

Terrorism is a serious threat to the security of the United States and indeed
the world.  The vulnerability of societies to terrorist attacks results in part from
the proliferation of chemical, biological, and nuclear weapons of mass destruc-
tion, but it also is a consequence of the highly efficient and interconnected sys-
tems that we rely on for key services such as transportation, information, energy,
and health care.  The efficient functioning of these systems reflects great techno-
logical achievements of the past century, but interconnectedness within and across
systems also means that infrastructures are vulnerable to local disruptions, which
could lead to widespread or catastrophic failures.  As terrorists seek to exploit
these vulnerabilities, it is fitting that we harness the nation’s exceptional scien-
tific and technological capabilities to counter terrorist threats.

This report describes many ways in which science and engineering can con-
tribute to making the nation safer against the threat of catastrophic terrorism.  The
report identifies key actions that can be undertaken now, based on knowledge and
technologies in hand, and, equally important, describes key opportunities for
reducing current and future risks even further through longer-term research and
development activities.  However, science and technology are but one element in

1From the President’s June 6, 2002, address to the nation.  The text of this speech is available
online at <http://www.whitehouse.gov/news/releases/2002/06/20020606-8.html>.
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a broad array of potential approaches to reducing the threat of terrorism.  Diplo-
macy, international relations, military actions, intelligence gathering, and other
instruments of national policy well beyond the scope of this study all have critical
roles to play.

Our society is too complex and interconnected to defend against all possible
threats.  As some threats are diminished others may arise; terrorists may change
their goals and tactics.  While this report describes what in the committee’s best
judgment are the top-priority actions and research objectives for harnessing sci-
ence and technology to meet today’s threats, its most important conclusion is that
the nation needs a well-organized and disciplined ability to respond as circum-

BOX ES.1
Fourteen of the Most Important Technical Initiatives

Immediate Applications of Existing Technologies
1. Develop and utilize robust systems for protection, control, and accounting

of nuclear weapons and special nuclear materials at their sources.
2. Ensure production and distribution of known treatments and preventatives

for pathogens.
3. Design, test, and install coherent, layered security systems for all transpor-

tation modes, particularly shipping containers and vehicles that contain large quan-
tities of toxic or flammable materials.

4. Protect energy distribution services by improving security for supervisory
control and data acquisition (SCADA) systems and providing physical protection
for key elements of the electric-power grid.

5. Reduce the vulnerability and improve the effectiveness of air filtration in
ventilation systems.

6. Deploy known technologies and standards for allowing emergency respond-
ers to reliably communicate with each other.

7. Ensure that trusted spokespersons will be able to inform the public promptly
and with technical authority whenever the technical aspects of an emergency are
dominant in the public’s concerns.

Urgent Research Opportunities
1. Develop effective treatments and preventatives for known pathogens for

which current responses are unavailable and for potential emerging pathogens.
2. Develop, test, and implement an intelligent, adaptive electric-power grid.
3. Advance the practical utility of data fusion and data mining for intelligence

analysis, and enhance information security against cyberattacks.
4. Develop new and better technologies (e.g., protective gear, sensors, com-

munications) for emergency responders.
5. Advance engineering design technologies and fire-rating standards for

blast- and fire-resistant buildings.
6. Develop sensor and surveillance systems (for a wide range of targets) that

create useful information for emergency officials and decision makers.
7. Develop new methods and standards for filtering air against both chemicals

and pathogens as well as better methods and standards for decontamination.



EXECUTIVE SUMMARY 3

stances change.  In that sense this is not an enduring plan for technical work, but
rather a starting point from which the nation can create defenses-in-depth against
the new threat.  For that reason it is especially important that strengthening the
national effort in long-term research that can create new solutions should be a
cornerstone of the strategy for countering terrorism.

TOP-PRIORITY TECHNICAL RECOMMENDATIONS

Key elements or infrastructures of society can be means of attack, targets,
and means of response.  While some systems and technologies can be classified
roughly in one or another of these categories (i.e., nuclear weapons are primarily
means of attack; energy systems are primarily targets), most systems and tech-
nologies can fit into multiple categories.  For example, air transportation is both
a target and a means of attack, and information and telecommunications systems
are both targets and means of response.  The Committee on Science and Technol-
ogy for Countering Terrorism considered nine areas, each of which is discussed
in a separate chapter.  The areas are nuclear and radiological threats, human and
agricultural health systems, toxic chemicals and explosive materials, information
technology, energy systems, transportation systems, cities and fixed infrastruc-
ture, the response of people to terrorism, and complex and interdependent sys-
tems.

The chapters on these nine areas each contain a number of recommendations,
all describing what the committee believes are critical ways to make the nation
safer from terrorism.  The actions and research opportunities described in the
chapters cover a wide assortment of approaches, fields, and systems; they range
from immediate applications of existing technology to development and deploy-
ment efforts to long-term basic research programs.  Based on an understanding of
the difficulty of launching particular kinds of attacks and the feasibility of limit-
ing the damage of such attacks and of recovering from them, the committee was
able to prioritize within each area in order to determine the topics covered below
in this executive summary, which describes the committee’s top-priority con-
cepts and actions in each area.2    To definitively determine the most important
actions within and across all nine areas would require knowledge of the relative
likelihood of threats and information about the intent and capability of terrorists.
However, based on information in prior major studies and commission reports
about the current threat, the committee provides a short list of important technical
initiatives that span the areas (see Box ES.1).  This list includes seven ways to

2The bold-faced sentences in this executive summary are not necessarily reproductions of the
recommendations in the succeeding chapters but instead are meant to emphasize important conclu-
sions and high-priority actions.  Several recommendations from different parts of a chapter may be
combined or paraphrased here to communicate an important overall point clearly and briefly; the
expanded discussions in the chapters provide a more comprehensive picture.
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immediately apply existing knowledge and technology to make the nation safer
and seven areas of research and development in which it is urgent that programs
be initiated or strengthened.  These initiatives illustrate the types of actions rec-
ommended by the committee throughout this report.3

General Principles and Strategies for How Science and Technology
Can Help Protect the Nation

In this report, the committee provides a broad range of recommendations
designed to demonstrate how science and engineering can contribute to counter-
terrorism efforts.  The suggested actions include support for all phases of counter-
ing terrorist threats—intelligence and surveillance, prevention, protection, inter-
diction, response and recovery, and attribution—as well as ways to improve our
ability to perform analysis and invent new technologies.  Different phases have
varying importance in each of the nine areas examined in the report.  For example,
the nuclear threat must be addressed at the earliest stages, when intelligence and
surveillance based on international cooperation are critical for preventing the
manufacture and use of nuclear weapons by terrorists.  For biological threats, the
situation is reversed:  An attack is relatively easy to initiate and hard to prevent,
but there are many opportunities for technological intervention to mitigate the
effects.  In other cases, such as an attack on the electrical power system, it is
possible both to make the attack more difficult and to ameliorate its effects after
it has been initiated.

Despite such fundamental differences in the approaches needed for counter-
ing different classes of terrorist threats, some general principles and strategies
underlie recommendations presented in all of the areas:

• Identify and repair the weakest links in vulnerable systems and infra-
structures.

• Use defenses-in-depth (do not rely only on perimeter defenses or fire-
walls).

• Use “circuit breakers” to isolate and stabilize failing system elements.
• Build security into basic system designs where possible.
• Build flexibility into systems so that they can be modified to address

unforeseen threats.
• Search for technologies that reduce costs or provide ancillary benefits to

civil society to ensure a sustainable effort against terrorist threats.

3These important technical initiatives do not mirror individual recommendations in the executive
summary or the chapters, but instead indicate actions or needs identified in several chapters or
provide brief descriptions of key technology applications or research programs.
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Following is a synthesis of the key findings and recommendations in each of
the nine areas examined by the committee.

Nuclear and Radiological Threats (Chapter 2)

Science and technology are essential ingredients of a multilayered systems
approach for defending the United States against terrorist attacks involving sto-
len nuclear weapons, improvised nuclear devices, and radiological dispersion
devices.  The first line of homeland defense is robust systems for the protection,
control, and accounting of nuclear weapons and special nuclear material at their
sources.  The United States has made a good start on deploying such systems
in Russia, which possesses large stockpiles of weapons and special nuclear
material, but cooperative efforts must be pursued with new urgency.  The
United States should accelerate its bilateral materials protection, control,
and accounting program in Russia to safeguard small nuclear warheads and
special nuclear materials, particularly highly enriched uranium.  The United
States also should increase the priority and pace of cooperative efforts with
Russia to safeguard its highly enriched uranium by blending down this ma-
terial to an intermediate enrichment of less than 20 percent U-235 as soon as
possible.

Systems to detect the movement of illicit weapons and materials could be
most effectively deployed at a limited number of strategic transportation choke
points such as critical border transit points in countries like Russia, major global
cargo-container ports, major U.S. airports, and major pinch points in the U.S.
interstate highway system.  A focused and coordinated near-term effort should
be made to evaluate and improve the efficacy of special nuclear material
detection systems that could be deployed at strategic choke points for home-
land defense.  Research and development (R&D) support also should be
provided for improving the technological capabilities of special nuclear ma-
terial detection systems, especially for detecting highly enriched uranium.

Responses to nuclear and radiological attacks fall into two distinct categories
that could require very different types of governmental actions:  attacks involving
the detonation of a nuclear weapon or improvised nuclear device, and attacks
involving radiological dispersion devices.  Planning has been minimal at the
federal or local levels for responding to either class of attack.  Immediate steps
should be taken to update the Federal Radiological Emergency Response
Plan or to develop a separate plan, to respond to nuclear and radiological
terrorist attacks, especially an attack with a nuclear weapon on a U.S. city.

As the history of the Cold War shows, the most effective defense against
attacks with nuclear weapons is a policy of nuclear retaliation, but retaliation
requires that the perpetrator of an attack be definitively identified.  The technol-
ogy for developing the needed attribution capability exists but has to be as-
sembled, an effort that is now under way by the Defense Threat Reduction Agency
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but is expected to take several years to complete.  Given the potential impor-
tance of attribution to deterring nuclear attacks, the Defense Threat Reduc-
tion Agency’s efforts to develop an attribution capability should continue to
declared operability as quickly as practicable.

Physical and operational changes may have to be made to some of the
nation’s nuclear power plants to mitigate vulnerabilities to attacks from the air
with a large commercial airliner or a smaller aircraft loaded with high explosives
and possibly to attacks from the ground using high-explosive projectiles.  The
technical analyses that are now being carried out by the U.S. Nuclear Regulatory
Commission and industry to understand the effects of such attacks on reactor
containment buildings and essential auxiliary facilities are critical to understand-
ing the full magnitude of this threat.  These analyses should be carried to
completion as soon as possible, and follow-on work to identify vulnerabilities
on a plant-by-plant basis should be undertaken as soon as these initial stud-
ies are completed.

The likely aim of a terrorist attack with a radiological dispersion device
would be to spread fear and panic and cause disruption.  Recovery from an attack
would therefore depend on how the attack is handled by first responders, political
leaders, the media, and general members of the public.  A technically credible
spokesperson at the national level who is perceived as being outside the
political arena should be prepared to provide accurate and usable informa-
tion to the media and public concerning public health and safety risks and
appropriate response actions in the aftermath of a nuclear or radiological
attack.

Although radiological attacks would be unlikely to cause large numbers of
casualties, the potential for inflicting economic loss and causing terror or panic
warrants increased attention to the control and use of radiological sources by
regulatory agencies and materials licensees.  The U.S. Nuclear Regulatory Com-
mission and states having agreements with this agency should tighten regu-
lations for obtaining and possessing radiological sources that could be used
in terrorist attacks, as well as requirements for securing and tracking these
sources.

Important progress is being made by the R&D and policy communities on
reducing the nation’s vulnerability to nuclear and radiological terrorism.  There is
not much evidence, however, that the R&D activities are being coordinated, that
thought is being given to prioritizing these activities against other national
counterterrorism needs, or that effective mechanisms are in place to transfer the
results of these activities to applications.  A single federal agency should be
designated as the nation’s lead research and development agency for nuclear
and radiological counterterrorism.  This agency should develop a focused and
adequately funded research and development program and should work to ensure
that effective mechanisms are in place for the timely transfer of results to the
homeland defense effort.
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Human and Agricultural Health Systems (Chapter 3)

Just a few individuals with specialized scientific skills and access to a labo-
ratory could inexpensively and easily produce a panoply of lethal biological
weapons that might seriously threaten the U.S. population.  Moreover, they could
manufacture such biological agents with commercially available equipment—
that is, equipment that could also be used to make chemicals, pharmaceuticals,
foods, or beer—and therefore remain inconspicuous.

The attacks of September 11 and the release of anthrax spores revealed
enormous vulnerabilities in the U.S. public-health infrastructure and suggested
similar vulnerabilities in the agricultural infrastructure as well.  The traditional
public health response—surveillance (intelligence), prevention, detection, re-
sponse, recovery, and attribution—is the paradigm for the national response not
only to all forms of terrorism but also to emerging infectious diseases.  Thus,
investments in research on bioterrorism will have enormous potential for applica-
tion in the detection, prevention, and treatment of emerging infectious diseases
that also are unpredictable and against which we must be prepared.

The deciphering of the human genome sequence and the complete elucida-
tion of numerous pathogen genomes, our rapidly increasing understanding of the
molecular mechanisms of pathogenesis and of immune responses, and new strate-
gies for designing drugs and vaccines all offer unprecedented opportunities to use
science to counter bioterrorist threats.  But these same developments also allow
science to be misused to create new agents of mass destruction.  Hence the effort
to confront bioterrorism must be a global one.

First, new tools for the surveillance, detection, and diagnosis of bio-
terrorist threat agents should be developed.  Knowledge of the genome se-
quences of major pathogens allows new molecular technologies to be developed
for the sensitive detection of pathogens.  These technologies offer enormous
possibilities for surveillance of infectious agents in our environment, the identifi-
cation of pathogens, and rapid and accurate diagnoses.  For these new technolo-
gies to be used effectively to provide early warnings, there is a need to link
information from the doctor’s office or the hospital’s emergency room to city and
state departments of health, thereby enabling detection of an outbreak and a
rational and effective response.  These capabilities will be important both for
responding to attacks on agricultural systems (animals and crops) and for protect-
ing humans, and they will require careful evaluation and standards.  There is an
urgent need for an integrated system to protect our food supply from the farm to
the dinner table.

To be able to respond to current and future biological threats, we will
need to greatly expand research programs aimed at increasing our knowl-
edge of the pathogenesis of and immune responses to biological infectious
agents.  The recent anthrax attacks revealed how little is known about many
potential biological threats in terms of dose, mechanisms of disease production,
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drug targets, and requirements for immunity.  It is clear that development of
therapeutics and vaccines will require more research on pathogenesis and protec-
tive host responses, but financial incentives, indemnification, and regulatory
changes may be needed to allow the pharmaceutical industry to pursue such
efforts.  Because markets are very limited for vaccines and drugs for coun-
tering potential bioterrorist agents, special institutes may have to be estab-
lished for carrying out research on biohazards and producing drugs and
vaccines.  The Department of Health and Human Services and the Food and
Drug Administration (FDA) should investigate strategies—including the
modification of regulatory procedures—to encourage the development of
new drugs, vaccines, and devices to address bioterrorist threats.

Research efforts critical to deterrence, response, and recovery—par-
ticularly decontamination and bioterrorism forensics—should be strength-
ened.  Appropriate scientific expertise should be integrated into the govern-
ment agencies with principal responsibilities for emergency response and
postevent investigations.  Modeling tools for analyzing the health and economic
impacts of bioterrorist attacks are needed in order to anticipate and prepare for
these threats.  Techniques for protection of individuals and buildings should be
developed, together with methods of decontamination in the event that such
defenses are breached.  In addition, multidisciplinary research in bioterrorism
forensics is necessary to enable attribution of a weapon to its source and the
identification of persons involved in a bioterrorist act.

Preparedness for bioterrorist attacks should be improved by creating a pub-
lic-health reserve system and by developing surge capacity to deal effectively
with such terrorist attacks as well as with natural catastrophes.  Additionally, new
strategies must be developed and implemented for assuring the security, usabil-
ity, and accurate documentation of existing stocks of supplies at research facili-
ties, hospitals, veterinary facilities, and other host sites.  The potential for a major
infectious threat to kill and disable thousands of citizens requires a level of
preparedness that we currently lack—a surge capacity to mobilize the public-
health response and provide emergency care in a health system that has been
somewhat downsized in an effort to cut costs.  There are immediate needs and
opportunities for training first responders, medical, nursing, and health profes-
sionals, and communities as a whole in how to respond to biological threats.  Also
needed is a well-trained, professional public-health reserve, including laborato-
ries and health personnel, that can be mobilized.  Standardized protocols for such
purposes will be critically important.

Toxic Chemicals and Explosive Materials (Chapter 4)

The toxic, explosive, and flammable properties of some chemicals make
them potential weapons in the hands of terrorists.  Many such chemicals (e.g.,
chlorine, ammonium nitrate, and petroleum products) are produced, transported,
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and used in large quantities.   Chemical warfare agents (such as nerve and blister
agents) developed to have extremely high toxicities have been incorporated into
a variety of military weapons.  These chemical weapons could become available
to terrorists through purchase or theft.  Some of the chemical agents themselves
are not difficult for individuals or organized groups to make.

In principle a number of technologies can be brought to bear for the rapid
detection and characterization of a chemical attack, or for detecting explosives
before they are used.  Large investments have been made in research on sensor
technologies, but to date the number of effective fielded systems developed re-
mains comparatively small.  If sensor research is to move forward efficiently,
mechanisms to focus and exploit the highly fragmented array of existing research
and development programs will be needed.  A new program should be created
to focus and coordinate research and development related to sensors and
sensor networks, with an emphasis on the development of fielded systems.
This program should build on relevant sensor research under way at agen-
cies throughout the federal government.

Research programs on sensor technologies are needed to continue the search
for promising new principles on which better sensors might be based.  For ex-
ample, mass spectroscopy offers the possibility of very rapid and specific identi-
fication of volatile agents.  Also, basic research on how animals accomplish both
detection and identification of trace chemicals could yield new concepts that
allow us to manufacture better sensor systems and reduce our dependence on
trained dogs, which currently are the best broad-spectrum high-sensitivity sen-
sory systems.

Toxic chemicals (or infectious agents) could be used by terrorists to contami-
nate food production facilities or water supplies.  Although a good deal of atten-
tion has been paid to ensuring safety and purity throughout the various stages of
food production, processing, and distribution, protecting the food supply from
intentional contamination has not been a major focus of the U.S. food industry.
The FDA should develop criteria for quantifying hazards in order to define
the level of risk for various kinds of food-processing facilities.  The results
could be used to determine the minimal level of protection required for making
each type of facility secure.  The FDA should also act promptly to extend the
current quality control approach (Hazard Analysis and Critical Control
Point methodology) so that it might be used to deal effectively with deliber-
ate contamination of the food supply.

One of the best ways to secure the safety of the water supply is to ensure an
adequate residual concentration of disinfectant (usually chlorine) downstream of
water treatment plants, although more information is needed to be able to do this
well.  The Environmental Protection Agency should direct additional re-
search on determining the persistence of pathogens, chemical contaminants,
and other toxic materials in public water supplies in the presence of residual
chlorine.
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Once a release of toxic chemicals occurs, proper protection of people and
buildings can do a great deal to reduce injury and facilitate cleanup and recovery.
Universities, companies, and federal agencies need to work together to ad-
vance filtering and decontamination techniques by both improving existing
technologies and developing new methods for removing chemical contami-
nants from air and water.  Research is especially needed on filter systems
capable of treating large volumes, novel media that can help prevent toxic mate-
rials from entering facilities through ventilation equipment and ducts, and meth-
ods to contain and neutralize clouds of airborne toxic materials.  In addition,
exploratory programs should be initiated in new approaches to decontamination,
including hardened structures, protective systems for microelectronics and other
expensive equipment, and environmentally acceptable ways of disposing of con-
taminated material that cannot be cleaned.

New technologies that offer significant advances should be constantly evalu-
ated.  But the process of evaluating different sensor systems, for example, is
difficult because their effectiveness depends on the operational environment and
on who will be using them.  Because a bewildering array of counterterrorism
technologies (including various kinds of sensor systems, filters, and decon-
tamination methods) are being developed, programs to determine standards
and to support technology testing and performance verification are needed.
These programs should be designed both to help guide federal research
investments and to advise state and local authorities on the evolving state of
the art.

Information Technology (Chapter 5)

The three counterterrorism-related areas of highest priority in information
technology (IT) are information and network security, information technologies
for emergency response, and information fusion and management.  In particular,
immediate actions should be taken on the critical need to improve the telecom-
munications and computing infrastructure of first responders and to promote the
use of best practices in information and network security, especially by emer-
gency response agencies and telecommunications providers.

All of the research areas outlined here and in Chapter 5 are critically relevant
to the nation’s counterterrorism effort, but it should be noted that progress in
them could also be applied to a wide range of other important national endeavors,
such as responses to natural disasters.

Attacks on information technology can amplify the impact of physical at-
tacks and diminish the effectiveness of emergency responses.  Reducing such
vulnerabilities will require major advances in computer security, with the objec-
tive of consequently improving information and network security.  Furthermore,
reliance on the Internet as the primary networking entity means that severe dam-
age through cyberattacks is more likely.  The administration and Congress
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should decide which agency is to be responsible for promoting information
security in the federal government through the adoption and use of what is
currently known about enhancing security practices.  To the extent that the
federal government is successful in improving its procedures, it should make
these best practices available to other elements of government and to the private
sector.

Command, control, communications, and information (C3I) systems for
emergency responders are critical for coordinating their efforts and increasing the
promptness and effectiveness of response.  Unfortunately, such systems are
extremely vulnerable to attack; currently many of them do not even use state-of-
the-art mechanisms for security and reliability.  Since emergency-response or-
ganizations often do not have the expertise to review and revamp the tele-
communications and computing technologies used for emergency response,
it is necessary to provide them with authoritative knowledge and support.  In
addition, designated emergency-response agencies should use existing tech-
nology to achieve short-term improvements in the telecommunications and
computing infrastructure for first responders.

All phases of counterterrorism efforts require that large amounts of informa-
tion from many sources be acquired, integrated, and interpreted.  Given the range
of data sources and data types, the volume of information each source provides,
and the difficulty of analyzing partial information from single sources, the timely
and insightful use of these inputs is very difficult.  Thus, information fusion and
management techniques promise to play a central role in the future prevention,
detection, and remediation of terrorist acts.

Unlike some other sectors of national importance, information technology is
a sector in which the federal government has little leverage.  Thus, constructively
engaging the private sector by emphasizing market solutions seems a desirable
and practical way for the government to stimulate advances that can strengthen
the nation’s information technology infrastructure.  The challenge for federal
policy makers is to change the market dynamics by encouraging the private
sector to pay more attention to security-related issues and by facilitating the
adoption of effective security (e.g., through federally supported or incentivized
research that makes better technologies available and reduces the costs of imple-
menting security-related functionality).

Within the federal government, numerous federal agencies, including the
Department of Defense (and especially the Defense Advanced Research Projects
Agency), the National Science Foundation (NSF), the National Institute of Stan-
dards and Technology (NIST), and the Department of Energy (DOE) national
laboratories, all play important roles in funding and performing telecommunica-
tions and computing research, and many other agencies are major users of IT.  A
strategic long-term research and development agenda should be established
to address three primary counterterrorism-related areas in IT:  information
and network security, the IT needs of emergency responders, and informa-
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tion fusion.  The R&D in information and network security would include but
not be limited to approaches and architectures for prevention, identification, and
containment of cyberintrusions and recovery from them.  The R&D to address IT
needs of emergency responders would include but not be limited to ensuring
interoper-ability, maintaining and expanding communications capacity in the
wake of a terrorist incident, communicating with the public during an emergency,
and providing support for decision makers.  The R&D in information fusion for
the intelligence, law enforcement, and emergency response communities should
include but not be limited to data mining, data integration, language technologies,
and processing of image and audio data.

The federal government’s efforts should focus on multidisciplinary problem-
oriented research that is applicable to both civilian and military users, yet is
driven by a deep understanding and assessment of vulnerabilities to terrorism.  To
achieve long-term advances, the research must extend beyond improving existing
systems and investigate new approaches to secure and reliable operation that do
not directly evolve from the information technology of today.

Energy Systems (Chapter 6)

Energy systems include the country’s electrical supply system and its oil and
gas facilities.  The electrical system warrants special attention in that a prolonged
loss of service to a region would probably cause extensive hardships, economic
loss, and many deaths.  Outage of an entire regional transmission grid might
occur if the damage or destruction of important components of that grid were
followed by a cascading failure of interconnected components.  To reduce near-
term vulnerability to such a loss, those parties responsible for critical compo-
nents of the electric-power grid should be urged to install physical barriers,
where they do not already exist, to protect these components.  In the longer
term, technology should be developed, tested, and implemented to enable an
intelligent, adaptive electric-power grid.  Work under way at the Electric Power
Research Institute would provide a basis for such an effort, and the Department of
Energy national laboratories would also be key participants in the work. Such an
intelligent grid would provide the system with the ability to fail gracefully, mini-
mizing damage to components and enabling more rapid recovery of power.  A
key element would be adaptive islanding, a concept employing fast-acting sen-
sors and controls to isolate parts of the power system.  Operations models and
intelligence would be needed to differentiate between failure of a single compo-
nent and the kind of concurrent or closely coupled serial failures, at several key
nodes, that could indicate the onset of a concerted attack.

Another vulnerability of the power grid is its extra-high-voltage transform-
ers, for which the country stocks limited numbers of replacements.  Replacement
of a seriously damaged or destroyed unit could take months or even years.  To
counter this vulnerability, research and development should be undertaken by
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DOE and the electric power industry to determine if a modular, universal,
extra-high-voltage transformer might be developed to provide temporary
replacement when key components are damaged.  These replacement trans-
formers would be relatively small, easily transported, and capable of being used
individually or in sets to replicate the unit being replaced.

Yet another challenge is the vulnerability of the power grid’s control systems
to cyberattack.  In particular, the supervisory control and data acquisition
(SCADA) systems pose a special problem.  As a result, the manner in which
data are transmitted between control points or SCADA systems used in the
grid should be reviewed.  Encryption techniques, improved firewalls, and
cyberintrusion-detection technologies should be used to improve security
and reduce the potential for hacking and disruption.  Because oil and gas
systems (and nonenergy systems) are similarly vulnerable, this recommendation
applies to those facilities as well.

The country’s electric-power transmission grids and oil and gas pipelines
extend over thousands of miles and in many cases are quite remote, thus compli-
cating observation and supervision.  Therefore existing surveillance technolo-
gies developed for defense and intelligence applications should be investi-
gated for their usefulness in defending against terrorist attacks, as well as
against simple right-of-way encroachments, on widely distributed oil, gas,
and electrical transmission assets.

The dependence of major infrastructural systems on the continued supply of
electrical energy, and of oil and gas, is well recognized.  Telecommunications,
information technology, and the Internet, as well as food and water supplies,
homes, and worksites, are dependent on electricity; numerous commercial and
transportation facilities are also dependent on natural gas and refined oil prod-
ucts.  These and many other interdependencies need to be better understood in
order to determine which nodes of the various energy systems should be given the
highest priority for increased security against terrorism.  Simulation models of
interdependent infrastructures may help provide such understanding and also
prove vital to postevent recovery.  Therefore new and improved simulation-
design tools should be developed to model and analyze prevention, response, and
recovery for energy systems under a variety of terrorist-threat scenarios.  These
efforts would include simulations of the interdependencies between the energy
sector and key infrastructures such as the communication, transportation, and
water-supply systems.

Transportation Systems (Chapter 7)

Transportation security is best achieved through well-conceived security sys-
tems that are integrated with transportation operations.  A layered security sys-
tem, in which multiple security features are connected and provide backup for
one another, has particular advantages.  Defeating a single layer cannot breach
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such systems, and the difficulty of calculating the overall odds of success may
thus deter as well as impede terrorist attacks.  Moreover, layered security features
that are well integrated with operations and confer multiple benefits, such as
enhanced safety and operating efficiency, are likely to be maintained and im-
proved over time.

Many actions are now being taken by the federal government to strengthen
air transportation security—from the deployment of explosives-detection sys-
tems for checked baggage to the strengthening of cockpit doors to the use of air
marshals.  Some of these measures are providing much-needed security layers,
although not yet as part of a preconceived system designed to address multiple
threats and ensure continued improvement over time.  Likewise, new security
approaches are being considered for marine shipping containers, particularly the
possibility of moving inspections out from the U.S. ports of entry and farther
down the logistics chain.  For these two critical parts of the transportation sector
well-conceived security systems must be put in place soon, and research and
development are essential for further improving these systems.

Many of the areas recommended for R&D in this report—such as improved
sensors, the ability to mine data more effectively, and especially a capability for
unconventional, broad-based thinking on terrorist threats and responses—will
also be of great value in boosting security for transportation and distribution.
However, the most critical need in the transportation sector is a systematic
approach to security.  The new Transportation Security Administration
(TSA) is positioned to help meet this need by serving as a focal point of
responsibility for devising effective and coherent security systems for each
transportation mode and by supporting and marshaling relevant R&D.  TSA
presents an unprecedented opportunity to build security into the nation’s trans-
portation sector in a more methodical way; indeed, Congress has chartered TSA
to take on such a strategic role.

Compelled to act quickly in enhancing civil aviation security, TSA is now
beginning to examine the security needs of all transport modes and to define its
own role in meeting them.  To help meet its obligation to strengthen security
in all transportation modes, TSA should create a multimodal strategic re-
search and planning office.  Further, to increase the utility of sensing, decon-
tamination, screening, and other security-related technologies being developed,
TSA must have its own research capacity as well as the ability to work with and
draw on expertise from both inside and outside the transportation community.  By
working constructively with the Department of Transportation’s modal agencies
(such as the Federal Aviation Administration and the Federal Highway Adminis-
tration), other federal entities, state and local government, and the private sector,
this recommended office can serve as a focal point for research, planning, and
collaboration.  It will be positioned to identify and evaluate promising security-
system concepts as well as to promote the development of knowledge, technolo-
gies, and processes for implementing them.
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Within the Department of Transportation, the individual modal agencies and
the Volpe National Transportation Systems Center offer important resources for
systems-level research and for technology development.  TSA can help guide
their investments to better leverage the transportation sector’s own R&D invest-
ments and ensure their strong security relevance.  By making the needs and
parameters of transportation-security systems more widely known, especially to
the much larger R&D community and sponsoring agencies in government, TSA
can help to identify and shape the efforts that are most promising and relevant.

Because the identification of appropriate security systems is essential to
guiding related technology development and deployment, TSA should take the
lead in devising and evaluating a set of promising security system concepts
for each transportation mode.  The diverse operators, users, and overseers in
the transportation sector—public and private alike—must ultimately deploy and
operate the security systems; however, their disparate venues and interests can
hinder cooperation in the development of alternative system concepts.  TSA,
through the recommended strategic research and planning office, is particularly
well placed to encourage and orchestrate such cooperation.

By working with transportation system owners, operators, and users in ex-
ploring alternative security concepts, TSA will be better able to identify opportu-
nities for conjoining security with other objectives, such as improving shipment
and luggage tracking.  Such multiuse, multibenefit systems have a greater chance
of being adopted, maintained, and improved.

The agency will also become more sensitive to implementation issues—from
technological and economic factors to political and societal challenges—as evalu-
ations help gauge the need for changes in laws, regulations, financial incentives,
and divisions of responsibility among public and private entities.  Some of these
indicated changes may be practical to achieve; others may not.  The prospects of
deploying many new technologies and processes in support of security systems,
from biometric identification cards to cargo- and passenger-screening devices,
will also raise many difficult social issues—concerns over legality, personal
privacy, and civil rights, for example.  Concerns that may constrain or even
preclude implementation must be appreciated early on, before significant re-
sources are devoted to furthering impractical or undesirable concepts.

As TSA seeks to develop and deploy security system concepts, consideration
of human factors will be critical.  Human factors expertise is necessary for craft-
ing layered security systems that, as a whole, increase the perceived risk of
getting caught and maximize the ability of security personnel to recognize un-
usual and suspicious patterns of activity and behavior.  Recognition of human
factors is important for ensuring that the role of people in providing security
is not determined by default on the basis of what technology promises, but
rather as a result of systematic evaluations of human strengths and weak-
nesses that technology can both complement and supplement.  TSA can take
the lead in making sure that human factors are fully considered in all secu-
rity initiatives and at the earliest possible stages.



16 MAKING THE NATION SAFER

Cities and Fixed Infrastructure (Chapter 8)

American cities present a target-rich environment for the terrorist.  The
urban setting provides access to a set of highly integrated infrastructure sys-
tems—such as water, electrical, and gas supplies; communications; and mass
transit—as well as to numerous major buildings and places of public assembly.

Major buildings have been recognized as especially attractive targets, and,
based on the events of September 11, they have also become the subject of
serious structural reexamination—in particular, to determine what weaknesses
must be corrected to prevent catastrophic collapse following an attack, as hap-
pened with the twin towers of the World Trade Center.  Study of the information
coming from the failure of those buildings indicates that research and develop-
ment leading to improved blast- and fire-resistant designs should be under-
taken by NIST, the national laboratories, Underwriters Laboratories, the
National Fire Protection Association, and appropriate code-writing organi-
zations.  In the near term, while results of this research and development are
being realized, provisional guidelines may be issued that are based on the
more advanced fire-rating practices now employed in Europe, Australia,
and New Zealand.  The results of this work should be disseminated so that new
knowledge is incorporated into the codes and standards for the design and con-
struction of new buildings and for remodeling the existing stock as well.  Specific
testing programs are recommended in Chapter 8, with particular attention given
to methods and materials for fire protection and to connections and curtain walls.

Major buildings are also vulnerable to infectious or toxic materials being
circulated by heating, ventilation, and air-conditioning (HVAC) systems after
their release into the air.  To counter this threat, it is necessary that NIST, perhaps
together with other agencies and the national laboratories, undertake a research
and development program for sensors that can be installed in the air-handling
ducts.  These sensors could determine whether air is safe or not, and allied
controls could adjust the functioning of HVAC systems accordingly.

The heart of a city’s response to a terrorist attack is an emergency operations
center (EOC) and the first responders—those who are typically dispatched to the
scene of a problem before the EOC can determine its nature or cause.  An urgent
near-term task is to develop credible terrorist-threat scenarios that EOC
teams can prepare to meet.  Further, a technical assessment of the adequacy
of an EOC’s physical facilities to address and survive these threat scenarios
should be performed.

The ability of first responders to quickly determine if the dust and smoke at
a site contain toxins will likely mean the difference between life and death.  It is
important that research and development be undertaken with the aim of
producing new, small, reliable, and quick-reading sensors of toxic materials
for use by first responders.  These devices might be based on the same core
element as the sensors recommended for HVAC systems.
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EOC crisis management teams around the country have had experience in
dealing with natural disasters and perhaps some human-made threats (such as
riots) to cities, but very few have had any experience in dealing with a terrorist
attack.  This lack of experience, and the potential problems it implies for attack
recognition, response, interagency operations, and public information manage-
ment and media relations, is a serious vulnerability.  The Office of Homeland
Security and the Federal Emergency Management Agency (FEMA), in con-
junction with state and local officials,  should collaborate to develop and
deploy threat-based simulation models and training modules for EOC train-
ing, for identification of weaknesses in systems and staff, and for testing and
qualifying EOC teams throughout the country.

The Response of People to Terrorism (Chapter 9)

Most thinking and planning related to preparedness, warning, and response
rest on the assumption of an undifferentiated “community” or “public.”  Research
on disasters, however, reveals that individuals and groups differ in both readiness
and response according to previous disaster experience, ethnic and minority sta-
tus, knowledge of the language, level of education, level of economic resources,
and gender.  In addition, individual households vary in their responses to crises,
depending on factors such as perceived risk, credibility of warning system, and
concerns about family and property.  The behavioral and social sciences can thus
make important contributions to understanding group responses to crises.  A
program of research should be established to understand how differences
based on cultural background, experience with previous disasters, and other
factors should be taken into account when systems are designed for pre-
paredness, warning, and response to terrorist attacks and other disaster
situations.  A basic research program in the National Science Foundation could
build the groundwork for this counterterrorism research.

While research will lay the groundwork for long-term improvements in the
quality of preparedness, warning, and response communications, in the near term
the government must be preparing now to communicate as best it can in the
aftermath of a crisis.  Appropriate and trusted spokespeople should be identi-
fied and trained now so that, if a terrorist attack occurs, the government will
be prepared to respond not only by supplying emergency services but also by
providing important, accurate, and trustworthy information clearly, quickly,
and authoritatively.

To strengthen the government’s ability to provide emergency services, in-
depth research should be conducted to characterize the structure of agencies
responsible for dealing with attacks and other disasters.  These studies would
focus on discovering optimal patterns of information dissemination and commu-
nication among the agencies, the most effective strategies for coordination under
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extreme conditions, ways of responding to the need for spontaneous and informal
rescues, and approaches to dealing with citizen noncooperation.  Research should
also focus on the origins and consequences of organizational failure, miscommu-
nication, lack of coordination, and jurisdictional conflict.  Comparative work on
cases of successful coordination should also be prominent on the research agenda.
The NSF, FEMA, and other agencies should support research—basic, com-
parative, and applied—on the structure and functioning of agencies respon-
sible for dealing with attacks and other disasters.

The interface between technology and human behavior is an important sub-
ject for investigation.  The research agenda should be broad-based, including
topics such as decision making that affect the use of detection and prevention
technologies; the ways in which deployment of technologies can complement or
conflict with the values of privacy and civil liberty; and factors that influence the
trustworthiness of individuals in a position to compromise or thwart security.  All
the agencies creating technological systems for the support of first respond-
ers and other decision makers should base their system designs and user
interfaces on the most up-to-date research on human behavior, especially
with respect to issues critical to the effectiveness of counterterrorism tech-
nologies and systems.

Complex and Interdependent Systems (Chapter 10)

A major theme of this report is the need for an overall systems approach to
counterterrorism.  But many of the U.S. government’s departments and agencies
do not have the capabilities needed to assess terrorist threats, infrastructure vul-
nerabilities, and mitigation strategies from a systems perspective.  For example,
in order to perform the analyses needed to identify vulnerabilities in com-
plex systems and weaknesses due to interconnections between systems, vari-
ous threat and infrastructure models must be extended or developed and
used in combination with intelligence data.  A systems approach is especially
necessary for understanding the potential impacts of multiple attacks occurring
simultaneously, such as a chemical attack combined with a cyberattack on first
responder communications and designed to increase confusion and interfere with
the response.

The required range of expertise is very broad.  Information about threats
must come from communities knowledgeable about chemical, biological, nuclear
weapons, and information warfare, while vulnerability analysis will depend on
information about critical infrastructures such as the electric-power grid, tele-
communications, gas and oil, banking and finance, transportation, water supply,
public health services, emergency services, and other major systems.  In all these
areas threat assessments and red-team activities will be essential.

Currently, there is a large volume of information collected and analyzed by
the U.S. intelligence community and in industry that is relevant to assessing



EXECUTIVE SUMMARY 19

terrorist threats and system vulnerabilities.  However, to maximize the usefulness
of these data and increase the ability to cross-reference and analyze them effi-
ciently, counterterrorism-related databases will have to be identified and
metadata standards for integrating diverse sets of data established.

Important information about vulnerabilities can also be gained by modeling
of critical infrastructures.  Computational or physical-analogue models of infra-
structure for use in simulating various counterterrorism activities can help with
identifying patterns of anomalous behavior, finding weak points in the infrastruc-
ture, training personnel, and learning how to maintain continuity of operations
following terrorist attacks.  Existing modeling and analysis capabilities, as
well as new methods, could allow the use of integrated models to determine
linkages and interdependencies between major infrastructure systems.  These
results, in turn, could be used to develop sensor-deployment strategies and infra-
structure-defense approaches in areas of major vulnerability.

The basic tools of systems analysis and modeling are available today and are
widely used in military and industrial applications.  But these tools have severe
limitations when applied to interdependent complex systems, and research is
required to extend them.  Thus a long-term research agenda in systems engineer-
ing should be established by the federal government.  Relevant research projects
will involve many domains of expertise; a single disciplinary perspective should
not dominate the agenda.  Relevant initiatives would focus on the following:

• System-of-systems perspectives for homeland security;
• Agent-based and system-dynamics modeling;
• Analysis of risk assessment and management from multiple perspectives,

including the risk of potentially extreme and catastrophic events;
• Modeling of interdependencies among critical infrastructures; and
• Development of simulators and learning environments.

The Significance of Crosscutting Challenges and Technologies
(Chapter 11)

The survey of key vulnerabilities and potential solutions outlined above and
discussed in greater detail in Chapters 2 to 10 reveals a striking set of crosscutting
issues.  Apparent in more than one of the areas examined, these issues make it
clear that countering terrorism will require insights and approaches that cut across
traditional boundaries of scientific and engineering disciplines.  Seven crosscut-
ting challenges were identified by the committee: systems analysis, modeling,
and simulation; integrated data management; sensors and sensor networks; au-
tonomous mobile robotic technologies; SCADA systems; control of access to
physical and information systems using technologies such as biometrics; and
human and organizational factors.

Systems analysis and modeling tools are required for threat assessment;
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identification of infrastructure vulnerabilities and interdependencies; and plan-
ning and decision making (particularly for threat detection, identification, and
response coordination).  Modeling and simulation also have great value for train-
ing first responders and supporting research on preparing for, and responding to,
biological, chemical, and other terrorist attacks.

As the intelligence problems prior to September 11 demonstrate, ways to
integrate and analyze data are required to support intelligence activities as well as
development and use of comprehensive, systems-based defenses for the nation’s
cities and infrastructures.  New data management standards and techniques will
also be required.

The development and use of sensors and sensor networks will be critical for
the detection of conventional, biological, chemical, nuclear, and information-
warfare weapons and means for their delivery.  To be effective and acceptable for
operational use, these systems must operate at appropriate levels of sensitivity
and specificity to balance the danger of false negatives and the disruption caused
by false positives.

Continued development and use of robotic platforms will enable the deploy-
ment of mobile sensor networks for threat detection and intelligence collection.
Robotic technologies can also assist humans in such activities as ordnance dis-
posal, decontamination, debris removal, and firefighting.

SCADA systems are widely used for managing and monitoring most compo-
nents of the nation’s basic infrastructures.  Effective security for these systems is
not currently well defined, much less implemented.

In many areas, effective security will depend on controlling people’s access
to physical and information systems while not adversely affecting the perfor-
mance of these systems.  Biometrics is one example of how technology might be
used to achieve more effective and less disruptive security systems.

All of the technologies discussed in this report are critically important, but
none of them is the sole solution to any problem.  Because technologies are
implemented and operated by human agents and social organizations, their de-
sign and deployment must take human, social, and organizational factors into
account.

REALIZING THE POTENTIAL OF SCIENCE AND TECHNOLOGY
TO COUNTER CATASTROPHIC TERRORISM

The recommendations offered in this report should not be judged or acted
upon individually.  It is important instead that the federal government define a
coherent overall strategy for protecting the nation, harness the strengths of the
U.S. science and engineering communities, and direct them most appropriately
toward critical goals, both short term and long.  Chapter 12 identifies the steps
needed in the federal government (both in the White House and in the agencies
that contribute to homeland security) to ensure that today’s technological counters
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to terrorism are fielded and tomorrow’s solutions are found.  Chapter 13 de-
scribes the important roles of the federal government’s partners in homeland
security efforts:  state and local governments, industry, universities, not-for-
profit laboratories and organizations, and other institutions.

Capabilities Needed to Develop a Counterterrorism Strategy
and Effectively Deploy Technologies (Chapter 12)

Research performed but not exploited, and technologies invented but not
manufactured and deployed, do not help the nation protect itself from the threat
of catastrophic terrorism.  In this report, the committee urgently recommends a
number of steps to ensure that technical opportunities are properly realized.  In
particular, in recognition of the importance and difficulty of determining goals
and priorities, the committee discusses how the federal government might gain
access to crucial analytic capabilities to inform decision making—allowing im-
proved assessment of risk and of the effectiveness of measures to counter risk.

Most important is that there be a federal office or agency with central respon-
sibility for homeland security strategy and coordination and that this organization
have the structure and framework necessary to bring responsibility, accountabil-
ity, and resources together to effectively utilize the nation’s science and engineer-
ing capabilities.  The committee believes that the technical capabilities to provide
the analysis necessary to support this organization do not currently exist in the
government in a unified and comprehensive form.  Thus the committee recom-
mends the creation of a Homeland Security Institute to serve the organiza-
tion setting priorities for homeland security.

This institute would provide systems analysis, risk analysis, and simulation
and modeling to determine vulnerabilities and the effectiveness of the systems
deployed to reduce them; perform sophisticated economic and policy analysis;
manage red-teaming activities; facilitate the development of common standards
and protocols; provide assistance to agencies in establishing testbeds; design and
use metrics to evaluate the effectiveness of homeland security programs; and
design and support the conduct of exercises and simulations.  The committee
believes that to function most efficiently, this institute should be located in a
dedicated, not-for-profit, contractor-operated organization.

In the current structure, the primary customer for this Homeland Security
Institute would be the Office of Homeland Security, which is currently respon-
sible for producing a national homeland security strategy.  Whether this office
will also be responsible for monitoring progress on this strategy and revising it in
the future is not clear.  On June 6, 2002, the President proposed a reorganization
in which many of the agencies and programs operating on the front line of
counterterrorism would be brought together to form a new Department of Home-
land Security.  However, even within this department, the programs with the
expertise and experience in science and engineering research would not necessar-
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ily be closely connected to the units with the responsibility for technology de-
ployment.  Perhaps more important, the federal agencies with the best access to
the nation’s sources of scientific, engineering, and medical research capability lie
outside the proposed department, and close connections with these groups will be
needed to allow the department to produce the best-quality effort on counter-
terrorism.

Thus, however the leadership of the federal effort in homeland security is
organized, the government will need mechanisms to engage the technical capa-
bilities of the government and the nation’s scientific, engineering, and medical
communities in pursuit of homeland security goals.  Today the focus is on deter-
mining these goals, and the link between the Office of Homeland Security and the
Office of Science and Technology Policy is a key element in setting the science
and technology component of the national counterterrorism strategy.  This link
will continue to be essential, but if a new department is formed it will not be
enough.  A new department will need an Undersecretary for Technology to
provide a focal point for guiding key research and technology development pro-
grams within the department and connecting with relevant technology agencies
outside it.  In addition, the Office of Homeland Security will need to work closely
with the Office of Science and Technology Policy, perhaps through the National
Science and Technology Council, on coordinating multiagency projects and their
linkages to related programs devoted primarily to other high-priority national
objectives.

Essential Partners in a National Strategy:
States and Cities, Industry, and Universities (Chapter 14)

The federal government must take the lead in the national counterterrorism
effort, but effective use of existing technologies, research and development ac-
tivities, and deployment of new approaches to mitigating the nation’s vulnerabili-
ties will depend critically on close cooperation with other entities:  nonfederal
governments, industry, universities, not-for-profit laboratories and organizations,
and other institutions.

Primary responsibility for response to and recovery from terrorist attacks
will fall to cities, counties, and states.  The first responders (police, firefighters,
and others) and local governments possess practical knowledge about their tech-
nological needs and relevant design limitations that should be taken into account
in federal efforts to provide new equipment (such as protective gear and sensor
systems) and help set standards for performance and interoperability.  Federal
agencies will have to develop collaborative relationships with local government
and national organizations of emergency services providers to facilitate techno-
logical improvements and encourage cooperative behavior.

Private companies own many of the critical infrastructures that are targets for
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terrorism.  Inducing industry to play its critical role in homeland security activi-
ties—to invest in systems for reducing their vulnerabilities and to develop and
manufacture counterterrorism technologies that may not have robust commercial
markets—may require new regulatory requirements, financial incentives, and/or
voluntary consensus agreements.  A public-private dialogue is required to define
the best approach for particular industrial sectors and types of vulnerabilities.

Sustaining a long-term national effort against terrorism will require minimiz-
ing the costs of security efforts and avoiding as much as possible placing extra
burdens on accustomed conveniences or constraints on civil liberties.  Most of the
recommendations in this report, if acted on, will not only make the nation safer
from terrorist attacks but can also make it safer from natural disasters, infectious
diseases, hackers disrupting the Internet, failures in electric power distribution
and other complex public services, and human error causing failures in such
systems.  This promise will help sustain the public’s commitment to addressing
the terrorism threat, and suggests that it is not inappropriate that many of the
research and development programs to counter terrorism should be pursued in
close coordination with similar efforts to improve the quality of life in civil
society.

Indeed, America’s historical strength in science and engineering is perhaps
its most critical asset in countering terrorism without degrading our quality of
life.  It is essential that we balance the short-term investments in technology
intended to solve the problems that are defined today with a longer-term program
in fundamental science designed to lay foundations for countering future threats
that we cannot currently define.  These long-term programs must take full advan-
tage of the nation’s immense capacity for performing creative basic research,
at universities, government laboratories, industrial research facilities, and non-
governmental organizations.  A dialogue should take place between the federal
government and the research universities on how to balance the protection of
information vital to national security with the requirement for the free and open
environment in which research is most efficiently and creatively accomplished.
This dialogue should take place before major policy changes affecting universi-
ties are enacted.

The nation’s ability to perform the needed short- and long-term research and
development rests fundamentally on a strong scientific and engineering work-
force.  Here there is cause for concern, as the number of American students
interested in science and engineering careers is declining, as is support for physi-
cal science and engineering research.  A dialogue should take place between the
federal government and the research universities on how best to reverse this trend
in human resources.  If the number of qualified foreign students declines, the
need to reverse this trend will become even more urgent.  The report summarized
here focuses almost exclusively on U.S. actions.  However, the committee is not
suggesting that the United States alone should provide all of the needed counter-
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terrorism science and technology.   Many other nations are vulnerable to the same
terrorist threats, and they have valuable scientific and technical skills to contrib-
ute to the mitigation of vulnerabilities.  The world will become safer, faster, if the
scientific and engineering contributions to counterterrorism are based on coop-
erative international efforts.



25

1

Introduction

CONTEXT OF THE STUDY

On September 11, 2001, a complex but ubiquitous technological system—air
transport—was transformed into a guided weapon.  The targets were elements of
the nation’s physical infrastructure and icons of the United States: the World
Trade Center in New York City and the Pentagon, ordinarily an institution of
security and public order.  In the anthrax attacks later that month, it was the mail-
transport system rather than the air-transport system that provided the means of
destruction.  In this case, the weapon was a biological agent and the target was the
health of various individuals and the well-being and sense of security of the U.S.
population as a whole.  The perpetrator of the September 11 attacks was not a
nation-state but an organization not formally affiliated with any particular coun-
try and whose members were mostly non-Americans.  The perpetrators of the
anthrax attack are unknown at this time, but it is entirely conceivable that a single
individual, perhaps an American, was behind it.

One can see in these events two trends, both of them made possible in part by
science and technology, that will make terrorism a major threat to 21st-century
civilization and an enduring challenge to human ingenuity.

First there is the interconnected, highly technological nature of modern
civilization’s basic systems.  Market forces and a tradition of openness have
combined to maximize the efficiency of many of our vital systems—such as
those that provide transportation, information technology, energy, and health
care.  However, economic systems, like ecological systems, tend to become less
resilient (more prone to failure when strongly perturbed) as they become more
efficient, so our infrastructures are vulnerable to local disruptions, which could
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lead to widespread or catastrophic failures.  In addition the high level of inter-
connectedness of these systems means that the abuse, destruction, or interruption
of any one of them quickly affects the others.  As a result the whole society is
vulnerable, with the welfare and even lives of significant portions of the popula-
tion placed at risk.

Second, as technology advances, the means of mass destruction are falling
into the hands of smaller and smaller entities.  In the war against terrorism, the
enemy may be living among us and is largely unknown, or at least unidentifiable.
Today that enemy includes international terrorist organizations such as al Qaeda,
operating from overseas bases and supported or protected—and possibly as-
sisted—by a variety of states and independent sources.1  It also includes home-
grown fanatics.

These two trends affect all societies and their increasing vulnerability to
terrorism, but the United States has a particular need for protection because its
military preeminence makes terrorism virtually the only method by which those
who wish to take violent action against it can do so.  Moreover, U.S. vulnerability
is exacerbated by some of the features that its people most treasure—freedom,
personal initiative, openness, mobility—and that technology has helped make
possible.

Catastrophic Terrorism

Terrorism—commonly defined as attack on the innocent, outside the context
of organized armed conflict, with the objective of spreading fear and intimida-
tion—has always been a danger to society.  But what is new and especially
troubling about the above two trends is their potential to combine, giving rise to
the fearsome risk that the welfare of the many may be held hostage by the few—
what this report calls “catastrophic terrorism.”

While science and technology can be used to combat all forms of terrorism,
this report focuses on catastrophic terrorism.  It is not possible to quantify cata-
strophic terrorism or to precisely distinguish it from “ordinary” terrorism;2 this

1Gerald Holton, in a presentation in 1976, identified an emerging combination threat from what he
called type III terrorism:  nonstate groups of terrorists operating transnationally (type I terrorists)
with the financial, logistic, and technical help of failed states (type II terrorists).  For this reason it
must not be assumed that terrorists will be unable to avail themselves of technologies that require a
government level of investment for their development and acquisition (“Reflections on Modern
Terrorism,” in Edge, available online at <http://www.edge.org/3rd_culture/holton/holton_print.html>,
and based on a presentation at the Conference on Terrorism (1976) and a publication in Terrorism:
An International Journal in 1978.)

2Terrorism in general is difficult to define.  According to the State Department’s annual publica-
tion Patterns of Global Terrorism, “No one definition of terrorism has gained universal acceptance.”
The State Department uses the definition contained in Title 22 of the United States Code, Section
2656f(d): “The term terrorism means premeditated, politically motivated violence perpetrated against
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study generally focuses on terrorist incidents that involve serious consequences
measured by both “hard” and “soft” variables.  Hard variables quantify large
numbers of injuries and deaths and extensive and costly damage to property; soft
variables may include widespread disruption of society’s key functions, loss of
public confidence in government’s ability to provide protection against assault,
pervasive injury to the population’s way of life and overall peace of mind, and
erosion of the economic health of the nation.

The anthrax attacks present a vivid illustration of soft variables.  While the
number of casualties was modest, the emotional, psychological, and economic
impacts were enormous.  Hard variables, of course, would have made the situa-
tion far worse (imagine if the killers had instead chosen to attack with an agent
that causes a deadly contagious disease like smallpox).  Nonetheless, the cumula-
tive effect on the nation of a systematic series of small but repeated attacks can be
significant.

In addition to assessing the consequences of a particular act of terrorism, we
must of course also take into account its likelihood; the product of likelihood
times severity of consequence helps us determine how much cost and disruption
society should accept in the effort to combat it.  One indicator of likelihood is the
ease with which the act may be accomplished.  Does it require many terrorists
working together, or will just one person suffice?  Does it involve the complicity
of an insider—a nuclear reactor operator, say, or a computer network administra-
tor—who is part of the conspiracy?  Does the scale of the effort entail a large
expenditure of funds, complex organization, or sophisticated technology that
only a nation-state or an established terrorist network could assemble?  Or is it
simple enough that someone could undertake it in his or her garage?

Phases of Response

In responding to the threat of terrorism, the United States needs a multifac-
eted approach.  This includes the following capabilities, organized according to a
time line that extends from before a hypothetical terrorist incident to its after-
math:

• Intelligence and surveillance involve the observation of persons, groups,
and motives—a delicate matter—as well as of potential means of destruction,
such as nuclear materials, toxic chemicals, and biological agents.

noncombatant targets by subnational groups or clandestine agents, usually intended to influence an
audience.”  From p. xvi of Patterns of Global Terrorism 2001, released May 21, 2002, and available
online at <http://www.state.gov/documents/organization/10319.pdf>.  Meanwhile, the Department
of Defense defines terrorism as “the calculated use of violence or threat of violence to inculcate fear;
intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally
political, religious, or ideological.”
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• Prevention involves disrupting the terrorists’ networks and keeping the
means of mass destruction out of the hands of would-be terrorists, as in safe-
guarding fissile materials or foiling plans for the hijacking of airliners.

• Protection is needed should detection and prevention fail.  In military
parlance, protection means hardening the target so that destruction or disruption
becomes more difficult for the terrorist.  Examples include technological design
and procedures for making borders, buildings, airplanes, and critical infrastruc-
tures more difficult to breach, disrupt, or destroy.  Protection might also mean the
use of vaccination and other public health measures to make people more resis-
tant to disease.

• Interdiction, or crisis management, seeks to detect an imminent attack and
prevent its occurrence either by disrupting and destroying potential perpetrators
of catastrophic terrorism and their base of support before they can mount an
attack, as in the current campaign against al Qaeda in Afghanistan, or, when an
attack is imminent, by identifying the attackers, preventing their access to the
target, or frustrating the attack itself by technical means.

• Response and recovery, also called “consequence management,” means
containing and limiting the level of damage and the number of casualties by
organizing emergency responses and public health measures and restoring criti-
cal functions in the aftermath of a terrorist attack.

• Attribution refers to the ability to identify the perpetrators of an act (by
typing an anthrax culture, for example, or performing radiochemical analysis of
nuclear bomb debris) and is key to the choice of responses, such as retaliation or
prosecution.

In addition, all of these phases benefit from analysis and invention, which
involve systematic learning from incidents that do occur, studying terrorist tactics
and devising countermeasures through “red team/blue team” exercises,3 under-
standing motivations and factors that influence deterrence, and developing sys-
tematic plans for ongoing operations, future investments, and scientific and tech-
nological innovations.

3Red teaming and blue teaming are an approach to defining the weaknesses of a system and
devising ways to mitigate the resulting vulnerabilities:  “The red team tries to devise attack tactics,
and the blue team tries to design countermeasures.  When the United States developed the first
stealth aircraft, for example, the Air Force created a red team to try to detect and shoot them down.
When the red team identified a weakness in the stealth design, the blue team was charged to fix it,
systematically balancing risk of detection against the cost and inconvenience of countermeasures”
(Ashton B. Carter, “The Architecture of Government in the Face of Terrorism,” International Secu-
rity, Vol. 26, No. 2, Winter 2001-2002, p. 17).
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Science and Technology for Defending the Nation

While the advance of science and technology is one reason why terrorism
has the potential to be catastrophic in the 21st century, science and technology are
also critical tools for guarding the United States against that threat.  Beyond its
inherent strengths of immense size and wealth, high level of education, and
political cohesion and values, another great comparative advantage of this nation
is its scientific and technological prowess.  The highly developed, diverse, and
productive U.S. science-and-technology enterprise has proved its ability to serve
the needs of the nation in a variety of ways:  It supplied key military technology
for conventional wars and the long Cold War, produced enormous improvements
in the health and prosperity of its people, and addressed pressing societal needs
such as protection of the environment.  Historically, the science and engineering
communities have enthusiastically contributed to these national goals, and the
same level of energy and commitment will surely be devoted to meeting the vast
array of challenges raised by terrorism.  Experts from many fields, including
physical, biological, and mathematical sciences, engineering, and the social and
behavioral sciences, stand ready to create new knowledge that, in turn, creates
new capabilities.

Scientists and engineers can put a powerful set of counterterrorism tools at
our disposal. But whether, when, where, and how we use these tools will be far
from obvious and will require careful thought and analysis.  Technologies that
protect us may well impose economic, social, and cultural costs that we might not
be willing to bear.  Sensors, monitors, and intelligence gathering may be intrusive
in ways that clash with our values of individual rights and privacy.  Protective
technologies may be incompatible with the freedom of movement and open ac-
cess to information that we cherish.  In addition, the protection afforded by
technology can be overestimated.  For these reasons, a careful and realistic evalu-
ation of the performance characteristics of any technology, coupled with systems
and risk analyses to determine our level of need for it, is recommended through-
out this report.

Science and technology are but one element in a broad array of potential
approaches to reducing the threat of terrorism.  Diplomacy, international rela-
tions, military actions, intelligence gathering, and other instruments of national
policy all have critical roles to play.  In fact, advanced technologies have long
been key to the preeminence of the United States in military affairs.  Today, the
United States continues to rely on the products of science and engineering—
precision munitions, stealth aircraft, and spy satellites, for example—to compen-
sate for an opponent’s superior number of soldiers, favorable geographic access
to the battlefield, or greater willingness to accept casualties and impose sacrifices
on the citizenry.  These military applications of science and technology will play
an important role in our nation’s counterterrorism effort, as can be seen in the
ongoing U.S. actions in Afghanistan.  However, these applications are being
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treated by many other groups, and this report is focused on threats to homeland
security, for which a new suite of tools and capabilities will be needed.

In the effort to counter catastrophic terrorism, as in traditional military af-
fairs, science and technology can provide the United States with a critical edge
against enemies willing to resort to tactics that our society condemns.  The goal
would be to create and deploy technical means to reduce the nation’s vulnerabil-
ity while minimizing the kinds of adverse social, political, or psychological re-
sponses that would make it a less desirable place in which to live, thereby hand-
ing terrorists the ultimate victory.  Neither military actions abroad nor the most
rigorous homeland defenses can reduce the threat of catastrophic terrorism to
zero.  But technologies, both those available and those created through new
research, can reduce the likelihood of terrorism and the severity of its conse-
quences.  Describing how this might be done is the objective of this report.

CONTENT AND STRUCTURE OF THIS REPORT

The purpose of this report is to outline how a response to the threat of
catastrophic terrorism that draws on the nation’s scientific and technological
resources can make the nation safer.

The committee emphasizes the following points:

• It is inherently impossible to defend our nation against all conceivable
terrorist threats.  Our society is far too complex, too open, and too dependent on
interconnected infrastructure and advanced technologies for such a goal to be
feasible.  Our best long-term strategies for reducing the threats may be diplo-
matic, military, and economic, but in the short term we must make every effort to
protect ourselves as best we can.

• Some already-available technologies can be deployed now, and they could
significantly reduce current vulnerabilities.  Science and engineering also hold
the potential for future inventions and discoveries that could reduce these vulner-
abilities further and for addressing yet-to-be-discovered vulnerabilities.  Often,
these new solutions will require innovative multidisciplinary research and devel-
opment programs, and many could come from basic research in areas far re-
moved from the problems themselves.  Each element of our science and engineer-
ing community—government, universities, industry, not-for-profit laboratories
and organizations, and other institutions—has important contributions to make in
countering terrorism.

The primary focus of the report is the scientific and technological means by
which we can reduce the vulnerabilities of our society to terrorist attacks and
mitigate the consequences of those attacks when they occur.
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Systems and Technologies as Means of Attack,
Targets, and Means of Response

Key elements or infrastructures of our society can serve as means of attack,
targets, and means of response.

• Means of attack include weapons of mass destruction (nuclear, chemical,
and biological weapons).

• Targets include key systems such as transportation systems and the
electric-power grid.

• Means of response include critical technologies for responding to attacks,
such as telecommunication systems for coordinating the actions of emergency
personnel and the public health system for treatment of victims.

While some systems and technologies can be classified roughly in one or
another of these categories (i.e., nuclear weapons are primarily means of attack
and energy systems are primarily targets), most systems and technologies fall
into multiple categories.  For example, air transportation is both a target and a
means of attack.

This report looks at a collection of systems and infrastructures and in each
area focuses on identifying solutions—specific ways of reducing vulnerabilities
to catastrophic terrorism—that are achievable through the application of science
and technology.  The areas are as follows:

• Nuclear and radiological threats;
• Human and agricultural health systems, including topics such as bio-

terrorism, medicine, and public health;
• Toxic chemicals and explosive materials;
• Information technology, including communications, data management,

and identification and authentication systems;
• Energy systems, including electrical power systems and oil and natural

gas systems;
• Transportation systems;
• Cities and fixed infrastructure, including buildings;
• The response of people to terrorism, including how quality of life and

morale of the population can be a target of terrorists and how people respond to
terrorist attacks;

• Complex and interdependent systems, including linked vulnerabilities,
modeling, and simulation.  (This category covers the vital interdependencies of
different infrastructures.  For example, the energy distribution system depends on
an IT system to control its functions.  Because modeling and simulation are
necessary for predicting the responses of society’s complex and interrelated in-
frastructures to terrorist attack, the most important disciplines in this area are
systems analysis and systems engineering.)



32 MAKING THE NATION SAFER

These systems and infrastructures contribute to society’s key functions.  For
example, emergency services (police, fire, ambulance services) depend on both
physical and IT infrastructures.  The economy depends on people, finance (IT),
energy, transportation and distribution, and other infrastructures.  The military
relies on people (so biological and behavioral factors come into play), bases
(physical infrastructure), and intelligence and command and control systems (IT).
The government as a whole, from the President to the departments to the field-
level agencies, embraces almost all of the above systems.

Each of the areas in the above list is treated in a separate chapter, along with
analyses of vulnerabilities4 and responses in specific domains (see Box 1.1 for a
reader’s guide to the report).

These chapters focus on solutions, on ways to harden society against terrorist
attacks, to make critical systems more robust and resilient, and to enhance the
ability to recover from such attacks.  The report also touches on ways in which
technical approaches can assist in other aspects of counterterrorism efforts, from
supporting intelligence gathering and analysis and providing warning and detec-
tion of intent before an attack to conducting forensic investigations afterward.  In
some cases, the report identifies areas in which existing technologies could be
deployed, perhaps after being adapted or extended.  In other cases, the report
identifies areas in which research could be undertaken to develop new capabili-
ties that might substantially reduce the difficulty of protecting the homeland in
the future.  In both cases, the goal is to use scientific and engineering research and
invention to counter terrorism.

The nation must be prepared for a range of contingencies, and the recom-
mended technological responses described by the committee in each area are
often quite different.  The nuclear threat must be addressed in its earliest stage,
when intelligence and international cooperation are most critical.  Once terrorists
obtain certain nuclear materials, there are limited opportunities for preventing
their use.  For biological threats, the situation is the reverse:  An attack is rela-
tively easy to initiate, but there are many opportunities for technological inter-
vention to mitigate the effects.  In some other cases, such as attacks on the
electrical power system, it may be possible both to make the attack more difficult
and to ameliorate its effects once initiated.

Despite such fundamental differences in the approaches needed for counter-
ing different classes of terrorist threats, some general principles and strategies
underlie recommendations presented in all of the areas:

4The committee was deeply aware of the difficulty of writing a report that was sufficiently spe-
cific about terrorist threats to explain how science and engineering might be helpful, yet not provid-
ing any information that might aid terrorists in determining new means of attack.  In many cases,
quite specific information that was available to the committee is presented in the report in a more
generic form.
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• Identify and repair the weakest links in vulnerable systems and infra-
structures;

• Use defenses-in-depth (do not rely only on perimeter defenses or
firewalls);

• Use “circuit breakers” to isolate and stabilize failing system elements;
• Build security into basic system designs where possible;
• Build flexibility into systems so that they can be modified to address

unforeseen threats;
• Pay attention to the human factors in the design of all systems, particu-

larly those used by first responders; and
• Take advantage of dual-use strategies to reduce vulnerabilities of private-

sector targets while enhancing productivity or providing new commercial capa-
bilities.

These general strategies reflect concepts that appear repeatedly throughout
this report, in recommendations aimed at different infrastructures and at different
phases of prevention and response.  In addition to sharing common themes,
recommendations in various chapters also repeat some key solutions and pro-
grams.  There are research and engineering opportunities in crosscutting areas,
where new technologies and programs have the potential to mitigate multiple
vulnerabilities in different areas.  These technologies and programs are described
in Chapter 11 and include the following:

• Systems analysis, modeling, and simulation;
• Integrated data management;
• Sensors and sensor networks;
• Autonomous mobile robotic technologies;
• Supervisory control and data acquisition (SCADA) systems;
• Controlling access to physical and information systems using technolo-

gies such as biometrics; and
• Human and organizational factors.

Prioritization and Factors Affecting Prioritization

Each of the chapters on society’s infrastructures or systems contains a num-
ber of recommendations that represent the committee’s highest priorities for
actions in that area.  In addition, in the executive summary, the three or four most
important recommendations in each area are summarized, and a list of top short-
term actions and long-term research opportunities cutting across all of the areas is
provided.  However, the final decisions about which measures should be taken
first and which programs should be most vigorously pursued will depend on a
variety of factors, including the relative likelihood of attacks in each area.  The
committee did not have access to all relevant information and hence does not
claim to offer a definitive prioritization of counterterrorism actions.
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BOX 1.1
Reader’s Guide to the Report

The list below outlines the structure of the report and lists the topics covered in
each chapter.  The report includes analyses of vulnerabilities and responses in
specific domains (Chapters 2-10) and discussions of general issues affecting the
ability to use science and technology for countering terrorism (Chapters 11-13).

Chapter 1  Introduction
• Describes the context of the report and factors that contribute to society’s

vulnerability to terrorism.
• Provides the committee’s working definition for catastrophic terrorism.
• Outlines the structure of the report and describes its scope.

Chapter 2  Nuclear and Radiological Threats
• Outlines the relative threat levels associated with nuclear and radiological

weapons.
• Discusses the different issues associated with state-owned nuclear weap-

ons, improvised nuclear devices, and radiological dispersal weapons.
• Explains the methods for control, detection, and interdiction of nuclear

weapons and special nuclear materials.

Chapter 3  Human and Agricultural Health Systems
• Explains why new tools need to be developed for surveillance, detection,

and diagnosis of bioterrorist agents.
• Outlines the importance of decontamination and bioforensics for respond-

ing to attacks.
• Discusses improving models and knowledge of the pathogenesis and ge-

nomics of  biological agents to facilitate development of therapeutics and vaccines.

Chapter 4  Toxic Chemicals and Explosive Materials
• Outlines how chemicals are used as weapons.
• Discusses ways to mitigate vulnerabilities in a number of areas, including in

the production and use of industrial chemicals and in the food, water, and pharma-
ceutical distribution systems.

• Describes technologies needed to protect from and respond to chemical
attacks.

Chapter 5  Information Technology
• Describes IT-only attacks and IT attacks as amplifiers of physical attacks.
• Outlines near-term ways to improve IT security and use IT to respond to an

attack.
• Discusses three areas in which IT research investments should be made:

information/network security, IT for emergency response, and information fusion.

Chapter 6  Energy Systems
• Covers electric power systems and oil and natural gas systems.
• Describes representative vulnerabilities.
• Suggests how existing technology can be implemented.
• Outlines research and development priorities and strategies.
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Chapter 7  Transportation Systems
• Describes transportation system characteristics and their implications for

security strategies.
• Discusses research and technology needs.
• Provides advice to the TSA on strategic research and planning.

Chapter 8  Cities and Fixed Infrastructure
• Discusses emergency management and emergency operations centers.
• Discusses water supply and wastewater systems.
• Discusses major and monumental buildings.
• Discusses stadiums and other places for large public gatherings.
• Discusses underground facilities, including tunnels.

Chapter 9  The Response of People to Terrorism
• Outlines how human populations and societies are vulnerable to terrorism.
• Explains factors that contribute to anticipation and preparedness and that

influence the effectiveness of warnings.
• Describes the immediate response to the occurrence of attack and the re-

covery.

Chapter 10  Complex and Interdependent Systems
• Describes how systems analysis and systems engineering should be used

in counterterrorism activities.
• Discusses systems management issues, such as governance and decision

making, and information systems and tools.
• Explains the importance of threat modeling and infrastructure modeling.

Chapter 11  The Significance of Crosscutting Challenges and Technologies
• Describes seven crosscutting areas where the technologies require multi-

disciplinary systems approaches or have the potential to reduce vulnerabilities in a
variety of domains:  systems analysis and modeling; integrated data management;
sensors and sensor networks; autonomous mobile robotic technologies; supervi-
sory control and data acquisition (SCADA) systems; biometrics; and human and
organizational factors.

• Discusses the need for coordination of programs on crosscutting technologies.

Chapter 12  Equipping the Federal Government to Counter Terrorism
• Discusses issues driving the need for coordination across the federal gov-

ernment.
• Describes the analytic capabilities needed to support OHS.
• Outlines how to strengthen the Office of Science and Technology Policy.
• Illustrates the role of the federal agencies and describes some additional

capabilities needed.

Chapter 13  Essential Partners in a National Strategy
• Describes the need for federal agencies to work with states and cities, par-

ticularly in technologies for first responders.
• Outlines barriers to and facilitators for the involvement of industry in the

development and implementation of counterterrorism technologies.
• Discusses the role of universities, the importance of sustaining the scientific

and engineering talent base, and the difficulty in balancing the needs of national
security with the requirements for productive and creative research.
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5If the United States invests in hardening security in all airports, for example, terrorists will
obviously know this and will likely attack other, less protected targets instead.

A key factor that should affect decisions about counterterrorism priorities is
that the nature of the terrorist threats and the targets, weapons, and means of
delivery will change over time, often in response to successful countermeasures.
Thus it is vital that, as the federal government is setting priorities, decisions be
based not only on information about the current threats and ways to limit relevant
vulnerabilities but also on an understanding of the impact of deploying proposed
protective technologies.  To make sound decisions will require threat and risk
assessment, systems analysis and engineering, exercises and simulation, red team-
ing, economic analysis, an understanding of human factors, and other analytic
efforts.

Terrorists will adapt to the defenses in place and seek the weakest known
spots; overemphasis on particular targets is neither prudent nor desirable.5  In
light of this dynamic nature of the relationship between the threats and the efforts
to mitigate vulnerabilities, deployment of new technologies should not be limited
to “perfect” systems, but instead should be based on relative effectiveness and
advancement of a long-term program to increase the overall security of the sys-
tem or infrastructure protected.  Thus government agencies with homeland secu-
rity responsibilities will require two capabilities to realize the potential of science
and technology.  The first is the capacity to use systems engineering and testing to
conduct development and procurement of technical systems based on existing
technology.  The second is the capacity to participate in imaginative research that
will produce counterterrorism solutions based on future science and technology.

Realizing the Potential of Science and Technology to
Counter Catastrophic Terrorism

This report describes a number of ways in which science and technology
could be harnessed to prevent or contain terrorist attacks.  Of course, these oppor-
tunities are not easily realizable; barriers exist, whether technical or organiza-
tional.  When they are technical, the committee has recommended research pro-
grams designed to develop new capabilities.  When possible, the committee has
also tried to identify whether a specific government agency has the responsibility
for a given area or the capability to lead a given program.  When the problem is
organizational or institutional, the committee has tried to identify the difficulty
(e.g., no government agency has responsibility for the research area in question or
no incentives exist for an industry sector to improve its security systems).

However, the recommendations provided in this report should not be judged
or acted upon individually.  Instead, the federal government needs to define a
coherent overall strategy for protecting the nation and should harness the strengths
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of the U.S. science and engineering communities and direct them most appropri-
ately toward critical goals, both short term and long.6  This task will require an
overall investment and research plan, appropriate institutional structures for re-
search on future solutions and for engineering and procuring solutions that are
technologically mature, funding allocations that fairly distribute the costs of
counterterrorism protections across society, and a renewed population of talented
young scientists and engineers to work on these problems.  Chapter 12 identifies
the steps needed in the federal government (both in the White House and in the
agencies that contribute to homeland security) to ensure that today’s technologi-
cal counters to terrorism are fielded and tomorrow’s solutions are found.  In
particular, in recognition of the importance and difficulty of determining goals
and priorities, the committee discusses how the federal government might gain
access to crucial analytic capabilities to inform decision making and assess risk
and the effectiveness of measures to counter that risk.

The proposed budget for federal spending on homeland security programs in
fiscal year 2003 is approximately $38 billion,7 of which  less than 10 percent is
estimated to be for research and development.8  While these resources will make
a significant difference, they do represent strictly the efforts of the federal gov-
ernment.  Yet however well the federal government organizes its own effort in
homeland security, the overall national effort cannot succeed without critical
contributions from other institutions.  Essential partners in utilizing science and
technology for countering terrorism will include nonfederal governments (states,
counties, and cities), industry, universities, nongovernmental organizations, pro-
fessional societies, and many other groups.  While the bulk of this report is
directed toward the federal government and actions it can take, all of these other
institutions have vital contributions to make.  In Chapter 13, the committee

6The committee recognizes, and has been greatly informed by, a number of excellent reports
published in recent years that anticipated terrorism directed at our homeland and discussed the role of
science and technology in countering such terrorism.  Among them were reports by the Gilmore
Commission, the Bremer Commission, the Hart/Rudman Commission, and the Marsh Commission
(see the references for Chapter 12).  While the present report is distinct in its scope and in its attempt
to integrate science-based responses to terrorism across many disciplines, it is consistent with these
earlier studies in its characterization of the country’s primary areas of vulnerability and the need to
strengthen the federal government’s ability to address them.

7Of the $38 billion, $21 billion is focused on four missions: ensuring that state and local first
responders (firefighters, police, and rescue workers) are prepared for terrorism; enhancing our de-
fenses against biological attacks; securing our borders; and sharing information and using informa-
tion technology to secure the homeland (Fiscal Year 2003 Budget of the U.S. Government, U.S.
Government Printing Office, Washington, 2002, p. 17.  White House budget documents are available
online at <http://www.whitehouse.gov/omb/budget>).

8Exact figures are not available but estimates by Kei Koizumi of the American Association for the
Advancement of Science predict approximately $2.8 billion for R&D in the FY 2003 counterterrorism
budget (personal communication, June 11, 2002).
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describes briefly the importance of these partners’ roles and touches on some of
the issues related to the federal government’s ability to productively interact with
these groups.

State and local governments have critical responsibilities in homeland secu-
rity because terrorist incidents are likely to affect first and foremost a particular
locality in which a target is located, and the police, fire, emergency management,
and other public officials there will be the first on the scene.  However, it is not
possible for each locality to develop its own comprehensive response to the
possibility of terrorism or to engineer protective systems, let alone to conduct
research on new techniques and technology.  Creating common solutions to
counterterrorism challenges, and providing the needed knowledge and engineer-
ing base, will therefore fall to the federal government.  But the federal
government’s efforts will be useless unless the design of standards and the devel-
opment of procedures are informed by the experience and insight of the first
responders.  Also, the results of the federal programs must then be made available
to state and local authorities, directly or through their collective bodies such as
police and fire associations.

Industry, too, has crucial contributions to make to increasing homeland secu-
rity.  Many critical infrastructures are largely owned and operated by the private
sector, not the government.  Much of the needed investment and adaptation to
protect these infrastructures will have to be made by private companies.  The
funds for these investments will come from some mixture of funds provided by
the federal government and funds provided by the companies themselves.  The
private sector’s own investments will arise in several ways—for instance, be-
cause they are mandated by law or regulation, because incentives are provided
(e.g., tax relief), because insurance companies require them, or because competi-
tive business practice recommends them.  In any case, it is important that these
investments be made in a manner that fully realizes the potential of science and
technology to provide solutions.  Moreover, since much of the relevant technical
expertise about these critical infrastructures resides in the private parties that
operate them, it is essential that these parties participate directly in devising
solutions to vulnerabilities.

Finally, this report amply demonstrates that America’s strength in science
and technology is perhaps its most critical asset in countering terrorism without
degrading our quality of life.  Terrorism is a threat to U.S. security for the
foreseeable future, and as our defenses improve, terrorists’ abilities to circumvent
them will also improve.  It is essential that we balance the short-term investments
in technology intended to solve the problems that are defined today with a longer-
term program in fundamental science designed to lay foundations for countering
future threats that we cannot currently define.  These long-term programs must
involve the nation’s immense capacity for performing creative basic research, at
universities, government laboratories, industrial research facilities, and nongov-
ernmental organizations.
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2

Nuclear and Radiological Threats

THE NUCLEAR AND RADIOLOGICAL THREAT MATRIX

For the purposes of the following discussion, the threats to homeland secu-
rity from nuclear and radiological terrorism are grouped into the following three
categories:

1. Stolen state-owned nuclear weapons or weapons components, modified
as necessary to permit terrorist use.

2. Improvised nuclear devices (INDs) fabricated from stolen or diverted
special nuclear material (SNM)1—plutonium and, especially, highly enriched
uranium (HEU).2

3. Attacks on nuclear reactors or spent nuclear fuel or attacks involving
radiological devices.

The threat matrix is summarized in Table 2.1 and is discussed in more detail
below.

State-Owned Nuclear Weapons or Weapons Components

Several countries possess nuclear weapons that could potentially be turned to
terrorist use: Britain, China, France, India, Israel, Pakistan, Russia, and the United
States.  Other countries have had weapons development programs in the past, and

1Special nuclear material includes fissile isotopes such as uranium-233, uranium-235, and plutonium-
239 that can be used to make nuclear weapons.

2HEU contains ≥20 percent by weight of uranium-235.
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one of these (South Africa’s) led to the development of nuclear weapons.  Iran,
Iraq, and North Korea are believed to have active weapons development pro-
grams at present, and these countries probably have the technical capabilities to
develop nuclear weapons but may not have sufficient quantities of SNM (pluto-
nium or HEU).

The weapons arsenals of Britain, China, France, Israel, and the United States
are probably well protected. Indian and Pakistani nuclear weapons are also
thought to be adequately protected at present, but the near-term (1- to 5-year)
security of Pakistani weapons may be problematical.  Theft or diversion of
Russian nuclear weapons for terrorist use may represent a significant near-term
threat to the United States, especially the theft or diversion of smaller, man-
portable weapons.  Table 2.1 and the classified annex provide additional details
on these threats.3

Improvised Nuclear Devices

Improvised nuclear devices are nuclear weapons fabricated by terrorists,
with or without state assistance, using stolen or diverted SNM.  The basic techni-
cal information needed to construct a workable nuclear device is readily available
in the open literature.  The primary impediment that prevents countries or tech-
nically competent terrorist groups from developing nuclear weapons is the avail-
ability of SNM, especially HEU.

HEU could potentially be obtained by terrorists from several sources.  There
are large stockpiles of excess HEU and weapons-grade plutonium in both the
United States and Russia, and other countries with nuclear weapons may have
smaller stockpiles of these materials.  HEU also exists in nuclear fuel from naval
reactors, and large stocks of reactor-grade plutonium are contained in commer-
cial spent fuel.  Spent-fuel reprocessing programs and separated stocks of reactor-
grade plutonium also exist in several countries, and these stocks are routinely
transported across national borders.  Reactor-grade plutonium can be used to
fabricate workable nuclear devices.

Theft or diversion of excess Russian HEU for terrorist use represents a
significant near-term threat to the United States.  There are estimated to be about
150 metric tons of separated plutonium and 1,200 metric tons of HEU in Russia.
The United States has been working with Russia over the past 7 years to secure
this material and has made major progress.  These safeguards are effective against
casual thefts but may not be effective against higher-level threats, especially
sophisticated insider threats.  Moreover, a complete inventory of Russian materi-
als is not available, so it is impossible to confirm that diversions of materials have

3In addition to the unclassified discussion of nuclear and radiological terrorism provided in this
chapter, a classified annex containing further treatment of these topics has been produced by the
study.
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not already occurred.  Additionally, there have been more than a dozen seizures
of SNM from Russia and surrounding countries since the early 1990s.  Most of
the seized materials are thought to have been smuggled from Russian civilian
nuclear sites.

Stocks of SNM also could be produced clandestinely, either through enrich-
ment of uranium or reprocessing of spent nuclear fuel to recover plutonium.
Uranium enrichment is equipment intensive and time consuming, and detection is
increasingly likely as the scale of operations is increased.  A small-scale program
could potentially be hidden through careful facility design, however, and could,
in principle, produce sufficient material for a weapon if operated for several
years.  Reprocessing to recover plutonium also can be carried out in small,
difficult-to-detect facilities but requires access to irradiated reactor fuel.  Any
country with a research reactor has potential access to such fuel, and there are, in
addition, large stocks of spent fuel in power reactors in countries of the former
Soviet Union and also in foreign research reactors, some of which still operate
with HEU.  Clandestine production of SNM by states or terrorist groups for use
against the United States represents a significant near-term threat to homeland
security.

Nuclear Reactors, Spent Nuclear Fuel, or Radiological Dispersion Devices

The threats considered here include attacks on nuclear power plants (both
commercial nuclear power plants (NPPs) and research reactors), their spent fuel
storage facilities, and spent fuel transportation casks; detonation of conventional
explosive devices packed with radioactive materials, so-called “dirty bombs;”
and the surreptitious placement of radiation sources in places frequented by large
numbers of the public.  Attacks on DOE-owned nuclear facilities were not con-
sidered because these are generally considered to be hardened and well protected.

Nuclear Power Plants

The United States has 103 operating civilian nuclear power reactors at 65
sites that generate about 20 percent of the U.S. electrical supply (USNRC, 2002;
EIA, 2002).  The U.S. Nuclear Regulatory Commission (USNRC) regulates NPPs
and has had a long-standing concern about security and safeguards.  The agency’s
security and safeguards regulations are extensive and actively enforced.

The USNRC requires that NPPs be protected against a “design basis threat,”
defined at present to involve a ground attack by a group consisting of several
armed terrorists aided by an inside collaborator.4   NPPs are required to train their

4Additionally, some NPPs located near airports have been designed to withstand certain types of
low-speed takeoff and landing accidents involving aircraft in common use when the plants were
licensed in the 1970s.
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TABLE 2.1  The Nuclear and Radiological Threat Matrix

TABLE 2.1A  State-Owned Nuclear Weapons

Potential Probability
Threat Category Threat Description Threat Level Consequences of Occurren

State-owned Theft and United States: Low— Potentially Moderate o
nuclear weapons diversion of state- weapons are well protected catastrophic— 5 years, wi

owned nuclear and tactical weapons have massive loss of life potential fo
weapons for use, integrated permissive and severe political
with or without action links to prevent and economic
modification, unauthorized use destruction possible
against U.S.
targets or assets Britain, China, France,

Israel: Low—weapons are
few in number relative to
U.S.-Russian arsenals and
are well protected

Pakistan, India: Medium—
weapons are under secure
control of the military,
but political situation
is unstable

Russia:  Medium—large
numbers of weapons with
poor inventory controls

security personnel against this threat and are periodically tested by the USNRC to
ensure readiness to meet this threat.

The current design basis threat for NPPs does not include high-speed attacks
with fully loaded civilian airliners or, alternatively, smaller general aviation air-
craft loaded with high explosives (HE) or attacks from the ground using HE
projectiles.  Potential targets for aircraft or ground attacks against an NPP are
described in the classified annex.

The USNRC is supporting work at the Sandia National Laboratories, and the
nuclear industry’s trade association, the Nuclear Energy Institute (NEI), is direct-
ing work at the Electric Power Research Institute (EPRI) to assess some of these
threats.  These studies, which involve modeling aircraft impacts against steel-
reinforced concrete structures and investigating the potential effects of aircraft-
fuel fires, are proceeding independently of each other and will not be completed
until after this report is published.

The details of these studies are classified and/or sensitive, and the results are
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preliminary. But taken together, these studies suggest that a terrorist attack on an
NPP could have potentially severe consequences if the attack were large enough.
The severity is highly dependent on the specific design configuration of the NPP,
including details such as the location of specific safety equipment.  Additional
details are provided in the classified annex.

The potential vulnerabilities of NPPs to terrorist attack seem to have captured
the imagination of the public and the media, perhaps because of a perception that
a successful attack could harm large populations and have severe economic and
environmental consequences.  There are, however, many other types of large
industrial facilities that are potentially vulnerable to attack, for example, petro-
leum refineries, chemical plants, and oil and liquefied natural gas supertankers.
These facilities do not have the robust construction and security features charac-
teristic of NPPs, and many are located near highly populated urban areas.  The
committee has not performed a detailed examination of the vulnerabilities of
these other types of industrial facilities and does not know how they compare to

Probability Technical and Approaches
ces of Occurrence Policy Challenges to Mitigation

y Moderate over the next Theft or diversion may not Improve indications and
ic— 5 years, with a high require state assistance and may warnings capabilities
ss of life potential for surprise go undetected if theft occurs

e political in Russia Improve security of Russian
mic and Pakistani nuclear weapons
n possible Stolen or diverted weapons at storage sites and borders

could be converted for
terrorist use Accelerate deployment of

sensor arrays at critical
HEU-based weapons smuggled U.S. entry points and targets
into the United States could be
difficult to detect and recover Develop and announce

policies to deter use of
First responders may be killed weapons by terrorist states
or incapacitated by attack

Improve attribution capabilities
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 TABLE 2.1B  Improvised Nuclear Devices

Potential Probability
Threat Category Threat Description Threat Level Consequences of Occurren

Improvised Theft or diversion United States: Low—SNM Potentially Moderate o
nuclear devices of SNM for is well protected catastrophic— 5 years, wi

fabrication of massive loss of life potential fo
nuclear devices Britain, China, France, and severe political
for use against India, Israel, Pakistan: and economic
U.S.targets or Low—small amounts of destruction possible
assets materials are well protected

Russia: High—large
inventories of SNM are
stored at many sites that
apparently lack inventory
controls ,and indigenous
threats have increased

the vulnerabilities of NPPs.  It is not clear whether the vulnerabilities of NPPs
constitute a higher risk to society than the vulnerabilities of other industrial
facilities.

Research Reactors

Research reactors are used primarily to produce neutrons and gamma rays
for research and development, and they provide a testbed for education on reactor
physics and operations.  As of April 2002 there were 36 operating research
reactors in 23 states, an additional 12 reactors were being decommissioned, and 7
had licenses only to possess radioactive material.5   Most research reactors are

5Much of the factual information used in this section is taken from the USNRC Web site.  See,
particularly, <http://www.nrc.gov/reading-rm/doc-collections/fact-sheets/research-reactors.html>, last
accessed May 20, 2002.
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located at universities or government laboratories,6  and many university research
reactors operate on a restricted basis and therefore do not generate much radioac-
tive material.

With thermal outputs ranging from about 0.1 to 20 megawatts, U.S. research
reactors produce much less radiation, heat, and waste (e.g., spent fuel) than do
power reactors, whose thermal output is commonly 2,000-3,000 megawatts.  Re-
search reactors also generally have fail-safe shutdown systems, and most do not
generate sufficient heat to be vulnerable to core accidents, even in the event of a
coolant loss.  The potential consequences of terrorist attacks therefore appear to
be small relative to power reactors.

Probability Technical and Approaches
ces of Occurrence Policy Challenges to Mitigation

y Moderate over the next Theft or diversion may not Improve indications and
ic— 5 years, with a high require state assistance and warnings capabilities
ss of life potential for surprise may go undetected

e political Consolidate SNM at Russian
mic Crude HEU weapons could be sites, improve inventory
n possible fabricated without state controls, and improve security

assistance at sites and borders

HEU-based INDs smuggled Accelerate blend-down of
into the United States could be Russian HEU
difficult to detect and recover

Accelerate the development
First responders may be killed and  deployment of SNM
or incapacitated by attack sensor arrays at critical U.S.

entry points and targets

Improve capabilities for
remote detection of HEU

Develop and announce policies
to deter use of INDs by
terrorist- states

Improve attribution capabilities

6In addition, the Department of Energy and the U.S. Army operate research and test reactors at
several of their sites.  The thermal output of these reactors ranges from 5 to 400 megawatts. These
reactors are not licensed by the USNRC and are not considered in this discussion.
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TABLE  2.1C  Radiological Attacks

Potential Probability
Threat Category Threat Description Threat Level Consequences of Occurren

Nuclear power Ground or air High—Over 100 potential Variable, ranging Potential fo
plants (NPPs) assaults on targets exist in the from reactor attacks is h

civilian NPPs United States shutdowns to core near term
meltdowns with very
large releases of
radioactivity

Research reactors Ground or air High—there are 36 Little or no release of Unclear in 
assaults operating reactors radioactivity likely

Spent nuclear Ground or air High—Potential targets Little or no release of Potential fo
fuel in wet or assaults on spent exist at all commercial radioactivity likely attacks is h
dry storage fuel pools or dry NPP sites next 5 year

storage casks would be d
locate or s
damage

Radiological Attacks with Very high—radiation Few deaths likely, High—mat
sources dirty bombs or sources are numerous and but potential for means are 

placement of highly dispersed worldwide economic disruption available, a
radioactive sources and panic is high few preven
in public places in place

Radioactive Same as for Very high—radioactive Trivial—most types High—mat
waste radiological waste is abundant of radioactive waste means are 

sources worldwide and not potentially available available, a
well protected to terrorists have few preven

low specific activity in place

Spent Nuclear Fuel in Wet or Dry Storage

All civilian NPPs contain storage facilities for spent nuclear fuel and, with
few exceptions, all of the spent fuel produced by those reactors is being stored at
the sites where it was produced.  Approximately 42,000 metric tons of spent fuel
are currently stored under water in large spent fuel storage pools for cooling and
shielding purposes.  These pools are constructed of steel-reinforced concrete and
are typically located adjacent to reactor containment buildings.

At some NPP sites spent nuclear fuel also is being stored outside the power-
plant buildings in dry casks on concrete pads.  At present, about 3,000 metric tons
of spent fuel are being stored in this fashion.  The casks are constructed of one or
more layers of stainless steel and steel-reinforced concrete.  The spent fuel is
stored in the casks in an inert atmosphere at low pressure.  A consortium of
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nuclear utility companies has applied to the USNRC for a license to construct a
centralized dry-cask storage facility (the Private Fuel Storage Facility) in Utah
west of Salt Lake City.  This facility, if licensed and constructed, could house up
to 40,000 metric tons of spent fuel contained in up to 4,000 above-ground storage
casks on thick reinforced-concrete pads (Private Fuel Storage, 2002).

The threat of terrorist attacks on spent fuel storage facilities, like reactors, is
highly dependent on design characteristics.  Moreover, spent fuel generates orders
of magnitude less heat than an operating reactor, so that emergency cooling of the
fuel in the case of attack could probably be accomplished using low-tech mea-
sures that could be implemented without significant exposure of workers to radia-
tion.  Dry cask storage systems are very robust and would probably stand up to
aircraft attacks as well.

Probability Technical and Approaches
ces of Occurrence Policy Challenges to Mitigation

ranging Potential for 9/11-type Stopping airplane attacks that Perform vulnerability analysis
or attacks is high in the deliver large amounts of energy of NPPs
 to core near term directly on target

s with very Harden vulnerable NPPs and
ses of improve redundancies of

ity critical safety systems

o release of Unclear in the near term Providing security against all Minimize the amount of fuel
ity likely types of attacks stored onsite

o release of Potential for 9/11-type Stopping airplane attacks that Perform vulnerability analysis
ity likely attacks is high over the deliver large amounts of energy of spent nuclear fuel storage

next 5 years, but targets directly on target sites
would be difficult to
locate or severely Move vulnerable spent fuel in
damage wet storage to dry cask storage

s likely, High—materials and Training first responders to Improve first responder
ial for means are readily deal with these types of attacks capabilities
disruption available, and there are
is high few preventive measures Improve public education

in place

most types High—materials and Training first responders to Improve first responder
tive waste means are readily deal with these types of attacks capabilities

y available available, and there are
ts have few preventive measures Improve public education
ic activity in place
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7See Gonzalez (1999) for a recent review of lost and stolen radioactive sources.

Like dry storage casks, spent fuel transport containers are very robust and
appear to offer similar protection against terrorist attack.  Studies on the vulner-
ability of spent fuel transport containers to sabotage suggest that relatively little
or no radioactivity would be released in the event of a terrorist attack, and the
USNRC is now undertaking a package performance study that will examine fuel
performance and source terms under a variety of impact situations.  That agency
is conducting a top-to-bottom review of potential vulnerabilities, including trans-
port vulnerabilities, in the wake of September 11.  In the meantime, it has issued
advisories to its licensees to take additional precautions until these reviews are
completed.

Radiation Sources and Radioactive Waste

A wide variety of radiation sources are used in the civilian economy for,
among other things, industrial radiography, radiation therapy, university research,
and natural resource exploration.  The approximately 2 million sources licensed
by the USNRC range in activity from millicuries to tens of kilocuries and typi-
cally contain penetrating gamma emitters like cesium-137, cobalt-60, and iri-
dium-192; alpha emitters like radium-226 and americium-241; and beta emitters
like strontium-90.  Devices in which such sources are dispersed by explosives or
other means are called radiological dispersion devices (RDDs).

In the United States, most radioactive sources are regulated by the USNRC
or by states under agreement with that agency, and a materials license is required
to possess such sources.  Licensees are responsible for safeguarding these sources
and returning them to the manufacturer or properly disposing of them when the
sources are no longer needed.  This system is not foolproof, however.  For
example, according to USNRC records, several hundred U.S. sources are unac-
counted for and presumed lost.

Radioactive sources are also used widely in other countries, not all of which
have the regulatory controls that exist in the United States.  Control of sources
may be a particular concern in some central and eastern European countries,
which lack strong regulatory or accounting standards.7

The United States also produces quantities of radioactive waste that could
potentially be used in an RDD.  This waste includes high-level spent nuclear fuel
and high-level defense waste stored at government or commercial sites; transu-
ranic waste stored at government sites; and low-level industrial, research, and
medical waste stored at commercial sites, universities, and hospitals.  Low-level
waste may be a particularly attractive terrorist target:  It is produced by many
companies, universities, and hospitals, it is not always stored or shipped under
tight security, and it is routinely shipped across the country.  Although labeled
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“low-level,” some of this waste has high levels of radioactivity and could poten-
tially be used to make an effective terrorism device.

RDD attacks could be carried out in several ways.  Nonexplosive sources
could be hidden in facilities frequented by large numbers of the public (e.g.,
sports stadiums, subway systems) or dispersed in building ventilation systems.
Additionally, a radiation source could be combined with an explosive to disperse
radioactive contamination over areas on the order of hundreds of square meters to
a few square kilometers, depending on meteorological conditions.  A radioactive
waste shipment also could be attacked while in transit.  Although such an attack
probably would not disperse large quantities of radioactivity, it could cause public
panic, especially if the attack took place in a highly populated urban area.

Detailed studies of RDDs suggest that few if any human deaths would be
expected from dispersed radiation, although the explosion itself could cause
casualties.  The presence of dispersed radioactivity in the attacked area could,
however, confound rescue efforts.  The most severe effects on human health are
produced if the material can be efficiently dispersed in respirable form.  For
optimum particulate sizes, inhaled material can remain lodged in the lungs, lead-
ing to either acute or chronic effects, depending on the amount and type of
material respired. Although there are methods to construct an RDD to obtain
good dispersion of inhalable particles, they require expert knowledge and access
to university-level laboratory facilities.

HOMELAND SECURITY CHALLENGES

The threat matrix presented in Table 2.1 and discussed in previous sections
suggests that the United States faces several near-term (1-5 year) vulnerabilities
to terrorist acts using nuclear and radiological dispersal weapons.  Several poten-
tial vulnerabilities are described in this section.

State-Owned Nuclear Weapons and Improvised Nuclear Devices

At present, the United States has no evidence that a terrorist organization or
nonnuclear state possesses stolen nuclear weapons or INDs.  However, this situ-
ation could change rapidly over the near term if steps are not taken to better
secure nuclear weapons and SNM, especially in Russia.  In the future, efforts to
develop INDs may involve virtual collaborations among groups of countries and
terrorist organizations.  These efforts will be harder to detect and interdict because
the different materials, facilities, activities, and expertise will be spread across
large and unconnected geographical areas.  As noted above, the primary impedi-
ment to the success of IND development efforts is the availability of SNM,
especially HEU.  The first challenge, then, for the United States and its allies is to
improve security for weapons and special nuclear material wherever they exist,
but especially in Russia.
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Once a terrorist state or organization is able to procure a state-owned nuclear
weapon or SNM, especially HEU, it will be able to fabricate an IND if it has the
appropriate technical expertise.  In addition to the potential for obtaining SNM
from existing stocks in countries like Russia, the technologies for making SNM
are ubiquitous, and past experiences, which are discussed in the classified annex,
illustrate the difficulty of detecting well-concealed clandestine efforts to produce
these materials.  Therefore, the second challenge for the United States and its
allies is to improve the gathering of indications-and-warnings intelligence on
efforts by states or groups to obtain a nuclear capability so that resources can be
focused on countering the most significant threats.  The third challenge is to
improve capabilities for detecting and interdicting stolen nuclear weapons and
INDs once they are obtained by a terrorist group or state.

The consequences of terrorist use of a stolen weapon or IND are horrible to
contemplate. A successful detonation of a stolen weapon or IND could produce
massive casualties and cause substantial damage to the nation’s political and
economic infrastructure.  Although recovery would eventually occur, it would be
both expensive and lengthy.  While recovery plans should be put into place to
deal with such attacks, the main focus of the nation’s efforts must be on preven-
tion of attacks by whatever means possible.

Nuclear Reactors, Spent Nuclear Fuel, and Radiological
Dispersion Devices

Nuclear power plants may present a tempting high-visibility target for terror-
ist attack, and the potential for a September 11-type surprise attack in the near
term using U.S. assets such as airplanes appears to be high.  Such attacks could
potentially have severe consequences if the attack were large enough and, were
such an attack successfully carried out, could do great harm to the nation’s near-
term energy security and civilian nuclear power as a long-term energy option.

Complete denial of the means to attack NPPs from the air or ground using
U.S. assets such as aircraft is probably not feasible.  If important vulnerabilities
are identified, however, design and operational fixes exist, some of which are
easily identifiable, that could substantially harden the facilities.  Some of these
possible fixes are discussed in the classified annex.

The private ownership and operation of NPPs present some additional chal-
lenges. One involves cost, and another information sharing.  Private companies
may be hesitant to commit significant resources to reducing vulnerabilities unless
they receive clear guidance and leadership from the USNRC.  Further, operators
may be unable to pass such costs on to consumers in a highly competitive elec-
tricity market.  This has important ramifications for nuclear energy as a long-term
contributor to the U.S. energy supply.  Information sharing between government
agencies and plant owners and operators on potential vulnerabilities and opera-
tional fixes is essential for improving security at the nation’s NPPs.  Such infor-
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mation sharing is currently problematical, however, because much of the infor-
mation to be shared is classified.

Of course, the development of remedies for reducing potential NPP vulner-
abilities to terrorist attack must consider both costs and achieved risk reductions,
especially in view of the potential vulnerabilities of other types of industrial
facilities, as discussed elsewhere in this chapter.  The nation’s resources to address
these vulnerabilities are limited and thus have to be expended in a way that
achieves the greatest risk reduction at the lowest overall cost to society.

Given the wide use of radiation sources in the United States and other coun-
tries, a determined terrorist would probably have little trouble obtaining material
for use in an RDD.  Fortunately, many radiation sources are strong gamma
emitters and, unless heavily shielded, can be readily detected with existing sensor
technologies.  If an RDD attack were to occur, the casualty rate would likely be
low, and contamination could be detected and removed from the environment,
although such cleanup would probably be expensive and time consuming.

It is clear that the aim of an RDD attack would be to spread fear and panic
and to cause as much disruption to society as possible.  Given the public fear of
anything “nuclear” or “radioactive,” even a minor terrorist attack could have
greatly magnified psychological and economic consequences.  The ease of recov-
ery from an RDD attack would depend to a great extent on how the attack was
handled by first responders, political leaders, and the news media, all of which
would help to shape public opinion and reactions.

REDUCING VULNERABILITIES

Several steps can be taken over the near term to reduce the nation’s vulner-
ability to acts of nuclear and radiological terror.  Science and technology have an
important role to play in this effort but clearly are insufficient in themselves to
meet the future challenges.  Policy and procedural changes may also be required,
as described in the following discussion.

Stolen Nuclear Weapons and Improvised Nuclear Devices

There are no obvious technological silver bullets to reduce the nation’s vul-
nerability to terrorist use of stolen nuclear weapons or INDs.  Nevertheless,
science and technology can play a central role in an enduring, multilayered
homeland-defense system that provides for the following capabilities:

• Indications and warnings of terrorist group membership, structure, inten-
tions, and transformational activities;

• Accounting of and security for weapons and SNM inventories at their
sources;
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• Detection and interdiction, using technology and intelligence, of weapons
and SNM moved across national borders, especially Russian and U.S. borders;

• Detection of weapon or IND movements inside the United States;
• Effective responses to nuclear and radiological attacks if they do occur;

and
• Attribution to identify weapons and/or SNM characteristics and sources

of origin.

Such a system must be structured to overcome the political inertia that inevi-
tably develops over time and that can lead to a slackening of effort.  A good
example of such inertia is the federal government’s reduced willingness to pro-
vide funding during the last decade to the Federal Aviation Administration (FAA)
for air marshals to guard commercial flights against hijackers.  It appears that the
FAA’s effectiveness in reducing airline hijackings through the 1980s led to a
perception that the risk of hijacking no longer existed.

Protection, Control, and Accounting of Nuclear Weapons and
Special Nuclear Material

Nuclear weapons and SNM can be most effectively protected, controlled,
and accounted for at their sources, which are relatively few in number compared
with the many potential points of transit across national borders and are protected
by state-run security infrastructures.  Therefore, the first line of homeland defense
against nuclear and radiological terrorism is a robust system for protecting, con-
trolling, and accounting for nuclear weapons and SNM at their sources.

Technology for weapons and SNM protection, control, and accounting already
exists and has been deployed in many nuclear countries.  The impediments to
more widespread deployment of these technologies in nuclear weapons and SNM
states include cultural differences over what constitutes workable and acceptable
technologies; funding for procurement, training, and security screening of the
necessary personnel; and the willingness of states to accept and deploy such
systems.

Of particular concern is the deployment of these systems in Russia, which
possesses large stockpiles of weapons and SNM, and Pakistan, whose weapons
are controlled in a fashion that may be unpredictable, especially given the poten-
tially unstable governmental situation.  The United States can—and should—
engage nuclear weapons states, states possessing SNM, and the International
Atomic Energy Agency (IAEA) in bilateral and multilateral discussions aimed at
improving the protection, control of, and accounting for weapons and SNM.  To
this end, the following four actions should be taken:

Recommendation 2.1:  The U.S. government, working through the Depart-
ment of Energy, Department of Defense, and Department of State, should
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increase the urgency and pace of discussions with states possessing nuclear
weapons and special nuclear material with the goal of identifying and imple-
menting more effective safeguards through the wider deployment of protec-
tion, control, and accounting technologies.

Although the United States has technically sophisticated capabilities to offer
to other nations, other nations have also identified good technical solutions to
many of these challenges.  Technology sharing is essential for preventing the
unauthorized procurement and use of nuclear weapons.

Recommendation 2.2:  Concurrently, the U.S. government, working through
the Department of Energy and Department of Defense, should reexamine
the security of its own nuclear weapons, both within its borders and else-
where.

Stolen U.S. nuclear weapons represent a very small threat in the universe of
threats described in this chapter; nevertheless, protecting these weapons is solely
the responsibility of the U.S. government, and a reexamination to determine their
security would set a positive example for other nuclear powers to emulate.  In
particular, the risks and benefits of retaining forward-based nuclear weapons in
NATO countries should be reassessed, especially in light of the 2001 Nuclear
Posture Review, which emphasizes that the addition of non-nuclear strike forces
to the U.S. deterrent capability will reduce U.S. dependence on nuclear forces.8

Although the presence of forward-based nuclear weapons in NATO countries
does not pose an immediate danger given current levels of security and protection
measures, the potential for rapid, regional changes in the geopolitical security
environment is cause for concern.

Recommendation 2.3:  The U.S. government, working through the Depart-
ment of Energy and Department of Defense, should undertake an internal
evaluation of its bilateral Materials Protection, Control, and Accounting
(MPC&A) program in Russia and consider ways to accelerate progress in
safeguarding nuclear weapons and special nuclear materials, especially to
counter potential insider threats.  A principal goal of this evaluation should
be to identify ways to accelerate deployments of means to safeguard (1) atomic
demolition munitions and other small nuclear warheads and (2) special
nuclear material, particularly highly enriched uranium.

This program is moving at an irregular and sometimes interrupted rate for a
variety of reasons, but there are several actions the United States could take to

8Transmittal letter of the 2001 Nuclear Posture Review to Congress, signed by Donald H.
Rumsfeld.  The classified review was completed in December 2001.  There are other technical and
diplomatic issues relevant to the nuclear posture that would have to be considered in this reassess-
ment, including binding agreements with NATO countries.
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improve its reach and effectiveness.  These include (1) encouraging more of the
work under this program to take place through direct scientist-to-scientist con-
tacts; this may help to promote a better understanding of workable approaches for
both countries and (2) reconceptualizing the program as a fully joint program of
technology research, development, and deployment9  that can serve to improve
Russian security and raise worldwide safeguard norms.

The first essential step in a robust MPC&A program is an accurate estimate
of SNM inventories, which appears to be lacking in Russia.  To address this
problem, the United States should work with the Russian government to obtain an
accurate inventory of its weapons-usable materials to match the U.S. declaration
(DOE, 1994, 1996, 1998) in a way that addresses Russian national security
concerns.10

Recommendation 2.4:  The U.S. government, working through the Depart-
ment of Energy, should increase the priority and pace of cooperative efforts
with Russia to safeguard its highly enriched uranium by blending down this
material as soon as possible.

One way to accomplish this objective is to encourage Russia to down-blend
HEU in two stages: the first to just less than 20 weight percent to eliminate the
proliferation threat, and the second to those levels (typically 4 to 5 percent)
required for sale as feed for reactor fuel.  This two-stage approach would not
require any more time or effort than the one-stage process used at present,11  and
the first stage probably could be accomplished in about 2 years if adequate
funding were made available.

Recommendation 2.5:  The U.S. government, working through the Depart-
ment of State, Department of Energy, and U.S. Nuclear Regulatory Commis-
sion, should provide encouragement as well as technical and financial assis-
tance to the International Atomic Energy Agency to raise the levels of

9This effort could involve scientists and engineers from both countries, and one of its explicit
goals could be to improve protection, control, and accounting technologies and practices and to share
these improvements with other countries and organizations, especially the International Atomic
Energy Agency.

10For example, the Russian government could make a secret declaration, certify to the United
States that such a declaration had been made, and provide the declared inventories to the U.S.
government in encrypted form as evidence of this certification.  The Russian government would hold
the encryption key and might, at some time in the future, make that key public so that the inventory
could be verified.

11The same uranium hexafluoride (UF6) gas flow would blend four times as much uranium-235 to
20 weight percent as to 4.4 percent, and the down-blending facility in Russia could handle at least twice
the current gas flow. Furthermore, accelerating the pace of down-blending would not disrupt world
uranium markets, because the availability of 4.4 percent uranium-235 for nuclear fuel is limited by its
rate of sale by Russia to world markets and not by the rate of down-blending. Accelerating the pace of
down-blending may require international cooperation beyond that of the United States.



NUCLEAR AND RADIOLOGICAL THREATS 55

international norms for protecting civilian special nuclear materials, specifi-
cally highly enriched uranium from research reactors and civilian pluto-
nium from intact and reprocessed spent nuclear fuel.

The assistance could include technical support and funding for safeguards-
technology development and deployment activities.  The United States also should
encourage other nuclear states to provide support for this effort.

Detection and Interdiction of Illicit Weapons and Special Nuclear Material

An important line of defense in a layered system of homeland protection is
the detection and interdiction of illicit nuclear weapons and SNM as well as the
detection and disruption of illicit weapons development programs.  Science and
technology can contribute to this defense effort in at least two ways:  (1) by
providing technical means for detecting the movement of SNM, especially HEU,
either in weapons or as contraband, through border transit points and around
critical U.S. assets such as ports, cities, and other high-value facilities; and (2) by
providing sophisticated data-mining tools for analysis of intelligence on nuclear
smuggling and on illicit weapons development programs.

The presence of certain types of penetrating radiation is a signature of most
(but not all) SNM.  Passive detection of gamma rays and/or neutrons can be an
effective screening technique in some circumstances for revealing the presence
of illicit SNM or INDs.  In other cases, active interrogation methods may be
required.  While shielding can reduce these signals, they can serve as a useful first
indicator of SNM, as well as other radioactive materials that could pose threats.

The nuclear materials of primary interest in weapons and INDs are pluto-
nium, primarily plutonium-239 and plutonium-240, and HEU.  Plutonium can be
detected through passive gamma-ray and neutron monitoring, but HEU is diffi-
cult to detect passively owing to its low specific activity, low spontaneous fission
rate, and low-energy gamma-ray emissions.  Passive monitoring of these materi-
als requires large-area detectors and relatively long exposure durations for ac-
ceptable sensitivity.  HEU can be detected by active monitoring using, for ex-
ample, neutron detectors and pulsed neutron sources.  Additionally, both HEU
and plutonium can be detected indirectly by gamma radiography, which is sensi-
tive to high-atomic-number materials.  Active systems are more complex and
costly than passive detectors, however, and they emit radiation.  Consequently,
there may be radiological safety issues associated with their use in populated areas.

The full deployment of a national detection network would be an expensive
proposition given the large numbers of international transit points, entry points
into the United States, and critical U.S. cities and facilities.  Although sensor
technologies now exist for such deployments, it will be a daunting technical
challenge to integrate these technologies into effective and reliable detection
systems—in particular, to sort through the thousands of hits that would be re-



56 MAKING THE NATION SAFER

ceived each hour from legitimate transport of commercial radioisotopes (includ-
ing isotopes implanted or injected into people for medical tests and treatments),
identify and track suspicious targets while the threats they pose are being evalu-
ated, and dispatch responders to interdict the target if the threat proves credible,
all in real time.  A poorly designed system would likely be turned off or ignored
by frustrated operators and responders once the false alarms reached even moder-
ate levels.  The state of the art for such detection systems has not yet advanced to
the levels needed to make a national deployment feasible.

A careful analysis of likely SNM transport routes, however, would likely
reveal a smaller number of choke points where well-designed detection systems
could be effectively deployed.  Such choke points might include the following:

• Critical border transit points in countries like Russia;
• Major global cargo-container ports, especially at cargo entry and transfer

portals;
• Major U.S. airports with large numbers of international arrivals;
• Major choke points in the U.S. interstate highway system—for example,

through the Rocky Mountains; and
• Major roadways, bridges, and tunnels into critical U.S. cities.

The deployment of sensor systems even at a large number of such choke
points would not guarantee the detection of SNM in transit—determined terror-
ists probably could find ways to overcome such systems by using secondary entry
points and roads or by using heavy shielding.  But the deployment of a well-
tested, national integrated detection network would be a powerful component of
the layered homeland defense system.

A national detection network could consist of several types of sensors:  large
numbers of simple counters that indicate the presence of radiation, backed up by
smaller numbers of spectroscopic instruments to identify specific isotopic signa-
tures.  The technical challenge for the deployment of both types of sensors is the
differentiation of signals of interest from the background of naturally occurring
radioactivity and medical and industrial radioisotopes.  There is a surprising lack
of comprehensive data on the normal variations in background and radioactivity
in general commerce.

Small hand-held (“pager”) radiation detectors are becoming available to cus-
toms officials, police, and first responders.  These instruments could form the
first layer of detection defense for illicit radioisotopes (especially strong gamma
emitters) and could also be used by emergency personnel when responding to
suspected radiological incidents.  At present, most of these instruments have no
spectroscopic discrimination capabilities; additional R&D would be needed to
develop low-cost instruments of this type with spectroscopic capability and to
improve their sensitivity and selectivity.  Fixed instruments at airports or other
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choke points can provide very useful sensitivity for materials in luggage or car-
ried in truck cargo.  R&D to support the innovative design and production of
cost-effective detectors to meet these needs could be an important path to
progress.

The following actions should be taken to improve the nation’s capabilities to
detect the illicit movement of weapons and SNM:

Recommendation 2.6:  A focused and coordinated near-term effort should
be made by the Department of Energy, through its National Nuclear Secu-
rity Administration, and by the Department of Defense, through its Defense
Threat Reduction Agency, to evaluate and improve the efficacy of special
nuclear material detection systems that could be deployed at strategic choke
points for homeland defense.

The objectives of these evaluations should be to provide (1) technical feed-
back to system developers that can be used to improve system design and perfor-
mance; (2) improved definition of background signals at potential monitoring
sites and radioisotopes in general commerce that can be used to improve system
capabilities to detect illicit materials in transport; and (3) experience in detecting
materials in transport that can be used to develop protocols for identifying false
positives and evaluating and responding to actual threats.

Recommendation 2.7:  Research and development support should be pro-
vided by the Department of Energy and Department of Defense for improv-
ing the technological capabilities of special nuclear material detection sys-
tems, especially for detecting highly enriched uranium.

In the near term, R&D is needed to improve neutron interrogation sources
(i.e., neutron generators) and detector systems for HEU.  Additionally, some
priority should be given to the development of inexpensive portable detectors
with spectroscopic discrimination capabilities so that such detector systems could
be more widely deployed.

As mentioned above in this chapter, future efforts to develop INDs may be
harder to detect and disrupt because such efforts are likely to involve multiple
organizations spread across the globe.  Detection of such efforts will require the
ability to assemble intelligence data from many disparate sources and to find
patterns and connectivity among large amounts of seemingly unrelated data.
This will require the development of new databases, for example, databases that
can be used to track and attribute smuggling efforts; enhancements to the connec-
tivity of various kinds of databases (e.g., intelligence, immigration, law enforce-
ment, signals intelligence, and imagery) to enable searching for relevant data; and
the development of sophisticated data-mining tools and techniques that can iden-
tify transnational patterns and connections in the acquisition of know-how, tech-
nology, and materials for fabricating illicit weapons.
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Effective Responses to Nuclear and Radiological Attacks

Responses to nuclear and radiological attacks fall into two distinct categories
that could require very different types of governmental actions:  (1) attacks
involving the detonation of a nuclear weapon or IND and (2) attacks involving
RDDs.  The first type of attack would likely involve massive property destruction
and loss of life, making it difficult to mount an effective emergency response, at
least over the short term.  An emergency response action lasting months to years
might be required in the wake of such an attack.  The second type of attack would
likely involve localized loss of life and no immediate danger to surrounding
populations or property, but the potential for misinformation and public panic
would be high.  An emergency response action lasting weeks to months might be
required, although longer-term cleanup might be needed for large RDD attacks.
The worst scenarios involving nuclear power plants fall somewhere between
these two categories, but, as noted in the classified annex, studies have not yet
determined how credible these scenarios are.

Responses to nuclear and radiological attacks are governed by the Federal
Radiological Emergency Response Plan,12  which establishes authorities and
procedures for responding to “peacetime” radiological emergencies such as acci-
dents at nuclear power plants.  This plan devotes only three paragraphs to radiologi-
cal sabotage and terrorism, giving the Federal Bureau of Investigation the lead for
investigating such acts and calling on other agencies, especially the designated
lead federal agency, to assist the bureau in its investigative mission.  The plan
concludes that acts of sabotage and terrorism should not be treated as separate
types of emergencies but are simply a “complicating dimension” of the other
types of emergencies.

The correctness of this conclusion seems questionable given the attacks that
might be envisaged in light of September 11.  A terrorist attack could be much
larger in magnitude than other events anticipated under this emergency plan.
Such an attack could require large numbers of rescuers and medical personnel
trained to deal with radiological emergencies; the ability to manage large popula-
tions in contaminated urban areas for long periods of time, potentially years; the
ability to predict in real time the spread of radioactive contamination in debris
clouds and provide this information to potentially affected populations in real
time so that appropriate actions can be taken; and timely and effective cleanup
capabilities.  The current plan does not appear to provide the guidance needed to
ensure this type of response in the case of nuclear terrorist attack.

12Federal Radiological Emergency Response Plan—Operational Plan, published by the Federal
Emergency Management Agency in the Federal Register on May 1, 1996, with a correction pub-
lished on June 5, 1996.  The plan is available online at <http://www.au.af.mil/au/awc/awcgate/frerp/
frerp.htm>.  Accessed on April 22, 2002.
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Recommendation 2.8:  Immediate steps should be taken by the Federal
Emergency Management Agency to update the Federal Radiological Emer-
gency Response Plan, or to develop a separate plan, to respond to nuclear
and radiological terrorist attacks, especially an attack with a nuclear weapon
on a U.S. city.  This plan should, at a minimum, address the following needs:
(1) rapid mobilization of nationwide medical resources to cope with burns,
physical trauma, and poorly characterized outcomes of exposure to radia-
tion; (2) rapid airlift of field hospitals to the affected area; (3) means to
provide the affected public with basic information on protection against
radiation and fallout; (4) technical procedures for decontaminating people,
land, and buildings; and (5) protection of citizens and foreign nationals from
vigilante attacks.  This plan should be mock exercised and, if required,
incident site monitoring capabilities should be enhanced.  Steps also should
be taken to ensure that federal decision makers are familiar with this plan.

Should a nuclear or radiological attack occur, response effectiveness could
be enhanced through public education efforts carried out well in advance of a
nuclear or radiological attack.  These efforts could include the stocking of potas-
sium iodide pills by individuals to reduce the potential for thyroid cancers from
releases of radioactive iodine.  Such efforts may increase the public’s willingness
to accept market-based recovery approaches for land use and permitted activities
in regions that are contaminated at levels just a few times above background
radiation levels.

Attribution to Identify Characteristics of Weapons and Special Nuclear
Material and Their Sources of Origin

As the history of the Cold War has shown, the most effective defense against
attacks with nuclear weapons is a policy of nuclear retaliation.  This past success
suggests that the United States may be able to deter some future state-supported
or state-sponsored nuclear and radiological terrorist acts by announcing in ad-
vance that it will retaliate by whatever means deemed appropriate, including the
use of nuclear weapons, against states and terrorist groups responsible for nuclear
or radiological attacks against U.S. citizens or assets.13   To be a useful deterrent,
however, this doctrine would have to be formulated and announced in advance,
and its credibility would depend in large part on the ability of the United States to
demonstrate to the rest of the world that it has the technical means to attribute
such attacks to states or terrorist groups.

13The analogy between the Cold War and post-September 11 worlds is imperfect in that terrorist
activity is dispersed geographically and may not be politically motivated.  A doctrine of assured
retaliation probably would not deter fanatical terrorist groups, but it may discourage states from
providing such groups with aid and comfort.
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Attribution is a difficult technical challenge—ideally, one would want to
know both the characteristics of the weapon used in the attack and its country of
origin.  The former can be determined through careful analysis of blast debris; the
latter might be determined by linking this information with intelligence on thefts,
smuggling, and weapons development efforts by states and terrorist groups devel-
oped through the data-mining techniques discussed above.

Efforts are under way by national laboratories to develop an attribution
capability under the Defense Threat Reduction Agency (DTRA).  The goal is to
develop the capability to perform a postdetonation debris analysis and to draw
conclusions on the design and performance after an attack.  The technology for
developing this capability exists but needs to be assembled, an effort that is
expected to take several years.

Recommendation 2.9:  Given the potential importance of attribution to de-
terring nuclear attacks, the Defense Threat Reduction Agency’s efforts to
develop a capability for identifying perpetrators of an attack should con-
tinue to declared operability as quickly as practical.

Reactors

The events of September 11 suggest that physical and operational changes at
some NPPs may be needed to mitigate vulnerabilities to attacks from the air using
a large commercial airliner or a smaller aircraft loaded with high explosives and,
possibly, attacks from the ground using HE projectiles.  The technical analyses
that are now being carried out by the USNRC and EPRI to understand the effects
of such attacks on reactor containment buildings and essential auxiliary facilities
are critical to understanding the full magnitude of this threat to the nation’s NPPs.

Recommendation 2.10:  The ongoing U.S. Nuclear Regulatory Commission
and Electric Power Research Institute assessments of nuclear power plant
vulnerabilities to airliner attacks should be completed as soon as possible,
and follow-on work to identify vulnerabilities on a plant-by-plant basis,
including vulnerabilities to air attacks by small craft loaded with high explo-
sives or to ground attacks by high-explosive projectiles, should be under-
taken as soon as these initial studies are completed.  This “completion”
should not stand in the way of early actions to address significant plant
vulnerabilities that are identified in the course of the ongoing Sandia National
Laboratories and EPRI assessments.  If these assessments continue to show
that important vulnerabilities exist, then steps should be taken to reduce
such vulnerabilities as soon as possible.

If the USNRC discovers significant vulnerabilities at its licensees’ reactors
as a result of these analyses, it could mandate a number of physical and opera-
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tional changes to reduce vulnerabilities to and the consequences of attacks.  Some
possible changes are listed in the classified annex.  This list is by no means
exhaustive, and an effective remedy can be applied at a particular reactor only
after a careful analysis of risks and benefits, taking into account the comparative
risk reduction that could be achieved by devoting resources to hardening nuclear
plants versus other large industrial facilities.

Radiological Dispersion Devices

Although the damage potential of RDDs is far less than that of stolen nuclear
weapons, improvised nuclear explosives, or successful attacks on reactors, the
terror/panic potential of RDDs warrants increased attention to the control and use
of radiological sources by regulatory agencies and materials licensees.

Recommendation 2.11:  The U.S. Nuclear Regulatory Commission and the
states with agreements with that agency should tighten regulations for
obtaining and possessing radiological sources that could be used in terrorist
attacks (i.e., large sources containing long-lived isotopes), including require-
ments for securing and tracking these sources.  Additionally, licensees pos-
sessing large sources should be encouraged to substitute nonradioactive
sources (compact accelerators, electron beams, and x-ray generators) when
economically feasible.

Other important counters to RDDs are public education, emergency
responder training, and preparation of leaders to deal quickly and effectively with
terrorist acts.  As noted above, the likely aim of an RDD attack would be to
spread fear and panic and cause disruption.  Recovery would therefore depend on
how such an attack is handled by first responders, political leaders, the media,
and general members of the public.

In general, public fear of radiation and radioactive materials appears to be
disproportionate to the actual hazards.  Although hazardous at high doses, ioniz-
ing radiation is a weak carcinogen, and its effects on biological systems are better
known than those of most, if not all, toxic chemicals.  Federal standards that limit
human exposure to environmental ionizing radiation, which are based on the
linear, nonthreshold dose-response relationship,14  are conservative and protec-

14That is, mutagenic (cell mutation) and carcinognic (cancer) effects are assumed to increase
linearly with radiation dose, with no threshold at low doses below which there is zero effect.  A
recent report by the National Council on Radiation Protection and Measurements concluded that
“there is no conclusive evidence on which to reject the assumption of a linear-nonthreshold dose-
response relationship for many of the risks attributable to low-level ionizing radiation . . .” (NCRP,
2001, p. 7).
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tive, and the government continues to fund R&D15  to improve scientific under-
standing of radiation effects on biological materials.

Education and training can serve as an effective counter to future RDD
attacks.  To this end, the committee recommends that the following actions be
implemented:

Recommendation 2.12:  Training should be provided to emergency respond-
ers (police, fire, and other emergency service personnel) on how to assess on-
the-ground hazards from radiological attacks.  As part of this training,
responders should be provided with simple but effective radiation-monitoring
devices, trained in their use, and told whom to contact for expert assistance,
if needed.  The Office of Homeland Security should take the lead for this
effort in cooperation with the National Nuclear Security Administration and
the Federal Emergency Management Agency.

Recommendation 2.13:  Prepackaged kits of written materials on basic ra-
diation science and effects should be developed for the media and national,
state, and local leaders to help them respond appropriately to radiological
attacks.  The Office of Homeland Security should take the lead for this effort
and should work with independent credible organizations to develop these
kits.

Recommendation 2.14:  A technically credible spokesperson at the national
level who is perceived as being outside the political arena—for example, the
President’s Science Advisor, the Surgeon General, or their designated
spokespersons—should be prepared to provide accurate and usable infor-
mation to the media and public concerning public health and safety risks
and appropriate response actions in the aftermath of a nuclear or radiologi-
cal attack.

Such a response needs to be prepared and rehearsed in advance to avoid the
kind of national leadership confusion that followed the anthrax attacks on Wash-
ington, D.C., in 2001.

15The Department of Energy sponsors research on low-dose radiation effects within the Office of
Science and also supports the Radiation Effects Research Foundation, which is conducting a long-
term longitudinal study of Japanese atomic bomb survivors.  Additionally, the federal government
provides funding to the National Research Council’s Biological Effects of Ionizing Radiation (BEIR)
Committees for periodic reassessments of low-dose health effects.  The BEIR-VII study is currently
in progress, and its objective is to determine the mathematical relationship between health risks  and
radiation dose for low levels of ionizing radiation.
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16Lawrence Livermore National Laboratory, Los Alamos National Laboratory, and Sandia National
Laboratories.

CONCLUDING DISCUSSION

Many of the recommendations offered in this chapter call for an organized,
focused, and adequately funded R&D effort to counter nuclear and radiological
terrorism, as well as additional scientific, technical, and policy actions to reduce
the nation’s vulnerability to terrorist attacks, sometimes in cooperation with other
national governments.  To be effective, these efforts must bring to bear the best
scientific and technical resources available to the federal government and must be
well coordinated with other federal R&D and counterterrorism activities.

Important progress is already being made by the R&D and policy communi-
ties to reduce the nation’s vulnerability to nuclear and radiological terrorism.
There is not much evidence, however, that the R&D activities are being coordi-
nated, that thought is being given to prioritizing these activities against other
national counterterrorism needs, or that effective mechanisms are in place to
transfer the results of these activities into application.  Presumably the newly
established Office of Homeland Security will take a lead role in the national
counterterrorism effort, but that office does not have the expertise or budget to
oversee a broad R&D effort.

The effectiveness of the nation’s counterterrorism efforts could be improved
if one agency were given the lead responsibility for coordinating and prioritizing,
in consultation with other interested agencies, nuclear and radiological counter-
terrorism R&D.  Several federal agencies have R&D responsibilities and could
potentially take the lead:  DOE’s National Nuclear Security Administration
(NNSA) already has a large R&D effort on many of the issues addressed in this
chapter and is carrying out that work at the three national laboratories under its
control.16   The DOD’s DTRA is carrying out R&D work to reduce threats from
chemical, biological, and nuclear weapons of mass destruction.  This work is
being carried out primarily by DOD contractors, including NNSA national labo-
ratories.  The USNRC also sponsors R&D on NPP safety and vulnerabilities, and
some of this work is carried out at NNSA national laboratories.

Given its large budget and broad scope of current work, it appears that DOE-
NNSA is best positioned to take a lead role for R&D on nuclear and radiological
terrorism.  The committee, however, has not had an opportunity to study this
issue in detail, especially to examine the current R&D portfolios of NNSA and
DTRA or their strategic planning documents.  The President’s science advisor,
working with DOE, DOD, USNRC, and other agencies with a stake in this
decision, may be in the best position to develop a recommendation to the Presi-
dent regarding which agency should take a lead role in this important R&D effort.
The designation of a lead agency also will require approval from the U.S. Congress.
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Recommendation 2.15:  A single federal agency, possibly the Department of
Energy’s National Nuclear Security Administration, should be designated as
the nation’s lead research and development agency for nuclear and radio-
logical counterterrorism.  This agency should develop a focused and adequately
funded research and development program to fulfill this mission and should
work with other federal agencies, the President’s science advisor, and the
director of the Office of Homeland Security to coordinate this work and
ensure that effective mechanisms are in place for the timely transfer of
results to the homeland defense effort.

The centralization of lead R&D responsibilities into a single federal agency
is no guarantee of success absent commitments to certain operating principles.
Among these are commitments to appoint a technically capable staff to manage
the R&D work; to provide sufficient and sustained funding to carry out an ad-
equate program; and to reach across agency boundaries and outside government
to obtain the expertise needed to execute the work and to ensure that results are
moved expeditiously into application.  While the events of September 11 appear
to have produced a renewed sense of cooperation among federal agencies, the
challenge for whichever agency is selected to lead this important R&D effort will
be to nurture and sustain this spirit.
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3

Human and Agricultural Health Systems

INTRODUCTION

Biological pathogens (for example, anthrax bacteria or the smallpox virus) or
toxins produced by biological organisms (for example, botulinus toxin or staph
enterotoxin) that are released intentionally or accidentally—or that occur natu-
rally—can result in disease, fear, disruption to society, economic harm, dimin-
ished confidence in public and private institutions, and large-scale loss of life.

People or livestock can be exposed to these agents from inhalation, through
the skin, or by the ingestion of contaminated food, feed, or water.  After exposure
to a pathogen or toxin used as a biological weapon, physical symptoms can be
delayed and prove difficult to distinguish from naturally occurring illnesses.
Similarly, crops can be exposed to biological weapons in several ways—at the
seed stage, in the field, or after harvest.

The deciphering of the human genome sequence and elucidation of the
complete genomes of many pathogens, the rapidly increasing knowledge of the
molecular mechanisms of pathogenesis and of immune responses, and the devel-
opment of new strategies for designing drugs and vaccines offer unprecedented
opportunities for using science to counter bioterrorist threats.  But these advances
also allow science to be misused to create new agents of mass destruction.

Two kinds of biological terrorist threats must be envisioned.  The first is the
release of communicable infectious agents—like smallpox, Ebola, or foot-and-
mouth disease—that can spread rapidly within communities and farmland through
contact and have the potential, as does influenza, to spread around the world and
cause epidemics.  The second kind of threat consists of biological agents that may
cause disease or death in individuals but generally may not be transmitted between
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individuals—the most familiar example being anthrax.  In either case, some
agents may persist in the environment, as do anthrax spores, and continue to
cause problems long after their release.

In addition to naturally occurring pathogens, biological agents used offen-
sively can be genetically engineered to resist current therapies and evade vaccine-
induced immunity.  Though it is vital that the molecular mechanisms by which
classes of organisms cause disease (pathogenesis) be elucidated in order to under-
stand and counter their effects, this is no simple matter.  Preparedness for a
biological attack against people, crops, or livestock is complicated by the large
number of potential agents, the long incubation periods of some agents, and their
potential for secondary transmission.

Biological agents do not need to be weaponized for effective dissemination.
Deliberate contamination of food looms as perhaps the easiest method, despite
the recent focus on release of these agents as small-particle aerosols or volatile
liquids.  Moreover, because of its size and complexity, the U.S. food and agricul-
ture system is vulnerable to deliberate attacks, particularly with foreign diseases
that do not now occur domestically.  Even without actual attack, plausible threats
to infect populations or poison the food supply could, in and of themselves,
damage the U.S. economy and reduce public confidence in the government’s
ability to safeguard health and security.

Recent experiences with the West Nile virus and anthrax spores in the United
States, and with foot-and-mouth disease in the United Kingdom, offer practical
lessons in human and agricultural outbreak detection, laboratory diagnosis, investi-
gation, and response that might be useful in planning for future attacks involving
biological terrorism (Fine and Layton, 2001).  The experience with the West Nile
virus outbreak highlighted the importance of communication and coordination
between responding agencies (U.S. General Accounting Office, 2000).  The GAO
study noted that although the system worked, there were several obvious places
for improvement.  A single alert physician at a local hospital initiated the inves-
tigation early enough that an effective intervention was possible before the out-
break became widespread, but the investigation subsequently found many other
cases, which were either not properly diagnosed or not reported to the health
department.  The GAO report concluded that much more systematic surveillance
and reporting at the local level is needed.  Similarly, improved communication
among public health agencies, including those dealing with animal health, is
needed.  Increased laboratory capacity will also be important to an efficient and
effective response to disease outbreaks (at first only one public health laboratory
in the country was equipped to diagnose West Nile virus) (IOM, 2002).  More-
over, these events raise vexing concerns about how many outbreaks could be
managed at one time.

The attacks of September 11, 2001, and the intentional release of anthrax
spores shortly afterward also revealed vulnerabilities that are the results of long-
term declines in the nation’s public health and agricultural infrastructures.  The
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decline in the U.S. public health system is the result of its systematic dismantling
over time by Congress and the executive branch.  In fact, the response of the
Centers for Disease Control and Prevention (CDC) to the anthrax attacks was
admirable given its limited resources and outdated communications system.  CDC,
together with state and local health departments, has provided this nation with an
outstanding cadre of people who understand how to perform surveillance, pre-
vention, and detection of infectious agents, whether they are endemic, emerging,
or a result of bioterrorism.  These agencies must be supplied with the tools and
resources taken away from them in the past. Restoring the public health system of
the United States should be the first order of business in the efforts to defend the
nation against bioterrorism.

The Need for Approaches with Multiple Benefits

Bioterrorism poses a unique challenge to the security of the U.S. population.
A state-sponsored enterprise, or just a few individuals with specialized scientific
skills and access to a laboratory, could easily and inexpensively produce a panoply
of lethal biological weapons, although it is no trivial matter to disseminate or
disperse such agents across large populations.  Such operations may be difficult
to detect because, in contrast to nuclear weapons, biological agents can be manu-
factured with ordinary pieces of equipment that are listed in commercial cata-
logues and are legitimately purchased for producing such things as chemicals,
pharmaceuticals, or even beer.

Fortunately, investments made to protect the country against bioterrorism
will help protect the public’s health and the U.S. food supply from naturally
occurring threats as well.  Although it may be difficult to distinguish an intro-
duced infectious disease from a naturally occurring one, the strategies to protect
against either—requiring preparation and new scientific and technological ap-
proaches to surveillance, prevention, response, recovery, decontamination, and
forensics—must be the same.  Similarly, investments made to protect the country’s
food supply against bioterrorism have the potential, and are even necessary, to
protect it from more routine threats as well.  Because the most likely break-
throughs will come from the study of both pathogenic and nonpathogenic bacteria
and viruses, they should be studied together—indeed, the study of bioterrorism
agents alone is likely to give a low return on investment.

There are also indirect benefits associated with investments in protecting
ourselves from bioterrorism.  Money spent on research to develop new types of
sensitive detectors and related monitors for biowarfare agents will almost cer-
tainly carry over to the public health sector in the form of rapid, improved diag-
nostics for disease.  Money spent on coordinating and developing emergency
response teams at the federal, state, and local levels will also bring better mecha-
nisms for dealing with natural outbreaks of emerging diseases.  Money spent on
innovative surveillance approaches for detecting biowarfare attacks should improve
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medical epidemiology.  Money spent on vaccine research and delivery may help
to buttress our limited capacity to protect civilian and military populations.

Changing Research Paradigm

While this report was being prepared, the National Institute for Allergy and
Infectious Diseases (NIAID) released a bioterrorism research agenda for rapidly
addressing the most threatening biological agents (NIAID, 2002).1   Though im-
portant and commendable, this agenda lacks several major components—such as
surveillance strategies, epidemiology of transmission, and the entire range of
agricultural threats—needed for a comprehensive plan to counter bioterrorism.
Consideration must also be given to preparing for still-uncharacterized threats
and to assuring investment in long-term, broad-range strategies.  These gaps must
be filled, where not appropriate for NIAID action, by other federal agencies.
CDC is the logical place for surveillance efforts, given its expertise, and therefore
it will require additional resources.

NIAID’s expanded role in bioterrorism research demands a focused effort to
coordinate activities with other agencies—CDC, the Department of Defense
(DOD), the Department of Energy (DOE), the Environmental Protection Agency
(EPA), the U.S. Department of Agriculture (USDA), and the very recently pro-
posed new Department of Homeland Security, for example.  All of the govern-
mental entities must seek expertise from private organizations, such as industry
and professional societies with relevant expertise, for example, the Infectious
Diseases Society of America and the American Society for Microbiology.  It also
demands that NIAID’s parent, the National Institutes of Health (NIH), find new
mechanisms to fund research in this area, particularly for taking on long-range,
highly managed, higher-risk projects and for moving the research at a faster pace.
Likewise, CDC’s role is critical to the nation’s preparedness, but it must have the
resources to improve its focus, strengthen its extramural capacity, and extend its
international collaborations.  National security also depends on public-private
sector cooperation and communication and on an increased willingness to
collaborate.

Organization of This Chapter

This chapter is organized into three sections:  (1) intelligence, surveillance,
detection, and diagnosis; (2) prevention, response, and recovery; and (3) policy
and implementation.  Each section describes the desired capabilities that could
soon exist through better application of existing science and technology (and that
might therefore have a near-term payoff) as well as desired capabilities that

1See March 14, 2002, press release “NIAID Unveils Counter-Bioterrorism Research Agenda” at
<http://www.niaid.nih.gov/newsroom/releases/biotagenda.htm>.
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cannot now be provided through existing science and technology (S&T) but
might be available in the future, given longer-term research and possibly more
innovative funding and organizational approaches.  The chapter focuses on re-
search needs related to both human and agricultural health.  Many of the recom-
mendations apply equally to both areas while others are specific to one area or the
other.  In general, recommendations focus on R&D goals or organizational goals.
The chapter concludes with recommendations about education and information
dissemination, strengthening the public health and agriculture infrastructures,
and organizing the research and development effort through improved policies,
new funding models, and public–private partnerships.

INTELLIGENCE, DETECTION, SURVEILLANCE, AND DIAGNOSIS

A comprehensive approach to coping with bioterrorism must incorporate
efforts to prevent the proliferation of biological weapons; methods for detecting
covert biological weapons programs; strategies for deterring their use if biologi-
cal weapons do proliferate; and mechanisms for protecting civilian and military
populations if deterrence fails.  The emphasis in this multitiered approach should
be on defense, simply because the proliferation of biological weapons is difficult
to control (biotechnology equipment and expertise are now available globally),
covert biological weapons programs (e.g., those of the former Soviet Union and
Iraq) are difficult to detect, and deterrence will likely be less effective against
suicidal terrorist groups than against states.  Consequently, in addition to improv-
ing intelligence and information management, the S&T community should be
focused on improving defenses against biological weapons.  The means to do so
include environmental detection of biological agents together with preclinical,
clinical, and agricultural surveillance and diagnosis.

Intelligence and Information Management

Increased awareness in the S&T community could reduce the inadvertent
spread of knowledge that may aid terrorists, although there is a fine balance that
must be achieved so as to not quash legitimate exchange of scientific information.
Voluntary international and national efforts to share biotechnology information
could improve security and safety in the handling, storage, and transport of
sensitive biological material and equipment.  Information technology could help
monitor international trafficking in biotechnology products.

Detection of covert programs will involve technical intelligence (e.g., remote
sensing and environmental sampling) as well as human intelligence, which has
special importance because it can distinguish the benevolent use of biotech-
nology from the malevolent.  Understanding intent in the area of biotechnology,
which requires familiarity with S&T culture, processes, and procedures, is an
expertise that scientists and technologists can offer the intelligence community.
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Meanwhile, there is a need to teach, reinforce, and strengthen ethical standards of
the S&T community against the production and use of biological weapons; this
will reduce the likelihood of scientists working in covert programs and increase
the chance of them helping to abort malevolent efforts.

Although much has been written about the potential efficacy (or inefficacy)
of ways to deter biological attacks, the S&T community has yet to fully explore
means for strengthening deterrence.  An obvious option is biological forensics
(discussed later), because without reliable attribution, most deterrence strategies
are likely to fail.  Nucleic acid sequence databases for pathogen strain types and
advances in chemical-trace analysis and the use of taggants will help the process
of attribution, thus discouraging terrorism, but they will by no means guarantee
that perpetrators can be identified.

The greatest potential benefit of a counterterrorism strategy might derive
from preemptive efforts at earlier points in the bioterrorism-attack timeline—that
is, the evolution of a bioweapons program from inception through weapon deploy-
ment, before any biological agent is released.  The S&T communities have had
relatively little input into detection and characterization of terrorist activities
during this early stage, yet they could offer significant untapped resources.
Opportunities for their involvement in the area of human intelligence should be
explored (see Box 3.1).

BOX 3.1
Opportunities for Integrating the Intelligence and

S&T Communities

Short Term
• Recruit members of the S&T community for assistance and advice on the

collection and early analysis of relevant human intelligence in bioterrorism
activities.

• Promote collaborative research programs that enhance contact between
members of the S&T community and scientists from former or current biowarfare
or bioterrorism research programs (e.g., cooperative research programs).

• Develop a database for locating bioterrorism or related expertise in aca-
demic and industrial laboratories.

Long Term
• Recruit and train intelligence analysts in state-of-the-art biology, microbiol-

ogy, and bioinformatics.
• Train or sensitize working scientists to recognize malevolent intent, as well

as signatures of offensive bioweapons programs, and develop a plan for sharing
this information with appropriate parties.

• Facilitate the development of tools for aiding in the recognition of such sig-
natures.
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Recommendation 3.1:  All agencies with responsibility for homeland secu-
rity should work together to establish stronger and more meaningful work-
ing ties between the intelligence, S&T, and public health communities.

Identification of Biological Agents in the Environment

At the present time, efforts to identify biological agents in air, soil, and water
samples have had only limited success.  Ideally, one would hope to be able to
collect air samples, for example, and identify a pathogen in those samples in near
real time, allowing the population to be warned of the pathogen’s presence.
However, existing technologies for rapid and reliable detection (collection and
identification) of bioagents have not been widely evaluated or well validated in
real-world settings.  Much greater attention must therefore be given to the transi-
tion between basic laboratory research and field application.

Traditional laboratory approaches include microbial cultivation, immuno-
logical (e.g., antibody-based) assays, and nucleic acid detection schemes, espe-
cially amplification methods such as the polymerase chain reaction (PCR).  The
last two approaches seek molecular evidence of agent components, such as
characteristic immunological markers and genome sequences.  A fourth broad
approach relies upon the response of a surrogate host—such as cultivated cells
from humans, animals, or plants.

Each of the four approaches has its advantages and disadvantages.  It is
important to note, however, that even though cultivation is slow, limited in scope
(by ignorance of appropriate growth conditions in the test tube and in human
tissues for many pathogens), and the least technologically sophisticated approach,
it provides the most ready assessment of complex microbial phenotypes (behav-
iors), such as drug resistance.  It also is the most widely used approach in labora-
tories throughout the world, especially in developing nations, and hence is cur-
rently the most common identification method for international surveillance.

A number of challenges must be addressed in order to develop and imple-
ment effective methods of environmental identification.  An improved under-
standing of natural background is needed, regarding both the agent (including
genetic, antigenic, geographical, and temporal variations) and the setting (includ-
ing related agents and inhibitors).  Additionally, standards must be established by
which sampling and detection methods can be rigorously evaluated, validated,
and standardized (see Recommendation 3.16 and surrounding discussions).  Cen-
tralized repositories of diverse, high-affinity binding and detection reagents (e.g.,
antibodies, peptides, oligonucleotides) should be established, as well as reposito-
ries of genomic material and control samples.  There are dozens of ways to
identify bioterrorism agents that are sensitive and accurate.  However, agreement
on how a few well-developed platforms are implemented would allow the data to
be broadly understood and make the limitations of the test used apparent to all.
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For example, whether one is identifying anthrax on the farm, from the environ-
ment, or in a patient’s blood stream, the identification can be quickly made using
a fairly easily agreed upon set of standard genomic and immunological reagents.
Subsequently, there must be cultures of microorganisms grown in the laboratory
using agreed upon standard methods.  The identification should be based on
uniform standards and not a free-for-all depending on program officers or agen-
cies with differing views.

To date, a disproportionate amount of the effort in the bioagent detection
arena has been focused on the development of technology platforms.  Efforts on
standardization or validation of sample collection and sample processing proce-
dures, as well as on test validation in a real-world setting, have had much lower
priority.  But the use of genomic and proteomic information, as well as the
development of robotic sensing devices that can communicate signals from many
environmental sites, offers new possibilities for the early detection of biologic
agents in the environment.  It also increases the risk of false alarms when sophis-
ticated analysis and decision-making systems are lacking.

Another challenge involves creating broad-spectrum detection tools and
methods. Currently a large number of tests rely on a small number of specific
antibodies or microbial genomic sequences.  This reliance creates vulnerabili-
ties—for example, with respect to bioagents having modified antibody epitopes
(binding sites) or sequences.  Rather than relying on methods that target specific,
known organisms, one would like to have detection methods that target groups of
organisms (i.e., all members of these groups) and that can identify specific mem-
bers of the group, including recognition of those that may not yet have been
characterized. Although there are experimental challenges, the expertise exists to
immediately begin addressing these problems (Cummings 2000, 2002; Nikkari et
al., 2002).

A further challenge is the need for highly sensitive systems, as some highly
infectious pathogens require the inhalation of only 1 to 10 organisms to cause
disease.  In general, much greater attention is needed to translate basic laboratory
research into field applications and clinical validation (standards will play an
important role; see Recommendation 3.16 and surrounding discussion).  Finally,
because no test is perfect, it is important to be able to anticipate false-positive test
results in a reliable and quantitative fashion.  One potential strategy for minimiz-
ing the impact of false-positive test results is to create a system of multiple,
parallel, independent technical platforms so as to avoid dependence on any one
testing procedure.  This requires crosscutting, interdisciplinary science (e.g., com-
bining environmental microbiology, cell biology, biophysics, electronics, materi-
als science and microfabrication, microfluidics, and bioinformatics/statistics) and
would require collaboration between several federal agencies and industry.  How-
ever, even the currently available tests could be made significantly more useful
by adopting a quality assurance index that would be applied to any positive test
result.  For example, single positives in tests with high false-positive rates, such
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as ELISA, would receive a low ranking, whereas successful culture of a known
biological agent from a sample would receive the highest ranking.  Informed
decisions on public action could be made based on the quality of the result rather
than simply on the presence of a positive result.

Recommendation 3.2:  Federal agencies should work cooperatively and in
collaboration with industry to develop and evaluate rapid, sensitive, and
specific early-detection technologies.

The types of identification systems needed are likely to be developed by
industry, not in an academic laboratory.  Federal funding agencies can speed this
process by supporting the early stages of the work.  The same kind of milestones
should be applied to this kind of work as are used in industry to ensure that the
technology is valid and meets the expected specifications.  There is a role for the
mobilization of established detection procedures and for those that might be
second-generation detecting devices sometime in the future.  The immediate need
is acute and very attainable.

Surveillance and Diagnosis of Infection and Disease

Early diagnosis of patients infected with potential biological warfare (BW)
agents is complicated by the lack of relevant medical experience with most of
these agents in the United States and by the nonspecific symptoms of their asso-
ciated diseases (e.g., many cause flulike symptoms in the early stages).  Systems
for effective surveillance and diagnosis of biothreat agents, as well as of many
naturally occurring and emerging pathogens, are either unavailable at present or
inadequate.

Many of the current challenges in surveillance and diagnosis are quite simi-
lar to those described above for identification of pathogens.  Surveillance and
diagnosis must also address the important distinction between infection and dis-
ease—that is, between the colonization or contamination of a host with a poten-
tial biothreat agent and the actual manifestation of pathology (disease).  Sensitive
and specific diagnostic tests are important adjuncts to clinical diagnosis; how-
ever, such tests cannot substitute for astute clinical recognition of symptoms to
raise the suspicion of a particular diagnosis.  Equally vital is the role of classical
epidemiological analysis in assessment and recognition of human- and animal-
disease patterns.

Preclinical Surveillance and Diagnosis

It would be critical, in the event of a biothreat agent attack, to be able to
recognize or identify infected persons, animals, or plants before they develop
overt disease.  Great benefit could be achieved by rapid intervention in those
persons, animals, or plants known to be infected, while avoiding unnecessary
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intervention in those who are not.  It is at this stage that the difficulties and
challenges of diagnosis are greatest as well.  In recent years, novel biotechnologi-
cal and biological approaches have opened up new opportunities in this area.

In the interim, while new approaches are developed and refined, assessment
of white blood count, fever, and relatively simple observations will remain the
first line of defense in protecting human health.  A primary focus of diagnostic
strategy will continue to be the continuing education of physicians and health-
care workers.

An example of a plausible new technological approach is the host-genome-
wide gene-expression profile.  The availability of a nearly complete human-
genome sequence and the power of DNA microarray technology have been
harnessed to create an approach for surveying the responses of nearly all known
human genes to various infectious agents.  Cells are programmed to recognize
pathogenic agents and foreign life forms, and they respond with changes in host-
gene expression; microbial agents, meanwhile, have evolved strategies for manipu-
lating and subverting these programmed responses.  The result is an intricate,
choreographed, and time-dependent set of induced and repressed gene-expression
patterns that can be detected in small blood samples (Cummings and Relman,
2000).

Although the dominant features of these patterns are common to virtually all
infections, regardless of the particular infectious agent, other features may be
more specific to the agent or disease.  With further research and refinement, one
might actually be able to distinguish infections by different pathogens and gener-
ate signatures that allow early identification.  These patterns reflect how the host
“sees” the pathogen, and they also reflect (and perhaps predict) the outcome of
the host-pathogen interaction.  Research exploring the potential usefulness of this
approach is still in its early phases, however.

Host-gene expression patterns are just one complex biological pattern that
might lend itself to this kind of diagnostic and prognostic approach.  Others
include patterns of secreted proteins in host fluids, volatile compounds in breath
(analyzed, for example, with mass spectroscopy), and spectral features of host
cells and fluids (studied using spectrometers and hyperspectral analysis).  The
enormous advantage of such technology, should it be able to fulfill researchers’
expectations, is that it could distinguish genuine infection from hysteria or terror,
either at the emergency room or in the clinic.

Human Disease Surveillance and Diagnosis

In this country and elsewhere, the recognition of almost all emerging infec-
tious diseases—both naturally occurring and intentional—has depended on an
astute clinician contacting a public health agency after suspecting an unusual
serious illness (e.g., hantavirus in the Southwest or anthrax in Florida).  This
traditional system of notifiable human disease surveillance depends on the train-
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ing of physicians and other health care providers, in terms of both disease aware-
ness and their responsibilities to public health.  In addition, the important systems
linking hospitals around the country with CDC, known as sentinel surveillance
systems, need to be enhanced; they can establish whether a common cause of
disease is being seen simultaneously in multiple regions.  Research should be
conducted on the strategies likely to be most useful in enhancing the notifiable
human disease reporting system for the broad range of potential threat agents
(strategies such as education, animal sentinels, changes to the surveillance sys-
tems, and the use of infection control specialists).  Mathematical models of disease
transmission and distribution using simulations of a covert release of various
agents could be helpful in assessing the potential and relative value of different
surveillance systems.  An integrated national system that can report diseases
electronically in real time is needed to support these networks. Information tech-
nology advances should be explored both to automate required reporting (e.g.,
laboratory reporting of pathogens) and to develop new surveillance tools (e.g.,
the automated scanning of electronic media, such as that utilized by the Global
Public Health Information Network).

Systems of syndrome surveillance—that is, screening for changes in the
frequency of cases of flulike illness seen in hospital emergency rooms across a
city or town—should be developed to identify outbreak patterns.  Relevant com-
puter programs are being developed, but there are known fluctuations in emer-
gency room admissions from season to season and day to day, and it will be
important to determine their potential predictive value, specificity, and useful-
ness.  Syndrome surveillance has allowed early recognition of some respiratory
and diarrheal disease outbreaks, but it is not clear whether it will be useful for
early detection of key threat agents such as smallpox, anthrax, and tularemia.

Because infectious diseases do not respect national borders, international
cooperation is vital in the sharing of epidemiological and clinical data, both on
emerging infectious diseases and on outbreaks caused by potential bioterror
agents.  A global network for surveillance of infectious diseases in humans and
animals would be strengthened by augmenting the numbers and capabilities of
U.S. overseas laboratories and by providing enhanced support for current initia-
tives on international surveillance (e.g., DOD’s Global Emerging Infectious Dis-
eases program and corresponding Department of Health and Human Services
(HHS) initiatives).

Increased support for the development and expansion of public health and
agricultural laboratories in other countries, particularly in their capacity to diag-
nose threat agents, would yield dividends for recipient and donor alike.  This
means that CDC and other agencies must reach out to educate, train, and collabo-
rate with scientists from many countries on aspects of surveillance and identifica-
tion of threats.  The World Health Organization could play a critical role in
building and strengthening international capabilities.
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Recommendation 3.3:  Create a global network for detection and surveil-
lance, making use of computerized methods for real-time reporting and
analysis to rapidly detect new patterns of disease locally, nationally, and—
ultimately—internationally.  The use of high-throughput methodologies that
are being increasingly utilized in modern biological research should be an
important component of this expanded and highly automated surveillance
strategy.

Another important area for applied research is the development of improved
clinical diagnostics—rapid assays for the detection of common pathogens and
BW agents—that could be used in primary care settings as well as referral labo-
ratories.  In addition, the kinds of needs that were described above for preclinical
detection also apply to the field of clinical diagnostics.  Standards are needed by
which diagnostic methods and technology can be rigorously evaluated and vali-
dated, and centralized repositories of standardized reagents and samples are
needed as well.  Because the development and evaluation of diagnostics require
interdisciplinary applied research, it is currently difficult to find targeted sources
of support for these efforts.  NIAID, CDC, and USDA should consider providing
extramural funding programs to stimulate research in this area.

Because of the low likelihood of infections with BW agents compared to
common, widely circulating agents like influenza viruses, routine application of
rapid diagnostics for potential BW agents in a primary care setting in the absence
of clinical suspicion will face problems with false-positive and false-negative
results, for which rapid adjunctive standards do not exist.  A triage system could
be applied in which patients with relevant symptoms who test negative for a panel
of expected pathogens would be sent to a referral laboratory for a second round of
diagnostic tests, which could include suspected BW agents and broad-range
methods.

High-throughput automated laboratory technology can now be applied to
assist in these efforts.  Positive samples could be forwarded to central public
health laboratories for more comprehensive characterization.  A laboratory designed,
for example, to address influenza surveillance (Layne et al., 2001) could be dual
use:  Not only would it enhance public health by providing more accurate and
timely information about the emergence of novel influenza strains, but it could
also provide surge capacity to detect other agents if outbreaks occurred as a result
of a terrorist attack.  Continued development of effective networks of such refer-
ral laboratories (private, academic, local, state, and federal) is thus vital.

It should be noted that the first suspicion of the outbreaks of anthrax and of
West Nile virus came not from sophisticated computer technology but from
thoughtful and perceptive physicians.  Tools to help all health professionals make
the appropriate inferences from small numbers of patients must be developed so
that the likelihood of missing a new outbreak is markedly reduced.  Principal
responsibility for this work should rest with CDC, NIH, and DOD.
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Recommendation 3.4:  Use knowledge of complex biological patterns and
high-throughput laboratory automation to classify and diagnose infections
in patients in primary care settings.

Agricultural Surveillance and Diagnosis

The protection of the nation’s food supply presents several unique chal-
lenges related to surveillance and diagnosis of disease.  The U.S. livestock indus-
try, with revenues of approximately $150 billion annually, is extremely vulner-
able to a host of highly infectious and often contagious biological agents (insects
and other pests, viruses, and microbes) that have been eradicated from the United
States.  Unlike traditional biological agents that can be used against humans,
many of these animal-targeted agents need not be weaponized to cause an out-
break.  Their simple point-introduction into herds could immediately halt all
movement and export of U.S. livestock and livestock products.

Although most agents that affect animals are not human pathogens, introduc-
tion of any of the agents on the A List of the World Organisation for Animal
Health would have wide-ranging and devastating impacts on the U.S. economy—
not to mention psychological effects on the country’s human population—from
which it could take years to recover.  These disease agents are readily available in
many countries.  Although USDA’s Animal and Plant Health Inspection Service
(APHIS), as currently constituted, has proven adequate for naturally occurring
disease, it would probably be unable to help eradicate intentional introduction,
especially if this were done at multiple sites.  There is a need for USDA to
develop a research and surveillance capability for plant and animal diseases
comparable to the one that CDC oversees for human diseases.

Animal agriculture would seem to be increasingly vulnerable to intentional
biological attacks, given recent trends toward concentration and specialization in
the livestock industries (MacDonald et al., 1999).  For example, tens of thousands
of animals can be housed in relatively close quarters in concentrated feedlots
prior to slaughter.  If the introduced agent is highly contagious, as is the foot-and-
mouth disease virus, this concentration creates the potential for greater impact
from a single infected animal, as aerosol transmission of pathogens is common
within herds.  Likewise, animals move across great geographic distances.  For
example, during September 2001, nearly a million of the swine imported into
Iowa came from 24 states and Canada (communication from the Iowa State
Department of Agriculture).

Given these vulnerabilities, there is a need to recognize an infected animal
immediately.  At present, however, although there are well-operated state and
federal animal diagnostic laboratories, there is no integrated national system that
can report diseases and infestations electronically in real time.  In addition, there
are no rapid field diagnostic assays for most animal pathogens and pests.
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Crops, too, are vulnerable.  They are grown over very large areas (e.g., some
75 million acres for soybeans) and there is very little surveillance or monitoring.
Likewise, plant diagnostic laboratories are scattered across the country and are
underresourced and understaffed.  In addition, great variability exists in the capa-
bilities of these laboratories from state to state.  This situation means that a long
time could elapse from the introduction of a crop pathogen to its detection.
Remote sensing, particularly satellite imagery, may have value in monitoring
crops for disease outbreaks, including those resulting from bioterrorism.

Other factors heighten the vulnerability of U.S. crops:  (1) many hybrid crop
species exhibit low levels of genetic diversity; (2) there are few restrictions on
trade, and large volumes of agricultural products are imported and exported each
year; (3) a substantial proportion of the seed used for growing U.S. crops is
produced in other countries, presenting a possible route for the introduction of
dangerous plant pathogens as well as contaminated fertilizers and pesticides;
(4) fungi, viruses, and bacteria cause more than 50,000 diseases of plants in the
United States; (5) for any given crop, there are several pathogens that are not yet
found in the United States but that cause major losses elsewhere; and (6) the
biological agents that could affect crops are more numerous than the pathogens
that affect humans, making it more difficult to focus the research funding avail-
able for efforts to counter agricultural bioterrorism.

Threats to crops intersect with threats to livestock in the case of animal feed,
and there is a particular concern about the timing of ultimate effects.  The delay
between the time at which a bioterrorist contaminates animal feed and the time
the human food product becomes adulterated would cause more uncertainty about
the source of the contamination and could minimize the possibility of apprehend-
ing the terrorist.  The less obvious and the more natural the source of biological
contamination, the greater the likelihood that the contamination of the animal
feed will be mistaken as a natural phenomenon.  Rapid testing of feed and sepa-
ration of contaminated feed are important steps, followed by the more specific
identification of the contaminant to determine the source of adulteration and the
possibility of decontamination.  The development of specific antibodies for the
production of sensitive and specific test kits is the key to identifying contamina-
tion.  This would allow one to deal effectively with the disposal or decontamina-
tion of the animal feed and, ultimately, to prevent the contamination of animal-
derived human food products (Von Bredow et al., 1999).

Rapid containment of agricultural pathogens is dependent on an effective
system for diagnosis and the coordinated action of various state and federal
agencies.  Although these agencies, including USDA’s APHIS, have dealt suc-
cessfully in the past with the natural introduction of several foreign pathogens of
plants and animals, they are not properly organized to deal with the massive,
multiple introductions that terrorists are likely to attempt.  In essence, the game
has changed, and this requires a substantial restructuring of the nation’s agricul-
tural response systems.
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Recommendation 3.5:  USDA should create an agency for control and pre-
vention of plant disease.  This agency should have the capabilities necessary
to deal effectively with biothreats.

For animal disease, USDA operates several laboratories—Plum Island and
Ames among them—that perform diagnoses, carry out research, and provide
training for veterinarians. CDC is the central agency for the control and preven-
tion of communicable human disease, but no center currently exists to serve the
same function for plant disease.  Such a center is desperately needed.2   Depart-
ments of plant pathology at various state universities, APHIS, and a wide variety
of other agencies, all of which often depend on outside experts, currently deal
with new and unusual plant pathogens as best they can.

A major research, development, and training center is called for that would
address fungal, bacterial, and viral diseases of plants.  Programs would focus on
genomics and proteomics, databasing and informatics, forensics, pathogenesis,
host-parasite interactions, diagnostics, sensors, food safety, analytical methods,
epidemiology, modeling of disease outbreaks, intervention, and management.
Other efforts could include outreach, technology transfer, collections of patho-
gens, and epidemiological intelligence and response.  Close linkages could be
established with other federal and state agencies, as well as with academic insti-
tutions, international agencies with responsibilities for surveillance of plant dis-
eases and bioterrorism, and industrial, extension, and professional organizations.
These collaborators could, among other functions, provide advice on contain-
ment and control procedures.

PREVENTION, RESPONSE, AND RECOVERY

We can never create a perfect system to safeguard against terrorist use of a
biological agent.  But conscientious preparation—to the greatest extent that bud-
gets and available methods allow—will reduce anxiety and greatly mitigate the
consequences of an actual attack.  Part of that preparation should involve research
and development on needed tools and approaches.  These include modeling tech-
niques, bioforensics, methods for defining threats, specific and broad-spectrum
antibiotic and novel antiviral agents, and means for rapid vaccine fielding.  Once
an attack has occurred, a better prepared and reinforced health and agriculture
response system will be needed, as will be a reliable and consistent communica-
tions plan.  For those exposed, protocols for treatment and decontamination must
be available.  And for animal and plant exposures, an effective disposal and
decontamination plan must be in place.

2A similar recommendation was made in February 2002 by the American Phytopathological Society.
The white paper “American Phytopathological Society: The First Line of Defense—Biosecurity Issues
Affecting Agricultural Crops and Communities: Genomics, Biotechnology, and Infrastructure” is avail-
able for review at <http://www.apsnet.org/media/ps/BiosecurityWhitepaper2-02.pdf>.
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For communicable diseases in particular, given the potential for initial expo-
nential growth in the number of cases from a single diseased individual, it is
crucial that a variety of methodologies, both prophylactic and reactive, be devel-
oped for limiting spread.  These include vaccination, treatment, quarantine, move-
ment restrictions, isolation and, in the case of nonhuman populations, culling.
Because the potential for spread is determined by the number of secondary infec-
tions per primary infection, success in management can be achieved by a combi-
nation of reducing the infectious period and reducing transmission.

Studies must be done to develop decision rules and procedures for quaran-
tine.  These studies must be conducted with the goal of ultimately involving
active participation of communities well before any event occurs.  This will help
reduce panic and irrational behavior in the case of an actual or suspected bio-
terrorism event.  Quarantined communities must know where they will get medical
care, antibiotics and vaccines, clean water, food, and mortuary service if the need
arises.

A systems-level approach to dealing with bioterrorism threats, especially
those involving communicable diseases, is needed.  This approach must consider
the integration of multiple modes of management, risk analysis in the face of
inherent uncertainties concerning what agents will be introduced, and potential
interactions among multiple biological agents.  Such research is likely to rely
heavily on the techniques of operations research, especially models that can be
used for scenario development and training, for rapid response following detection
of infected individuals, and for redesigning current systems (including possible
patterns of movement) in order to make societies less susceptible to catastrophic
outbreaks.  Indeed, all of this argues for major development of modeling
capabilities.

Uncertain Understanding of the Effects of Biological Weapons

Modeling the likely outcomes of different bioterrorism attacks is important
for two reasons.  It provides insight into the severity of the threat posed by the
proliferation of biological weapons, and it allows one to estimate the effective-
ness of different defensive responses (and hence the priority one should assign to
each).  Modeling efforts over the past decade, at least those publicly available,
tend to emphasize worst-case scenarios—broadscale attacks involving millions
of human casualties, if not fatalities.  While such scenarios may be possible under
the right circumstances, they probably are less likely than localized threats.  In
any case, a wider range of simulations is required to capture the range of possible
outcomes.  Here there is a major need for training; a critical mass of competent
scientific expertise in epidemiological modeling has not to date been adequately
supported.  Such efforts should become major responsibilities of NIH, CDC, and
DOD.

Constructing models may be easier, however, than supplying them with
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meaningful data.  There are gaps in our understanding of the factors that affect
biological agents’ dispersal and uptake by humans, animals, and plants.  For
example, uncertainties of a factor of 10 or more in the LD50 values and a factor of
2 or more in the probit slopes (i.e., the dose-response curves) for different agents
are common.  These uncertainties are even greater if strain type is not known or
the mechanism and magnitude of environmental decay rates for different agents
are not well understood.  Moreover, the incubation period (and its dose depen-
dence) for different agents can vary by factors of 2 or more; and diurnal and
weather variations can easily affect the contaminated area by an order of magni-
tude or more for open-air releases (typically the highest-casualty scenarios).
Finally, uncertainties surrounding the amount and purity of the agent, the aero-
solization efficiency for 1- to 5-micron particles, reaerosolization for agents that
have settled onto the ground versus other surfaces, protection factors associated
with buildings, and breathing rates can easily affect the inhaled dose by an order
of magnitude or more.

These factors produce an irreducible uncertainty of several orders of magni-
tude in the number of people who will be infected in an open-air release.  More-
over, the onset of disease may occur several times faster or more slowly than
predicted, and this can have a significant impact on the efficacy of medical
prophylaxis administered at a specific time after release.  When bounds on these
uncertainties are taken into account, the mean and variance of different attack
outcomes may yield a different picture of the magnitude of the medical response
required to cope with attacks—it is possible, in other words, that response options
may be relatively insensitive to these uncertainties.  However, the psychosocial
consequences of a biological warfare attack (i.e., the disruption and terror caused
by the event) will likely remain very large and difficult to quantify.  Other
transmission modes (water, food, animal vectors) create similar uncertainties, as
do attacks directed at livestock or crops.  Nonetheless, modeling and scenario
building will be essential for cities and states to evaluate and improve their
capacity to respond.

Recommendation 3.6:  Agencies with relevant expertise (such as NIH, CDC,
and DOD) should develop and support the development of models—taking
into account a range of incubation periods, transmission dynamics, and vari-
ables of climate, population, and migration—to simulate the release of con-
tagious and noncontagious agents.  Such modeling may resolve many of the
uncertainties about the effects of biological weapons.

Substantial uncertainties regarding mechanisms of pathogenesis would still
remain, however; the only way to resolve them is through new experiments that
involve virulent organisms and animal models of human disease.  This funda-
mental work, which has been neglected in the age of molecular biology, underlies
much of what must be done to develop new vaccines, broad-spectrum antibiotics
and antivirals, and preclinical and traditional diagnostics.  And, work must
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proceed in parallel on nonpathogenic bacteria and viruses, where many of the
molecular mechanisms essential to our understanding of pathogenic organisms
can most readily be deciphered.  For example, new antibiotic discovery is depen-
dent on an understanding of fundamental cellular mechanisms that are held in
common among bacterial pathogens and nonpathogens.  Careful oversight of
experiments with pathogenic organisms is essential to ensure that they are not in
violation of the Biological Weapons Convention of 1972.3

Recommendation 3.7:  Expand investigations into the pathogenesis of infec-
tious agents.  Review the state of knowledge on the mechanisms of pathogenesis
of all bioterrorist agents and of host responses to them, and initiate an action
plan to conduct laboratory research using the latest molecular biology tools.
This research will enhance understanding of the points at which these threats
are most susceptible to useful intervention and will help identify new targets
for developing diagnostics, drugs, and vaccines.

Microbial Forensics and Analysis of Trace Evidence

The overall lack of knowledge about how to respond to a given attack,
together with the lack of intelligence information to help identify the organisms
or chemical agents used in an attack, presents major vulnerabilities.  But the
importance of microbiological forensics in reducing these vulnerabilities was
largely overlooked until the recent outbreak of anthrax.  Its importance is that the
sophisticated scientific and organizational mechanisms of forensics can be the
means for determining the states or persons responsible for the attack and for
formulating strategies to deter future attacks (Cummings and Relman, 2002).

The U.S. criminal justice, national security, public health, and agricultural
communities have more than adequately demonstrated that physical evidence and
subsequent forensic investigations are crucial to the investigation of a crime.
Similarly, preventing the use of biological weapons, responses to their use, and
adequate defenses against them depend in large part on the ability of forensic
analyses to attribute (or exclude) the source of a material with a high degree of
scientific certainty.  The ability to characterize biological weapons might also
contribute to deterrence.  But although advances have been made in forensics for
specific biological agents that may pose a threat, a far more aggressive, compre-

3From the Web site of the Harvard Sussex Program on CBW Armament and Arms Limitation:
“The Harvard Sussex Program on CBW Armament and Arms Limitation, with advice from an
international group of legal authorities, has prepared a draft convention that would make it a crime
under international law for any person knowingly to develop, produce, acquire, retain, transfer or use
biological or chemical weapons or knowingly to order, direct or render substantial assistance to those
activities or to threaten to use biological or chemical weapons.”  More information is available on-
line at <http://www.fas.harvard.edu/~hsp/cbwcrim.html>.
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hensive, and coordinated R&D program is needed.  Such a program could then
lead to fully tested forensic capabilities for all known biological agents that might
be used in an attack.

Lessons should be drawn from the forensic community’s experience with
human DNA over the past few decades, and alternative approaches to microbial
forensics should also be explored.  For example, knowledge of microorganisms,
the methods used to profile them, and the responses of mammals (particularly
humans, domesticated species, and sentinel species) to infections with these
microorganisms can be used to determine whether an attack with a biological
agent can be effectively correlated with a particular place, event, process, or time.
Biological trace evidence, microchemical analysis (analysis of information about
the agent carried along with the biological weapon during manufacture, storage,
handling, and release), and the feasibility of using tagged organisms should be
comprehensively investigated to determine their value in the characterization and
comparison of the biological agents used in different weapons.  Many in the
biological warfare defense community believe that it should be possible to use a
combination of DNA sequence information (occurring naturally) and/or deliber-
ately introduced additional DNA sequences (stegnographic tags) to uniquely mark
and identify all known pathogenic species.  In this way, it may eventually prove
possible to assign a unique code to every strain and variant, which would help in
forensics, attribution, and defense.  Such tags might even be encrypted.

Recommendation 3.8:  Develop and coordinate bioterrorism forensics capa-
bilities.  Federal agencies with missions in defense and national security
should lead in establishing this new multidisciplinary, multilayered field.  A
comprehensive study should be performed to determine the capabilities of
and needs for bioterrorism forensics, and an integrated national strategy
and plan formulated.

Investments and outcomes in the new field of bioterrorism forensics should
be fully coordinated among agencies, with the program design, implementation,
management, and oversight involving those agencies that actually have expertise
in relevant sciences—including, of course, forensic science.  The new field should
cover human, animal, and plant pathogens.  The information resident in the
genomes and proteomes of organisms should be fully exploited, as should trace
materials and chemical evidence associated with those organisms.

The strategic objective of a bioterrorism forensics program is to establish
systems for the high-resolution analysis and specific identification of all materi-
als and substances used (or intended for use) in bioterrorism.  Although the
committee recognizes the extreme difficulty of the task, the desired outcome is
the absolute attribution of a biological weapon to its source—the identification of
persons, places, processes, or instruments involved in the attack.  The ability to
substantially reduce the number of possible sources or individuals involved in
bioterrorism, and the ability to completely exclude the possibility of an act of
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bioterrorism, are equally important.  So is the ability to understand the limits of
the bioterrorism forensics process at any given moment and to accurately inter-
pret and communicate results.

An Approach to Defining Bioterrorist Threats

Pathogenic microorganisms and the toxins produced by living organisms
pose a threat to national security whether they occur in their natural state or are
released in bioterrorism attacks.  In either case, the greatest threats to human
health in the United States come from emerging and reemerging infectious agents
that sporadically occur in nature.  The population is highly susceptible to such
infectious agents, and the mortality rates among infected individuals can be high.
Such agents in a bioterrorism attack could easily be spread to large numbers of
individuals (Peters, 2002).

As part of a risk analysis, one can classify infectious agents and diseases in
relation to these sorts of factors.  Thus an eradicated disease agent to which there
is currently a high degree of susceptibility, for which there is a high rate of
mortality among infected individuals, that can be spread as an aerosol, and that
can continue to be spread via contagion—in effect, a worst-case disease—could
inflict the most casualties.  Smallpox is such a disease, and it is at the top of the
list of biological agents that may pose a threat.  Once measles is eliminated
(Hilleman, 2001) it will join smallpox in this category if immunization against
measles is halted (as was done for smallpox) and the population becomes highly
susceptible.  This has important policy implications for the continuation of immu-
nization against a disease agent after elimination of its natural occurrences.

Previously circulating pandemic influenza strains, most notably the 1918
Spanish influenza (Taubenberger, 2000) and the 1957 Asian influenza (Cox and
Subbarao, 2000), and influenza strains of novel subtypes—e.g., the 1997 H5N1
strains from Hong Kong—have pandemic potential in humans.  Ebola and hem-
orrhagic fevers (the causative viruses of which, however, are less easily spread
from person to person than influenza viruses) would also have the characteristics
of rare diseases that are communicable, to which there is a high degree of suscep-
tibility, and for which there is a high rate of mortality among infected individuals.
A genetically engineered pathogen could also have these characteristics and would
need to be viewed as being among the most serious potential biological threats.
The difficulty is that such genetically engineered pathogens could be created
from virtually any biological pathogen or even vaccine strain; thus it will be
challenging to develop vaccines or therapeutic antimicrobial agents in advance of
a bioterrorism attack.

Because eradiated or genetically engineered agents often do not occur natu-
rally or are difficult to obtain from nature, the best source for terrorists is a
research facility.  It is thus appropriate to impose significant restrictions in terms
of oversight and apply stringent security precautions for biological agents that
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pose high-level risks.  Security guards, surveillance systems, personnel checks,
and testing of personnel can be used to ensure that such biological agents are not
removed from research facilities.

In contrast, biological agents with the potential to damage U.S. agriculture
most often occur naturally in some part of the world.  These agents can easily be
obtained (domestically or overseas) and can readily be released, given the general
lack of security on farms and fields and their formidable size.  For example, foot-
and-mouth disease was widespread in the United Kingdom in 2001.  A shoe from
someone who walked on an infected farm would have been able to carry enough
of the agent into the United States to cause an outbreak.  Although U.S. border
inspections for such potential introductions were heightened during the outbreak
in the United Kingdom, the methods used were heavily dependent on the honest
answers and voluntary compliance of the traveling public.  It is likely that a
determined terrorist could circumvent such an interdiction approach.

Similar issues arise for plant pathogens and pests.  For example, citrus canker
is a bacterial disease of woody perennials that is endemic in several parts of the
world where citrus is grown.  It has recently been reintroduced into the United
States, in Florida, and has had significant adverse impacts on the state’s citrus
industry.  For agriculture, given that would-be terrorists have access to various
naturally occurring threats, it will also be important to consider the possibility of
the intentional release of multiple types of agents at multiple sites.

For biological agents that may be used by terrorists and that occur naturally,
it is appropriate to use lower levels of security and less direct oversight.  The level
of such oversight may still be significant and should be designed to offer real
protection against the acquisition of biological agents that may be used as weapons.
Significantly higher levels of security should be applied to any weaponized bio-
logical agents—for example, anthrax spores that have been treated to make them
easily aerosolized.

Developing Antimicrobials and Antivirals

The diversity of existing biological weapons and the ever-increasing number
of possibilities through use of genetic recombination preclude simple therapeutic
countermeasures to bioterrorism.  The Soviets are known to have developed at
least 30 biological agents.  While it might only take 1 to 3 years to develop a new
biological weapon, the average development time of a new drug or vaccine is 8 to
10 years.  Thus with respect to development of countermeasures for biological
weapons, a great need exists for broad-spectrum antibiotics and antivirals.  Based
on current knowledge, technology, and genomic databases, the goal of broad-
spectrum anti-infectives is achievable.

Existing countermeasures for known threats are limited.  For the potential
biological weapons on the CDC “A” list, there are only two vaccines available or
in production (anthrax and smallpox), one antiviral, and a limited number of
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classes of antibiotics.  Supplies of both vaccines are currently limited.  While
smallpox vaccination is effective, it elicits dangerous and potentially lethal com-
plications in a number of individuals, and because it is a live-attenuated vaccine,
it poses a significant risk for all immunocompromised individuals.  The limited
antibiotic armamentarium is an even greater concern with respect to future threats,
especially in light of an increase in the number of new and reemerging infectious
diseases and a marked rise in resistance to existing antibiotics.  When the issue of
resistance is laid against the dearth of new classes of antibiotics being developed
and commercialized today, it becomes clear that no public health response to
bioterrorism is likely to prove effective without a wider range of antimicrobials to
draw on.

Work must proceed in parallel on nonpathogenic bacteria in the same class
as the pathogen.  New antibiotic discovery is dependent on an understanding of
fundamental cellular mechanisms that are held in common among pathogens and
nonpathogens.  In most cases, the nonpathogenic cousin has far superior genetics
and a deeper database of gene function and regulatory networks allowing dis-
covery and development to proceed at a faster pace.  Most antibiotic discovery is,
in fact, based on work in nonpathogens that is then directly applicable to the
pathogens on the list of biological warfare agents.

An Interagency Task Force on Antimicrobial Resistance has set forth recom-
mendations for judicious use of existing antibiotics; they appeared in the Federal
Register almost 2 years ago.4  Although the recommendations were widely
endorsed, funds have yet to be appropriated by Congress to implement the plan.
Given the long lead time required for development of new antibiotics, we must
preserve those we have.  Thus it is essential that the recommendations of the task
force be implemented without further delay.

Unfortunately, the complacency associated with infectious diseases in the
1960s and the general confidence in existing antibiotics largely arrested the pro-
duction of new classes of antimicrobials.  There has been only one new class in
the past three decades, and resistant strains emerged prior to its launch. But the
situation may be changing for the better.  The public attention to the antibiotic
crisis in the early 1990s, coupled with the potential for discovering new antibiotics
using genomics, high-throughput screening, microarrays, combinatorial chemis-
try, and structural biology, has resulted in industry’s reinvestment in antibiotic
research.

At first glance, the current antibiotic pipeline looks encouraging.  There are
more than 18 antibiotics in Phases I through III of clinical development.  How-
ever, there are no new classes or targets for antibiotics.  In particular, there are no
new classes of broad-spectrum antibiotics, and the outlook for antivirals, particu-

4A Public Health Action Plan to Combat Antimicrobial Resistance appeared in the Federal Regis-
ter on June 22, 2000 (Volume 65, Number 121). The report is available online at <http://
www.cdc.gov/drugresistance/actionplan/html/index.htm>.
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larly broad-spectrum agents, seems even more distant.  These deficiencies are
critical, as the chances for use of a multi-drug-resistant recombinant organism in
future attacks is high.  Here again, the deciphering of the genomes of major
pathogens and the analysis of their function by the new field of bioinformatics
will reveal new potential drug targets—most notably, targets that are present only
in bacteria or viruses and not in human cells (such that broad-spectrum drugs can
be developed that are likely to have few adverse effects on the human host).

The need has never been greater for research, in both the public and private
sectors, aimed at development of novel antimicrobials.  However, recent analysis
indicates that most, if not all, major pharmaceutical companies have over the past
3 to 5 years decreased their investments in drug discovery related to antibiotics,
and few are exploring antiviral agents.  These changes have resulted from higher
regulatory hurdles, competing priorities, and a shrinking market.  Thus, new
classes of antimicrobials will not emerge in the next decade without a major
strategic shift.

Rapid Vaccine Development

Bioterrorism attacks might not be restricted to the dissemination of known
pathogens.  Variants that have been engineered by current molecular-biology-
based methods to alter or mask surface antigens—so as to avoid detection by the
immune system—could also be used in such attacks.  The following question
arises: How quickly and by what means could a new vaccine be developed and
deployed to protect against a novel pathogen?

Before that need is upon us, we should act now to tackle several challenges
to overcome the critical shortfall of research in vaccinology:

• The genome sequences of all plausible organisms that could potentially
be used in a bioterrorism attack, including naturally occurring variants, need to be
determined.  This information will greatly facilitate the identification of any
engineered variations in a weaponized strain.

• DNA-based vaccines (including vaccines that use defective viruses as
carriers) should be more fully investigated for human application, as their use
represents a potential quick path from determination of the genome sequence to
the availability of a vaccine.  Recombinant human antibody technologies should
be explored, including novel delivery systems.

• Recombinant protein expression provides another pathway for the devel-
opment of relevant antigens, but more research is needed to determine ways to
make recombinant proteins as effective as immunogens.

• More effective adjuvants are needed.
• The development of vaccines against toxins, as opposed to pathogenic

organisms, should also be explored.
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• Better surrogate animal models are needed for testing vaccines against
novel pathogens.

• Improved vaccines against known agents (like smallpox virus) are neces-
sary if immunocompromised subjects are to be safely protected.

• A low cost per dose and stability at ambient temperature are important
goals if vaccines are to be shipped to troops in remote locations or to populations
in developing countries.

• Antibodies produced for medical use may provide an effective way to
ameliorate the effects of a toxin or an infectious agent.

• The regulatory, legal (liability), and ethical issues associated with new
vaccines are complex and must be addressed.  Could vaccines developed by
certain standard protocols be preapproved by the Food and Drug Administration
(FDA) to streamline vaccine deployment, even if only at times when a certain
high threshold of infection or mortality had been surpassed?

• Vaccines must be produced and stored in multiple secure locations, as the
vaccine itself could be a target in a terrorist attack to disable our ability to
respond.

• The possibility of using vaccines effective against combinations of anti-
gens from different viral pathogens needs to be investigated.

• Further work in basic immunology needs to be done to obtain an under-
standing of whether it will be possible to develop drugs that will up-regulate an
immune response to pathogens, including organisms used for bioterrorism (im-
mune modulation).

The application of microbial genomics to the development of a novel meningo-
coccal vaccine is one instructive model to consider here (Pizza et al., 2000).  In
addition, over the past several decades there has been an explosion of basic
knowledge about virus structure, the genetic organization of viral genomes, and
the mechanisms of viral replication.  This knowledge presents us with many
potential targets for antiviral therapy.  Only a tiny fraction of such targets has
been exploited to date.  An informative example of success in this area is devel-
opment of protease inhibitors, such as anti-HIV drugs.  The discovery that pro-
cessing of certain HIV proteins by the protease is essential for virus multiplica-
tion came out of basic research on viral proteins.  The demonstration that the
protease is essential for infectivity was published in 1988.  The first protease
inhibitor was approved by FDA in 1995.  It is highly likely that similar approaches
would result in useful therapeutics to counter viruses that might be used for
bioterrorism.

Recommendation 3.9:  Increase research and development on therapeutics
and vaccines.  Support basic and clinical research to discover molecular
targets in bacteria and viruses, develop broad-spectrum antivirals and anti-
biotics, and devise treatments that enhance or stimulate protective host
responses (both innate and acquired).  Similarly, continue to expand and
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deploy the capability to use genomics to rapidly identify engineered muta-
tions or altered virulence factors, create a generic platform to develop a
vaccine against recombinant pathogens, and employ streamlined testing and
regulatory processes to assure adequate efficacy and safety while expediting
delivery.

Improvement and Testing of Environmental and
Personal Protective Equipment

As described in Chemical and Biological Terrorism (IOM, 1999), personal
protective equipment (PPE) includes clothing and respiratory apparatus designed
to shield an individual from chemical, biological, and physical hazards.  Avail-
ability (and even knowledge of availability) of such devices can reduce anxiety
among first responders, health-care providers, and potential victims.  In general,
PPE is more effective against chemical agents, because biological agent incidents
are not likely to be evident until well after release of the agent.

Protective methods aimed at preventing the pathogen from entering the body
are usually physical rather than biological and do not depend on the detailed
structure of the pathogen. Available filtering methods depend only on particle
size.  Like most physical methods, filtering methods available today have the
characteristic that they are not 100 percent effective, but they are able to sharply
reduce the number of casualties.  What is remarkable is that a capability exists
based on existing products that can be put into service rapidly.  HVAC filters in
large buildings can be upgraded at minimal cost (see Chapter 8); other similar
filtering devices can be used in the home.  Simple cheap masks, about the size of
a folded handkerchief, are available and probably provide a high degree of pro-
tection.  These devices must be tested by government agencies and information
must be provided to citizens about their effectiveness.

An array of equipment currently exists (e.g., gloves, gowns, masks, eye
protectors, respirators, protective suits), but technical problems remain—for
example, heat stress in suits, permeable respirators, and difficulty of use.  Also,
there is no uniform testing standard for some of this equipment.  In particular,
testing is needed for antipathogen devices in order to distinguish personal protec-
tive equipment that is truly protective from items that generate a false sense of
security (and that could increase people’s risks by unknowingly putting them in
harm’s way).

There is also a need for research on environmental protection devices that
safeguard buildings and homes from biological and chemical-aerosol threats.  For
example, less expensive HEPA (high-efficiency particulate-arresting) filters for
heating, ventilating, and air-conditioning systems could provide a real defense
against terrorist attack on buildings and landmarks; they could also prevent
exploitation of ventilation systems by terrorists.  Such research might have non-
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counterterrorism application as well; it could provide knowledge about the use of
filters for reducing the current epidemic of asthma in U.S. cities, particularly
among children.

Recommendation 3.10:  Improve environmental and personal protective equip-
ment.  Agencies such as EPA, NIOSH, CDC, DOD, and DOE should perform
and support research on new technologies that increase the protection factors
of such equipment, and ensure uniform testing oversight to certify efficacy.

Approaches to Preparing the Health Care System for Response and
Recovery: The Need for Surge Capacity

The U.S. health care system has focused on efficiency in the past decade.
Redundancies have been eliminated through hospital closures, decreases in the
numbers of physicians in many specialty practices, and consolidation of tradi-
tional public health activities within health care delivery organizations.  Further-
more, the budgets of many agencies that could deal with significant epidemics
have been curtailed because no such incidents have occurred in the United States
in recent years.

Efficient systems use resources to deal with predictable health problems, but
almost by definition they lack the resilience (in the form of excess capacity) to
deal with unusual episodes of disease, particularly large-scale outbreaks or those
that may result from an act of bioterrorism.  The challenge is to devise a system
that would create capacity on demand to cope with sporadic and potentially very
large demands on the health care infrastructure without destroying the efficient
use of resources that characterizes the current situation.

It is probable that the given medical capacity in any community can respond
immediately to a terrorist attack, providing the following two conditions are met:

• The attack does not destroy the hospitals and emergency departments in
that community.  A chemical attack might destroy multiple hospital emergency
departments or contaminate them so completely that they could no longer be
used; a biological attack could quickly spread to medical personnel, thereby
effectively destroying their capacity to respond.

• The attack is short-lived and can be handled within a short time frame
(less than 24 hours).  For example, during the attack with sarin on the Tokyo
subway in 1995, there were few fatalities and a small number of serious cases.
Yet the total number of patients (of all types) created an overwhelming workload
for the emergency departments of Tokyo hospitals, though only for a short period
of time.  Had the attacks continued on a daily basis (as in the case of a biological
agent that would spread over time, such as the plague bacterium or smallpox
virus), there would have been a need to divert some capacity to care for the usual
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daily workload—thereby reducing the number of staff medical professionals for
handling the bioterrorism-related workload.

In most urban communities of the United States, a bioterrorism attack could
pose major problems for the hospital emergency departments, which are already
close to their maximum utilization capacities.  Some capabilities do exist for
reducing the usual workload under such circumstances: patients with marginal
cases of illness or minor injuries could be quickly discharged from specialty-care
units; elective cases of treatment or surgery could be delayed; and incoming
emergency patients could be triaged.  However, a large number of patients would
continue to need care so that they did not deteriorate into a more serious state.
Numerous off-duty medical personnel could be pressed into longer hours of
service in a crisis, but the amount of time during which they could respond
without relief is still finite.  Thus, although the prehospital care agencies might be
able to gear up quickly into a disaster mode and accommodate a sudden influx of
patients with illnesses related to an acute attack, there is not high confidence that
emergency departments in most cities could do the same.

The initial symptoms of the illnesses caused by virtually all infective agents,
be they bacterial, viral, or fungal in nature, are very similar.  In fact, in everyday
clinical practice it is common to confuse a serious bacterial infection with a
trivial viral infection, with a loss of opportunity for effective intervention and
curative treatment.  If individuals or government agencies outside the medical
community have knowledge about a pending attack with a specific agent, they
may still not be able to dispel such confusion; no mechanism currently exists for
the transmission of that information to the medical community so that it can
recognize infected individuals and respond to their needs more quickly.

The federal government already has systems in place for responding to disas-
ters.  HHS coordinates Disaster Medical Assistance Teams, Disaster Mortuary
Operational Response Teams, Veterinary Medical Assistance Teams, and other
medical specialty teams located throughout the country.  These units can be
deployed immediately in the event of natural disasters.  In addition, HHS coordi-
nates the National Medical Response Teams for Weapons of Mass Destruction—
weapons of mass destruction include chemical, biological, radiological, nuclear,
or explosive (CBRNE) agents—to deal with the medical consequences of such
incidents, and it is helping metropolitan areas across the nation prepare to deal
with such incidents through the Metropolitan Medical Response System.

The Metropolitan Medical Response System emphasizes enhancement of
local planning and response capabilities, as well as that of local hospital capaci-
ties, tailored to each jurisdiction so that it can best apply local resources to care
for victims of a terrorist incident involving a weapon of mass destruction.  The
resulting systems are characterized by a concept of operations; specially trained
responders; a special stockpile of pharmaceuticals; equipment for the detection of
biological, chemical, and nuclear agents along with personal protective equip-
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ment; decontamination capabilities; communications equipment, medical equip-
ment, and other supplies; and enhanced emergency-medical-transport and emer-
gency-room capabilities.  The program focuses on responses to a biological at-
tack, including early warning and surveillance, mass-casualty care, and plans for
the management of mass fatalities.  The concept of operations also includes the
local jurisdiction’s plan for augmentation of health and medical assistance by the
federal, state, and neighboring governments, including the movement of patients
(when local health-care systems become overloaded) via the National Disaster
Medical System (NDMS).  Each major medical center in cities across the nation
must have response plans in place.  These should include designated hospital
areas that can be converted into isolation zones and decontamination areas, triage
plans, and ongoing training sessions for disaster response teams among the medi-
cal personnel.

The Office of Emergency Preparedness leads the NDMS, a partnership of
four federal agencies (HHS, DOD, the VA, and FEMA) and the private sector.
The system has three components: direct medical care, patient evacuation, and
nonfederal hospital care.  NDMS also includes more than 7,000 private sector
medical and support personnel organized into 80 disaster-assistance teams.  These
teams provide immediate medical attention to sick and injured individuals during
disasters, as well as mortuary and veterinary care when local emergency-response
systems become overwhelmed.

All of these systems (e.g., NDMS and the Metropolitan Medical Response
System) should be supplemented with additional local capacities for responding
to attacks on humans, animals, and plants.  A national, regional, and local plan-
ning process should identify human and other resources that could be brought out
of reserve during such times.  In addition, public health laboratories need to build
surge capacities as well as expertise in containment. Microbiology laboratories
are the first lines of defense for the detection of new cases of antibiotic resistance,
outbreaks of food-borne infection, and a possible bioterrorism event.  Maintain-
ing high-quality clinical microbiology laboratories on site or near the institutions
and communities that they serve is the best approach at present for managing
infectious diseases and detecting resistance to antimicrobial agents.  However, a
public health reserve system, consisting of certified laboratory personnel with the
ability to provide expertise when the health care system becomes overloaded,
needs to be created.  In addition, before a crisis occurs, it is critical to have in
place agreements between public health and emergency response agencies across
jurisdictions.  Drills using both threats and scenario models can test the full range
of capabilities and assure the availability within a short distance of Level 4 public
health laboratory capability.

Recommendation 3.11:  Create a public health reserve system and develop
surge capacity.  As part of a broader planning process, create a health
reserve system of health care professionals (modeled on the military reserve
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system), and prepare local and regional laboratories for deploying surge
capacity to supplement and enhance disaster-response capabilities.

Approaches to Preparing the Food and Agriculture System for
Response and Recovery

The U.S. food and agriculture system has undergone profound changes since
World War II that have increased the vulnerability to plant and livestock diseases
and to widespread human illnesses caused by food-borne pathogens.  Food pro-
cessing and distribution have become increasingly concentrated.  For example,
four companies now slaughter and process 85 percent of the domestically pro-
duced meat, livestock is raised in large, centralized feeding operations, and vast
amounts of land are devoted to one or two crops, such as corn and soybeans.

Meanwhile, government support for agricultural research has remained flat
(in constant dollars) for nearly 25 years.  The private sector supports more agri-
culture research than the state and federal governments combined, but most of
these industry initiatives are in the development of biotechnology products,
pesticides, and other inputs to agricultural production.

A USDA-state system of laboratories that investigates outbreaks of livestock
diseases does exist, but it varies somewhat in structure from state to state, with
some relying on state laboratories and others on colleges of veterinary medicine
or agriculture, usually located at land-grant universities.  Within USDA, the
Animal and Plant Health Inspection Service (APHIS) leads efforts to prepare for
and respond to outbreaks of crop and livestock diseases, both indigenous and
exotic.  APHIS develops the basic emergency-response plans, while state agricul-
ture departments extend the plans to apply to the conditions and administrative
structures within their domains.

Recommendation 3.12:  Create an agricultural health reserve system and
develop surge capacity.  As part of a broader planning process, create a
reserve system of veterinarians and plant pathologists (modeled on the mili-
tary reserve system), and prepare local and regional laboratories for deploy-
ing surge capacity to supplement and enhance disaster-response capabilities.

Communicating Risks and Responses to the Public

In 2000, a workshop cosponsored by the Defense Threat Reduction Agency
(DTRA), the FBI, and the U.S. Joint Forces Command was held on the commu-
nication of risk resulting from a weapons of mass destruction (WMD) attack.  A
report published in March 2001 describes the results of the workshop and recounts
lessons learned from past experiences, addresses unresolved issues that were
identified by the expert participants, and presents prioritized recommendations
for future research, analysis, and other activities (DTRA, 2001).
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A disaster response program should include many elements if it is to be
successful in dealing with the effects of a WMD attack and restoring public order.
In the United States, several agencies at the federal, state, and local levels have
been assigned to handle contingencies such as natural disasters, chemical spills,
and nuclear mishaps.  The Federal Response Plan, a signed agreement among 27
federal departments and agencies, and including the American Red Cross, pro-
vides a mechanism for coordinating delivery of federal assistance and resources
to augment state and local efforts in major disasters or emergencies.  This plan,
however, does not describe an integrated, comprehensive blueprint for crisis/risk
communications in the event of a large-scale disaster such as a WMD attack.  It
should be noted that in the 1918 pandemic of influenza, there was a severe lack of
mortuary services and facilities, which must also be provided for by the plan.

To help fill the gap, research and analysis on communication and awareness
campaigns, and training and preparation, are needed (see Chapter 9).  However, it
is essential that all federal agencies involved in response develop, through a panel
of outside experts, a plan for analyzing data, developing a response, coordinating
the response with other agencies and the Office of Homeland Security, and com-
municating with the public.

Development of Treatment Protocols

In most cases, there is insufficient research and information on which to base
a sound public health protocol and medical response in the event of a biological
attack.  We cannot, for example, answer the following questions with confidence:
How long should individuals continue antibiotic treatment after exposure to bio-
logical agents?  How long after exposure will vaccination be effective?  What
other types of interventions will increase survival rates and decrease spread of the
disease?

Sound protocols are a necessary prerequisite for communicating information
about appropriate postattack responses to the public, physicians, and public health
officers.  The anthrax attacks of 2001 illustrated the lack of preparedness in this
area.

Recommendation 3.13:  Develop protocols for public health responses to
bioterrorist attack. OHS should develop a plan for achieving this objective,
and HHS, through its various agencies, should support the necessary re-
search.

Development of Decontamination Protocols

At present there are few data on which to base decontamination procedures,
particularly for biological agents.  A review of the literature shows that dose-
response information is often lacking or controversial, and that regulatory limits
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or other industrial health guidelines (which could be used to help establish the
maximum concentrations of such agents for declaring a “decontaminated” envi-
ronment) are generally unavailable or not applicable to public settings (Raber et
al., 2001).  Moreover, the correct means for identifying the presence of many
biological agents are not known, nor is the significance of the presence of bio-
logical agents in the natural environment (e.g., anthrax spores are found in the
soil in some parts of the United States).  Research is therefore needed to deter-
mine what level of cleanup will be required to meet public health needs in the
aftermath of a bioterrorist attack.

Although the lack of dose information, cleanup criteria, and decontamination
protocols presents challenges to effective planning, several decontamination
approaches are available.  Such approaches should be combined with risk-informed
decision making to establish reasonable cleanup goals for the protection of health,
property, and resources.  Efforts in risk assessment should determine what consti-
tutes a safety hazard and whether decontamination is necessary.  Modeling exer-
cises are needed that take into consideration the characteristics of a particular
pathogen, public perceptions of the risk that the pathogen poses to their health,
the level of public acceptance of recommendations based on scientific criteria,
levels of political support, time constraints in responding to the threat posed by a
pathogen, and economic concerns (Raber et al., 2001).  Specialized robots may
have to be developed and used in highly contaminated or extremely hazardous
situations.

Agricultural Decontamination

For agricultural biological threats, critical components of the response include
quarantines, disposal of contaminated plant or animal material, and decontamina-
tion of products, facilities, equipment, and, in some cases, soil (especially for
agents that are persistent and can survive in the environment) (NRC, 2002).  The
disposal or decontamination procedures used, as well as their effectiveness and
acceptability, are highly specific to each biological agent: They depend on the
nature of the agent, the commodity affected, and the extent of disease or infesta-
tion.  For example, foot-and-mouth disease (FMD) is so highly contagious that
large numbers of infected and potentially exposed animals may need to be slaugh-
tered and disposed of at the farm of origin.  Mass burial and burning are the major
alternative means for disposal.  Both methods are expensive, repugnant to many
people, and raise environmental concerns.  Novel methods for carcass disposal,
for inactivation of FMD virus in and on carcasses, and alternatives to mass
slaughter during FMD outbreaks are urgently needed.  Decontamination of products,
equipment, or facilities is less of a problem because FMD virus is inactivated by
heat, irradiation, or treatment with chemicals at high or low pH.

Similar issues apply to plant pests and pathogens.  In general, decontamina-
tion of seeds and combines, trucks, or other field or handling equipment is pos-
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sible by fumigation with appropriate chemicals, but this is costly, from both an
economic and environmental perspective. Eradication, especially of soil-borne
spores of plant pathogens, is virtually impossible.  Methyl bromide, one of the
few standard chemicals used for fumigation of soil and containers, will be banned
after 2005 in developed countries and 2010 in developing countries as the result
of an international agreement made in response to evidence that the chemical
depletes the ozone layer.  Live steam can be used to clean up facilities and
handling equipment, but its cost and damage to the equipment can make this
method unappealing.  Alternative methods for decontamination and eradication
of biological threats to plants are needed (NRC, 2002).

Recommendation 3.14:  Develop methods and standards for decontamina-
tion.  Develop standards for levels of decontamination and certification of
products to ensure safety.

Research is needed on chemical fumigation and irradiation as methods for
decontamination of buildings and mail; development and evaluation of novel
decontaminants; disposal of crops and livestock carcasses; and decontamination
of trucks, railroad cars, container ships, and warehouses used to transport and
store contaminated crops, livestock, food, and feed.  This effort will require
collaboration among all agencies with expertise and a mission in this area, includ-
ing HHS, EPA, USDA, the Coast Guard, and DOD.  Because cross-agency
collaboration is often challenging, the Office of Homeland Security should desig-
nate a lead agency on these issues and ensure that collaborating agencies provide
the necessary resources to identify and support research efforts in this area.

POLICY AND IMPLEMENTATION

Effective preparedness for countering bioterrorism will not only require
focused and sustained efforts to build the nation’s public and agricultural health
infrastructures (including the training of health care professionals in detection,
surveillance, prevention, and response); it will also require substantial changes in
the way government-supported research is executed.  Several overarching strate-
gies are needed to provide the necessary funding for research and development
(R&D), mechanisms for response, integration of efforts, and translation of find-
ings into application.  The recommendations listed below, which support and
facilitate the R&D priorities outlined in previous sections of this chapter, are
offered in that spirit.

Develop Scientific and Technological Human Resources

The public and private sectors should explore new funding mechanisms that
select for the best ideas and the most productive scientists, that offer great flex-
ibility, and that provide the freedom to pursue bioterrorism-related research in a
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protected environment (i.e., not subject to 1- or 2-year budget fluctuations or
constraints).  The traditional system of reviewing and funding grants and con-
tracts can be lengthy and averse to highly focused, highly managed research
initiatives.  Although basic and discovery science will continue to be a critical
underpinning of all research in countering bioterrorism, a more focused, outcomes-
based approach is also warranted.  Balance between basic and applied research
approaches will be crucial.

One model worth considering is a central organization that directs R&D
projects whose risks and payoffs are very high—that is, whose successes may
provide dramatic advances—and that pursues these projects with both flexibility
and speed.  There is a real need for NIH, particularly NIAID, to adopt an approach
like this for funding the kinds of high-payoff, high-risk projects that might create
innovative scientific tools for addressing bioterror threats.

Recommendation 3.15:  Create special research organizations to build ex-
pertise in countermeasures to bioterrorism.  Federal agencies must build
human resources in threat-agent characteristics, pathogenic mechanisms,
and responses to bioterrorism-induced disease.  Protected environments that
foster innovation must be developed to support a cadre of leaders, scientists,
engineers, policy experts, and strategic thinkers.  These designated research
organizations should address both classified and unclassified issues, and
special mechanisms for rapid funding should be created to support external
research efforts as the needs and opportunities emerge.  New mechanisms
for funding high-risk, long-term, high-payoff projects should be created in
NIH.

Ideally, the new organizations recommended above would be small but have
strong interactions with universities and government agencies.  They would work
in basic and applied science—specifically, to understand pathogenic (virulence)
factors at the molecular level and how they affect mammalian systems.  And they
would also work in product development—specifically, in diagnostics, antiviral
and antibacterial drugs, and all stages of vaccine manufacture, from development
to pilot production.  Clearly, drugs and diagnostics should have dual use, and the
range of pathogens studied will inevitably have dual-use spinoffs.  As a com-
panion to this initiative, a mechanism for rapid funding should be established for
bioterrorism-related research conducted extramurally; this mechanism would
select for creative ideas quickly, with a minimum of bureaucracy.

Need for Standards and Standardization

The goals for research on surveillance and clinical diagnostics include rapid
diagnostic assays for common pathogens and biological warfare agents.  These
assays could be used in primary-care settings (point of care) as well as referral
laboratories.  But standards are needed by which they may be rigorously evalu-



98 MAKING THE NATION SAFER

ated and validated, and centralized repositories of standardized reagents and
samples are needed as well.  Because the development and evaluation of diagnos-
tics require interdisciplinary applied research, however, it is currently difficult to
find targeted funding sources and mechanisms.

Recommendation 3.16:  Establish laboratory standards.  Set up an oversight
standards laboratory to evaluate diagnostic and detection tools; to ensure
the availability of standard reagents for academia, industry, and govern-
ment; and to develop appropriate standards on a continuing basis.

The National Institute of Standards and Technology (NIST) is one agency
where these sorts of efforts might appropriately be undertaken.

It is to be expected that many new products will be introduced for detecting
and responding to bioterrorist threats, but no mechanism currently exists for
evaluating them and comparing their effectiveness.  An oversight standards labo-
ratory would have the capacity to evaluate biosensors and diagnostic systems for
infectious diseases, develop taxonomies of syndromes and data classifications,
improve the quality of the expanding DNA and protein databases, validate
methods, develop reagents, create internal standards for diagnostic comparisons
for the scientific community, and evaluate methods and standards for personal
protective equipment and decontamination.

Facilitate Development of Therapeutics and Vaccines:
Engagement of Industry

Government has a vital role to play in basic research on countering biologi-
cal warfare agents through its own institutions, many of which have enormous
expertise that has long been brought to bear in the fight against infectious dis-
eases.  It would be inefficient, however—and ultimately ineffective—for govern-
ment to go it alone, without actively engaging private industry in the race to
deploy needed biomedical countermeasures.  Indeed, the greatest efficiency in
this urgent effort is likely to come from working the broadest possible network of
synergy among all institutions of established expertise—public sector entities,
academic laboratories, private research institutes, biotechnology start-up ven-
tures, and pharmaceutical companies.  The fight is big enough and difficult
enough to demand that the entire spectrum of available talent and resources be
productively engaged.  To build this network, a new partnership model for indus-
try and government is needed that goes beyond the current models of government
contracting.

Existing mechanisms for government interactions with the private sector
cover a wide range: from simply acting as a customer in the marketplace, through
NIH grants, to the comprehensive R&D contracting done by DOD.  There seems
to be no one best way among these mechanisms, nor any clearly better way
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beyond them.  They all have valid applications, and, in practice, different cases
will probably require different solutions. However, there is one principle that
must serve as the foundation for any partnership aimed at developing counter-
measures for bioterrorism.  It is the principle of risk sharing.

Drug and vaccine development is an incredibly high-risk business.  Front-
end costs start big and grow bigger as development proceeds.  The total is often
something like $800 million by the time a successful drug is launched—10 years
or more from the day it was discovered.  The odds against success are long—one
compound in 5,000 makes it all the way from the test tube to the pharmacy shelf.
And even among newly launched products, only one in three earns back its
development costs.  Public policy makers must consider whether drugs and vac-
cines could be developed more cheaply, given the compounds that are languish-
ing in the developmental pipeline because bioterrorism is a small and uncertain
market.

At the front end, government could help defray some of the costs associated
with discovery and early-stage development.  Grants and other forms of direct
investment might help, especially with smaller organizations.  But given the
current needs related to antibiotic resistance in naturally occurring pathogens and
to the decline of innovation in antibiotic-drug discovery, risk sharing may need to
be considered more broadly.

Government could further reduce the risk to industry by providing some
form of legal relief from the product-liability issues associated with new counter-
measures.  Risk sharing could also help to lower the costs of purchasing and
storing biodefense drugs—whether existing or to be developed.

The government’s current practice is to determine what quantity of a given
material it may need, issue a contract to purchase that quantity, and then stockpile
it until needed.  This process works well for some products, but it is a very
expensive way to purchase pharmaceuticals.  A more cost-effective approach
would be to contract with drug manufacturers for assured access to the necessary
quantities.  The manufacturers would have to be able to prove beyond doubt that
they could deliver the requisite quantities within the needed time frame.  It is
essential that production capability occurs at more than one facility and that these
facilities be based within the United States.  The government would reimburse
the cost, build and maintain the inventory, and add a modest profit.  In the event
of an attack, the government would take control of the inventory at no additional
cost.  Meanwhile, responsibility for addressing such additional risks as unfore-
seen spoilage would rest with the manufacturers.

Recommendation 3.17:  Facilitate vaccine and therapeutics production.
Through public-private partnerships, create research, development, and
manufacturing capacities to produce diagnostics, therapeutics, vaccines, and
devices to counter terrorism and an oversight laboratory to evaluate, pre-
pare, and standardize methodologies.
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Traditional market mechanisms for the development of new diagnostics and
vaccines are failing with regard to pubic health generally and response to bio-
terrorism in particular, where the principal market is likely to be federal and state
governments.  National orphan vaccine centers, perhaps created as government-
owned, contractor-operated (GOCO) facilities, are needed to help bring vaccines
for otherwise rare diseases to the stages of mass manufacture.  Such centers could
help coordinate extramural R&D activities in the public and private sectors as
well as perform critical research.  In particular, national orphan vaccine centers
could coordinate the clinical trials and studies with animals on which licensing
would be based, and could serve as conduits for production at industrial facilities
(including development of surge vaccine-manufacturing capacity and the training
of personnel to produce vaccines that meet FDA standards).  Such collaboration
would require the establishment of new relationships between the public and
private sectors.

For development of broad-spectrum antibiotics and antivirals, federal fund-
ing should encourage the large pharmaceutical and biotechnology companies to
enter the field with the expectation that at least some drugs developed for bio-
terrorist threats will have dual use—that is, they may be applicable to common
infectious diseases as well.  Such encouragement for undertaking R&D on new
drugs against bioterrorism agents could take the form of streamlined grant mecha-
nisms, financial incentives, and regulatory changes.

Regulatory Reform

Maintaining public confidence in vaccines, and in medical products in gen-
eral, is critical to assuring overall confidence in the nation’s public health pro-
grams.  But bioterrorism is a moving target, not a single disease of predictable
epidemiology, and all potential product uses may not be anticipated.  This com-
plicates many decisions about product use.

Current biodefense-related activities at the FDA include meeting with spon-
sors and sister agencies to encourage interest in developing safe and effective
new products, performing research that ultimately facilitates the development of
these products, and intensively interacting with product sponsors to expedite
availability.

Other steps that the FDA has employed in an attempt to safely speed up the
licensure process include the following:

• Emergency use under investigational new drug (IND) status allows rapid
access to products that have not yet completed requirements for licensure.  While
IND status makes available potentially lifesaving items, a disadvantage of emer-
gency use under this rule is that the product is not licensed, which not only
reflects the true scientific limitations of the data but also raises important issues
about public perception.
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• Fast-track processes can speed up the review procedure so that the FDA can
evaluate information as it becomes available and as soon as the sponsor submits it.

• Accelerated approval uses surrogate end points to demonstrate benefit.
For bioterrorism agents, this might include protective-antibody levels for vac-
cines.  The use of CD4 cells for assessment of antiviral treatment for HIV was
one of the first surrogates to be approved under this rule.

• The “Animal Rule”5 is extremely important with respect to bioterror
agents.  It states that where human efficacy trials are not feasible or are unethical,
the use of animal-efficacy data may be accepted as they relate to the desired
benefit in humans—usually a significant outcome such as mortality or major
morbidity.  Clinical studies are still required for establishing pharmacokinetics
and for assessing safety.  The Animal Rule has postmarketing and labeling re-
strictions, however, and it does not apply if the product could be approved on the
basis of any other standard under the FDA’s regulation.

Much more research is needed to establish acceptable criteria for reduction
in morbidity and mortality.  Human diseases caused by many of the CDC Cat-
egory A agents are so poorly understood at present that meaningfully defining
such criteria for the Animal Rule will be difficult.  For some agents—for ex-
ample, smallpox—appropriate animal models are lacking, and many existing
animal models are poorly characterized with respect to lesion character and dis-
ease progression.

Animal models (with the exception of those for anthrax) remain poorly
characterized with respect to aerosol challenge and disease characteristics in
animals receiving sublethal challenge doses.  Criteria need to be established with
respect to end points that will be acceptable to the FDA for reduction in morbidity
and mortality and similarity to human disease—i.e., route of inoculation, chal-
lenge doses and strains of organisms to be used, strain and species of animals, and
duration of observation periods for reduction in morbidity according the FDA’s
Animal Rule regardless of route of challenge.

Recommendation 3.18:  Allow regulatory exceptions for development of
therapeutics and vaccines against bioterrorism threats.  The FDA should
convene a broadly based conference to consider options and plausible mecha-
nisms for expedited approvals under specific emergency conditions.  In addi-
tion, for new drugs and vaccines that cannot be tested in humans, mecha-
nisms for indemnification in the case of adverse effects will need to be

5The Animal Rule is Code of Federal Regulation (CFR) Title 21, Parts 314 and 601: “New Drug
and Biological Drug Products; Evidence Needed to Demonstrate Effectiveness of New Drugs when
Human Efficacy Studies Are Not Ethical or Feasible.”  The final version of this rule was published in
the Federal Register on May 31, 2002, and will take effect June 30, 2002.  The final rule can be
viewed at <http://www.fda.gov/OHRMS/DOCKETS/98fr/98n-0237-nfr0001-vol1.pdf>
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developed.  The possibility of encouraging collaboration between pharma-
ceutical companies in this area by waiving antitrust restrictions—in specific
cases justified by the national interest—must also be considered.  Thus, in
addition to the FDA, the Departments of Commerce, Treasury, and Justice
should also be involved in these discussions.

Clearly, in an emergency, someone or some agency has to be authorized to
decide, for example, that INDs may not be required, that the informed consent
process can be modified, that companies might have to be indemnified, or that
companies might have to exchange information or work together, which would
require a waiver of antitrust law.  The factors that go into such decisions should
be discussed by government and industry, and possible approaches recommended
to federal agencies.

CONCLUDING REMARKS

Understanding of biological agents as threats to human, livestock, and crop
health, as well as to the U.S. economy, must be improved.  Special emphasis
might be placed on an urgent short list of recognized agents, including Bacillus
anthracis (the agent responsible for anthrax), variola virus (which causes small-
pox), and a few others, for obvious reasons; but much of the preparation should
target a broader list and effectively prepare the nation for the unknown.

Appropriate government agencies and scientific organizations must evaluate
emerging viruses and the genetic modification of existing viruses.  Similarly,
they need to consider the impact of genetic manipulations of pathogenic bacteria
that enhance their virulence, particularly manipulations that render them resistant
to the available antibiotics.

Although there are gaps in the scientific understanding of many potentially
deadly biological agents and in the technological advances needed to anticipate
and respond to their release, reliance on purely scientific or technological solu-
tions is misguided.  A much more inclusive effort is needed to build a seamless
system of preparedness and response—one that can exercise the best available
tools to counter biological threats.

This task depends first and foremost on rebuilding the public health infra-
structure of the United States, which has been allowed to decay as the nation
conquered some of the more common infectious and other disease challenges of
the past century.  The terrorist events of September and October 2001 should
serve as a wake-up call to those in the position of setting science and health
policies in the United States.  Many of the scientific goals described in this
chapter cannot be achieved in the absence of trained and well-equipped public
health officers, educated and prepared first responders, and clear communication
among leaders, the medical community, and the public.

HHS, CDC, and other federal agencies, along with state departments of
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health, have begun to consider the best ways to educate health care professionals
for effectively responding to bioterrorism.  This country’s public health schools
and professional societies have a major role to play both in training individuals
and in researching ways to build a more responsive public health system.  Vari-
ous entities with some knowledge of bioterrorism, such as medical associations,
have already prepared educational materials.  The American Medical Associa-
tion, for example, has produced an excellent primer to help physicians recognize
and treat diseases likely to be caused by acts of bioterrorism.  Regular updating of
physicians and other health care professionals, perhaps through mandatory con-
tinuing education courses on the agents that pose the greatest threats, would be
prudent.  Meanwhile, training in this area should be part of the basic curricula for
all aspiring health care professionals.  Agencies and other institutions also face a
major challenge in training first responders, such as firefighters and police, as
well as in educating leaders and influential nonhealth professionals, such as
teachers, on the realistic threats of bioterrorism and the ways in which they can be
empowered to protect themselves and their communities.

But countering terrorism is not the only incentive for such actions.  In 1992,
the Institute of Medicine published a groundbreaking report, Emerging Infec-
tions:  Microbial Threats to Health in the United States (IOM, 1992).  It pointed
out that “pathogenic microbes can be resilient, dangerous foes.  Although it is
impossible to predict their individual emergence in time and place, we can be
confident that new microbial diseases will emerge” (p. 32).  Thus, preparedness is
essential not only for countering bioterrorism but also for facing the constantly
evolving threat of infectious diseases, particularly the widespread escalation of
bacterial pathogens resistant to all known antibiotics.

In reality, humans and the livestock and crops that sustain them are in a
perpetual contest with microorganisms and the diseases that they cause—a con-
test that requires an armamentarium of knowledge gained from research, surveil-
lance, and improved health practices.  Humans and animals are not immune to the
threat of infectious diseases just because they have been immunized or eat food
and drink water that is regulated and evaluated for their safety.  Serious, some-
times deadly, outbreaks of infectious diseases continue to occur naturally around
the world.  Even when they are treatable, these diseases take their toll in pain and
suffering, inconvenience, disability, lost time from work and lost wages, and cost
to the health-care system and the economy.

But preparing for the once unthinkable—a biological attack—should also
prepare the U.S. population for the inevitable: the natural occurrence (or recur-
rence) of diseases that can affect all living things.  Efforts that protect humans,
animals, and plants from bioterrorism will also help us prevail in that never-
ending contest with natural threats.

The reader is referred to Box 3.2 for Web sites with additional information
on bioterrorism.
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4

Toxic Chemicals and Explosive Materials

INTRODUCTION

Toxic, explosive, and flammable materials provide a wide range of potential
terrorist weapons for attacking targets of high value and visibility and for grabbing
media attention and causing public panic.  These materials can themselves serve
as targets during their production, storage, transportation, and use in our highly
concentrated manufacturing and transportation systems.  Chemical weapons, and
chemicals used as weapons, can also be introduced through a variety of ready-
made distribution systems, such as those for food, water, and pharmaceuticals.

Nevertheless, we are not without resources for countering these threats: Our
current capacity to respond to chemical attacks is substantial.  The military is
trained and equipped for chemical warfare; industrial and academic chemists
have significant expertise in dealing with toxic chemicals; and cities and indus-
tries have broad capability in responding to their accidental releases.  While this
collective know-how is not organized to deal with the threats of chemical terror-
ism within the United States, it is an excellent starting point for building a reason-
able level of preparedness.1

This chapter describes some of the vulnerabilities associated with toxic,
explosive, and flammable materials as weapons of terrorism and suggests ways to
reduce these vulnerabilities with existing technology as well as through research

1Because plausible chemical attacks do not have the same potential for national-scale disaster
posed by nuclear and some biological threats, and because a substantial number of people are already
trained and equipped to deal with toxic chemicals, building a capability to deal with chemical attacks
is more tractable than doing so for nuclear and biological attacks.
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initiatives that could lead to new counterterrorism technology.  It is divided into
five sections: how chemicals can be used as weapons; the general capabilities that
are needed to help mitigate vulnerabilities; possible approaches to protecting
some key systems (such as food distribution); and responding to terrorist attacks,
both for first responders and the medical system.  Finally, the value of a dual-use
strategy for developing counterterrorism technologies that are also economically
viable is briefly discussed.

BACKGROUND:  CHEMICALS AS WEAPONS

Chemicals continue to be weapons of choice for terrorist attacks.  They are
readily available and have the potential to inflict significant casualties (from a
few to perhaps many thousands in technically possible, if improbable, high-end
attacks).  And they have characteristics that make them attractive for deployment
against an open society:  easily concealed, undetectable at a distance, and visually
indistinguishable from materials in everyday use.  Moreover, the potential for
their use causes anxiety.  While chemical agents may not have the potential to
produce the widespread casualties and destruction that could be caused by epi-
demic biological agents or nuclear weapons, they are more readily available and
can cause significant deaths and injuries and disruption in a local area.  Histori-
cally, problems of delivery were considered a serious barrier to the use of chemi-
cal weapons in warfare, and this has been assumed to be a significant constraint
on their use by terrorists.  But improvements in the technology for disbursing the
agents, the willingness of terrorists to commit suicide, and their focus on killing
as many people as possible rather than on targeting a specific person or persons,
make the danger of attacks with chemical agents a serious threat.

The most plausible use of chemicals as weapons is in attacking aggregations
of people in enclosed spaces (e.g., in subways, airports, and financial centers) in
ways that would cause disruption to crucial infrastructure services or render them
unusable (closing down transportation or financial systems, for example) and
potentially causing widespread loss of confidence in the government’s ability to
protect its citizens.  Small quantities of chemicals would usually be all that would
be needed (for nerve agents, a few hundreds of grams would suffice).  Use of a
chemical agent in a nonenclosed space, however, is perhaps of less concern,
because a toxic cloud would be subject to the vagaries of wind direction and
thermal currents, thereby requiring large amounts (many kilograms) of the agent
to cause numerous casualties.

Other ways to use chemicals as weapons include attacking people indirectly
by contaminating facilities.  Nonvolatile chemicals can be very persistent and
thus able to taint their targets—and interfere with critical services—for long
periods of time.

Harmful agents could also be delivered through existing systems already
designed for rapid and widespread distribution, such as the postal system or the
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food and water supply networks (the latter two are discussed in more detail later
in this chapter).  The anthrax attacks in the fall of 2001 demonstrated the effec-
tiveness of using such systems both to harm people and disrupt an important
service.  A concerted attack from multiple locations could have resulted in wide-
spread contamination of many of the automated centers where mail is sorted and
distributed, resulting in large numbers of infected mail workers and recipients—
and possibly even shutting down the U.S. Postal Service. Countless businesses
could also have been contaminated. Other mass-distribution systems—currency,
newspapers, and junk mail, for example—might also be used to expose large
numbers of people to the effects of infectious or toxic substances or to interfere
with the functioning of society.

A wide variety of chemicals—including many in common use—could be
used as weapons. There are three major classes of such chemicals:

1. Chemical weapons (CW), developed by states for military use; 2

2. Toxic industrial chemicals that are produced, transported, and stored in
large quantities in the civil economy; and

3. Explosives and highly combustible materials.

These three classes of chemicals are discussed below.

Military Chemical Weapons

Chemical weapons were first used in World War I and drew on existing
industrial chemicals (chlorine, phosgene).  In the period after World War II, a
number of countries (especially the United States and the Soviet Union) contin-
ued to develop chemicals specifically designed as weapons: The most important
of these are the so-called nerve agents and blister agents (e.g., sarin and mustard
gases).  A number of such chemicals have been produced, and they can be
delivered in a variety of ways, including sprays, rockets, mortar shells, mines,
and other explosive devices.  Several of these chemicals were designed to have
very high toxicities (Table 4.1).

Chemical weapons were not used in World War II, and the United States
discontinued its CW programs in the 1960s, at least partly on the grounds that
CW were not militarily effective.  The Soviet Union reached a different conclu-
sion and continued, up to the 1990s, to develop chemical weapons for military
use.  In fact, chemical weapons appeared to be a standard part of Soviet opera-
tional doctrine, with special utility in slowing and blunting offensive operations,

2Some biological and radioactive agents are occasionally considered in this chapter along with
chemical agents because the responses to attacks with them would be similar. Such biological agents
include botulinum toxin, staph enterotoxin, and ricin. Radioactive agents, in this context, mean
dispersible radioactive materials (as distinct from nuclear weapons); they are discussed in Chapter 2.
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damaging logistics systems, and attacking the cities of adversaries.  Large por-
tions of the Soviet technology are now presumed to be widely available to other
countries and to an unknown but probably growing number of nonstate groups.3,4

The Chemical Weapons Convention, ratified by more than 160 nations
(including the United States) in 1997, has the objective of eliminating chemical
weapons from state production, storage, and use.  It was not specifically designed
to reduce terrorist activities. However, it is likely to have some impact because it
reduces the availability of CW, as they are destroyed under the observation of the
Organization for the Prohibition of Chemical Weapons (OPCW).  In addition,
certain chemicals and equipment that could be used to produce CW must be
routinely reported, and facilities producing them must be inspected.  These
requirements present a terrorist with obstacles to producing and concealing the
production of CW.  Further, nations that are members of the OPCW are prohib-
ited from trading with nonsignatory nations—which currently include Iraq, Libya,
North Korea, and Syria, among others—in certain chemicals used as precursors.

TABLE 4.1 Approximate Toxicitya of Selected Chemical Agents

Type Agentb LCt50
c ICt50

c

Choking Phosgene 3,200 1,600
Blistering Mustard (HD) 900 450
Blood Hydrogen cyanide 2,000 to 4,500 Variesd

Nerve Tabun (GA) 270 200
Sarin (GB) 35 20
Soman (GS) 70 35
VX 15 8

aFor respiratory exposure to vapor or aerosol; other forms of exposure are also possible (e.g., skin
exposure or ingestion).
bAbbreviations in parentheses are common military designations.
cDosages expressed as concentration × time (Ct) in units of mg-min/m3.  LCt50 refers to a dosage that
is lethal to 50 percent of the exposed population; ICt50 refers to a dosage that is incapacitating to 50
percent.
dThe incapacitating dosage depends on the concentration.

SOURCE:  NRC (1999), p. 69.

3At least one Middle Eastern country hostile to the United States—that is, Iraq—possesses and
has used chemical weapons in military operations and against its own people.

4The technology of designed chemical weapons has been relatively static for a decade (since the
collapse of the Soviet effort). There is, however, the potential for development of new classes of
chemical weapons. The Soviet Union experimented extensively with a variety of agents, and the
results could provide starting points for new programs. Some of these could be developed rapidly if
significant financial resources and technical expertise were applied.
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Despite some protection afforded by the Chemical Weapons Convention,
military chemical weapons—and chemicals that can be used as weapons—must
still be assumed to be relatively available.  Dedicated and trained terrorists might
obtain chemical weapons from nonsignatory and noncompliant nations, or syn-
thesize the agents themselves (Scientific American, 2001).  Making chemical
weapons requires some technical skill, but over time much of the information
required to make these materials has drifted into the public domain.  The most
toxic of the common weapons—the nerve agents—can be made using relatively
unsophisticated facilities and in quantities sufficient for terrorist attacks (although
large-area attacks requiring tons of agents would require large-scale facilities
available only to states or large corporations, not to individuals).  There are a
number of sources that a terrorist might use to get the information needed to make
chemical weapons, including the Internet.

The Aum Shinrikyo attack on the Tokyo subway system in 1995—using
sarin—proves that fabrication and use of chemical weapons by nonstate groups is
now possible and can inflict significant casualties.  Twelve people were killed
and more than 5,000 injured in this attack (Kawana et al., 2001), and many more
would have died if the terrorists had been more sophisticated in their use of the
chemical agent.  The deployment of chemical weapons is now more a question of
the attacker’s objectives and competence than of the effectiveness or availability
of the technology. In the hands of skilled terrorists, especially if they are willing
to die in the effort, CW attacks could be devastating.

Industrial Chemicals

Every industrialized country is heavily reliant on chemicals.  The United
States is no exception; it produces, stores, and transports large quantities of toxic
industrial agents.  Certain of these (such as chlorine and phosgene) have actually
been used as chemical weapons, as noted above; others (volatile acids, certain
industrial chemical intermediates) could cause numerous casualties if released in
cities in large quantities.5  Although the safety record of the chemical industry is
very good, these chemicals nevertheless pose inherent risks.

Over the last 20-30 years, significant changes in the chemical and petroleum-
refining industries have taken place, driven both by economic and regulatory
factors; some of these changes have inadvertently helped to reduce the risks that
hazardous materials might be used by terrorists.  For example, the movement
toward just-in-time supply of materials, while made to reduce costs, has also

5A good example is the accidental release of methyl isocyanate from a chemical plant in Bhopal,
India, in 1984; over 2,500 people died and more than 100,000 required medical treatment.  Although
a number of toxic chemicals (such as insecticides) are readily available and might be used in small-
scale attacks, they are not likely to cause many casualties and are not the focus of this report.
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reduced inventories of hazardous chemicals stored at manufacturing sites. Inno-
vations involving less-toxic starting materials, intermediates, products, and by-
products have lowered intrinsic dangers to workers, the public, and the environ-
ment and at the same time reduced the availability of materials that might fall into
the wrong hands.  Over-the-fence manufacturing—whereby the supplier builds a
plant immediately adjacent to the customer’s plant, or even on the customer’s
site—provides a reliable source of materials while minimizing transport and
storage.  Probably the most significant change has been the ability to monitor and
control reactions on a real-time basis; real-time control reduces the chances for
accidental or intentional releases.  These trends show that many technical changes
intended to increase efficiency, reduce environmental impacts, and improve safety
can also reduce the threat of terrorist attacks.

Despite these advances, the volume of toxic materials in production, trans-
port, and storage is still enormous, and as a result there are still many hard-to-
protect targets.  Chemicals could be released from industrial facilities or pipe-
lines, for example, using explosive charges or simply by cutting pipes or opening
valves.  Under some meteorological conditions, release from production and
storage facilities could permit a toxic plume to pass over heavily populated areas.
Transportation systems (e.g., railroad tank cars, ships and barges, and trucks)
allow rapid transport of hazardous chemicals, and terrorists could take advantage
of these vehicles’ frequent proximity to potential targets (e.g., trains that travel
under cities or barges located in harbors) (see also Chapters 7 and 8).

Thus new technologies or further incentives to reduce the amount of toxic
materials being moved around the country would be very useful.  Taxes placed on
transport and storage of highly toxic chemicals, combined with public-private
research partnerships, perhaps managed by EPA, could be used to encourage the
development of new approaches to on-site and just-in-time production.  For
example, new process technologies to allow small-scale production of chlorine at
water-treatment plants could greatly reduce shipments of this hazardous material.

Explosives and Flammable Agents

Explosives, having many legitimate purposes and being relatively acces-
sible, pose a significant terrorist threat (NRC, 1998).  They can be used in large
quantities to produce mass destruction, as in the attack on the Murrah Federal
Building in Oklahoma City, and in smaller quantities to destroy sensitive or
symbolic targets such as airplanes, bridges, or key components of critical infra-
structures (e.g., telecommunications networks, electric-power grids, and water
supplies).  Legally mandated controls apply to industrial and civil engineering
explosives, but the quantities in use are large and the control mechanisms imper-
fect.  More important, as the Oklahoma City attack shows, very powerful explo-
sives can be readily assembled from such otherwise innocuous ingredients as
agricultural chemicals and fuel oil.
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Flammable materials include gases and volatile liquids that could be formed
into a vapor cloud and ignited to cause a fire or detonation.  They are in common
use across the United States for fuel, industrial feedstocks, and a variety of other
applications and could be released from production, storage, or transport facilities.

As with industrial chemicals, the distribution systems for explosives and
flammable agents are vulnerable to attack.  These systems include trucking and
shipping networks (especially liquefied natural gas tankers and their shore facili-
ties), railroad lines, pipelines that carry natural gas or other gaseous or liquid
hydrocarbons, and underground sewers or utility tunnels.  These systems are all
susceptible to hijacking and use of explosive or flammable materials as weapons,
or to physical damage, with consequent disruption of service.  In some cases,
injuries and environmental damage may occur near where a pipeline is breeched.

Underground sewers or utility tunnels could be used as conduits for releasing
toxic, flammable, or explosive materials.  Chemicals could disperse through
these systems and eventually emerge from manholes, drains, and other openings,
or they could ignite or explode under streets and near buildings (see Chapter 8).
Another potential dispersal mechanism is a subway system.  Materials in the
subway tunnels could be “pumped” through the city by the trains—a particularly
effective method for delivering powderized materials like anthrax, but it might
also work for spreading chemical agents.

GENERAL CAPABILITIES NEEDED TO HELP
MITIGATE VULNERABILITIES

Sensors and Operational Systems for Detecting and
Characterizing Chemical Agents

Improved and expanded use of sensors must play a major role in preventing
catastrophic terrorism or, if attacks do occur, in minimizing their impacts.  Sensors
have the potential to thwart terrorist activities in the planning stage, or before or
during attempted attacks, and to help identify individuals with malicious intent.
They may also be useful in forensic analysis to identify perpetrators after an
attack.

Possible applications include the following:

• Improved sensors to detect explosives in luggage and enhance airport
security (see Box 4.1 and Chapter 7);

• Sensors to help provide sensitive and rapid warning for the protection of
fixed sites (subways, airports, government buildings, financial centers, high-value
industries).  For example, sensors for ventilation systems capable of detecting
deviations from normal conditions and monitoring for chemical and biological
agents could be coupled to rapid-shutdown procedures, especially at the final
vent (see Chapter 8);
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BOX 4.1
Sensors for Airport Security

Development of new and improved sensors should provide many security
benefits, but perhaps none is so visible and immediate as the need for increased
airport security with minimal passenger inconvenience.  Until recently, security at
U.S. airports was limited to metal detectors and x-ray imaging.  But over the past
few years, explosives detectors have been installed that use stationary ion mobility
spectrometers (IMSs) or chemiluminescence sensors, both of which are capable
of detecting a number of explosives, including RDX (1,3,5-trinitro-1,3,5-triazacyclo-
hexane), PETN (pentaerythritol tetranitrate), TNT (2,4,6-trinitrotoluene), and nitro-
glycerin.  However, given the limited sensitivity of deployed detectors (detection
limits of 1-10 picograms) and the low volatility of most explosives, these systems
generally require the collecting of particles of explosive for detection.  Particle
collection requires tedious swabbing of luggage, and careful cleaning of the exte-
rior of a package by a terrorist can greatly reduce the chance of detection.  Another
limitation of conventional technologies is that particles can be picked up from one
object by another, causing a false positive.

However, new and emerging techniques could augment existing detection
capabilities.  A number of new technologies appear to hold promise for explosives
detection, including x-ray diffraction, which detects several types of explosives;
microwave/millimeter wave scanners; and nuclear quadrupole resonance (NQR)
(NMAB, 2002).  The use of NQR spectrometry or neutron capture for explosives
detection is based on the unique physical nature of the 14N nucleus (99.6 percent
natural abundance) in the nitro groups in the explosive materials.  New detection-
coil technologies have improved NQR considerably, and the U.S. Army is develop-
ing vehicles that use it for landmine detection.  However, NQR still suffers from
limitations.  It has sizeable power and computational requirements, making it
unsuited for a portable system.  The long relaxation times of the 14N in TNT restrict
the number of pulses that can be applied and thereby limit sensitivity for this explo-
sive; there is also a reluctance to expose people to strong radio frequency fields.
Neutron capture methods require a neutron source, such as a radioisotope or a
particle accelerator, and present other complexities.

Methods to detect explosive vapors have many advantages:  Vapor collection
from people and luggage can be rapidly accomplished and is minimally invasive.
Such detection needs considerable sensitivity, as is provided by mass spectroscopy,
and may require new sensor advances.  It will also be important to have high-
sensitivity systems—unlike IMS, chemiluminescence, NQR, or neutron capture—
that are portable and can be used as a handheld wand.

Additional support is needed for research to develop improved methods for
detecting explosives at airports.

• Sensors to detect chemical agents or nuclear materials in shipments (see
Chapters 2 and 7);

• Sensors to check food, water, currency, and mail for contamination;
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• Portable sensors to allow first responders to assay levels and types of
hazard at a distance—that is, to allow them to make correct initial assessments
without themselves becoming casualties (see Chapter 8);

• Mobile sensors to be used in mapping the extent of a cloud of a volatile
agent and to guide civil authorities in controlling population movements;

• Sensors to assist physicians in determining the extent of exposure of
patients presenting at hospitals (see Chapter 3); and

• Sensors to assess the level of contamination following an attack and, more
importantly, to determine when a site is safe and can be returned to normal
function.

As can be seen from the above list, the use of sensors is not limited to the
detection of chemical agents; the detection of biological agents and of fissile and
radioactive materials is discussed in Chapters 2 and 3.  Current sensor capabilities
are fairly limited; in many cases, the best “technology” for practical use continues
to be trained dogs.  Manufactured sensors are often designed for use in specific
environments and to be selective for only one or two chemicals.  Yet because
there is a spectrum of possible threats, sensor systems are needed that can detect
a large number of possible chemicals.  And, given the ultrahigh toxicity of some
of these chemicals, detection systems’ sensitivities must be significantly increased.
In addition, sensor systems will need a number of different subsystems, including
sample collection and processing, presentation of the chemicals to the sensor,
sensor arrays with molecular recognition, sophisticated signal processing, and
amplification of the transduction events.

Sensor programs funded by the government have not yet produced signifi-
cant increases in counterterrorism capabilities, in part because the focus has been
on the sensor itself and not on the overall system for detecting threats.  There is a
strong need to focus on systems approaches here—to explicitly consider how the
sensor system will be used, by whom, for what purpose, and at what cost.  While
the common goals for virtually all sensors are that they be less expensive, more
versatile, more reliable, and more compact, each of the potential applications
listed above will have a different set of most-desired characteristics for a sensor
system, and development efforts should recognize what trade-offs (between, say,
size and versatility) each application demands (see Chapter 11).

One example of a factor that needs to be considered in sensor development is
the relevant time scale.  Chemical agents have a broad range of times required for
their toxic effects to appear.  One of the most plausible types—nerve agents—
acts rapidly; evidence of toxicity can appear in seconds to minutes, depending on
concentrations, exposures, and agent.  Similarly, many industrial chemicals (e.g.,
chlorine, hydrochloric acid) that might be used as improvised chemical weapons
are immediately apparent through smell or effects on eyes or mucus membranes
at concentrations well below that required for serious toxicity (but if escape from
them is not possible, the resulting damage to lungs becomes evident over time).
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Some chemical agents, such as mustard gas, for example, have symptoms that
appear much more slowly (NRC, 1999).  Unconventional agents (e.g., aflatoxins,
which can induce cancer in some exposed individuals) might not have observable
effects for years.  Effective responses to chemical attacks, and to biological
attacks as well, need to be tailored to the specific agent involved; thus the choice
of the right sensor(s) for the job at hand—whether with respect to the time scale
or to other factors—is crucial.

In the United States, government-supported research on sensors is now
mainly funded through DOD (DARPA), NSF, and DOE and has produced some
significant advances in the sensitivity and other characteristics of the sensors
themselves.  In particular, sensors with medical applications have reached the
market fairly rapidly, even though the DOD programs have focused mainly on
military problems (e.g., standoff and point detection in field operations) and
military customers.  Development of sensors is heavily supported by industry as
well, and industrial production facilities are routinely equipped with instrumenta-
tion that can detect and identify releases of toxic materials.  However, none of
these technologies has had any real impact on emergency preparedness, as the
market for such applications is small and fragmented.  For sensors to be effec-
tively implemented for homeland security, they will need to be inexpensive,
widely deployed, and networked.

Thus, although improved detection does not rely on sensors alone, research
on sensors being conducted by many agencies, companies, and universities—
including, but not limited to, work on sensors to detect explosives—should cer-
tainly continue.  There are rich opportunities for discovering new technological
principles on which sensors might be based.

Recommendation 4.1:  A broad-based research program should continue to
look for promising new principles on which better sensors might be based.

Presently, trained dogs represent the best broad-spectrum, high-sensitivity
sensory systems.  Dogs are capable of detecting many more items of interest,
including people, explosives, drugs, fuels, and disease, and at lower concentra-
tions than currently manufactured sensors.  But the precise chemical signals that
provoke responses in dogs remain uncertain; it is likely that the signals are not
from a single compound but rather from multiple compounds.  In the short term,
the use of dogs could be expanded, and dogs could be trained to detect a wider
array of targets.  In the longer term, however, detailed studies to better understand
the abilities of dogs could be useful in designing more broadly effective manufac-
tured sensor systems.

Recommendation 4.2:  Basic research to study how animals accomplish both
detection and identification of trace chemicals should be pursued.  These
efforts could yield new concepts for better automated systems to reduce our
dependence on the use of dogs for detection.
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If sensor research is to move forward efficiently, mechanisms to focus and
exploit the highly fragmented array of existing programs will be needed.  In
addition, there should be increased emphasis on converting demonstration systems
into practical, commercially available products that can increase the ability of
responders to do their jobs safely and efficiently.  Model mechanisms for helping
to bridge the gap between sensor research and the development of implementable
systems include the NIST Advanced Technology Program (ATP), the Small
Business Innovation Research (SBIR) programs in place at several agencies, and
the DARPA Advanced Concept Technology Demonstration program.  Such pro-
grams could decrease the commercial risk of developing new types of sensors;
government-sponsored purchases of sensor/detector systems to test their utility
with first-responder groups would also be of value.

Recommendation 4.3:  A new program—with sustained funding—should be
created to focus and coordinate research and development on sensors and
sensor networks, with an emphasis on the development of fielded systems.

This program should build on the sensor research under way at many agen-
cies and should also include plans for commercialization (favoring dual-use sys-
tems) and be backed by exercises, simulations, and testing to establish reliability.

New technologies that offer significant advances need to be constantly evalu-
ated.  But evaluating sensor systems is difficult because their effectiveness
depends on the operational environment and on who will be using them.  Atten-
tion must be paid to the way systems are deployed and how alerts from sensors
are displayed; people with less specialized training, such as emergency respond-
ers, would need different system performance characteristics and require differ-
ent kinds of information than those with more experience, such as chemical
professionals and plant operators.

Recommendation 4.4:  Because a bewildering array of counterterrorism
technologies (including various kinds of sensors) is coming onto the market,
the federal government should oversee a technology testing and verification
program that could guide federal research investments and advise state and
local authorities on the evolving state of the art.

Data Networks and Processing

In many cases, efforts to prevent terrorism will involve large data streams—
from arrays of sensors, for example.  It is important to be able to efficiently
process and mine the data for useful information, so as to quickly distinguish
patterns of actual threats from noise or natural events and to make the information
systems accomplishing these tasks secure.  These issues are discussed in Chap-
ters 5 and 11.
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Improved Filters, Absorbents, Scrubbers, and Membranes for
Chemical Decontamination and Restoration of Function

In most cases, the impact of a chemical attack would not be limited to the
harm done at the time of the attack.  Afterward, it could take a long time to
decontaminate the site, as well as to restore public confidence.  Restoring the
Hart Senate Office Building after it was contaminated by anthrax exemplified the
difficulty of decontamination in the wake of a biological attack. Comparable
efforts following a chemical attack would be different, but not necessarily easier.
Contamination by a volatile agent (e.g., sarin) presents the problem of removing
a toxic vapor without releasing it into the outside environment.  Contamination
with a persistent agent (e.g., VX) poses an additional concern—much of the agent
may deposit on surfaces, and the chemicals used in decontamination, such as
hypochlorite solution, are generally incompatible with electronic equipment and
paper.  Regardless of the type of contamination, however, persuading the occu-
pants of the building to reenter and go back to work will require credible techni-
cal evidence that it is safe to do so.

Research is needed to identify more effective technologies for removal of
contaminants from different media (air, water, and solid surfaces) and to quantify
their effectiveness so that appropriate decontamination measures can be devel-
oped.  These technologies are likely to be specific for the contaminants involved
and for the media in which they are dispersed.  Contaminants in air or water—
chemical, biological, or nuclear—may be present as aerosols (particles of solid or
liquid) in air or as particles in water, or they may be homogeneously dispersed, as
gaseous contaminants in air or dissolved contaminants in water.

Particles may be removed by filtration, with the specific technology depend-
ing on particle size (Accomazzo et al., 1988; Ensor, 1988).  Several filtration
technologies are available: micro-, ultra-, and nanofiltration membranes for treat-
ing contaminated water and HEPA (high-efficiency particulate air) filtration for
contaminated air.  Improved high-efficiency and low-pressure-drop filter systems
could be useful in rapidly treating large volumes of particle-contaminated water
or air.

Homogeneously dispersed contaminants may be removed by absorption,6

adsorption,7 chemical reaction/neutralization, or selective membrane filtration
(Ho and Sirkar, 1992; Majumdar and Sirkar, 1988; Prasad and Sirkar, 1987; Way
et al., 1982).  Absorbers and filters can be used both to prevent toxic chemicals

6Absorption is a process in which a material extracts one or more substances present in a mixture
of gases or liquids, accompanied by changes in the material’s physical or chemical properties.

7Adsorption involves surface adherence, in which a material extracts one or more substances
present in a mixture of gases or liquids, unaccompanied by changes in its physical or chemical
properties.  Commercial adsorbent materials have enormous internal surface areas, typically several
hundred square meters per gram.
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from entering a facility through the ventilation system and to decontaminate a
building after an attack.  Carbon adsorbents and molecular sieves (zeolites) are
conventional adsorbents; their effectiveness for specific contaminants must be
determined and documented.  Special adsorbents may need to be developed for
hard-to-remove contaminants.  Absorption techniques may be used for removing
gaseous contaminants from air in conventional scrubbers/packed columns using
appropriate solvents.  Reactive packed-sorbent (reagent) beds may also be used
for removing contaminants from water or air by chemical reaction/neutralization.
A need exists to identify appropriate contaminant/sorbent combinations and pos-
sible interference factors, e.g., humidity.  Some dissolved contaminants may be
removed from water with selective membrane filtration; however, membranes
require a concentration gradient that may not be available for rapidly dispersing
dilute contaminants.  Membrane techniques based on preferential diffusion of
contaminants will thus be highly specialized for specific contaminants.  Micro-
porous membranes may, however, be combined with an appropriate reactive
absorbent/adsorbent for the removal of contaminants by facilitated transport.8  In
such an application the membrane simply provides a large surface area for effec-
tive and efficient removal of dilute contaminants.

Another area of need is for better methods to contain and neutralize clouds of
airborne toxic materials such as ammonia, chlorine, hydrogen fluoride, hydrogen
sulfide, and sulfur dioxide.  Work to date has shown that large quantities of water
must be sprayed in the air to “knock down” any significant portion of such
airborne chemical clouds (Dandrieux et al., 2001; Petersen and Diener, 1990).
The use of reactive foams in existing fire-suppression systems to counter chemi-
cal and biological agents should also be explored.

Recommendation 4.5:  Universities, companies, and federal agencies should
work together to improve existing technologies and develop new ones for
removing chemical contaminants from air and water.  Research is especially
needed on filter systems capable of treating large volumes, novel media that
can help prevent toxic materials from entering facilities through ventilation
systems, and methods to contain and neutralize clouds of airborne toxic
materials.

The problem of decontamination has been studied for many years at DOD,
the national laboratories, and universities.  While new approaches may be found
in areas already being explored, it is possible that better solutions could lie in

8A facilitated transport membrane contains a complexing agent that exhibits an affinity toward
one species in a mixture. A reversible interaction between the two selectively enhances the solubility
and transport rate of the one species relative to others that do not interact. This transport mechanism
can achieve higher separation factors than simple (passive) transport, where species diffuse down a
concentration gradient but have little or no interaction with the membrane.
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some entirely new direction—e.g., chemically “hardened” surfaces that are non-
adsorbing and easily cleaned.

Recommendation 4.6:  Under the lead of DARPA, DOE, and NSF, explor-
atory programs should be initiated in new approaches to decontamination,
including hardened structures, protective systems for microelectronics and
other expensive equipment, and environmentally acceptable ways of dispos-
ing of contaminated material that cannot be cleaned.

In addition to new and advanced technologies for decontamination and filter-
ing, attention must also be paid to low-technology approaches for the protection
of both people and buildings.  In a large-scale chemical attack, timely warning
and advice about appropriate countermeasures could make a significant differ-
ence to those potentially exposed.  Such countermeasures often involve passive
protection (masks, sealed rooms) when levels of contamination are relatively
low, yet there are currently no U.S. standards for such protection.

Recommendation 4.7:  Working in coordination with others as needed, NIST
should take the lead on developing standards and technologies for the passive
protection of individuals, rooms, and buildings against chemical, biological,
and radiological threats.  The developers of such technologies should con-
sider factors such as cost and accessibility to all sectors of society.

Robotic Technologies

Many of the tasks involved in counterterrorism, such as the assessment of
attack sites, inspection of containers at borders, and routine surveillance of facili-
ties, are potentially dangerous and dauntingly labor-intensive.  Robotic tech-
nologies could spare humans from dangerous work, substitute machine time for
human time in surveillance, and perform other important functions.  Robotic
technologies have matured substantially in recent years, but the prospect of robots
as autonomous systems, performing complex tasks without human supervision,
seems somewhat remote.  However, the idea of robots (and especially networks
of robots) as helpers for emergency responders does seem plausible, given suffi-
cient investment.

Robots could assay damage and rescue casualties in a contaminated environ-
ment, carry out decontamination (especially if the process used in decontamina-
tion is itself hazardous), and inspect spaces inaccessible to humans (e.g., the
interiors of shipping containers).  Cities, where terrorist attacks are most likely to
occur, provide an ideal environment for robots:  There is ample power, the
topography of the landscape is predictable, and other resources that might be
needed (e.g., decontamination solutions, supervision by human specialists) are
readily available (see Chapter 11).
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Recommendation 4.8:  Agencies with experience in robotics, such as DARPA,
should support research on all elements of robotic systems—including sen-
sors, networks, and data communication and analysis.  The aim would be to
develop robots to assist in chemical (and biological or radiological) defense,
thereby reducing hazards to humans and increasing the capabilities of
defensive systems.

MITIGATING VULNERABILITIES OF SPECIFIC SYSTEMS

Technology to Secure Industrial Chemicals and Chemical
Production and Storage Sites

The chemical industry and the government have been making substantial
efforts since September 11 to increase security preparedness.  Industry is carrying
out joint assessments with the FBI, EPA, Coast Guard, FEMA, the Bureau of
Alcohol, Tobacco, and Firearms (ATF), and the Office of Homeland Security.
Aspects under examination include security checks of personnel, controlling ac-
cess to sensitive areas and materials, increasing surveillance, reviewing and
changing distribution routes, and reducing quantities of hazardous materials in
storage and transit.  The experience of large companies in preventing and re-
sponding to accidental releases of chemicals is relevant to defense against chemi-
cal terrorism; these companies are highly regulated with respect to the reporting
and inspection of processes, products, record keeping, shipments, storage, and
use, and they have much of the infrastructure required.  But smaller companies
lack such broad infrastructure for increased security and response; mechanisms
by which the government or larger companies could provide expertise and advice
might therefore be helpful.

The cast of players is even larger.  In the past, security issues were primarily
the purview of those who produced hazardous materials; now, transporters and
users (including private and government laboratories and educational institutions)
must be included in the security chain.  This means that industries dependent on
hazardous materials (such as mining, construction, electronics, manufacturing,
food processing, agriculture, the medical industry, and transportation) will need
to pay attention to security concerns as well.

The best defense against misuse of chemical, explosive, and flammable
materials is adequate security around the facilities that handle them and in the
transportation systems that distribute them.  Heightened surveillance and im-
proved techniques for detection and identification of leaks or illegitimate use will
help prevent hazardous materials from being acquired, released, or rerouted.  But
progress beyond the immediate tightening of security will require systematic
assessment of vulnerabilities in the complex systems by which we produce, store,
and transport chemicals.
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Issues requiring careful analysis include the following:

• Industrial plants have not been designed to withstand well-executed attacks
involving a number of people, nor is there thorough understanding of (or protec-
tion from) the damage that might be done by a well-placed, knowledgeable
person within a facility.

• Many industrial operations are controlled by supervisory control and data
acquisition (SCADA) systems—computer systems designed to automate and con-
trol plant functions.  These systems stress interoperability more than security, and
a better understanding of how to improve their ability to resist cyberattacks is
needed (see Chapters 5 and 11).

• Large quantities of hazardous industrial chemicals are shipped daily in the
United States—by truck, rail car, and barge.  These shipments often pass through
cities or are stored in (or close to) cities.  Understanding how to secure these
shipments—either by protecting them or by routing them around cities—is
important in preventing them from being hijacked and used as weapons (see
Chapter 7).

Recommendation 4.9:  The Departments of Transportation and Commerce,
working with industry and with federal and state law enforcement agencies,
should be tasked with developing plans for regulating the movement of haz-
ardous materials through and near cities.  These plans should incorporate
technologies that allow detection of anomalies in handling and movement.

Ammonium nitrate and urea are used in very large quantities for agriculture
and can also be used as explosives—ammonium nitrate was used in the truck
bomb that brought down the Murrah Federal Building.  British scientists and
others have worked for some years to find a way to alter this chemical so that it
retains its agricultural benefits but is no longer an effective explosive.  This
research has not been successful to date, and practical, new approaches to this
problem would certainly be welcome (NRC, 1998).

Protecting Food Supplies

Consumers in the United States are very sensitive to suggestions that the
food supply might not be perfectly safe.  Widely publicized episodes, such as the
concern about the pesticide Alar on apples, debate about the safety of genetically
engineered food, and ripple effects caused by the association of beef with mad
cow disease, exemplify this highly charged social environment, and a good deal
of attention is being paid to ensuring safety and purity throughout the various
stages of food production, processing, and distribution.

However, protecting the food supply from intentional contamination has not
been a major focus of the U.S. food industry.  Three characteristics of this indus-
try create vulnerabilities to terrorist attack:  the concentration of primary produc-
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tion in large, monoculture farms; the concentration of commodity food-process-
ing in large centralized facilities; and a tendency to adhere to rigidly defined
patterns of quality control that may not detect unanticipated contaminants.

Food production and processing offer many potential avenues for terrorist
attack. Protection of the U.S. food supply is generally the responsibility of the
Food and Drug Administration (FDA), which is progressively replacing old qual-
ity control (QC) and quality assurance (QA) programs with a new methodology
called hazard analysis and critical control point (HACCP).9  In earlier QA/QC
methods, samples were drawn from food lots according to a statistical protocol.
These lots were then held, pending the results of testing, and released only after
each lot passed all tests.  HACCP is a system designed to enhance food safety by
identifying sources of possible contamination and specifying ways to control
them—through changes in source, process, procedure, or structure.  HACCP was
designed to prevent unintentional contamination, however, and not to deal with
intentional contamination.  Extending the existing HACCP program so that it can
be effective against deliberate tampering will require a multidisciplinary
reassessment.

Recommendation 4.10:  The FDA should act promptly to extend hazard
analysis and critical control point (HACCP) methodology to enable it to deal
effectively with deliberate contamination of the food supply.

Primary food-production facilities need to be secured from contamination
with toxic or infectious agents, but only to an extent commensurate with the
hazard—that is, the number of people that might be involved, their likely rate of
consumption of the contaminated food, and the time delay from contamination to
consumption should all be considered.  The time delay is especially important,
because contaminated foods consumed slowly over time (such as canned goods)
would cause few illnesses or deaths per unit time.  Thus, there would be an
opportunity to determine the source of the contamination and the lots affected
and to accomplish a recall—thereby reducing the consequences of such an attack.
By contrast, foods consumed quickly (such as milk, bread, and fresh meats and
vegetables) would be less effectively removed by recall, so their production
facilities require more security.

Recommendation 4.11:  The FDA should develop criteria for quantifying
hazards in order to define the level of risk for various kinds of food-process-
ing facilities.  The results could then be used to determine the minimal level
of protection required for making each type of facility secure.

9So far, HACCP regulations have been established only for juice (FDA, 2002a) and seafood
products (FDA, 2001); those for dairy products are voluntary (FDA, 2002b). In addition, HACCP
guidelines have been issued for retail food (FDA, 1998).
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This approach, sometimes called “graded security,” would define the extent
of security measures needed, with the severity increasing in proportion to the
risk.  It might be conceptually similar to the classification system created by NIH
for laboratories working with biohazardous agents.

Recommendation 4.12:  The FDA should convene panels of experts in major
areas of food production to assess vulnerabilities and recommend corrective
actions.  This effort should be pursued with as much cooperation as possible
from industry, but it should not be left to industry alone.

Protecting the Pharmaceuticals System:  Excipients and
Unregulated Diet Supplements

Following the 1982 poisoning incidents in which cyanide-laced Tylenol was
placed in retail stores in the Chicago area, tamper-evident packaging became
required for all over-the-counter medications.  As a result, deliberate contamina-
tion of distributed nonprescription drugs has become far more difficult.  Simi-
larly, to successfully tamper with FDA-approved drugs before distribution, a
terrorist would have to defeat the relatively rigorous controls established for
routine drug production.

A greater risk, however, is contamination of the vast array of vitamins,
health supplements, and “natural” remedies, which do not need FDA approval.
The chance prevention, in 1998, of a mailing in which sodium cyanide was
deliberately sent packaged as a free sample of a nutritional supplement (Canto,
1998) underscores the vulnerability of these products.

The manufacturers of pharmaceutical products are required by law
(21CFR211) to establish and maintain controls over personnel, facilities, and
materials (including all raw materials, intermediates, and final products).  Such
controls are also mandated for producers of active agents subsequently com-
pounded into medications and, to a limited degree, for the producers of excipi-
ents.10  Controls include physical management of material movement and use,
especially inventory reconciliation; worker training and qualification for assigned
tasks; and strict monitoring of water and air systems within production environ-
ments.

The ability of such controls to protect products against deliberate contamina-
tion before distribution is clearly dependent on the nature and concentration of
the contaminant.  Acute poisoning of consumers requires materials and doses
different from cumulative or delayed-effect toxins or from radioisotopic substitu-
tions, all of which present more insidious threats.  Excipients in particular often

10Excipients are the salts, sugars, polymers, and binding agents that are compounded with the
active ingredients to produce the final tablet, capsule, or solution.
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account for a relatively high fraction of the final dosage form, thus allowing for
lethal contamination at low concentrations.  Moreover, they are widely used:
Several are common to more than a hundred approved drug formulations.  While
there are multiple suppliers of excipients, contamination of one source could
have a widespread impact, including an erosion of public confidence in the safety
of medicines generally.

Although assay methods are not likely to be published for proprietary active
agents (published materials do exist for testing of generic drugs), they often make
up a small weight-fraction of the final dose and are less susceptible to deliberate
contamination.

Recommendation 4.13:  The FDA, working with the pharmaceutical indus-
try, should lead a review of the security and inventory controls used by
manufacturers of drug excipients and health supplements to determine if
current methods and standards need to be improved.

Recommendation 4.14:  The FDA should facilitate efforts to develop im-
proved technologies for detecting deliberately introduced contaminants in
food or drug products.  It should direct special attention to technologies
capable of simultaneously assessing a range of potentially harmful compo-
nents.

Protecting Water Supplies

Within the nation’s infrastructure the U.S. water supply is probably not the
most likely terrorist target for producing mass casualties, because the combina-
tion of high dilution and water treatment provides protection against many threats.
However, forced entry of a highly toxic agent into the system after water treat-
ment could have serious consequences.  Chapter 8 discusses the structure of the
nation’s water systems and provides recommendations for reducing system vul-
nerability.  Here the focus is mainly on issues related to rendering potential
contaminants harmless.

Many agents can cause death or serious illness when introduced into a water
system (WHO, 1970; Burrows and Renner, 1999; Clark and Deininger, 2000),
the most dangerous being bacteria and toxins.11  Among the most harmful bacte-
ria are Bacillus anthracis, Shigella dysenteriae, Vibrio cholerae, and Yersinia
pestis (NRC, 2000).  The best line of defense against them is to maintain a
chlorine residual in the water distribution system.  Of several toxins, the botuli-
num toxin is the most lethal (NRC, 2000), but doses required for adverse health
effects are not very well defined.  Data are available only for mice and primate

11Chapter 3 provides more details on biological agents, which are mentioned here because of the
similarities in surveillance, detection, and prevention of both biological and chemical threats.
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models and are usually expressed as an LD50 (lethal dose for 50 percent of the
exposed subjects).  The appropriateness of the LD50 is uncertain; some scientists
believe that an LD10, or even lower, might be more prudent.

Besides bacteria and toxins, there are a number of other potential contami-
nants of the water supply.  Chemical-warfare agents are normally deployed as
aerosols, so contamination of water can be a secondary effect (NRC, 1995).
Because many of these agents hydrolyze in water, especially under alkaline con-
ditions, they are eventually rendered harmless.  However, some insecticides that
are choline esterase inhibitors, similar in action to nerve agents, do persist in
water (Larsson, 1958).

Natural outbreaks have provided us with experience in dealing with some
biological contaminants.  For example, one natural outbreak of the protozoan
Cryptosporidium parvum contaminated the Milwaukee water supply system in
1993, with serious consequences:  Over 50 people died and over 400,000 became
ill (Hoxie, 1997).  Although this protozoan causes serious health effects in people
who are very young or old, or immunocompromised, it does not pose a lethal
threat to most healthy people.

Most of the agents that can be introduced into a water supply system will
react with a disinfectant residual.12  (While chlorine is the most commonly used
disinfectant in the United States, other chemicals such as ozone—each with its
own advantages and disadvantages—can also be used.)  Even if reaction and
deactivation of a contaminant are incomplete and take time, maintaining a residual
of disinfectant in the distribution system is the most important measure for its
protection.  The residual needs to be monitored at representative locations in real
time.  The technology is available for this monitoring, but questions remain about
the residual itself.  Would the level of chlorine necessary to react destructively
with most biological agents make the water undrinkable?  If so, could the chlorine
be removed easily and inexpensively as the water enters homes?

Recommendation 4.15:  The EPA should direct additional research to deter-
mine the persistence of pathogens, chemical contaminants, and other toxic
materials in public water supplies in the presence of residual chlorine.

Recommendation 4.16:  NIST and industry associations should examine the
possibility of sensor systems that would protect the public water supply.
They should also address the question of whether protection is ultimately
best carried out at the water-treatment facility or at the tap (using filters or
other means of purification).

In addition to the potential threat of contamination, water-supply systems are
vulnerable to physical damage that could easily lead to disruption of service.

12Some contaminants, such as arsenic, would not be destroyed by disinfectant residual.
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While not necessarily catastrophic, this disruption could have serious effects on
the economy and on public confidence.  The systems need to be highly redundant
so that failure of one or more components does not lead to a major disruption.
Communities should develop plans for backup, recovery, and repair of intention-
ally damaged water systems and for provision of emergency water supplies.

Recommendation 4.17:  The EPA should convene panels of experts to assess
vulnerabilities and recommend corrective actions for the various compo-
nents of water supply systems.  These assessments should be done with the
maximum possible cooperation from industry.

RESPONDING TO ATTACKS

Supporting First Responders

The country already has large numbers of personnel who are equipped and
trained (to varying extents) to provide the first response to a chemical attack.
Examples include HAZMAT (hazardous materials) teams, fire and police depart-
ments, civil support teams, and military personnel (see Box 4.2).  All these
groups would bring critical skills in responding to an incident; the challenge is to
maximize their effectiveness and provide them with the support they need to do
their jobs safely.  Areas in which current capabilities could be improved—protec-
tive equipment, training, coordination among various jurisdictions and agencies,
predictive models, and access to reliable expertise—are briefly discussed below.

A key requirement is for equipment and procedures that protect critical
personnel from being contaminated and becoming casualties themselves.  Appro-
priate systems will undoubtedly require either compromises or multiple sets of
equipment, as these systems must be designed to protect first responders not only
from a wide variety of chemicals but also from a number of biological and
radiological threats.

Another key requirement is to train these groups specifically to deal with
chemical terrorism.  Effective training includes specialized exercises by indi-
vidual groups and large-scale exercises that incorporate, for example, the medical
system and the National Guard.  Also critical will be the development of commu-
nications networks and command protocols that establish the chains of command
before an attack and allow local, state, and national groups to work together
effectively.  At present, the lack of strategies for coordination among the various
response teams is a major problem, and the response to a chemical attack, if one
were carried out today, would be inefficient and, possibly, confused.

Coordination among various jurisdictions and agencies is a serious issue.
Differences in mission, style, and command structure result in conflicts among
local law enforcement, health care professionals, the FBI, FEMA, and the mili-
tary whenever these groups operate in the same environment.  (See also Chapters
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BOX 4.2
Groups That Can Help Respond to a Terrorist Attack Using a

Chemical Agent

Many (if not most) cities and many industries have HAZMAT teams trained and
equipped to deal with accidental spills and releases of toxic industrial chemicals.
They have not been trained or equipped to deal with terrorist incidents, but chem-
ical weapons of the types that would most plausibly be used by terrorists are not
fundamentally different from the chemicals that these teams already address.

Among the first responders to chemical terrorism, fire departments can be a
major resource.  All fire departments have personnel who are trained and equipped
to work with respirators and protective gear (as hazardous vapors are always a
part of fires), and they are of course trained to deal with emergencies.  The police
are not routinely equipped to respond to chemical incidents per se (although they
play an essential role in maintaining order). Equipping police units with protective
gear is, however, a practical way of expanding the number of individuals who can
actively participate in the response to a chemical incident.

Weapons of Mass Destruction Civil Support Teams from the Department of
Defense are deployed around the country.1  These groups have a limited but pos-
sibly useful capability to coordinate communications among responders and to
carry out chemical and biological analyses.

Another substantial capability in place is the military, including active-duty, re-
serve, and National Guard personnel.  The military has trained and equipped for
chemical warfare during the past 50 years.  It maintains large supplies of relevant
equipment—protective suits, prophylactics, and medical countermeasures against
nerve and blister agents.  These assets are geared, however, to wars on foreign
battlefields.  An important issue is to understand how to use this capability in time
of need inside the continental United States.

1As of April 2002, 27 teams had been deployed, with 5 more authorized and in the planning
stage.

12 and 13.)  In some chemical attacks, still other agencies would be involved
(e.g., the USDA for attacks on the food supply and the EPA where decontamina-
tion is required).  The most efficient mechanism for working through the usual
conflicts among these organizations, and for rendering workable the laws and
regulations under which they operate, is to carry out field exercises—simulations
of real attacks—with all those entities that would be likely to participate. Differ-
ences should be settled before an event rather than after it.

Exercises and protocols can only be taken so far, however; it is impossible to
envision and plan for all possible scenarios.  To minimize the consequences of
any attack, it is thus essential that the person (or persons) in charge of the re-
sponse be able to readily access as much information as possible and to commu-
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nicate resulting decisions to the right parties as rapidly as possible.  If a tank car
filled with chlorine has been blown open in a switching yard, what areas of the
city are at risk?  If there has been a sarin attack on an office building, how should
the nerve agent best be kept localized?  There are many factors to consider in
determining the answers to these questions; explicit, one-size-fits-all solutions
will not always be appropriate.  The incident commander must have the ability to
adapt in real time.

One important need is for software that will allow the commander to predict
the movement of chemical agents—through the city’s atmosphere, in buildings,
or in tunnel systems.  Work on this type of tool, especially in the area of atmo-
spheric modeling, is proceeding, but there are at present several competing mod-
els whose results are often in disagreement.  Further R&D is clearly needed to
resolve these anomalies or develop more dependable alternatives.

Another important source of information for incident commanders is fast
access to reliable expertise (sometimes called “reachback”).  Chemistry is techni-
cally complex, and first responders and their leaders cannot be expected to know
the details for all possible chemical attacks.  They must be able to consult, in real
time, with experts familiar with the characteristics of the weapons.  A panel (or
panels) of such experts should be formed immediately to improve the likelihood
that they will be available when needed and to ensure that appropriate channels
for effective communication are established.  (Industrial risk and industrial safety
groups might be a good source of experts.)  The Marine Corps has worked with
such a reachback group—the Chemical/Biological Incident Response Force
(CBIRF)—and this experience might provide a starting point for the design of
groups to serve incident commanders and first responders.  Even without a terror-
ist event, these groups could be of use—there are unfortunately enough chemical
spills and accidents nationally for responders to benefit from the group’s input
(and give it real opportunities to practice).

Recommendation 4.18:  FEMA, with technical support from the Defense
Threat Reduction Agency (DTRA), should be tasked with developing a com-
munications structure for ensuring that response teams have quick access to
reliable expertise when managing chemical incidents.  In addition, these
agencies should establish and test a prototype panel of experts.

Preparing for Treatment of Victims:  Improving the Capabilities of the
Medical System and the Treatment Options

The United States has a very competent medical system, but it is not cur-
rently prepared to deal with chemical attacks (especially with nerve or blister
agents).  Two areas in particular are in need of improvement:  (1) the inability of
the medical system to handle a large number of casualties from a chemical attack
and (2) the lack of experience on the part of the nation’s health professionals in
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dealing with casualties of this type, together with the lack of optimized treatment
protocols and the possibility that there are no appropriate drugs.

To enable the medical system to respond to a large number of chemical
casualties, several issues must be addressed.  First, casualties still contaminated
with chemical agents are likely to present at hospitals.  To avoid contaminating
medical personnel and facilities as well, there must be accepted protocols for
decontaminating and handling these casualties.  Second, in an attack on a popula-
tion center, experience suggests that for every legitimate patient presenting at the
hospital, between 100 and 1,000 “worried well” will also arrive, looking for
reassurance. Hospitals have no capability to manage crowds or to triage large
numbers of anxious people.  Third, the U.S. hospital system—in the interests of
efficiency—has slimmed down to the point that there is essentially no capacity
for surges in demand for medical care.  Thus there are not enough beds, medical
supplies, and respirators to deal with any substantial number of terrorist-event
casualties.

Recognizing that the medical system is ill prepared to handle a massive
influx of chemical casualties is not the same as knowing how to prepare for such
an event.  A great deal of work can be done with computer modeling and tabletop
exercises, but only through field exercises will the real weaknesses in the system
be discovered.  Carrying out exercises of this type is expensive, however, and can
raise the public’s level of anxiety.  Deciding on the best course to pursue in
preparing for the possibility of mass casualties is an issue of policy, but resolving
the technical details requires a balance between paper or computer exercises and
checks of reality.

Recommendation 4.19:  With the collaboration of hospitals and medical
associations, FEMA should lead a careful systems analysis of needs—cover-
ing doctors, facilities, supplies, and equipment—for responding to plausible
large-scale chemical attacks.  This analysis should be used as the basis for
planning the acquisition, storage, and distribution of resources in prepara-
tion for such attacks.

Recommendation 4.20:  The federal government should work with the pri-
vate sector to develop plans to provide surge capacity and to conduct exer-
cises with the full participation of the medical system.

Recommendation 4.21:  The federal government should provide leadership
in developing strategies for training medical personnel in appropriate re-
sponses to chemical injuries and for stockpiling associated medical supplies.

Treatments for chemical casualties have come primarily from military medi-
cine and are intended to preserve soldier function.  Whether these protocols are
optimal for civilian casualties has not been resolved or even carefully considered.
The issue of long-term damage to the central nervous system is particularly
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important.  The carcinogenicity of blister agents is a second concern, and each of
the other potential agents raises its own set of concerns.  Understanding the
pathogenesis of these chemical weapons is an important step in developing ratio-
nal protocols for treatment of the casualties they produce.

Research in this area is complicated by the fact that it is not possible to work
with human patients, and the most relevant tests are carried out with higher
primates (which are both expensive and widely protected).  Developing cellular
models, or improved whole-animal models using rodents, will be an important
part of this program.

Recommendation 4.22:  Under the guidance of the NIH, there should be a
program to develop improved treatments for injuries that result from expo-
sures to chemical agents.

This program should have both an applied and a fundamental aspect:  It
should optimize existing protocols, using the most plausible threats, and it should
increase our understanding of the general mechanisms of injury on exposure to
toxic chemicals.  The program should address treatment for both acute and chronic
injury, and it should consider countermeasures and protective measures that
embrace the full spectrum of threats.  Because of the long time required to
develop countermeasures, we should start now on important classes of weapons,
even if they are not yet known to be ready for deployment.

The system used for developing drugs in the United States will require
modification in order to support the development of treatments for chemical
attacks. Several problems will have to be addressed:

• The markets are too small (unless dual-use applications can be developed)
to make a serious effort by the pharmaceutical industry worthwhile.

• The system on which FDA clearance is based—the testing of new drugs
in humans in carefully controlled trials—cannot be used, as these trials have no
benefit for the subjects that would be involved.

• The best surrogates for humans in many studies—higher primates—are
very carefully protected.

• Many of the chemical agents involved—especially nerve and blister
agents—are difficult (or illegal) to use in universities.

The problems of carrying out this kind of research, and of clearing new drugs
for use under appropriate circumstances, may require exceptions from current
laws and regulations, along with indemnification of suppliers of materials in case
of adverse reactions in humans. The FDA is well aware of these problems with
regard to biological attacks, and it is trying to develop a suitable system for drugs
that would be used in treating the resulting casualties; similar strategies will be
applicable for drugs relevant to chemical attacks.
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A STRATEGY TO DEVELOP ECONOMICALLY VIABLE
COUNTERTERRORISM TECHNOLOGIES

Technologically speaking, the United States is enormously inventive, but
without commercialization, the deployment of technological advances is not very
likely.  To develop the products and systems needed to protect vital systems and
respond to attacks, probably the most successful strategy will be to focus explic-
itly on technologies that have broader commercial applications as well as value
for counterterrorism efforts.  (This topic is discussed further in Chapter 13.)  For
example, some sensor technologies can be developed for more general or larger
markets (biomedicine, environmental monitoring, food safety) while also being
useful for emergency response and incident management.

A similar trend, driven by the dual goals of environmental quality and eco-
nomic efficiency, is already moving the chemical industry in new directions.
Sustainable (green) chemistry—the design, manufacture, and use of efficient,
effective, safe, and environmentally benign chemical processes and products—is
now receiving widespread industry attention, though the need for considerable
improvement remains.  Government, academia, and industry should strive to
identify research directions that could lead to safer, intrinsically secure,
economically viable chemical processes and procedures that are valuable for our
long-term sustainability.  Such efforts also have a benefit for our nation’s counter-
terrorism efforts as well:  If we make fewer toxic products, use milder manufac-
turing conditions, and produce less toxic waste, we reduce the opportunities for
terrorists.
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5

Information Technology

INTRODUCTION

Information technology (IT) is essential to virtually all of the nation’s critical
infrastructures, which makes any of them vulnerable to a terrorist attack on the
computer or telecommunications networks of those infrastructures.  IT plays a
critical role in managing and operating nuclear-power plants, dams, the electric-
power grid, the air-traffic-control system, and financial institutions.  Large and
small companies rely on computers to manage payroll, track inventory and sales,
and perform research and development.  Every stage of the distribution of food
and energy, from producer to retail consumer, relies on computers and networks.
A more recent trend is the embedding of computing capability in all kinds of
devices and environments, as well as the networking of embedded systems into
larger systems.1  These realities make the computer and communications systems
of the nation a critical infrastructure in and of themselves, as well as major
components of other kinds of critical infrastructure, such as energy or transporta-
tion systems.

The IT infrastructure can be conceptualized as four major elements: the
Internet, the telecommunications infrastructure, embedded/real-time computing
(e.g., avionics systems for aircraft control, SCADA systems controlling electrical
energy distribution), and dedicated computing devices (e.g., desktop computers).
Each of these plays a different role in national life and each has different vulner-
abilities.

1See CSTB (2001a).  Note that most CSTB reports contain many references to relevant literature
and additional citations.
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IT can also play a major role in the prevention, detection, and mitigation of
terrorist attacks.2  By enabling wider awareness of critical information in the
intelligence community,3  IT may facilitate the identification of important pat-
terns of behavior.  Advances in information fusion, which is the aggregation of
data from multiple sources for the purpose of discovering some insight, may be
able to help in uncovering terrorists or their plans in time to prevent attacks.  In
addition to prevention and detection, IT may also enable rapid and accurate
identification of the nature of an attack and aid in responding more quickly.

THREATS ASSOCIATED WITH IT INFRASTRUCTURE

When the IT infrastructure is attacked, the target can be the IT itself.  Alter-
natively, the true target of the terrorist may be another of our society’s infrastruc-
tures, and the terrorist can either launch or exacerbate the attack by exploiting the
IT infrastructure, or use it to interfere with attempts to achieve a timely and
effective response.  Thus, IT is both a target and a weapon that can be deployed
against other targets.

A terrorist attack that involves the IT infrastructure can operate in one of
three different modes.  First, the attack can come in “through the wires” alone.
Second, it can include the physical destruction of some IT element, such as a
critical data center or communications link.  Third, the attack can rely on the
compromising of a trusted insider who, for instance, provides passwords that
permit outsiders to gain entry.4   All of these modes are possible and, because of
the highly public nature of our IT infrastructure and of our society in general,
impossible to fully secure.  Nor are they mutually exclusive—and in practice they
can be combined to produce even more destructive effects.

Most of the nation’s civil communications and data network infrastructure
offer soft IT targets, but they tend to be localized either geographically or in
mode of communication, and if no physical damage is done tend to be recover-
able in a relatively short time.  One can imagine the use of IT as the weapon in a
series of relatively local attacks that are repeated against different targets—banks,
hospitals, or local government services—so often that public confidence is shaken
and significant economic disruption results.  This report is focused on cata-
strophic terrorism, and the committee’s analysis is aimed at identifying those
threats in particular and proposing S&T strategies for combating them.  Of course,
serious efforts are needed to employ security technologies that research might
generate to harden all elements of the IT infrastructure to reduce the damage
potential for such repeated attacks.

2CSTB (1996, 1999a).
3The intelligence community includes the CIA, FBI, NSA, and a variety of other agencies in the

DOD and other departments.
4See CSTB (1999b).
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IT Attack as an Amplifier of a Physical Attack

Given IT’s critical role in many other elements of the national infrastructure
and in responding to a crisis, the targeting of IT as part of a multipronged attack
scenario could have catastrophic consequences.  Compromised IT can have sev-
eral disastrous effects: expansion of terrorists’ opportunities to widen the damage
of a physical attack (for example, by providing false information that drives
people toward rather than away from the point of attack); diminishment of timely
responses to the attack (by interfering with communications systems of first
responders); and heightened terror in the population through misinformation (by
providing false information about the nature of the threat).  The techniques to
compromise key IT systems—e.g., launching distributed denial-of-service
(DDOS) attacks against Web sites and servers of key government agencies at the
federal, state, and local levels, using DDOS to disrupt agencies’ telephone ser-
vices and the emergency-response 911 system, or sending e-mails containing
false information with forged return addresses so they appear to be from trusted
sources—are fairly straightforward and widely known.

Other Possibilities for Attack Using IT

When an element of the IT infrastructure is directly targeted, the goal is to
destroy a sufficient amount of IT-based capability to have a significant impact.
For example, one might imagine attacks on the computers and data storage
devices associated with important facilities.  Irrecoverable loss of critical oper-
ating data and essential records on a large scale would likely result in cata-
strophic and irreversible damage to U.S. society.  While no law of physics
prevents the simultaneous destruction of all data backups and backup facilities
in all locations, such an attack would be highly complex and difficult to execute,
and is thus implausible.

The infrastructure of the Internet is another possible target, and given its
prominence, may appeal to terrorists as an attractive target.  The Internet could be
seriously degraded for a relatively short period of time by a denial-of-service
attack, but this is unlikely to be long lasting. The Internet itself is a densely
connected network of networks,5  which means that a large number of important
nodes would have to be destroyed simultaneously to bring it down for an ex-
tended period of time.  Destruction of some key Internet nodes would result in
slowed traffic across the Internet, but the ease with which Internet communica-
tions can be rerouted would minimize the long-term damage.6   (In this regard, the

5See CSTB (2001b).  Note, however, that the amount of redundancy is primarily limited by
economic factors.

6This comment largely applies to U.S. use of the Internet.  It is entirely possible that other
nations—whose traffic is often physically routed through the United States through one or two
locations—would fare much worse in this scenario.
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fact that substantial data-networking services survived the September 11 disaster
despite the destruction of large amounts of equipment concentrated in the World
Trade Center complex reflected redundancies in the infrastructure (and a measure
of good fortune as well).)

Higher leverage could be obtained with a “through-the-wires” attack that
would require the physical replacement of components in Internet relay points on
a large scale, though such attacks would be much harder to plan and execute.
Another attack that would provide greater leverage is on the Domain Name
System (DNS), which provides translation for the Internet of domain names (e.g.,
example.com) to specific IP addresses (which denote specific Internet nodes).
There are a relatively small number of “root name servers” that provide these
translation services, and while the DNS is configured to provide redundancy in
case of accidental failure, it has some vulnerability to an intentional physical
attack that might target all name servers simultaneously.  Though Internet opera-
tions would not halt instantly, an increasing number of sites would, over a period
of time measured in hours to days, become inaccessible without root name serv-
ers to provide authoritative translation information.  On the other hand, recovery
from such an attack would be unlikely to take more than several days, since the
servers themselves are general-purpose computers that are in common use.

A second point to consider is that most companies today do not rely on the
Internet to carry out their core business functions.  Even if a long-term disruption
to the Internet were a major disruption to an e-commerce company such as
Amazon.com, most other companies could resort to using phones and faxes again
to replace the Internet for many important functions.  (For example, the Depart-
ment of the Interior was largely off the Internet since the beginning of December
2001,7  and it continues to operate more or less as usual.)  Because the Internet is
not (yet) central to most of American society, the impact of even severe damage
to the Internet is less than what might be possible through other modes of attack.

The telecommunications infrastructure of the public switched network is
likely to be less robust.  Although the long-haul telecommunications infrastruc-
ture is capable of dealing with single-point failures in such centers (and perhaps
even double-point failures), the physical redundancy in that infrastructure is not
infinite, and taking out a relatively small number of major switching centers for
long-distance telecommunications could result in a fracturing of the United States
into disconnected regions.8   An additional vulnerability in this telecommunica-

7Jennifer Disabatino. 2001. “Court Order Shuts Down Dept. of Interior Web Sites,”
COMPUTERWORLD, December 17.  Available online at <http://www.computerworld.com/storyba/
0,4125,NAV47_STO66665,00.html>.

8An exacerbating factor is that many organizations rely on leased lines to provide high(er)-assur-
ance connectivity.  However, these lines are typically leased from providers of telecommunications
infrastructure, and hence suffer from many of the same kinds of vulnerabilities as ordinary lines.
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tions infrastructure is the local loop connecting central switching offices to end
users—full recovery from the destruction of a central office entails the tedious
rewiring of tens or hundreds of thousands of individual connections.  Destruction
of central offices on a large scale is difficult, simply because even an individual
city has many of them, but destruction of a few central offices associated with
key facilities or agencies (e.g., those of emergency response agencies, or of the
financial district) would certainly have a significant immediate, though localized,
impact.

The IT systems and networks supporting the nation’s financial system are
undeniably critical.  However, banking transactions occur through separate net-
works such as SWIFT and CHIPS; attacks on these networks would require
significantly more effort and risk to plan and implement than comparable assaults
on the open Internet.  For example, successful attacks on SWIFT and CHIPS
would likely necessitate significant insider access.9

Embedded/real-time computing in specific systems could be attacked.  One
example is the possibility of corruption over time, much as a Y2K bug was built
into many embedded real-time systems.  Of particular concern could be avionics
in airplanes, collision avoidance systems in automobiles, and other transportation
systems.  Such attacks would require a significant insider presence in technically
responsible positions in key sectors of the economy over long periods of time.

A second type of attack on embedded computing is illustrated by the notion
of an attack on the systems controlling elements of the nation’s critical infrastruc-
ture, e.g., the electric-power grid, the air-traffic-control system, the financial
network, and water purification and delivery.  An attack on these systems could
trigger an event and perhaps stimulate an inappropriate response to the event that
drives the system into a catastrophic state.  The discussion below, presented as an
example, focuses on the electric-power grid10 —in particular, on the supervisory
control and data acquisition (SCADA) systems that underlie IT’s control of the
electric-power grid—but similar considerations apply to other parts of the nation’s
infrastructure.

9The fact that these networks are separate and physically distinct from those of the Internet and the
public switched telecommunications network reduces the risk of penetration considerably.  In addi-
tion, security consciousness is much higher  in financial networks than on the Internet.  On the other
hand, the fact that these networks are much smaller than the Internet suggests that there is less
redundancy in them and that the computing platforms are likely to be less diverse than the platforms
on the Internet, a factor that tends to reduce their security characteristics as compared to those of the
Internet.

10Note that the electric power grid is one of the few, if not the only, truly “national” infrastruc-
tures in which it is theoretically possible that a failure in a region could cascade to catastrophic
proportions before it could be dealt with.
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Box 5.1 describes some of the security issues associated with SCADA sys-
tems.  Attacks on SCADA systems could obviously result in disruption of the
network (“soft” damage), but because SCADA is used to control physical ele-
ments, such attacks could also result in irreversible physical damage.  In those
cases where backups for the damaged components were not readily available
(and might have to be remanufactured from scratch), such damage could have
long-lasting impact.

An electronic attack on a portion of the electric-power grid could result in
significant damage, easily comparable to that associated with a local blackout.
The real leverage of such an attack would likely be in amplifying the damage and
costs associated with a physical attack on some other element of the critical
infrastructure.

Another disaster scenario that could rise to the level of catastrophic damage
would be an attack on a local or regional power system that cascades to shut
down electrical power, possibly with physical damage that could take weeks to
repair, over a much wider area.  On the other hand, it is unclear whether such an
attack could actually be mounted, and a detailed study both of SCADA systems
and the electric-power system is probably required in order to assess this possibil-
ity.  The committee notes, however, that because of the inordinate complexity of
the nation’s electric-power grid, the effects on the overall grid of a major disrup-
tive event in one part of the system are difficult to predict with any confidence
(both for grid operators and terrorists).  Thus, any nonlocalized impact on the
power grid would be as much a matter of chance as a foreseeable consequence.
(See Chapter 6 for a further discussion on electric power vulnerabilities.)

In many of the same ways as embedded computing could be attacked, dedi-
cated computers could also be corrupted in hard-to-detect ways.  One possible
channel arises from the extensive use of foreign IT talent among software ven-
dors.  Once working on the inside, perhaps after a period of years in which they
act to gain responsibility and trust, it could happen that these individuals would
be able to introduce additional but unauthorized functionality into systems that
are widely used.  Under such circumstances, their target might not be the general-
purpose computer used in the majority of offices around the country, but rather
the installation of hidden rogue code in particular sensitive offices.  Another
channel arises from the connection of computers through the Internet; such con-
nections provide a potential route through which terrorists might attack computer
systems that do provide important functionality for many sectors of the economy.
(It is likely that Internet-connected computer systems that provide critical func-
tionality to companies and organizations are better protected through firewalls
and other security measures than the average system on the Internet, but as press
reports in recent years make clear, such measures do not guarantee that outsiders
cannot penetrate them.)
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Disproportionate Impacts

Some disaster scenarios result in significant loss or damage that is all out of
proportion to the actual functionality or capability destroyed.  In particular, local-
ized damage that results in massive loss of confidence in some critical part of the
infrastructure could have such a disproportionate impact.  For example, if terror-

BOX 5.1
Security Vulnerabilities and Problems of SCADA Systems

Today’s supervisory control and data acquisition (SCADA) systems have been
designed with little or no attention to security.  For example, data in SCADA sys-
tems are often sent “in the clear.” Protocols for accepting commands are open,
with no authentication required.  Control channels are often wireless or leased
lines that pass through commercial telecommunications facilities.  For example,
unencrypted radio-frequency command pathways to SCADA systems are com-
mon and, for economic reasons, the Internet itself is increasingly used as a prima-
ry command pathway.  Thus, there is minimal protection against the forgery of
control messages or of data and status messages.  Such control paths present
obvious vulnerabilities.

In addition, today’s SCADA systems are built from commercial off-the-shelf
components and are based on operating systems that are known to be insecure.
Deregulation has meant placing a premium on the efficient use of existing capac-
ity, and hence interconnections to shift supply from one location to another have
increased.  Problems of such distributed dynamic control, in combination with the
complex, highly interactive nature of the system being controlled, have become
major issues in operating the power grid reliably.

A final problem arises because of the real-time nature of SCADA systems, in
which timing may be critical to performance and optimal efficiency (timing is impor-
tant because interrupts and other operations can demand millisecond accuracy):
Security add-ons in such an environment can complicate timing estimates and can
cause severe degradation to SCADA performance.

Compounding the difficulty of SCADA systems’ tasks is the fact that informa-
tion about their vulnerability is so readily available.  Such information was first
brought into general view in 1998-1999, when numerous details on potential Y2K
problems were put up on the World Wide Web.  Additional information of greater
detail—dealing with potential attacks that were directly or indirectly connected to
the President’s Commission on Critical Infrastructure Protection—was subse-
quently posted on Web pages as well.  Product data and educational videotapes
from engineering associations can be used to familiarize potential attackers with
the basics of the grid and with specific elements.  Information obtained through
semiautomated reconnaissance to probe and scan the networks of a variety of
power suppliers could provide terrorists with detailed information about the inter-
nals of the SCADA network, down to the level of specific makes and models of
equipment used and version releases of corresponding software.  And more inside
information could be obtained from sympathetic engineers and operators.
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ists were able to make a credible claim that the control software of a popular fly-
by-wire airliner was corrupted and could be induced to cause crashes on demand,
perhaps demonstrating it once, public confidence in the airline industry might
well be undermined.  A more extreme scenario might be that the airlines them-
selves might ground airplanes until they could be inspected and the software
validated.

To the extent that critical industries or sectors rely on any element of the IT
infrastructure, such disproportionate-impact disaster scenarios are a possibility.

Possibility, Likelihood, and Impact

The scenarios above are necessarily speculative.  But it is possible to make
some judgments that relate to their likelihood:

• Attacks that require insider access are harder to mount and thus less likely
than attacks that do not.  Insiders must be placed or recruited, and insiders are not
necessarily entirely trustworthy from the standpoint of the attacker.  Individuals
with specialized expertise chosen to be placed as infiltrators may not survive the
screening process, and because there are a limited number of such individuals, it
can be difficult to insert an infiltrator into a target organization.  In addition,
compared to approaches not relying on insiders, insiders may leave behind more
tracks that can call attention to their activities.  This judgment depends, of course,
on the presumed diligence on the part of employers to ensure that their key IT
personnel are trustworthy, but it is worth remembering that the most devastating
espionage episodes in recent U.S. history have involved insiders (Aldrich Ames
and Robert Hanssen).

• Attacks that require execution over long periods of time are harder to
mount and thus less likely than attacks that do not.  Planning often takes place
over a long period of time, but the actual execution of a plan can be long as well
as short.  When a plan requires extended activity that if detected would be re-
garded as abnormal, it is more likely to be discovered and/or thwarted.

• Terrorist attacks can be sustained over time as well as occur in individual
instances.  If the effects of an attack sustained over time (perhaps over months or
years) are cumulative, and if the attack goes undetected, the cumulative effects
could reach very dangerous proportions.  Because such an attack proceeds a little
bit at a time, the resources needed to carry it out may well be less than in more
concentrated attacks, thus making it more feasible.

• Plans that call for repeated attacks are less likely than plans that call for
single attacks.  For example, it is possible that repeated attacks on the Internet
could render large parts of it inoperative for extended periods of time.  Such an
onslaught might be difficult to sustain, however, because it would be readily
detected and efforts would be made to counter it.  Instead, an adversary with the
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wherewithal to conduct such repeated attacks would be more likely to make the
initial strike and then use the recovery period not to stage and launch another
strike against the Internet but to attack the physical infrastructure; this could
leverage the inoperative Internet to cause additional damage and chaos.

• Terrorists, like other parties, have limited resources.  Thus, they are likely
to concentrate their efforts where the impact is largest for the smallest expendi-
ture of resources.  For example, terrorists who want to create immediate public
fear and terror are more likely to use a physical attack (perhaps in conjunction
with an attack using IT to amplify the resulting damage) than an attack that
targets IT exclusively.  The reason is that the latter is not likely to be as cinematic
as other attacks.  What would television broadcast? There would be no dead or
injured people, no buildings on fire, no panic in the streets, and no emergency-
response crews to the rescue.  The image of a system administrator typing furi-
ously is simply much less terrifying than images of buildings collapsing.

• The IT infrastructure (or some element of it) can be a weapon used in an
attack on something else as well as the target of an attack.  An attack using the IT
infrastructure as a weapon has advantages and disadvantages from the point of
view of a terrorist planner.  It can be conducted at a distance in relative physical
safety, in a relatively anonymous fashion, and in potentially undetectable ways.
On the other hand, the impact of such an attack (by assumption, some other
critical national asset) is indirect, harder to predict, and less certain.

• State sponsorship of terrorism poses threats of a different and higher order
of magnitude, for a variety of reasons that include access to large amounts of
financial backing and the ability to maintain an actively adversarial stance at a
high level for extended periods of time.  For example, state-sponsored terrorism
might use the state’s intelligence services to gain access to bribable or politically
sympathetic individuals in key decision-making places, or to systematically cor-
rupt production or distribution of hardware or software.

• Some of the scenarios above are potentially relevant to information war-
fare attacks against the United States, i.e., attacks launched or abetted by hostile
nation-states and/or directed against U.S. military forces or assets.  A hostile
nation conducting an information attack on the United States is likely to conceal
its identity to minimize the likelihood of retaliation, and hence may resort to
sponsoring terrorists who can attack without leaving clear national signatures.

While these considerations make certain types of attack more or less likely,
none of the scenarios described above can be categorically excluded.  This fact
argues in favor of a long-term commitment to a strategic R&D program that will
contribute to the robustness of the telecommunications and data networks and of
the platforms embedded in them.  Such a program would involve both fundamen-
tal research into the scientific underpinnings of information and network security
and the development of deployable technology that would contribute to informa-
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tion and network security.  Ultimately, the strengthening of the nation’s IT infra-
structure can improve our ability to prevent, detect, respond to, and recover from
terrorist attacks on the nation.11

The shape of a strategic research and development agenda is described be-
low.  However, it should be noted that this agenda has broad applicability to
efforts against terrorism, against information warfare, and against cybercrime.
While the scope and complexity of issues with respect to each of these areas may
well vary (e.g., an agenda focused on cybercrime may place more emphasis on
forensics useful in prosecution), the committee believes that there is enough
overlap in the research problems and approaches to make it unwise to articulate a
separate R&D agenda for each area.

SHORT-TERM RECOMMENDATIONS

Developing a significantly less vulnerable information infrastructure is an
important long-term goal for the country.  This long-term goal must focus on the
creation of new technologies and paradigms for enhancing security and reducing
the impact of security breaches.  In the meantime, the IT vulnerabilities of the
first-responder network should receive priority attention.  Efforts should focus on
hardening first responders’ communications capability, as well as those portions
of their computing systems devoted to coordination and control of an emergency
response.

Existing technology can be used to achieve many of the improvements
needed in telecommunications and computing.  Unfortunately, the expertise to
achieve a more secure system often does not reside within the host organiza-
tions—this may be the case, for example, in local and state government.  These
realities lead, then, to three short-term recommendations:

Short-Term Recommendation 5.1:  Develop a program to increase the secu-
rity of emergency-response agencies’ communications systems against at-
tack, based on the use of existing technologies (perhaps slightly enhanced).

Some possible options include a separate emergency-response communica-
tions network that is deployed in the immediate aftermath of a disaster, and the
use of the public network to support virtual private networks, with priority given
to traffic from emergency responders.  Given the fact that emergency-response
agencies are largely state and local, no federal agency has the responsibility and
authority to carry out this recommendation.  Thus it would likely have to rely on
incentives (probably financial) to persuade state and local responders to partici-
pate.

11See CSTB (1996, 1999a).
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Short-Term Recommendation 5.2:  Promote the use of best practices in
information and network security throughout all relevant public agencies
and private organizations.

Nearly all organizations, whether in government or the private sector, could
do much better with respect to information and network security than they do
today simply by exploiting what is already known about that subject, as discussed
at length in Cybersecurity Today and Tomorrow: Pay Now or Pay Later.12   (For
example, many technologies for securing IT systems, such as encryption, secure
authentication, and the use of private networks for critical communications, are
available but not widely deployed.)  Those responsible for requiring and imple-
menting such changes range from chief technical (or even executive) officers to
system administrators.  There is currently no clear locus of responsibility within
government to undertake such “promotion” across the private sector—informa-
tion and network security there is not subject to government regulation—nor
even across government itself.  The Office of Management and Budget has sought
to promote information and network security in the past, but despite its actions
the state of information and network security in government agencies remains
highly inadequate.  In the final analysis, even though the market has largely failed
to provide sufficient incentives for the private sector to take adequate action with
respect to information and network security, it is likely that market mechanisms
will be more successful than regulation in improving the security of the nation’s
IT infrastructure, though they have yet to do so.  The challenge for public policy
is to ensure that such market mechanisms develop.

Short-Term Recommendation 5.3:  Ensure that a mechanism exists for pro-
viding authoritative IT support to federal, state, and local agencies that have
immediate responsibilities for responding to a terrorist attack.

One option is to place the mechanism administratively in existing govern-
ment or private organizations (e.g., the National Institute of Standards and Tech-
nology, the Office of Homeland Security, the Department of Defense, or the
Computer Emergency Response Team of the Software Engineering Institute at
Carnegie Mellon University); and a second option is to create a national body to
coordinate the private sector and local, state, and federal authorities.13   In the
short term, a practical option for providing emergency operational support would
be to exploit IT expertise in the private sector, much as the armed services draw
on the private sector (National Guard and reserve forces) to augment active-duty
forces during emergencies.  Such a strategy, however, must be a complement to a

12CSTB (2002a).
13Note that CSTB has a pending full-scale project on information and network security R&D that

will address federal funding and structure in much greater detail than is possible in this report.
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more persistent mechanism for providing ongoing IT expertise and assistance to
emergency-response agencies.

LONG-TERM RECOMMENDATIONS:
INVESTING IN IT RESEARCH

The three areas of IT research described below have significant promise in
helping to reduce the likelihood or impact of a terrorist attack:

1. Information and network security.  Research in information and network
security is critically relevant to the nation’s counterterrorism efforts for several
reasons.14   First, IT attacks can amplify the impact of physical attacks and lessen
the effectiveness of emergency responses; reducing such vulnerabilities will re-
quire major advances in information and network security.  Second, the increas-
ing levels of damage caused by cybercrime and the tendency to rely on the
Internet as the primary networking entity both suggest that the likelihood of
severe damage through a cyberattack is increasing.  Finally, the evolution of the
Internet demonstrates increasing homogeneity in hardware and software, which
makes it more vulnerable at the same time that it becomes more critical.  To
address these problems, more researchers and trained professionals focused on
information and network security will be needed.  Unfortunately, there are cur-
rently fewer researchers in these fields than there were a decade ago.15

2. New IT for emergency response.  C3I (command, control, communica-
tions, and information) systems are critical to emergency responders for coordi-
nating their efforts and increasing the promptness and effectiveness of response,
i.e., saving lives, treating the injured, and protecting property.  The issues raised
by C3I for emergency response for terrorist disasters differ from those for natural
disasters for several reasons.  First, the number of responding agencies, including
those from the local, regional, state, and federal levels—with possibly conflicting
and overlapping areas of responsibility—increases the level of complexity.  Sec-
ond, there is a need to support immediate rescue and medical operations while
also securing the site against further attack.  Third, the different agencies—such
as rescue, law enforcement, intelligence, and security—often have conflicting
needs.  For example, security issues distinguish terrorist attacks from natural
disasters:  In the former, security against further attack is essential and must be
provided, but security also generally interferes with immediate operations.

3. New IT for detection, prevention, remediation, and attribution of attacks.
Information fusion promises to play a central role in countering future terrorist

14CSTB (1990, 1999b, 2001a).
15“Boehlert Gives Cyber Security Address at ITAA Forum,” December 12, 2001.  Available

online at <http://www.house.gov/boehlert/itaaspeech1212.htm>.



INFORMATION TECHNOLOGY 147

efforts.  In every case, information from many sources will have to be acquired,
integrated, and appropriately interpreted to support decision makers (ranging
from emergency-response units to intelligence organizations).  Given the range
of formats, the permanence and growing volume of information from each source,
and the difficulty of accurately analyzing information from single sources, let
alone multiple sources, information fusion offers researchers a challenge.

In each of these areas, discussed in turn below, some knowledge is in hand
and partial solutions have been developed.  Additional research is needed, how-
ever, because these solutions are not sufficiently robust or effective, they degrade
performance or functionality too severely, or they are too hard to use or too
expensive to deploy.

It must also be noted that although technology is central to all these areas, it
is not the sole element of concern.  None of the related problems can be solved by
technology alone; every solution is subject to the reality of being implemented
and operated by humans.  These are system issues, where individual, social, and
organizational behaviors are part of the system and therefore must be part of the
research and design.  Technology cannot be studied in isolation from how it is
deployed, and failure to attend to the human, political, social, and organizational
aspects of solutions will doom technology to failure.

To assist decision makers, the committee has included rough assessments of
the criticality of the various research areas identified, the difficulty of particular
problems, and the likely time scale on which progress could be made (Table 5.1).
The criticality of a research area reflects the vulnerabilities that might be reduced
if significant advances in that area were accomplished and deployed; areas are
ranked high, medium, or low.  The difficulty of the research—that is,  how hard
it will be to make significant progress—are rated very difficult, difficult, or easy.
Finally, the time frame for progress is identified as 1 to 4 years, 5 to 9 years, or 10
years or more.  Of course, the deployment of research results also presents ob-
stacles, which may reduce effectiveness or lengthen the time until a research
result can become a reality.  Finally, a caveat:  These assessments are subjective
and subject to some debate.

Information and Network Security

A broad overview of some of the major issues in information and network
security is contained in the CSTB report Cybersecurity Today and Tomorrow:
Pay Now or Pay Later.16

Despite diligent efforts to create an effective perimeter defense for computer
and telecommunications systems, penetration by a determined adversary is highly

16CSTB (2002a).
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TABLE 5.1  A Taxonomy of Priorities

Time Scale for R&D for
Significant Progress

Category Criticality Difficulty and Deployment

Improved Information and High Difficult 5-9 years
Network Security

Detection and identification High Difficult 5-9 years

Architecture and design for High Difficult 5-9 years
containment

Large-system backup and High Difficult 5-9 years
decontamination

Less buggy code High Very difficult 5-9 years

Automated tools for system High Difficult 1-4 years
configuration

Auditing functionality Low Difficult 10+ years

Trade-offs between usability Medium Difficult 5-9 years
and security

Security metrics Medium Difficult 1-4 years

Intelligence gathering Medium Difficult 1-4 years

Field studies of security High Easy 1-4 years

C3I for Emergency Response High Difficult 1-4 years

Ad hoc interoperability High Easy 1-4 years

Emergency deployment of High Easy 1-4 years
communications capacity

Security of rapidly deployed Medium Difficult 5-9 years
ad hoc networks

Information management and Medium Difficult 5-9 years
decision support tools

Communications with the High Difficult 1-4 years
public during emergency

Emergency sensor deployment High Easy 1-4 years

Precise location identification Medium Difficult 5-9 years

Mapping the physical High Easy 1-4 years
infrastructure of IT

Characterizing the functionality High Difficult 1-4 years
of regional networks for
emergency responders

Information Fusion High Difficult 1-4 years

Data mining High Difficult 1-4 years

Data integration High Difficult 1-4 years
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likely.  Software flaws, lax procedures for creating and guarding passwords,
compromised insiders, and nonsecure entry points all lead to the conclusion that
watertight perimeters cannot be assumed.  Nevertheless, strengthening defensive
perimeters is helpful, and this section deals with methodologies (those of today
and tomorrow) that can detect or confine an intruder and, if necessary, aid in
recovery from attack by taking corrective action.  (Box 5.2 describes some of the
fundamental principles of defensive strategy.)  The technology discussed here, as
in other parts of this IT chapter, is applicable both to cyberterrorism and cyber-
crime.  In addition, many advances in information and network security can
improve computer systems’ inherent reliability and availability, which are peren-
nial concerns even under ordinary, nonthreat conditions.  Such dual-use capabil-
ity could help generate broader interest in research and development on defensive
technology, as well as motivate its incorporation into industry products.

Research to minimize the damage caused by a cyberattack can be grouped in
three generic areas:  detection and identification, containment, and recovery.

Authentication, Detection, and Identification

Given that an intruder may gain access to a conventional system or, with
significantly more effort, a highly secure system, what technology can be de-
ployed to detect and identify the intruder?  Similarly, how do we detect a denial-
of-service attack and track its originator?17

Detection of an intruder or a denial-of-service attack is more difficult than it

Language technologies High Difficult 1-4 years

Image and video processing High Difficult 5-9 years

Evidence combination Medium Difficult 1-4 years

Privacy and Confidentiality High Difficult 1-4 years

Planning for the Future Medium Difficult 10+ years

TABLE 5.1  Continued

Time Scale for R&D for
Significant Progress

Category Criticality Difficulty and Deployment

17CSTB (1999c), pp. 144-152; CSTB (1999b).  A denial-of-service attack is one in which a target
is flooded with a huge number of requests for service, thus keeping it busy servicing these (bogus)
requests and unable to service legitimate ones.
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BOX 5.2
Principles of Defensive Strategy

Computer or telecommunications systems that contain sensitive information, or
whose functioning is critical, must be protected at high levels of security.  Several
policies should be mandatory:

• Use of encryption for communication between system elements and use of
cryptographic protocols.  These practices help to ensure data integrity between
major processing elements (e.g., host to host, site to site, element to element);
prevent intrusion into the network between nodes (e.g., making “man-in-the-mid-
dle” attacks much more difficult); and provide strong authentication (e.g., through
the use of public-key-based authentication systems that use encryption and ran-
dom challenge to strengthen the authentication process or to bind other elements
of the authentication such as biometrics to the identity of a user).

• Minimal exposure to the Internet, which is inherently insecure.  Firewalls are
a minimal level of protection, but they are often bypassed for convenience.  (Bal-
ancing ease of use and security is an important research area discussed else-
where in this chapter.) Truly vital systems may require an “air gap” that separates
them from public networks.  Likewise, communication links that must remain se-
cure and available should use a private network.  (From a security perspective, an
alternative to a private network may be the use of a connection on a public network
that is appropriately secured through encryption.  However, depending on the pre-
cise characteristics of the private network in question, it may—or may not—pro-
vide higher availability.)

• Strong authentication technology for authenticating users.  Security tokens
based on encryption (such as smart cards) are available for this purpose, and all
entrants from a public data network (such as a network-access provider or inse-
cure dial-in) should use them.  Furthermore, for highly critical systems, physical
security must also be assured.

• Robust configuration control to ensure that only approved software can run
on the system and that all the security-relevant knobs and switches are correctly
set.

Such measures are likely to affect ease of use and convenience, as well as
cost.  These are prices that must be paid, however, because hardening critical
systems will greatly reduce vulnerability to a cyberattack.

might initially appear.  Intruders are often indistinguishable from valid users and
frequently take great care to hide their entry and make their behavior look innocu-
ous.  Detecting a denial-of-service attack is equally challenging.  For example,
consider an attack that is launched against the major Internet news services to
coincide with a physical bomb attack.  It would be nearly impossible to distin-
guish legitimate users, who would simply be looking for information, from at-
tackers inundating the Web site to try to prevent access to that information,
possibly increasing panic and misinformation.
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To date, a number of approaches have offered some promise.  One of them
calls for authentication so that intruders and bogus traffic can more easily be
distinguished.  Developing such methods that are both fast and scalable (i.e.,
effective and fast even when they involve authentication of large numbers of
parties) remains the major challenge in this area, however.  (One technique that
may be worth further development, at least in the context of authenticating traffic
to and from heavily used Web sites, is easy-to-use subscription models.18 )

A second approach involves self-monitoring both of users and traffic to
detect either anomalous users or unusual traffic patterns that might indicate an
active attack.  Of course, such monitoring requires good characterizations of what
“normal” behavior is and knowledge of what various kinds of behavior mean in
the context of specific applications.  Today, the major deficiency in this approach
is the occurrence of too many false positives.  That is, the behavior of legitimate
users is sufficiently diverse that infrequent but legitimate behaviors are often
mischaracterized as anomalous (and hence hostile).

A third approach uses traps (sometimes referred to as “honeypots”)—appar-
ently interesting files crafted to attract the attention of an intruder so that he or she
might spend extra time examining it.  That extra time can then be used to provide
warning of hostile intent, and might help in forensic investigation while the
hostile party is connected to the system.  More effective honeypots, and the
development of forensic tools for use in a honeypot environment, may be fruitful
areas of research.

Finally, it is especially important for detection methods to function effi-
ciently in large systems, characterized by thousands (or hundreds of thousands)
of simultaneous users and a correspondingly large quantity of communicated
data.  It will be necessary to monitor these extraordinary volumes without seri-
ously degrading network performance.

Recommendation 5.4:  Detection and Identification Research

• Develop fast and scalable methods for high-confidence authentica-
tion.

• Explore approaches that could self-monitor traffic and users to de-
tect either anomalous users or unusual traffic patterns.

• Develop intruder-detection methods that scale to function efficiently
in large systems.

18A subscription model calls for a user to register for service in some authenticated way, so that a
site can distinguish that user from a random bad user.  Because denial-of-service attacks depend on a
flood of bogus requests for service, the availability of a database of registered users makes it easy to
discard service requests from those that are not registered—and those are likely to account for the
vast majority of bogus requests.
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Containment

Today’s systems and networks often fail catastrophically.  That is, a success-
ful attack on one part of a system can result in an entire system or network being
compromised.  (An example is that the failure of a perimeter defense surrounding
otherwise unprotected systems can result in an intruder gaining full and complete
access to all of those systems.)  More desirable is a system that degrades grace-
fully—a successful attack on one part of a system results only in that part of the
system being compromised, and the remainder of the system continues to func-
tion almost normally.19

The principle of graceful degradation under attack is well accepted, but
system and network design for graceful degradation is not well understood.  Nor
are tools available to help design systems and networks in such a manner.

In addition, the building blocks of today’s systems are generally commercial
off-the-shelf components.20  Despite the security limitations of such components,
economics force systems to be built this way.  However, it is not known today
how to integrate them safely, how to contain faults, and how to disaggregate them
when necessary.  While this lack of understanding applies to systems ranging
from accounting and payroll systems to telephone switching systems, SCADA
systems are a particularly important case.

Architectural containment as a system-design principle calls for the ability to
maintain critical functionality (such as engine control on a ship) despite failures
in other parts of the system.21  Such an approach could be one of the most
effective long-term methods for hardening IT targets that oversee critical opera-
tions.

For the most part, current technologies employ a bimodal approach:  either
no computer control, which is inefficient in modern large-scale systems, or com-
plete computer control, with the inherent vulnerabilities that this implies.22  Con-
tainment essentially navigates between the two extremes; its essential element is
the ability to “lock down” a system under attack—perhaps suspend normal opera-
tion temporarily, while the system finds and disables potential intruders, and
resume normal system operation afterward—with less disruption than shutting
down and rebooting might cause.

Research is thus necessary in several areas:  understanding how to fuse a
simple, highly secure, basic control system used primarily for crisis operations

19CSTB (1999c), pp. 144-152.
20CSTB (1999b).
21Note that an essential aspect of designing for containment is the ability to define and prioritize

what functions count as essential.  For systems used by multiple constituencies, the existence of this
ability cannot be taken for granted.

22As an example, consider that a shipwide networking failure on the USS Yorktown left the ship
without the ability to run its engines.
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with a sophisticated, highly effective, computer control system used for normal
operations; “decontamination” of a system while it is being used (see below); and
resuming operations without the need for going offline.  One “grand challenge”
might be the development of a system that could be made more secure at the
touch of a button; the cost would be in losing some nonessential functionality
while the system simultaneously decontaminated itself or shut out attackers.
Another serious problem for which few general solutions are known is the dis-
tributed denial-of-service attack.

Recommendation 5.5: Containment Research

• Develop the tools and design methodologies for systems and networks
that support graceful degradation in response to an attack.

• Develop mechanisms to contain attackers and limit damage rather
than completely shutting down the system once an intrusion is detected.

• Explore how to fuse a simple, basic control system used during crisis
mode with a sophisticated control system used during normal operations.

Recovery

Once an intruder has been detected, confined, and neutralized, the goal should
be to bring the system to full operation as soon as possible.  This is the task of the
recovery process.  Like containment, recovery has major applications for reliabil-
ity, although the presence of a determined adversary makes the problem consid-
erably harder.  Recovery includes preparations not only to help ensure that the
system is recoverable but also to enable active reconstitution of a good system
state.

Backup is an essential prerequisite for reconstitution.  Although the basic
concepts of system backup are well understood, there are major challenges to
performing and maintaining backups in real time so that as little system state as
possible is lost.  However, normal backup methods have been developed under
the assumption of benign and uncorrelated failure, as opposed to a determined
attacker who is trying to destroy information.  Further, backups of large systems
take a long time, and if the systems are in use during the backup, the system state
can change appreciably during that time.  Thus, research is needed on ways to
preserve information about system state during backup.

Unlike a restore operation used to recreate a clean system after a failure,
reconstitution requires an additional step:  decontamination, which is the process
of distinguishing clean system state (unaffected by the intruder) from the portions
of infected system state, and eliminating the causes of those differences.  Because
system users would prefer that as little good data as possible be discarded, this
problem is quite difficult.  Decontamination must also remove all active infec-
tions, as well as any dormant viruses.  Once decontamination is performed,
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attention can be turned to forensics in an attempt to identify the attacker23  and
acquire evidence suitable for prosecution or retaliation.  In the end, this ability is
critical to long-term deterrence.

Given that penetration of computer and telecommunications networks is
likely to continue despite our best efforts to build better perimeter security, more
resilient and robust systems are necessary, with backup and recovery as essential
elements.

New approaches to decontamination are also needed, especially when a sys-
tem cannot be shut down for decontamination purposes.  At present, much of the
activity associated with a properly running system interferes with decontamina-
tion efforts (particularly with respect to identifying a source of contamination and
eliminating it).

Recommendation 5.6: Recovery Research

• Develop schemes for backing up large systems, in real time and under
“hostile” conditions, that can capture the most up-to-date, but correct, snap-
shot of the system state.

• Create new decontamination approaches for discarding as little good
data as possible, and for removing active and potential infections, on a sys-
tem that cannot be shut down for decontamination.

Cross-Cutting Issues in Information- and Network-Security Research

A number of issues cut across the basic taxonomy of detect and identify,
contain, and recover described above.

Reducing Buggy Code.  Progress in making systems more reliable will almost
certainly make them more resistant to deliberate attack as well.  But buggy code
underlies many reliability problems, and no attempt to secure systems can suc-
ceed if it does not take this basic fact into account.24

Buggy software is largely a result of the fact that despite many years of
serious and productive research in software engineering, the creation of software
is still more craft than science-based engineering.  Furthermore, the progress that
has been made is only minimally relevant to the legacy software systems that
remain in all infrastructure.

Software-system bugs can result from a variety of causes, ranging from low-
level syntax errors (e.g., a mathematical expression uses a “plus” sign when it
should use a “minus” sign) to fundamental design flaws (e.g., the system func-
tions as it was designed to function, but it does so in an inappropriate place).

23CSTB (1999c), pp. 144-152.
24CSTB (1990, 1999b).
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Buffer overflow—in which memory is overwritten—is a particularly common
kind of bug that frequently causes system crashes and can be exploited by an
adversary to gain control over a target system.

Dealing with buggy code is arguably the oldest unsolved problem in com-
puter science, and there is no particular reason to think that it can be solved once
and for all by any sort of crash project.  Nevertheless, two areas of research seem
to be particularly important in a security context:

1. Security-oriented tools for system development.  Tools can be designed to
audit source code for certain classes of common flaws.25  Better programming
languages may help as well.  (For example, Java and similarly type-safe lan-
guages are more resistant to buffer overflows than are other languages.26 ) More
tools that support security-oriented development would be useful.

2. Trustworthy system upgrades and bug fixes.  It often happens that a sys-
tem bug is identified and a fix to repair it is developed.  Obviously, repairing the
bug may reduce system vulnerability, so system administrators and users should
have some incentive to install the patch.  However, with current technology, the
installation of a fix or a system upgrade carries many risks—a nontrivial chance
of causing other problems, a break in existing functionality, or possibly the
creation of other security holes, even when the fix is confined to a module that
can be reinstalled.27   The essential reason for this problem is that while fixes are
tested, the number of operational configurations is much larger than the number
of test configurations that are possible.  Research is thus needed to find ways of
testing bug fixes reliably and of developing programming interfaces to modularize
programs that cannot be bypassed.

Misconfigured Systems.  Because existing permission and policy mechanisms are
hard to understand, use, and verify, many problems are caused by their improper
administration.28   There is also a trade-off between granularity of access control
and usability.  For example, an entire group of people may be given access
privileges when only one person in that group should have them.  Or a local
system administrator may install a modem on the system he or she administers
with the intent of obtaining access from home, but this also provides intruders
with an unauthorized access point.  The ability to generate a crisp, clear descrip-
tion of actual security policies in place and to compare them with desired security

25Wagner, D.A.  2000.  “Static Analysis and Computer Security: New Techniques for Software
Assurance,” Ph.D. dissertation, University of California, Berkeley.

26Type-safe languages allow memory accesses only to specifically authorized locations.  For
example, programs written in type-safe languages cannot read or write to memory locations that are
associated with other programs.

27Brooks, Frederick P.  1975.  The Mythical Man-Month. Addison-Wesley, Boston, Mass.
28CSTB (1990, 1999b).
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policies would be helpful.  Thus, better system-administration tools for specify-
ing security policies and checking system configurations quickly against
prespecified configurations should be developed.

Auditing Functionality.  Validation sets are used to ensure that a piece of hard-
ware (e.g., a chip) has the functionality that its design calls for.  However, these
sets typically test for existing functionality—that is, can the hardware properly
perform some specified function? They do not test for unauthorized functionality
that might have been improperly inserted, perhaps by someone seeking to corrupt
a production or distribution chain.  Research is needed for developing tools to
ensure that all of the called-for functionality is present and that no additional
functionality is present as well.

Managing Trade-offs Between Functionality and Security.  As a general rule,
more secure systems are harder to use and have fewer features.29   Conversely,
features—such as executable content and remote administration—can introduce
unintended vulnerabilities even as they bring operational benefits.  (For example,
newer word processors allow the embedding of macros into word processing
files, a fact that results in a new class of vulnerabilities for users of those pro-
grams as well as added convenience.)  More research is required for performing
essential trade-offs between a rich feature set and resistance to attack.

Transparent, or at least point-and-click, security would be more acceptable
to users and hence would be employed more frequently.  For example, there are
many authentication mechanisms, both electronic and physical, but the most
convenient one to use—passwords—has many serious, well-known disadvan-
tages.  Smart cards are more secure, but a user must have them available when
needed.  New authentication mechanisms that combine higher security with lower
inconvenience are needed.

Security Metrics.  Many quantitative aspects of security are not well understood.
For example, if a given security measure is installed—and installed properly
(something that cannot be assumed in general)—there is no way of knowing by
how much system security has increased.  Threat models are often characterized
by actuarial data and probability distributions in which the adverse effects of
vulnerabilities are prioritized on the basis of how likely it is that they will occur;
but such models are of little use in countering deliberate terrorist attacks that seek
to exploit nominally low-probability vulnerabilities.  Notions such as calculating
the return on a security investment—common in other areas in which security is
an issue—are not well understood either, thus making quantitative risk manage-

29CSTB (1990), pp. 159-160.
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ment a very difficult enterprise indeed.30  Research is needed for developing
meaningful security metrics.

Intelligence Gathering.  Given the rate at which information technology changes,
it is likely that new types of attack will emerge rapidly.  Because insight into the
nature of possible attacks is likely to result in additional options for defense, it is
highly desirable to keep abreast of new vulnerabilities and to understand the
potential consequences if such vulnerabilities were to be exploited.

Field Studies of Security.  Traditional criteria, as specified in the Orange Book,31

have not been successes.  They do not capture current needs or models of compu-
tation.32  Worse yet, they have largely failed in the marketplace; very few custom-
ers actually bought Orange Book-rated systems, even when they were available.
Understanding why previous attempts to build secure systems and networks have
failed in the marketplace, or in defending against outside attack, would help to
guide future research efforts.  (Note that human and organizational factors are
key elements of such analysis, as mentioned above.)

Recommendation 5.7:  Crosscutting Issues in Information- and Network-
Security Research

• Develop tools that support security-oriented systems development.
• Find new ways to test bug fixes reliably.
• Develop better system-administration tools for specifying security

policies and checking against prespecified system configurations.
• Create new tools to detect added and unauthorized functionality.
• Develop authentication mechanisms that provide greater security and

are easier to use.
• Create and employ metrics to determine the improvement to system

security resulting from the installation of a security measure.
• Monitor and track emerging types of attack and explore potential

consequences of such attacks.
• Understand why previous attempts to build secure systems have failed

and recommend how new efforts should be structured to be more successful.

30Information on the economic impact of computer security is given in “The Economic Impact of
Role-Based Access Control,” National Institute of Standards and Technology, March 2002.  Avail-
able online at <http://www.nist.gov/director/prog-ofc/report02-1.pdf>.

31The “Orange Book” is the nickname for the Trusted Computer System Evaluation Criteria,
which were intended to guide commercial system production generally and thereby improve the
security of systems in use.  Its principal failing was the omission of networking concerns, which
arose during the lengthy period between the time it was first drafted and its final approval.

32CSTB (1999c), pp. 144-152, and CSTB (1990, 1999b).
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IT and C3I for Emergency Response

Technologies for command, control, communications, and information (C3I)
have major importance in the response phase of a disaster.

In general, the IT infrastructure must be robust in the face of damage.33

Although incident management has been well studied,34  the IT requirements for
such management do not appear to have been thoroughly conceived—even though
in a disaster it is essential that IT systems provide for the capability to deliver
information, interagency communication and coordination, and communication
with those affected both within and beyond the immediate disaster area.  Equip-
ment must be deployed immediately to provide for appropriate communication to
those responding to the situation, among the multiple agencies in the private and
public sectors that are affected, and to and between those directly affected by the
incident.35

There are many options for helping to facilitate interoperable crisis commu-
nications among emergency-response agencies.  For example, it is likely that
some portion of the public networks will survive any disaster; emergency-re-
sponse agencies could use it to facilitate interoperability if there are mechanisms
for giving them first priority for such use.  A second option is to allocate dedi-
cated spectral bands for emergency responders and to require by law that they use
those frequencies.  A third option is to mandate frequency and waveform stan-
dards for emergency responders so that they are interoperable.  A fourth option is
to develop technology to facilitate interoperable communications among emer-
gency responders.  Of course, these options are not mutually exclusive.

In addition, numerous computational and database facilities must be estab-
lished to provide complete and real-time information36  to diverse constituencies
whose information and communication requirements, security needs, and autho-
rizations all differ.  These facilities must be established quickly, as minutes and
even seconds matter in the urgent, early stages of an incident.37   Furthermore,
tight security is essential, especially if the incident is the result of a terrorist
attack, because an active adversary might try to subvert the communications or
destroy data integrity.38   In addition, an atmosphere of crisis and emergency
provides opportunities for hostile elements to overcome security measures that
are normally operative under nonemergency circumstances; thus, another re-
search area is how to build systems that permit security exceptions to be declared
without introducing new vulnerabilities on a large scale.

33CSTB (1999a), p. 39.
34Christen et al.  (2001).
35CSTB (1996), p. 14.
36CSTB (1999a), p. 29.
37CSTB (1999a), p. 83, and CSTB (1996), p. 12.
38CSTB (1996), p. 24.
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Efforts to coordinate communications are complicated by the fact that emer-
gency response to a large-scale incident has many dimensions, including direct
on-the-ground action and response, management of the incident response team,
operations, logistics, planning, and even administration and finance.  Moreover,
response teams are likely to include personnel from local, county, state, and
federal levels.39

Research in a number of areas can advance the state of the art for emergency-
response C3I systems, thereby improving their effectiveness for terrorist inci-
dents.  In addition, the development of better C3I systems for emergency re-
sponse will have application to responding to natural disasters as well.

Ad Hoc Interoperability

Different emergency responders must be able to communicate with each
other, but poor interoperability among responding agencies is a well-known prob-
lem—and one that is as much social and organizational as it is technical.  The
fundamental technical issue is that different agencies have different systems,
different frequencies and waveforms, different protocols, different databases, and
different equipment.40   At the same time, existing interoperability solutions are
ad hoc and do not scale well.41   Moreover, the nature of agencies’ missions and
the political climates in which they traditionally operate make it difficult for them
to change their communication methods.  Thus, it is unlikely that agencies will
ever be strongly motivated to deploy interoperable IT systems.

Exercises may help identify and solve some social and organizational prob-
lems, but rivalries and political infighting about control and autonomy will prob-
ably remain.  It is for this reason that the notion of uniform standards to which the
communications protocols of different agencies will adhere is not likely to be an
adequate solution to problems of interoperability.  Indeed, such exercises are of
particular value precisely because they help to reveal the rivalries and infighting
whose resolution is important to real progress in this area.

The communication process somehow has to work within this reality of
organizational resistance.42    In the ideal case, communication among the myriad
agencies that respond to a crisis would be done smoothly through at least three
different phases.  In the first phase, the initial responding agencies immediately
deploy their ad hoc communication structures, using their existing communica-
tion facilities and equipment.  In the second phase, the agency-specific communi-
cation structure transitions to one that is systemwide.  In the third phase, the

39CSTB (1999a), p. 7.
40CSTB (1999a), p. 26.
41CSTB (1999b)), p. 119.
42CSTB (1999a), p. 27.
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multiple organizations establish full, efficient interoperability.43   At this point,
all participants should be able to communicate with critical teams and get essen-
tial information in a timely and efficient manner.  Critical central decisions should
flow smoothly downward.  Similarly, low-level urgent requests for communica-
tion, assistance, or information should flow upward to the appropriate agency and
then back to the appropriate operatives.44   Interactions take place among re-
sponders and between responders and the public; people who have not worked
closely with one another are suddenly brought together under demanding circum-
stances, yet they are expected to interact well.45

In most actual cases, however, these “phases” do not proceed so smoothly.
Research is clearly needed on transitioning from the initial, unit-specific, ad hoc
structure to an interoperable, systemwide structure and in a graceful manner, with
zero or minimal disruption of function during that transfer.46   This complex
problem requires study both by technologists and social scientists:  The technolo-
gies must be easy enough to use so that they complement the users rather than
distract them from their missions, and the technologies of different responders
must complement each other as well (or at least not clash).47

Thus research is also needed for defining low-level communication proto-
cols and developing generic technology that can facilitate interconnection and
interoperation of diverse information resources.48   One example of research is
the development of software-programmable waveforms that can (in principle)
allow a single radio to interoperate with a variety of different wireless communi-
cations protocols.49   A second example is an architecture for communications,
perhaps for selected mission areas, that translates agency-specific information
into formats and semantics compatible with a global system.50

Emergency Management of Communications Capacity

In an emergency, extraordinary demands are placed on communications ca-
pacity.  A disaster is likely to destroy some but not all of the communications
infrastructure in a given area, leaving some residual capability.  Meanwhile, the
disaster provokes greater demands for communication from the general public.
The result is often a denial-of-service condition for all, including emergency-

43CSTB (1996), p. 21.
44CSTB (1999a), pp. 25-26.
45CSTB (1999a), pp. 30, 32.
46CSTB (1999a), p. 26.
47CSTB (1999a), pp. 50, 84;  and CSTB (1996), p. 33.
48CSTB (1999a), p. 85
49CSTB (1997).
50See CSTB (1999c) for a discussion of mission slices and working the semantic interoperability

problem.
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communications services.  The absence of a telephone dial tone in a disaster area
is common because of increased demands.51   Even under high-traffic but non-
emergency situations, cell-phone networks are sometimes unable to handle the
volume of users in a given cell because of statistical fluctuations.  Nor is the
Internet immune to such problems—congestion of shared Internet links, includ-
ing both last-mile and aggregated feeder links, can cause lockouts to occur on
facilities that are still operational in the disaster area.

Research is needed on using residual (and likely saturated) capacity more
effectively, deploying additional (surge) capacity,52  and performing the trade-
offs among different alternatives.  One problem in this area is the management of
traffic congestion and the development of priority overrides for emergency usage
(and prevention of the abuse of such authority).53   A second problem is that
optimization algorithms for communications traffic that are appropriate in nor-
mal times may have to be altered during emergencies.  For example, the destruc-
tion of physical facilities such as repeaters and the massive presence of debris
could result in an impaired environment for radio-frequency transmissions.  The
rapid deployment of processors optimized to find weak signals in a suddenly
noisier environment could do much to facilitate emergency communications.
DSL systems, for example, can reallocate huge bandwidth to a single phone line
by coordinating it with all the phone lines nearby (one can sometimes get 10
times the bandwidth if this is done right).  Under normal circumstances, the
interests of the other users would defeat such a system (with cross talk), but in an
emergency those interests could be reprioritized.

Research is also needed for self-adaptive networks that can reconfigure them-
selves in response to damage and changes in demand, and that can degrade
gracefully.54  For example, in a congested environment, programmed fallback to
less data-intensive applications (e.g., voice rather than video, text messaging
rather than voice) may provide minimal communications facility.  Even today,
many cellular networks allow the passing of text messages.  Also, public and
private elements of communications infrastructure could both be tapped to pro-
vide connectivity in a crisis, 55  as happened in New York City on September 11.

51CSTB (1996), p. 17.
52CSTB (1999a), p. 83.
53CSTB (1999a), p. 39.  In addition, the White House’s National Communications System  office

has moved to implement a wireless priority service that facilitates emergency recovery operations for
the government and local emergency-service providers.  This service will be implemented in phases,
with an immediate solution available in early 2002 in selected metropolitan areas and a nationwide
solution (yet to be developed) scheduled for late 2003.  Further work after 2003 will concentrate on
the development and implementation of third-generation technologies that enable high-speed wire-
less data services. See Convergence Working Group, Report on the Impact of Network Convergence
on NS/EP Telecommunications: Findings and Recommendations, February 2002.

54CSTB (1999a), p. 39.
55CSTB (1999a), p. 39.
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Security of Rapidly Deployed Ad Hoc Networks

The management of communications networks poses unique problems in a
crowded, emergency disaster zone.  Security must be established rapidly from the
outset, as the terrorists might try to mix among the first responders.56   It is also
necessary to determine a means for temporarily suspending people’s access to
facilities, communications, and data without impeding the ability of those with
legitimate need to use them.  Yet this suspension process has to be done rapidly,
given that minutes and seconds matter in severe emergencies.

Research is therefore needed on the special security needs of wireless net-
works that are deployed rapidly and in an ad hoc manner.  (For example, ad hoc
networks are not likely to have a single system administrator that can take re-
sponsibility for allocating user IDs.)

Information-Management and Decision-Support Tools

In a chaotic disaster area, a large volume of voice and data traffic will be
transmitted and received on handheld radios, phones, digital devices, and por-
table computers.  Nevertheless, useful information is likely to be scarce and of
limited value.  Thus, research is needed on “decision-support” tools that assist the
crisis manager in making the most of this incomplete information.57

Communications with the Public During an Emergency

In a crisis, channels to provide information to the public will clearly be
needed.  Radio, television, and often the Web provide such information today,
but it is usually generic and not necessarily helpful to people in specific areas or
with specific needs.  Research is needed to identify appropriate mechanisms—
new technologies such as “call by location” and zoned alert broadcasts—for
tailoring information to specific locations or individuals.58   To be effective in
interacting with individual users, ubiquitous and low-cost access is required.59

In addition, such systems should be highly robust against spoofing (entry by an
intruder masquerading as a trusted host) so that only authorized parties can use
them to send out information.

For example, the current cell-phone system does not directly support these
functions, but it might be possible to modify and exploit it to provide “reverse
911” service,60  i.e., a one-way channel to those affected that provides a continual

56CSTB (1996), p. 24.
57CSTB (1996), p. 104.
58CSTB (1999a), p. 35.
59CSTB (1999a), p. 40.
60CSTB (1999a), p. 35.
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flow of relevant information and guidance.  Such mechanisms would probably
have to be locally self-sufficient.  That is, the disaster might spare the local cell
site—or a temporary cell site could be deployed along with wireless alterna-
tives61 —but access to central services might not be possible.

Finally, providing information to those located outside the immediate emer-
gency area gives important psychological comfort and helps to mitigate the
disaster’s consequences.  (For example, in the immediate aftermath of the Sep-
tember 11 attacks, “I’m alive” bulletin boards sprang up spontaneously.)  Re-
search is needed for establishing more effective means of achieving this objec-
tive—especially in updating the status of affected people—while compromising
the local communications infrastructure to a minimal degree.

Emergency Sensor Deployment

During an emergency, responders need information about physical on-the-
ground conditions that is sufficiently fine-grained and accurate to be useful.  It is
virtually inevitable that no preexisting sensor network will be in place to provide
adequate information, so the deployment of sensors in response to a disaster is
likely to be necessary.  Depending on the nature of the emergency, sensor capac-
ity would be needed to identify and track the spread of nuclear, chemical, or
biological contaminants, characterize and track vehicular traffic, locate survivors
(e.g., through heat emanations, sounds, or smells), and find pathways through
debris and rubble.  Developing robust sensors for these capabilities is one major
challenge; developing architectural concepts for how to deploy them and inte-
grate the resulting information is another.

Precise Location Identification

In a severe crisis, determining the location both of physical structures and of
people is a major problem because of debris, airborne contaminants such as
smoke and dust, and perhaps simply a lack of illumination.  Therefore, techno-
logical solutions, such as embedded location sensors, are probably essential.
Distributed sensor networks, either already in place or deployed in response to an
incident, can be valuable information sources.62

While technologies like the Global Positioning System could also play a
major role, airborne contaminants and equipment damage might render them
ineffective.  The information needs of the responders and those affected will thus

61CSTB (1996), p. 18.
62CSTB (1996), pp. 24, 25; CSTB (2001a).
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require rapid access to accurate databases—of blueprints and building diagrams,
for example.63

Research is needed to develop digital floor plans and maps of other physical
infrastructure.64   The resulting data could be stored in geographic information
systems (GIS), which would allow responders to focus on the high-probability
locations of missing people (such as lunchrooms) and avoid dangerous searches
of low-probability locations (such as storage areas).65   Research is needed in
wearable computers for search-and-rescue operations66  so that responders could
update the GIS in real time as they discover victims and encounter infrastructural
damage.  Another research area is in “map ants”67 —distributed, self-organizing
robots deployed in a disaster area to sense movement or body heat, for instance.
It may also be possible to develop technology to generate the data for accurate
maps of a debris-strewn disaster location.

Finally, keeping track of emergency responders’ positions within a disaster
area is an essential element of managing emergency response.  Technology (simi-
lar to E-911 for cell phones) to monitor the progress of these individuals auto-
matically is not yet available on a broad scale.

Mapping the Physical Infrastructure of IT

As noted above, the telecommunications infrastructure is for the most part
densely connected; hence physical attack is unlikely to disrupt it extensively for
long periods of time.  However, the physical infrastructure of telecommunica-
tions (and the Internet) does not appear to be well understood (that is, immediate
knowledge of where various circuits are located is unavailable), and there may
well exist critical nodes whose destruction would have a disproportionate impact.
(On the other hand, knowing where these critical nodes are is difficult for both
network operators and terrorists.)  Thus an important priority is to develop tools
to facilitate the physical mapping of network topology, and to begin that mapping
now with the tools that are currently available.  This is particularly important for
converged networks over which both voice and data are carried.

63Hightower, J., and G. Boriello.  2001.  “Location Systems for Ubiquitous Computing,” IEEE
Computer, Vol. 33, No. 8, August.

64As one example, consider that a firm that installs fiber-optic cables in a city’s sewers is capable
of mapping those sewers as well using a sewer-crawling robot that lays cable and tracks its position.

65CSTB (1996), p. 14.
66CSTB (1999a), p. 38.
67A study in progress by the Computer Science and Telecommunications Board, Intersections

Between Geospatial Information and Information Technology, discusses these self-organizing ro-
bots.
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Characterizing the Functionality of Regional Networks for
Emergency Responders

To develop mechanisms for coordinating emergency-response activities, it is
necessary to understand what the various communications and computer net-
works of emergency responders in a given region are supposed to do.  For ex-
ample, managers from different agencies often speak different “languages” in
describing their needs, capabilities, and operational priorities; a common concep-
tual framework for these purposes would be enormously helpful for coordination
of planning activities, yet one is not yet available.68   Sharing of information
among the various providers of critical infrastructure and emergency-response
agencies, even about common tasks and processes, has been a rather uncommon
activity in the past.

Recommendation 5.8:  IT and C3I Research

• Understand how to transition gracefully and with minimal disruption
from a unit-specific communication system to a systemwide structure.

• Define new communication protocols and develop generic technology
to facilitate interconnection and interoperation of diverse information
sources.

• Develop approaches for communication systems to handle surge ca-
pacity and function in a saturated state.

• Develop methods to provide more capacity for emergency communi-
cation and coordination.

• Create self-adaptive networks that can reconfigure themselves as a
function of damage and changes in demand and that can degrade gracefully.

• Understand the special security needs of rapidly deployed wireless
networks.

• Develop decision-support tools to assist the crisis manager in making
decisions based on incomplete information.

• Explore mechanisms to provide information tailored to specific indi-
viduals or locations through location-based services.

• Establish more effective means of communicating the status of af-
fected people to those outside the disaster area.

• Develop robust sensors and underlying architectural concepts to track
and locate survivors as well as to identify and track the spread of contami-
nants.

68Christen, Hank, et al., “An Overview of Incident Management,” Perspectives on Preparedness,
No. 4, September 2001, available online at <http://ksgnotes1.harvard.edu/BCSIA/Library.nsf/pubs/
PO4>.



166 MAKING THE NATION SAFER

• Create digital floor plans and maps of other physical infrastructure,
and use wearable computers and “map ants” to generate maps that can be
updated.

• Develop tools to map network topology, especially of converged net-
works that handle voice and data traffic.

• Begin to characterize the functionality of regional networks for emer-
gency responders.

Information Fusion

Promising to play a central role in the future prevention, detection, and
remediation of terrorist acts, “information fusion” is defined as the use of com-
puter technology to acquire data from many sources, integrate these data into
usable and accessible forms, and interpret them.  Such processed data can be
particularly valuable for decision makers in law enforcement, the intelligence
community, emergency-response units, and other organizations combating ter-
rorism.  Not surprisingly, an inherent problem of information fusion is data
interoper-ability—the difficulty of merging data from multiple databases, mul-
tiple sources, and multiple media.

• Prevention.  Security checkpoints have become more important and more
tedious than ever at airports, public buildings, sporting venues, and national
borders.  But the efficiency and effectiveness of checkpoints could be signifi-
cantly improved by creating information-fusion tools to support the checkpoint
operator in real time.  For example, future airport-security stations could integrate
data received from multiple airports to provide a more global view of each
passenger’s luggage and activities on connecting flights.  The stations could use
data-mining methods to learn which luggage items most warrant hand-inspection,
and they could capture data from a variety of biometric sensors to verify the
identities of individuals and search for known suspects.

• Detection.  Intelligence agencies are routinely involved in information
fusion as they attempt to track suspected terrorists and their activities, but one of
their primary problems is managing the flood of data.  There are well-known
examples in which planned terrorist activity went undetected despite the fact that
relevant evidence was available to spot it—the evidence was just one needle in a
huge haystack.  Future intelligence and law-enforcement activities could there-
fore benefit enormously from advances in automatic interpretation of text, image,
video, sensor, and other kinds of unstructured data.  This would enable the com-
puter to sort efficiently through the massive quantities of data to bring the rel-
evant evidence (likely combined from various sources) to the attention of the
analyst.

• Response.  Early response to biological attacks could be supported by
collecting and analyzing real-time data, such as admissions to hospital emer-
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gency rooms and veterinary offices or purchases of nonprescription drugs in
grocery stores, and integrating it with background information about the affected
patient’s residence and job address.  Prototype systems are already under devel-
opment, including one that monitors real-time admissions to 17 emergency de-
partments near Pittsburgh, to generate profiles of ER visits, and discern patterns
of activity.  If anomalous patterns emerge that may signify an outbreak of some
new pathogen, system administrators can quickly alert health officials.

Many other opportunities exist for such computer-aided “evidence-based
decision making.”  For example, the monitoring of activity on computer networks
might flag potential attempts to break through a firewall; or sensor networks
attached to public buildings might flag patterns of activity within the building
that suggest suspicious behavior.  In these kinds of cases, because the data is
voluminous and derives from a variety of sources, an unaided decision maker
might have difficulty detecting subtle patterns.

As a general proposition, the development of tools that provide human ana-
lysts with assistance in doing their jobs has a higher payoff (at least in the short to
medium term) than tools that perform most or all of the analyst’s job.  This places
a greater emphasis on approaches that use technology to quickly sift large vol-
umes of data to flag potentially interesting data items for human attention (as
opposed to approaches that rely on computers to make high-level inferences
themselves in the absence of human involvement and judgment).

A final dimension of information fusion is nontechnical.  That is, disparate
institutional missions may well dictate against a sharing of information at all.
Underlying successful information fusion efforts is a desire to share informa-
tion—and it is impossible to fuse information belonging to two agencies if those
two agencies do not communicate with each other.  Establishing the desire to
communicate among all levels at which relevant information could be shared
may have a larger impact than the fusion that might occur due to advances in
technology.

Data Mining

“Data mining” is the automatic machine-learning of general patterns from a
large volume of specific cases.  For example, given a set of known fraudulent and
nonfraudulent credit-card transactions, the computer system may learn general
patterns that can be used to flag future cases of possible fraud.  Data mining has
grown quickly in importance in the commercial world over the past decade, as a
result of the increasing volume of machine-readable data, advances in statistical
machine-learning algorithms for automatically analyzing these data, and im-
proved networking that makes it feasible to integrate data from disparate sources.
Decision-tree learning, neural-network learning, Bayesian-network learning, and
logistic-regression-and-support vector machines are among the most widely used
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statistical machine-learning algorithms.  Dozens of companies now offer com-
mercial implementations, which are integrated into database and data-warehous-
ing facilities.

A typical commercial application of data mining is fraud detection for credit
cards, telephone calls, and insurance claims (by learning from historical data on
transactions known to be fraudulent).  Other applications are in assessing mortal-
ity risk for medical patients (by learning from historical patient data) and predict-
ing which individuals are most likely to make certain purchases (by analyzing
data on other individuals’ past purchasing).  The majority of these commercial
data-mining applications involve well-structured data.

Limitations of the current commercial technology include the inability to
mine data that is a combination of text, image, video, and sensor information (that
is, data in “nonstructured” formats) as well as the inability to incorporate the
knowledge of human experts into the data-mining process.  Despite the signifi-
cant value of current machine-learning algorithms, there is also a need to develop
more accurate learning algorithms for many classes of problems.

New research is needed to develop data-mining algorithms capable of learn-
ing from data in both structured and nonstructured formats.  And whereas current
commercial systems are very data-intensive, research is needed on methods for
learning when data are scarce (e.g., there are only a few known examples of some
kinds of terrorist activity) by incorporating knowledge of human experts along-
side the statistical analysis of the data.  Another research area is better mixed-
initiative methods that allow the user to visualize the data and direct the data
analysis.

Data Integration

New research is needed to normalize and combine data collected from mul-
tiple sources, such as the combination of different sets of time-series data (e.g.,
with different sampling rates, clocks, and time zones) or collected with different
data schemas (e.g., one personnel database may use the variable “JobTitle” while
another uses “EmployeeType”).

Language Technologies

The area of language technologies has developed a wide variety of tools to
deal with very large volumes of text and speech.  The most obvious commercial
examples are the Web search engines and speech-recognition systems that incor-
porate technology developed with DARPA and NSF funding.  Other important
technologies include information extraction (e.g., extraction of the names of
people, places, or organizations mentioned within a document), cross-lingual
retrieval (e.g., does an Arabic e-mail message involve discussion of a chemical
weapon?), machine translation, summarization, categorization, filtering (moni-
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toring streams of data), and link detection (finding connections).  Most of these
approaches are based on statistical models of language and machine-learning
algorithms.

A great deal of online information, in the form of text such as e-mail, news
articles, memos, and pages on Web sites, is of potential importance for intelli-
gence applications.  Research is needed on methods for accurately extracting
from text certain structured information such as descriptions of events—e.g., the
date, type of event, actors, and roles.  Research is needed to handle multiple
languages, including automatic translation, cross-lingual information retrieval,
and rapid acquisition of new languages.  Other important areas of future research
are link detection (related to the normalization problem mentioned above) and
advanced question answering.

Image and Video Processing

The technologies for image and video processing tend to be domain-specific
and often combine information from multiple modes.  For example, several com-
panies are beginning to offer image-recognition software for face recognition and
automatic classification of medical and other types of images.  Commercially
available video indexing-and-retrieval software improves effectiveness by com-
bining techniques of segmentation, face detection, face recognition, key-frame
extraction, speech recognition, text-caption extraction, and closed-caption index-
ing.  This is a good example of information fusion in which multiple representa-
tions of content are combined to reduce the effect of errors coming from any
given source.

The major limitation of present language and image technologies is that their
accuracy and performance, despite significant progress, need to be considerably
improved.  This is particularly true for counterterrorist systems where the data
may be very noisy (that is, surrounded by irrelevant information) and sparse.

Work is needed on improved algorithms for image interpretation and speech
recognition.  Many of these research issues are specific to problems arising in a
particular medium—e.g., recent progress on face recognition has come primarily
from understanding how to extract relevant image features before applying ma-
chine learning methods, though this approach may not be applicable to machine
learning in other contexts.  However, new research is also needed on perception
based on mixed media—e.g., speech recognition based on sound combined with
lip motion.

Evidence Combination

Many of the techniques used to combine information from multiple sources,
as in video indexing or metasearch engines, are ad hoc.  Current research on
principle-based methods for reasoning under uncertainty needs to be extended
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and tested extensively in more demanding applications.  This is a key technical
problem, with widespread implications for many of the applications mentioned
above—e.g., how to combine evidence from hospital admissions and from non-
prescription drug purchases to detect a probable bioterrorist attack; how to com-
bine evidence from face recognition and voice print to estimate the likely identity
of a person; or how to combine evidence from multiple sensors in a building to
detect anomalous activity.

Recommendation 5.9:  Information Fusion Research

• Develop more effective machine-learning algorithms for data mining,
including learning using different data types (text, image, audio, video).

• Develop methods for systems to learn when data are scarce.
• Create better mixed-initiative methods that allow the user to visual-

ize the data and direct the data analysis.
• Explore new methods to normalize and combine data from multiple

sources.
• Create methods to extract structured information from text.
• Build approaches to handle multiple languages.
• Improve algorithms for image interpretation, speech recognition, and

interpretation of other sensors (including perception based on mixed media).
• Extend, and test extensively in more demanding applications, the

principle-based methods for reasoning under uncertainty.

PRIVACY AND CONFIDENTIALITY

As pressure mounts for the government to collect and process more informa-
tion, it becomes increasingly important to address the question of how to mini-
mize the negative impacts on privacy and data confidentiality.

Research is needed to provide policy makers with accurate information about
the impact on confidentiality of different kinds of data disclosure.  Research is
also needed on new data-mining algorithms that discover general trends in data
without requiring full disclosure of the individual data records.  One example is
data-mining algorithms that work by posing statistical queries to each of a set of
databases, rather than gathering every data record into a centralized repository.
Another is zero-knowledge data mining, in which general trends in data can be
uncovered without requiring full disclosure of individual data records.  (How-
ever, note that for many applications such as badges and access tokens, personal
information of the sort mentioned is not necessary; the only requirements are that
the token be recognizable as valid and that it has been issued to the person
presenting it.  It doesn’t even have to have an individual’s name on it.)

A related issue is the fact that a sufficient aggregation of nonpersonally
identified information can often be used to identify a person uniquely.  For
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example, identifying someone as a man of Chinese extraction with a doctorate in
physics who enjoys swing dancing, has an adopted 7-year-old daughter, and lives
in upper-northwest Washington, D.C., is likely sufficient to specify a unique
individual.  Thus, the mere fact that information is disconnected from personal
identifiers is no assurance that an individual cannot be identified if data are
aggregated.

PLANNING FOR THE FUTURE

Planning for the future is also a critical dimension of any research agenda,
though the resources devoted to it need not be large.  New system architectures
and technologies, such as switched optical networks, mobile code, and open-
source or multinational code development, will have different vulnerabilities and
hence require different defense strategies.  Similarly, new device types such as
digital appliances, wireless headphones, and network-capable cell phones pose
new challenges.  Even today, it is hard to interconnect systems with different
security models or security semantics; and unless we deal with this problem, it
will become increasingly difficult in the future.

Furthermore, the characteristics of deployed technology that protect the na-
tion against catastrophic IT-only attacks today (e.g., redundancy, system hetero-
geneity, and a reliance on networks other than the Internet for critical business
functions) may not obtain in the future.  Indeed, some trends, such as deregula-
tion, system monocultures, and the dominance of a smaller number of products,
are pushing the nation’s critical infrastructure providers to reduce excess capac-
ity, even though this is what provides much of the redundancy so important to
reduced vulnerability.

For these reasons, researchers and practitioners must be vigilant to changes
in network technology, usage and reliance on IT, and potentially decreasing
diversity.  In addition, research focused on the future is likely to have a slant that
differs from those of the other research efforts described in this chapter.  While
the latter efforts might be characterized as building on existing bodies of knowl-
edge (and are in that sense incremental), future-oriented research would have a
more radical orientation:  It would try to develop alternative paradigms for secure
and reliable operation that would not necessarily be straightforward evolutions
from the Internet and information technology of today.

For example, one such pursuit might be the design of appropriate network
infrastructure for deployment in 2020 that would be much more secure than the
Internet of today.  Another might be an IT infrastructure whose security relied on
engineered system diversity—in which deployed systems were sufficiently simi-
lar to be interoperable yet sufficiently diverse to essentially be resistant to large-
scale attacks.
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IMPLEMENTATION

The IT research areas of highest national priority for counterterrorism are
information and network security, emergency response, and information fusion.
Within each of these areas, a reasonably broad agenda is appropriate, as none of
them can be characterized by the presence of a single impediment whose removal
would allow everything else to fall into place.  Advances in these areas may
prevent some attacks on the IT infrastructure from succeeding.  In the event an
attack does occur, whether against the IT infrastructure alone or against some
physical part of the nation, IT may help to rapidly and accurately identify its
nature, reduce its effectiveness, aid in responding to it, and enable a quicker and
fuller recovery.  Indeed, even if the IT infrastructure is not deliberately attacked,
significant damage to it may be a consequence of an attack directed elsewhere,
and in any event any significant attack will result in extraordinary demands for
emergency communications being placed on it.  A stronger IT infrastructure
would be beneficial in any case.

A point that deserves emphasis is the broad utility of the research agenda
described above.  Progress in these areas has applications not only for counter-
terrorism efforts but also for a wide range of other important national endeavors
such as responding to natural disasters and decreasing cybercrime.

Most of these research areas are not new.  Efforts have long been under way
in information and network security and information fusion, though additional
research is needed because the resulting technologies are not sufficiently robust
or effective, they degrade performance or functionality too severely, or they are
too hard to use or too expensive to deploy.  Information technologies for emer-
gency response have not received a great deal of attention, though efforts in other
contexts (e.g., military operations) are intimately related to progress in this area.69

The time scale on which the fruits of efforts in these areas will become
available ranges from short to long.  That is, each of these areas has technologies
that can be beneficially deployed on a relatively short time scale (e.g., in a few
years).  Each area also has other prospects for research and deployment on a
much longer time scale (e.g., a decade or more) that will require the development
of entirely new technologies and capabilities.

What drives the designation of these research areas as high priority?

• Information and network security is critical because of the potentially

69Military communications and civilian emergency-response communications have similarities
and differences. Military forces and civilian agencies share the need to deploy emergency capacity
rapidly, to interoperate, and to operate in a chaotic environment.  While military communications
must typically work in a jamming environment or one in which there is a low probability of intercept,
these conditions do not obtain for civilian emergency-response communications.  Also, military
forces often must communicate in territory without a preexisting friendly infrastructure, while civil-
ian agencies can potentially take advantage of such an infrastructure.
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amplifying effect of attacks on IT when combined with attacks on the physical
infrastructure, given the nation’s increasing dependence (though much of it is
avoidable) on information technology.

• IT for emergency response is essential because of the unfortunate reality
that the probability of catastrophic terrorism cannot be reduced to zero; the ability
to respond quickly and effectively to a catastrophic situation will always be
needed.

• Information fusion is important in today’s counterterrorism efforts, where
the essential problem is how to identify potential threats amidst enormous
amounts of possibly relevant information; sophisticated techniques for filtering
and processing this information are needed.

Unlike some other sectors of national importance, the IT sector is one over
which the federal government has little leverage.  IT sales to the government are
a small fraction of the IT sector’s overall revenue, and IT vendors have little
incentive to include security features at the behest of government alone.  More-
over, there is essentially no history of government regulation of IT products and
services, in contrast, say, to the traditional oversight of the electric-power indus-
try.  Indeed, we can expect that attempts at such regulation will be fought vigor-
ously, or may fail, because of the likely inability of a regulatory process to keep
pace with rapid changes in technology.

Under these circumstances, it seems most desirable to engage the private
sector constructively and to emphasize market solutions.  For example, IT ven-
dors probably will respond if the private sector demands more security in IT
products; if so, security may become a competitive advantage for various IT
vendors, much as additional functionality and faster performance are today.  At
the same time, government may have a role in changing market dynamics in such
a way that the private sector does pay more attention to security-related issues.

A second critical dimension of influencing security-related change is the
federal government’s nonregulatory role, particularly in its undertaking of re-
search and development of the sorts described above.70   Such R&D might im-
prove security and interoperability, for example, and reduce the costs of imple-
menting such features—thereby making it less painful for vendors to adopt them.

It is not clear which government agency, or agencies, would best be suited to
support the above agenda.  However, the more important policy issue at present is
that the organization of that federal research infrastructure have the attributes
itemized below.  It would:

70Another potentially important aspect of the government’s nonregulatory role, outside the scope
of this report, is the leadership role it could play itself with respect to information and network
security.  For more discussion, see CSTB (2002a).
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• Engage and support multidisciplinary, problem-oriented research that is
useful both to civilian and military users.

• Have a research program driven by a deep understanding of vulnerabili-
ties.  This will likely require access to classified information, even though most
of the research will be unclassified.

• Support a substantial effort in research areas with a long time horizon for
payoff.  Historically, such investigations have been housed most often in
academia, which can conduct research with fewer bottom-line-driven pressures
for immediate delivery.  This is not to say that private industry has no role.
Indeed, because the involvement of industry is critical for deployment, and also is
likely to be essential for developing prototypes and mounting field demonstra-
tions, support of both academia and industry (perhaps even jointly) in develop-
mental efforts is highly appropriate.

• Provide support extending for time scales that are long enough to make
meaningful progress on hard problems (perhaps 5-year project durations) and in
sufficient amounts that reasonably realistic operating environments for the tech-
nology could be constructed (perhaps $2 million to $5 million per year per site for
system-oriented research programs).

• Invest some small fraction of its budget on thinking “outside the box” in
consideration (and possible creation) of alternative futures.

• Be more tolerant of research directions that appear not to promise imme-
diate applicability.  Research programs, especially in IT, are often—even gener-
ally—more “messy” than research managers would like.  The desire to terminate
unproductive lines of inquiry is understandable, and sometimes entirely neces-
sary, in a constrained budget environment.  On the other hand, it is frequently
very hard to distinguish between (A) a line of inquiry that will never be produc-
tive and (B) one that may take some time and determined effort to be productive.
While an intellectually robust research program must be expected to go down
some blind alleys occasionally, the current political environment punishes such
blind alleys as being of Type A, with little apparent regard for the possibility that
they might be Type B.

• Be overseen by a board or other entity with sufficient stature to attract top
talent, provide useful feedback, and be an effective sounding board for that talent.

• Pay attention to the human resources needed to sustain the counterterror-
ism information technology research agenda.  This need is especially apparent in
the fields of information and network security and emergency communications.
Only a very small fraction of the nation’s graduating doctoral students in infor-
mation technology specialize in either of these fields, only a very few professors
conduct research in these areas, and only a very few universities support research
programs in these fields.

One additional attribute of this R&D infrastructure would be desirable,
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though it is not clear how it might be achieved.71   The success of the nation’s
R&D enterprise in information technology (as well as in other fields) rests in no
small part on the ability of researchers to learn from each other in a relatively free
and open intellectual environment.  Constraining the openness of that environ-
ment (e.g., by requiring that research be classified or forbidding certain research
from being undertaken) would have obvious negative consequences for research-
ers and the creation of new knowledge.  On the other hand, keeping a counter-
terrorist agenda in mind, the free and open dissemination of information has
potential costs as well, because terrorists may obtain information that they can
use against us.  Historically, these competing interests have been balanced—with
more of one in exchange for less of the other.  But the committee believes (or at
least hopes) that there are other ways of reconciling the undeniable tension, and
calls for some thought to be given to a solution to this dilemma that does not
demand such a trade-off.  If such a solution can be found, it should be a design
characteristic of the R&D infrastructure.

Finally, successfully addressing the privacy and confidentiality issues that
arise in counterterrorism efforts will be critical for the deployment of many
information technologies.  These issues are serious enough to merit their own
research efforts, though not at the scale and intensity that the other areas might
warrant.
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6

Energy Systems

INTRODUCTION

Our economy and quality of life require a plentiful and continuous supply of
energy.  Though energy per se accounts for less than 10 percent of our gross
national product, much of the balance of the economy will not function without
it.  Commerce, manufacturing, and employment are all highly dependent on
natural gas, refined oil products, and electricity.  Health care, schools, and uni-
versities are dependent on electricity and, frequently, natural gas.  Telecommuni-
cations and information technology require a high-quality and reliable electrical
power supply.  Transportation is most dependent on oil products but also has
great need for electricity to manufacture the vehicles and operate airports, traffic
management systems, rail transit systems, and terminals.  Because our reliance
on energy is so great, our vulnerability to an interruption in its supply also is
great.

Included among U.S. energy systems are extensive networks of electric gen-
erating facilities and transmission lines, natural gas pipelines, oil refineries and
pipelines, and coal mines and transport.  These systems, and their operators’
emergency-response plans, have been tested by natural disasters such as floods
and earthquakes; in general, the affected industries have returned disrupted sys-
tems to operation relatively quickly.  Sabotage of individual components has also
posed a nuisance, but the impacts have generally been manageable.  However, the
industry’s response capabilities were not designed to handle extensive, well-
organized acts of terrorism aimed at key elements of the energy system.

The oil, natural gas, and electrical systems have several broad characteristics
in common.  Transport can extend over thousands of miles, often through remote



178 MAKING THE NATION SAFER

and unprotected lands.  The systems are frequently controlled remotely, relying
on supervisory control and data acquisition (SCADA) systems.  Each system also
has certain unique characteristics.  Electricity cannot be stored for use when
needed, whereas oil and natural gas products can be stored in limited quantities
near points of use (thus lessening the impact of a shortage if the supply is inter-
rupted).  Also, oil products can be imported from overseas and transported by a
variety of modes.  Another important difference is that the refineries for convert-
ing crude oil into its large family of products are generally very large and com-
plex facilities, located in just a few areas of the country, while the electric gener-
ating facilities come in a great range of sizes and are widely distributed throughout
the nation.  While some oil and gas operations generate their own power, most are
highly dependent on electricity for their operations.  In turn, about one-fifth of all
electric power is generated from natural gas and oil products.

Analysis of possible targets, weapons, and delivery systems and of direct and
indirect consequences reveals several very dangerous scenarios.  The scenarios of
greatest concern involve the electrical system.  When service is lost, there are
immediate consequences to every person, home, and business.  An extended
outage of electricity would have profound consequences.

Natural gas supply is also vulnerable, but the use of gas is not as universal as
that of electricity.  The oil sector has several vulnerable points, but, as noted
above, it has backup alternatives.  Coal is the least vulnerable and will not be
considered in this analysis.

Several recent trends in the energy industries have increased the vulnerabil-
ity of their infrastructures and made serious loss of service from terrorist attack
more likely.  To improve efficiency of operations, there has been a rapid increase
in the use of automation and computerization; therefore each industry now relies
heavily on information management and telecommunications systems.  Low mar-
gins and various competitive priorities have encouraged industry consolidation,
with fewer and bigger facilities and intensive use of assets in place.  With no new
refineries having been constructed since 1978, average refinery operation is at 93
percent of capacity (EIA, 2001).  Control is more centralized, spare parts inven-
tories have been reduced, and subsystems are highly integrated across the entire
business.  Few or no personnel at key facilities (i.e., electric substations and
pipeline pumping stations), congested transmission corridors, and increased reli-
ance on unsecured telecommunications and SCADA systems are common.
(SCADA systems are also discussed in Chapter 5.)

This economic and competitive setting has led to reduced investment in
system capacity and technology development.  For example, annual additions to
electrical transmission capacity declined 60 percent in the 5-year period 1990-
1995, as compared with 1985-1990.  The result is increased reliance on technol-
ogy developed by vendors and increased outsourcing of key functions such as
maintenance and security.

The electricity sector also is changing fundamentally as it incorporates more
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competition and deregulation into what had been a highly regulated system.
Independent power producers are gaining market share, but they support essen-
tially no research and development and have little corporate infrastructure for
issues such as security.  Significant restructuring of the equipment-supply indus-
try has occurred as well, with manufacture of some key components moving
abroad.  Unlike generation, the transmission portion is not being deregulated.
This situation is straining the electric system because the priorities and practices
of generating companies, transmission entities, and customers differ.

All these trends have led to systems that are highly efficient, productive, and
cost-effective, but also subject to increased stress even without the threat of
terrorism.  Controls, cost competition, and regulatory uncertainty could each, in
one way or another, limit the willingness of companies to invest in security
upgrades that might seem desirable from a societal point of view.

It is readily apparent that any prolonged interruption of the supply of basic
energy—be it electricity, natural gas, or oil products—would be a devastating
blow to the nation and its people.  This chapter addresses these systems’ vulner-
abilities and identifies current means of addressing them, which should be imple-
mented as rapidly as feasible.  The chapter then describes key areas for R&D on
materials, tools, systems, and methods.  These R&D programs should be initiated
immediately, and the resulting technologies should also be implemented as rap-
idly as feasible, although in some cases this could take up to 10 years.  Overall,
the recommendations in this chapter stress the importance of expediting imple-
mentation of technologies to reduce vulnerability due to the urgency of protecting
this infrastructure.  The most critical recommendations are numbers 6.9, 6.10,
6.11, 6.15, 6.16, and 6.17 below.

More fundamental changes, which might reduce vulnerability still further,
are of course possible.  Electricity generation might become more decentralized,
reducing the impact of the loss of key components.  The use of renewable energy
resources (e.g., wind and photovoltaics) would complement this trend.  The use
of energy—oil in particular—could become more efficient, reducing the need for
imports and, to some extent, vulnerability to upheavals in the Middle East.  The
use of alternative fuels derived from renewable energy or coal might grow, reduc-
ing dependence on the most vulnerable components of the energy systems.  How-
ever, all these possibilities also have drawbacks, such as poor economics,
unreliability, or remoteness.  Furthermore, the U.S. energy systems are massive,
and major changes can take decades, even after the technologies are developed.
While it is worthwhile pursuing these research options and encouraging a diver-
sity of supply, they will make little or no difference in reducing vulnerability to
terrorism over the time frame of this study.

Although the threat of terrorism to our homeland places new requirements
on energy infrastructures, the industry can draw on experience elsewhere.  Be-
cause the national security and defense communities of this country have lived
with such requirements for decades, a key element of our strategy must be to
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accelerate communication and cooperation between members of those commu-
nities and the owners of energy infrastructures, including transfer of technology
as appropriate.

ELECTRIC POWER

Introduction

The impact of a prolonged interruption in the electric power supply to any
region of the country would be much larger than the economic loss to the energy
sector alone.  With the introduction of digital technology throughout our society,
the cost of outages (e.g., from equipment failure or weather-related incidents) has
significantly increased—from $30 billion in 1995 to $119 billion in 2001
(Clemmensen, 1993; EPRI, 2001).  The nation’s electric power systems must
clearly be made more resilient to terrorist attack.

The electric power system consists of four major components:  generation
plants, transmission lines and substations, distribution lines and substations, and
system operations (the last mentioned may be located within a utility’s service
area or may serve a larger set of service territories).  Most generation plants
consist of fuel supply facilities, generators, turbines, heat exchangers, cooling
systems, control systems, and substations that connect to the transmission net-
work.  There are about 10,400 generating stations, with a total installed capacity
of 786 gigawatts (GW), in the United States (EIA, 2001).  Utilities own 82
percent of this generating capacity and independent power producers, the rest.
Coal-fired units accounted for about 51 percent of the power generated, with
nuclear at 20 percent, oil and gas at 18 percent, and hydropower and other
renewable sources at 11 percent.  The transmission system includes high-voltage
lines, towers, and underground cables, as well as transformers, breakers, relays,
and associated control equipment, which is mostly in substations.  The distribu-
tion system includes the lower-voltage distribution lines and cables, substations,
and control equipment.  System operations include monitoring, control, and com-
munications equipment.

Utilities have a century of experience to draw upon, and today they make use
of ever more sophisticated technology to achieve high reliability and quality of
service.  However, September 11 has raised additional concerns about the vulner-
abilities of these highly integrated systems and the consequences to the people
and economy in the event of a terrorist attack.

Representative Vulnerabilities

Two types of terrorist threats are of concern for the electric power system:
physical attacks and cyber- and electromagnetic attacks.  An isolated assault of
either kind on an individual generating station, substation, or control center could
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cause a serious but only local disruption.  By contrast, a coordinated attack on a
selected set of key points in the system could result in a long-term, multistate
blackout.  While power might be restored in parts of the region within a matter of
days or weeks, acute shortages could mandate rolling blackouts for as long as
several years.  A highly stressed system (e.g., if power imports are high and
transmission reserve capacity is low at the time of the attack) would be more
vulnerable to cascading failures and the resulting longer-term blackout.1

Targets might include equipment used in the production or transmission of
electricity and electronic components used to monitor and control the production,
transmission, and flow of electricity, which for the purposes of this chapter are
labeled “controls.”

Much of the equipment under consideration is so large that it must be located
outdoors, where it is vulnerable to weapons ranging from rifles to laser-guided
missiles.  Equipment operating at elevated temperatures could also be targeted
with heat-seeking missiles.  In addition, many of these facilities are vulnerable to
military or even homemade bombs.  Transmission towers and cables are located
in a variety of settings, few of which are fenced or otherwise protected, and
thousands of miles of these lines pass through remote sections of the nation.
Thus they could be easily approached for attack, with little likelihood that the
activity would be observed.  Power lines and substations also are vulnerable to
chaff, conducting strands draped over lines or equipment to cause short circuits.

The “controls” are mostly located in control rooms at generating facilities,
substations, and system-operation centers.  These sites generally are fenced off,
but they are not hardened—excepting nuclear plant control rooms and a few
system control centers.  Most facilities are staffed continuously, but there has
been a trend in recent years to reduce personnel at substations in favor of auto-
mated equipment under remote supervisory control.  At each node in the con-
trolled system, monitoring equipment, sensors, and methods of transmitting the
data and control signals are colocated with the equipment being controlled or
monitored, increasing vulnerability.  Physically, these components can be at-
tacked with weapons similar to those mentioned above, with the possible excep-
tion of heat-seeking devices.

1No widespread, long-term blackouts have occurred in an industrialized country since World War
II.  The worst recent incident was in Auckland, New Zealand, in 1998, with an estimated cost of
U.S.$56 million (McIntyre, 1998).  All four main transmission lines to the central business district
failed, leaving the center of the city largely without power for about 2 months.  Many businesses
failed, among other negative outcomes.  People were able to compensate to some degree with por-
table generators that could be refueled from outside the city.  Because some of the scenarios envi-
sioned here would not include that option, they could result in considerably more serious conse-
quences.
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Control components are also vulnerable to cyber or electromagnetic attack.
Cyberattacks would involve intrusion into the control systems via the Internet or
the affected utilities’ private networks; many of these networks include modem
access, which adds significantly to their vulnerability.  Electromagnetic pulse
(EMP) attack would involve the introduction of radio-frequency or microwave
impulses into the circuitry of the control systems, upsetting their electronics and
leading to network destabilization and outage.  Such outages could be serious, but
they are unlikely to require the replacement of much equipment.

The most insidious and economically harmful attack would be one that ex-
ploits the vulnerabilities of an integrated electric power grid.  “A chain is only as
strong as its weakest link” applies here.  Simultaneous attacks on a few critical
components of the grid could result in a widespread and extended blackout.
Conceivably, they could also cause the grid to collapse, with cascading failures in
equipment far from the attacks, leading to an even larger, longer-term blackout.
In either case, the failure would be caused by the system’s inability to recover
from a multipoint, or “n minus k,” attack  (on k points of a network that has a total
of n nodes).  A single “n minus 1” failure event (or even an “n minus 2” event,
under certain circumstances) probably could be handled by current contingency
plans, which utilities have used for decades in reacting to natural disasters or
major equipment failures.  Recognition of an attack in progress, and initiation of
a system-level response to minimize the harm being done, must occur within a
very short time frame—even just a few seconds.  However, distinguishing be-
tween a routine failure and the start of a series of planned attacks is a very
difficult challenge.

The duration of a terrorist-caused blackout or curtailment would depend on
the extent of the failure and the availability of replacement components and
skilled personnel to make the repairs.  Certain components of the electrical sys-
tem are of particular concern because few spares are available nationally, and
new replacements could take several years to procure.  The shortage could be
alleviated in part by activating available ties to adjacent systems and utilizing
local generating units, but rolling blackouts (as distasteful and economically
damaging as these are) could be needed.

Attacks on nuclear power plants could have special consequences for the
nation’s electric systems.  The outage of a single nuclear station would have an
impact similar to the outage of any other large generation site.  However, the
uniqueness of nuclear power, both from a public and regulatory perspective,
could result in a much wider impact.  Under those circumstances, the U.S. Nuclear
Regulatory Commission (USNRC) might require all operating nuclear units to
shut down until their safety could be assessed by the USNRC and/or additional
security measures could be carried out.  In either case, the sudden removal of that
capacity—about 20 percent of the nation’s generating pool—would put a severe
strain on the rest of the system.  For some regions of the nation, the generating
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capacity loss could approach 40 per cent of the currently available generating
capacity.

Implementation of Existing Technology

Redirecting and Prioritizing Security Attention

This country’s electric power systems have some attributes that may hinder
the implementation of security-based improvements.  By their very nature, the
systems are geographically distributed, making them difficult to protect.  Histori-
cally, analysis has focused on threats from natural disasters; security from ma-
levolent attack has generally not been a high priority.  With the exception of
nuclear power plants, the main purpose of security at most electrical facilities has
been to keep people out for their own safety, not to deter terrorists.  Reserve
capacity (the difference between installed capacity and the amount that’s neces-
sary to meet peak demand) has become small for generation, transmission, and
distribution; highly stressed systems are less resilient in the face of upsets and
take longer to recover.  Deregulation has encouraged efficiency, invested-cost
utilization, and return on investment rather than redundancy, reliability, and secu-
rity.  For the same reasons, power companies keep fewer spares on hand.  Utili-
ties have also reduced their support for research and development;1 in particular,
new protection schemes for countering cyberthreats seriously lag the rapidly
advancing cyberweapons available.  Another consideration is insider threats.
These have been difficult to address because of workplace privacy and individual
rights issues, which continue to inhibit the use of screening and profiling tools.

Recommendation 6.1:  The federal government should review the current
institutional and market settings to determine what, if anything, should be
done to facilitate actions for improving the security and resilience of the
country’s electric power system.

Tools for Identifying System Vulnerabilities to Terrorist Attacks

For a utility or independent power producer, one of the most significant
challenges will be to direct its often limited resources to protecting its most
important elements.  This prioritization must take into account possible threats,
probability of threat, consequences of attack, and response capability.  At the
same time, because the U.S. transmission grids are largely integrated with the

1Presentation by Stephen Gell, director of strategic science and technology, Electric Power Re-
search  Institute, to the Committee on Science and Technology for Countering Terrorism, Panel on
Energy Facilities, Cities, and Fixed Intrastructure, January 10, 2002.
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Canadian and Mexican grids, those systems must likewise be analyzed and their
hardening plans coordinated with those of the United States.  The defense and
national security communities in the country have developed tools for vulnerabil-
ity analysis of physical sites and have used them extensively for over 20 years.
Recently, there has been some success in transferring these tools to parts of the
energy infrastructure.  They should be made available to the rest of the electric
power industry.  By applying these analytical tools to all critical grid compo-
nents, the systems approach to electric power security would identify key vulner-
abilities in a facility and determine the relative value of possible security-upgrade
options.  These tools should include methods that help define appropriate use
of (1) surveillance of critical sites and equipment, (2) hardening selected sites,
(3) barriers to prevent intrusion, and (4) masking of selected equipment.

Recommendation 6.2:  The electric power industry (as well as the oil and
natural gas industries, discussed later in this chapter) should undertake
near-term studies to identify vulnerabilities to physical attack on equipment
and controls.  These studies should include connected Canadian and Mexi-
can assets.  The tools for analysis of vulnerabilities used in the defense com-
munity should be transferred to the energy operators for these studies, along
with adequate training in their application.

For the nation as a whole, the identification of vulnerabilities requires so-
phisticated models and simulations of the infrastructure.  Because these efforts
will require a great deal of information (most of it not easily available to any one
individual player) on such issues as threats and interdependencies, some
infrastructural segments have started establishing information sharing and analy-
sis centers.  This is largely an ad hoc phenomenon, which should be placed on an
organized, rational basis.  In so doing, sensitive data on equipment, its location,
and its vulnerability will have to be examined and protected from those lacking a
need to know, necessitating an information classification system.  This issue is
germane to the oil and natural gas sectors as well.

Recommendation 6.3:  Action should be taken to facilitate information shar-
ing between energy sector components.  Specifically, the government needs
to adjust its policies in order to allow a reasonable balance between the
industry’s access to information on vulnerabilities and threat scenarios, on
the one hand, and the protection of such information to ensure national
security, on the other.  In addition, industry’s concerns about antitrust and
liability issues, as well as freedom-of-information (FOIA) risks, need to be
addressed.  Government support for energy sector information sharing and
analysis centers is essential.  Also, the security classification system for infor-
mation must be reviewed, and modified accordingly, in light of the new
terrorist threats.
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Addressing System Vulnerabilities

After implementing the above, the next step should be for the industry to
analyze the system’s specific components, probably through the regional reliabil-
ity planning councils.  It would then be possible for the utilities, independent
system operators (ISOs), and regional transmission operators (RTOs) to deter-
mine which components are most vulnerable from a system perspective.

Once determined, these components should be given the highest priority for
hardening and protection, including enhanced surveillance and response, fortified
barriers to intrusion (both by land and from the air), installation of bulletproof
walls around equipment vulnerable to firearms, and, possibly, installation of
redundant, geographically separated systems.

Industry also should examine how to expedite recovery from a widespread
attack.  This should include a review of current sparing philosophy for critical
components.  “Business as usual” is not likely to be an adequate approach.
Increased redundancy also would be useful, such as with control systems, which
could be decentralized and designed with duplicate backups to minimize the loss
of control from an attack.  Utilities and other operators also should plan for a
“black start” following a large-scale blackout.  Location of critical equipment to
accomplish this might be aided by the use of simulation models, threat scenarios,
and system models to deal with the multiplicity of challenges.  This action may
be augmented in the future by the development of an adaptive grid, as discussed
below in Recommendation 6.16.

Recommendation 6.4:  Utilities, independent system operators (ISOs), and
regional transmission operators (RTOs) should identify the most critical
equipment for protection in their respective domains.  This protection, where
it does not already exist, should then be accomplished with available technol-
ogy, including (1) increased surveillance of critical sites and equipment, (2)
hardening of selected sites, (3) installation of barriers to prevent motor-
vehicle or rail intrusion, and (4) masking of thermal signatures of selected
equipment.  As part of this examination, policies for critical-equipment spare
parts should be reviewed, including consideration of cooperative efforts for
employing regionally based and coordinated spares centers.

The possibility of cascading damage from an attack on the transmission lines
themselves could be reduced by developing and implementing new designs for
conductors, towers, and transmission corridors.  Although the industry has exam-
ined this problem for weather-related and other circumstances, what is now
needed is a top-to-bottom review that assumes a deliberate and extensive attack.

Recommendation 6.5:  An immediate review of electric transmission lines
should be initiated, through the Federal Energy Regulatory Commission
(FERC) and the regional reliability councils, to identify opportunities for
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retrofit actions that would protect existing facilities from cascading damage
after an attack.

Provision for Emergency Federal Policy to Facilitate Recovery from a
Catastrophic Shutdown of Electric Power Facilities

Catastrophic terrorist attacks will not only disrupt the system, they will also
require follow-up investigations that may necessitate treating parts of electric
power facilities as crime scenes.  Under these circumstances, business-as-usual
regulations could prove a hindrance.  Thus there is a need for government and
industry to identify statutory authority for certain temporary measures.

Recommendation 6.6:  Government, through the Office of Homeland Secu-
rity, should identify statutory authority that will permit emergency actions
to be taken and temporary changes in regulations to be adopted, after an
attack, to reestablish service.  To the extent feasible, the government and
industry should collaborate in preplanning specific actions and changes in
regulations, based on reasonably anticipated service disruptions.  This capa-
bility, which applies to the natural gas and oil sectors as well, should be in
place prior to a catastrophic disruption in the supply.

Paying for Security Improvements and Recovering Investments

All of these actions to improve security and the ability to recover from an
attack will require investments in facilities and equipment.  However, as noted,
the environment created by deregulation has compelled utilities to control costs
tightly.  One consequence has been the reduction in reserve capacities, resulting
in the greater utilization of equipment by routinely operating it closer to its
capacity limits.  The existing mechanisms for cost recovery—ranging from rate
relief to competitive market forces—must be reviewed and appropriate incen-
tives developed in order to encourage investments under these changed circum-
stances.

Recommendation 6.7:  Both FERC and the state utility commissions (per-
haps through the National Association of Regulatory Utility Commissioners)
should allow certain counterterrorism costs—specifically, for actions taken
to reduce the vulnerability of critical equipment within an electric utility’s
operation and to speed recovery following an attack—to be included in the
rates that the utility can charge for its services.  The federal government also
should consider the use of incentives for investments made for security pur-
poses in a competitive market environment.

Allowable actions could include simulation-model development and deploy-
ment, increasing surveillance, hardening of sites, retrofitting transmission lines
against cascading failure, increasing operating margins, decentralizing control
systems, and increasing the availability and numbers of critical equipment spares.
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It is also recommended that a dialogue between private sector executives and
government policy makers be initiated to define their respective roles in imple-
menting security and response capabilities against terrorist attacks.  This dialogue
is also needed for defining federal and private sector roles in related R&D.
Resolving the issues of who pays for security and system-hardening improve-
ments, and how the accompanying investments are to be recovered, must be an
early priority for leaders in all relevant sectors.

Recommendation 6.8:  A clear and coordinated strategy should be developed
and agreed upon by the federal government, the electric power industry, and
the equipment suppliers.  This strategy must include (1) the definitions of
proper roles for each sector, (2) review of the current R&D programs of the
three parties for relevance and added support, (3) coordination on the part
of the federal government, through DOE, of relevant research and develop-
ment being done in various other federal agencies, including the national
laboratories, (4) coordination by industries of their R&D efforts through
appropriate associations (e.g., the Electric Power Research Institute (EPRI)
for the electric utilities), (5) involvement of the regulatory community,
through the Federal Energy Regulatory Commission (FERC) and the Na-
tional Association of Regulatory Utility Commissioners (NARUC), for ap-
propriate rate-base considerations, and (6) government-developed incentives
to expedite the early introduction of technology and equipment.

Defending Against Cyberattack

In addition to protecting equipment and facilities from physical attack, the
potential for attack on control systems needs urgent attention.  The manner in
which data are transmitted between control points should be reviewed in order to
improve security and reduce the potential for hacking or disruption.  Encryption
and other in-place defensive mechanisms need to be reviewed and upgraded
where indicated.  However, as discussed above (and below), the decision to
commence security upgrades—whether by a power producer, a transmission pro-
vider, or another party—requires resolution of questions regarding who is to pay
and how that investment is to be recovered.  These issues are as relevant to the
gas and oil sectors as they are to the electric power system.

Recommendation 6.9:  The manner in which data are transmitted between
control points and/or SCADA systems should be reviewed by their owners in
order to improve security and reduce the potential for hacking or disrup-
tion.  In addition, firewalls and procedures for detecting cyberintrusions
should be reviewed in order to prevent or reduce the threat of cyberattack
on control systems.  Additionally, it is recommended that efforts under way
for cybersecurity in other areas (such as the national laboratories) be trans-
lated into the energy systems environment.  Finally, any such systems and
devices should be reviewed by appropriate standards-setting groups and
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vendors.  Coordination should occur through DOE and the Office of Home-
land Security.

Research and Development Priorities and Strategies

While much can be done with current technology, additional options are
needed in physical protection; equipment redesign for inherent robustness;
cybersystem protection and robust information technology (IT) architecture; sys-
tem modeling for vulnerability analysis; and architecture and supporting technol-
ogy for flexible, adaptive power systems for impact mitigation.  The fraction-of-
a-second response times of a power grid allow very little margin for countering
the effects of an attack.  Therefore, prevention of attacks should have a high
priority. Technologies that support automated, split-second action may be diffi-
cult to develop but could be crucial in limiting the consequences of an attack.  In
addition, the costs of current technologies can be reduced through R&D, increas-
ing their level of applicability.

Extra-High-Voltage (EHV) Transformers

The physical design of critical equipment should be modified—for robust-
ness, hardening, blast mitigation, quick repair, and barriers to minimize direct
assault (including from the air)—to reduce its physical vulnerability.  For ex-
ample, certain key technologies with identifiable heat signatures should be re-
viewed for masking those signatures, thereby deceiving terrorists’ detection and
targeting.  The national security and defense communities in this country have
developed, over the decades, many design philosophies for achieving reduced
vulnerability.  These ideas should be studied and aggressively adapted to the
power grid.

One area of particular concern is the vulnerability of EHV transformers.
These are critical components of the grid.  The number of spares available in the
nation is very limited, and replacements would require many months to manufac-
ture and ship from foreign suppliers.  Building on the general design philosophy
of the U.S. Army for small, modular tanks for rapid overseas deployment, a
possible solution might be the development of a modular, lightweight, universal
EHV transformer for use in the instances envisioned here—namely, the rapid
restoration of the ability to deliver power in the event of a widespread attack on a
utility grid system.

Research should be undertaken to determine if such a modular universal
EHV transformer might be developed.  It would be smaller, cheaper, and more
transportable than the large, custom-designed EHV transformers currently used
in substations.  Modular units might be used individually or in multiunit sets to
replace EHV units that had suffered damage.  Modular units would likely be less
efficient and have a lower power rating, but they would be sufficiently affordable
to be stockpiled at ISO or RTO sites and used as temporary equipment in the
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event of a major loss.  They would be analogous to the small spare tire supplied
with some cars:  vital in an emergency, but to be replaced as soon as possible.
They might also be used on a short-term basis where load exceeded capacity;
however, such use should be of short duration so as not to preclude their use for
the purposes described here.  Equipment suppliers must take the lead here, but
funding support must come from the federal government (see subsection “New
Electric Energy R&D Programs”).  EPRI could provide the organizational frame-
work to engage suppliers in precompetitive R&D.

Recommendation 6.10:  Research should be undertaken jointly by DOE and
the industry (represented by EPRI) to determine if a modular universal
EHV transformer might be developed for application throughout the U.S.
electric industry.

Advanced Intrusion Detection Systems

Most transmission systems cover many miles and are unattended.  The
present method of monitoring thousands of miles of rights-of-way—visual in-
spection, by truck or aircraft—is inadequate to defend the system against terror-
ism.  Operators need new surveillance technologies that hold promise for fre-
quent monitoring and highly reliable detection of unwanted activity.  The best
sources for these technologies would be the work on drone aircraft, satellite-
surveillance technology, intelligent-software-based analysis, change-detection
sensors, and intrusion-detection cables that is currently under way in various
defense and intelligence agencies.  These technologies would have to be adapted
to energy systems, which should be done as a public-private partnership with cost
sharing.  The main obstacle probably would be information classification and
“need to know.” It would be best to coordinate such research with industry
through EPRI.  As noted in the discussion of the oil and gas sectors, this issue is
relevant to all three energy sectors.

Recommendation 6.11:  Surveillance technologies developed for defense and
intelligence agencies should be investigated for their usefulness in defending
against terrorist attacks on widely distributed oil, gas, and electric transmis-
sion assets.  These technologies could include drone aircraft, satellite-
surveillance technology, intelligent-software-based analysis of surveillance
images to scan for unwanted activity, change-detection sensors, and intru-
sion-detection cables designed to sense unusual vibrations or noises.  The
Office of Homeland Security should be the coordinator of these efforts.

Structural Materials Enhancement

A key aspect of hardening existing facilities against physical attack is retro-
fitting structures to increase their resistance to blast shock and fire.  Manufactur-
ing, application, and implementation methods must be developed for upgrading
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energy-sector facilities at reasonable cost.  Materials specifically hardened against
explosions and fire are being developed for other uses, and this work could be
applied to the energy sector.

Recommendation 6.12:  Research and development for hardening energy-
system assets against blast shock and fire should be conducted by DOE.
Areas of focus might include material coatings and surface-applied struc-
tural enhancements.

Cyberthreats

Advanced hardware and software to protect SCADA systems, plant control
systems, and overall system controls are needed.  Included in this category would
be intelligent-agent-based networks to monitor and respond to cyber threats,
better encryption methodology, and real-time barriers to intrusion through better
architecture and firewalls.  This technology development crosscuts many infra-
structure areas.  R&D currently under way or soon to be initiated, both in federal
government and private sector programs, should be applied to the electric power
system, supplemented by R&D directed by EPRI (see Recommendation 6.9).

A cyberattack from within, brought about by a disgruntled employee or a
terrorist plant, could be particularly damaging.  R&D is needed on ways to detect
and counter this threat for critical components.

Recommendation 6.13:  The technologies discussed in Recommendation 6.9
should be further developed for maximum utility in the electric sector.  In
addition, to counter internal cyber threats, smart controls should be devel-
oped and deployed that limit the manipulation of the system outside normal
operating settings—perhaps utilizing artificial intelligence or redundant con-
trols.

Electromagnetic Pulse

EMP has long been a consideration for regional vulnerability under nuclear
attack scenarios.  Relatively simple devices can produce the same effect on a
much smaller and more local scale.  To counter such threats, lower-cost elec-
tronic shielding needs to be developed and employed to protect critical compo-
nents.

Defensive Systems

Protecting facilities and systems deemed to be most critical from air attacks
is a significant challenge.  Facility hardening may not be feasible using conven-
tional approaches, and more sophisticated methods, such as underground siting,
could be prohibitively expensive, even for new facilities.  The selective use of
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active systems—i.e., weapons—needs to be investigated.  Such weapons might
include surface-to-air missiles in combination with doubly redundant safeguards
against unintended launch, as well as nonlethal systems such as directed-energy
weapons and energetic-particle shields.  Defensive structures, such as structures
that would disrupt an incoming aircraft, should also be investigated.  These
efforts should include model development validated by subscale and full-scale
tests.  Such innovations in defense may provide cost-effective solutions when
combined with traditional security and hardening.  These issues also pertain to
the oil and gas sectors, as noted later.

Recommendation 6.14:  Defensive systems, for use at the most critical assets
of the energy infrastructure, should be studied and developed.  Such systems
would be used in combination with traditional security and hardening meth-
ods.  In addition, the deployment of weapons, lethal and nonlethal, should be
reviewed.

Simulation Models for Analysis and Management

Models can help solve some of the problems of protecting electric power
systems from terrorist threats.  Regional models of the power grid—such as the
Texas grid model for the Houston area, which has been used for analysis of
outages—must be expanded and interdependency modeling accelerated (Patton
et al., 1999).  In that spirit, a federally funded center for interdependency model-
ing has recently been established (the National Infrastructure Simulation and
Analysis Center).  Because coordination, perhaps through EPRI, will be essential
to obtain data from the power industry, this is a clear opportunity for a federal-
private partnership.  Also, the sophisticated level of the needed modeling will
require state-of-the-art computational tools available at DOE’s national laborato-
ries.  Protection of the resulting information on the vulnerability of key nodes in
the electric power system will demand the highest level of security classification.

Recommendation 6.15:  Improved simulation-design tools for modeling the
prevention, response, and recovery of energy systems and for analyzing a
variety of terrorist-threat scenarios should be developed, under DOE leader-
ship, at the national laboratories.  These models would have the following
functions:  (1) help planners, from the perspective of regional and nation-
wide system protection, to identify assets for vulnerability assessment; (2)
model regional and national power-grid interdependencies to more accu-
rately evaluate each component and node of the infrastructure; (3) deter-
mine the most vulnerable sites in the system; (4) test and validate proposed
mechanisms to prevent cascading and broad-area effects; and (5) analyze
the vulnerabilities of interdependent infrastructures (e.g., the effects of elec-
tric power outages on the water supply system).
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Intelligent, Adaptive Power Grid

Under normal conditions, the electric power grid is controlled to balance
changes in demand with changes in generation.  In the event of a broad-based
terrorist attack on multiple nodes, controls would be unable to reachieve balance.
The result could be outage of an entire grid, with the possible cascading of such
effects into other regional grids.  Innovation to create a more flexible grid struc-
ture is clearly needed.

Recommendation 6.16:  Technology should be developed for an intelligent,
adaptive power grid that combines a threat-warning system with a distrib-
uted-intelligent-agent system.  This grid would be able to rapidly respond
with graceful system failure and rapid power recovery.  It would make use of
adaptive islanding—a concept employing fast-acting sensors and controls to
“island” parts of the grid as the rest comes down—and technologies such as
storage units positioned at key points to minimize damage during shutdown.
The system would need to be able to differentiate between a single compo-
nent failure and the kind of concurrent or closely coupled serial failures at
several key nodes that would indicate the onset of a concerted attack.

The trend over time has been to large, remote generating plants, which
require large, complex transmission systems.  Today there is a growing interest in
distributed generation—generators of more modest size in close proximity to
load centers.  This trend may lead to a more flexible grid in which islanding to
maintain key loads is easier to achieve.  Improved security from distributed
generation should be credited when planning the future of the grid.

Change in the electric power infrastructure will, of necessity, be evolution-
ary, not revolutionary.  As such, implementing new technology for intelligent,
adaptive power grids will take time and resources.  Recovery of the invested
funds through rate mechanisms or in some part through homeland security fund-
ing must be examined.  Change will also require adjustments in the philosophy of
operation of the whole electric-power-grid structure.  Thus, industry organiza-
tions such as EPRI will need to play a major role (see Recommendation 6.8).

It is clear that we cannot totally prevent a terrorist attack on electric power
systems; the question is what can be done to mitigate the effects of such an attack.
This intelligent adaptive grid is a new approach and one that could provide
resiliency to the grid in a new manner.  It entails long-term R&D and will require
new technology, some of which is made possible by advances in microelectronics
and controls technology.

There is some work under way at EPRI with DOD cosponsorship, on an
intelligent, self-healing grid.  Since sensors and control systems are integral parts
of this concept, the DOE national laboratories must be key participants in the
effort.  The work spans the range from research through development, so it is
appropriate that the funding be shared among government (DOE and DOD),
industry (through EPRI), and equipment vendors.
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Deployment would be the responsibility of the utilities and ISOs.  Vendors
will receive the technology transferred from the national labs and EPRI and will
in turn commercialize it.  The mechanism for development and deployment is
well-established, public–private partnerships and transfer of technology from
federal investment.  Incentives for initial deployment will require support and
incentives from FERC and state regulators.

Existing Electric Energy Research and Development Programs

Research and development are mainly supported through three sets of spon-
sors:

1. The Department of Energy program includes technology development in
superconductivity, energy storage, grid reliability, analytical tools, advanced
power generation, environmental controls, energy management, and combustion
research.  If fully developed and implemented, some of these technologies—such
as distributed generators based on fuel cells or microturbines—could play a role
in making energy systems more resilient in the face of terrorist attacks.  Although
DOE responded quickly to the recommendations of the Presidential Commission
on Critical Infrastructure Protection—it recently established the National Infra-
structure Simulation and Analysis Center, as noted above—infrastructure per se
has not received a high level of budgetary support.  DOE also sponsors technol-
ogy development in physical-security technology to protect its own facilities, as
well as those of DOD and the Department of State.

2. The utilities have long funded a high-quality and valuable R&D program
through a cooperative effort led by EPRI, some of which has been concerned with
infrastructure.  However, it must be noted that investment for this effort has
dropped, at least in part because of deregulation.

3. Manufacturers of equipment such as transformers, high-voltage compo-
nents, and control systems fund technology development internally.  However,
such efforts are mainly focused on incremental improvements, especially in ad-
vanced generation technologies.

These R&D programs should be reviewed for their relevance to improving
the security of the electrical supply and transmission systems.  Those that meet
the standard should then be accelerated, through appropriate funding and assign-
ment of technical resources, and challenged with negotiated deadlines for deliv-
ery of results.  This may require additional federal funding support.

New Electric Energy R&D Programs

As noted above, the electric utility industry, under historical regulation, had
a mechanism at EPRI for carrying out R&D.  This mechanism allowed R&D to
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be performed in a noncompetitive environment and involved DOE in efforts
focused on the longer term; the equipment manufacturers contributed to this
collaboration as well.  In this way, three entities worked together on bigger
efforts than any one of them could do alone.

A similar approach is needed for the counterterrorism R&D agenda.  It is
clear that for equipment-related research (on inherently hardened equipment and
modular transformers, for example), the suppliers must play a fundamental role.
But it would be difficult for them to shoulder the entire cost, and in any case
significant innovation needs a broader involvement from the nation’s science and
technology communities.  Financial support, principally from government—di-
rectly from DOE and via rate adjustments from FERC and the various state
commissions—will be needed.  Tax breaks and risk financing for the installation
of new security-related equipment should also be considered.

Research and development to achieve an intelligent, adaptive power grid will
require the participation of experts in fields such as microelectronic systems,
sensors, distributed intelligence, and communication.  The research already un-
der way in these areas for military applications should be brought to bear on
counterterrorism as well.  A public–private partnership is recommended, with the
industry’s involvement coordinated by EPRI and the federal research organized,
managed, and leveraged from defense work, where indicated, through DOE (see
Recommendation 6.8).  R&D on enhancements to structural materials is a cross-
cutting issue for many infrastructures.  It should draw on appropriate expertise in
the universities and research laboratories, with industry-unique R&D managed
by EPRI.

Defensive systems research should draw extensively on the work of the
defense and national security R&D communities.  Weapon systems development
should remain a DOD-led activity, with industry interface managed through the
regulatory agencies and appropriate industry associations.

A great deal of work on cyberthreats is under way in the private sector as
well as at the federal level.  These efforts should be adapted to the particular
needs of the electric utility industry, both in communications systems and SCADA
systems.  Interfaces with equipment control systems must of course involve the
equipment suppliers, with support from the government and the industry through
EPRI.

The areas of simulation tools, vulnerability analysis, and model development
will require the best intellectual resources of the industry, the cooperation of
regulators, and the involvement of the federal government as a source of funding
as well as of technical input, primarily through the national labs.  EPRI should
serve as coordinator.

Unfortunately, DOE’s programs on electric power systems have virtually
disappeared in recent years.  But in 1999 and 2000, the Department undertook
portfolio analyses, and electricity infrastructure was identified as a critical re-
search need, as it is in this chapter.  Such programs should therefore be revived,
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with particular focus on the hardware and software goals described above and on
coordinating the larger studies of national importance—for example, those in-
volving simulation and grid structure.  The importance of this work underscores
the need for these programs to be managed at the level of the Undersecretary of
Energy.

Summary

R&D on the electric power infrastructure, including not only generation but
also control systems, communications, and sensors, has not received the attention
it deserves in order to meet the sorts of threats listed here.  While industry (both
manufacturers and utilities) can be called upon to help correct this omission,
significant improvements will occur only if the U.S. government takes a leading
role.

In the face of a restructured and highly competitive electricity marketplace,
government determines the right set of policies and incentives for electric sys-
tems to become more resilient and capable of withstanding coordinated attacks.
It is not clear, however, just what incentives would attract private investment for
building redundancy, toughness, reliability, and the capacity to recover quickly
from an attack.  While it is clear that some of the current R&D and investment in
new equipment and systems will have a beneficial effect on counterterrorrism
goals, additional measures will be required.

For example, would an approach similar to the Strategic Petroleum Reserve
be feasible? That is, could a “strategic electricity reserve” be constructed that
would include critical equipment spares placed near important urban centers of
the country? How might public–private partnering—bringing to bear the full
capabilities of the industry, its suppliers, and the federal government, including
efforts under way at the national laboratories—enter into this concept as well as
into fulfilling the longer-term R&D needs? How, for instance, might increased
reserve generation capacity be provided?  Such questions must be throughly
addressed if we are to adequately protect the nation’s electric power system, its
economy, and the well-being of its people.

Recommendation 6.17:  A coordinating council should be formed to ensure
that the necessary research on electric power systems is carried out, that the
resulting technologies have a route to market, that implementation is done
expeditiously, and that the costs are recovered through appropriate incen-
tives, fees, rate adjustments, or other funding mechanisms.  The council
should include, but not be limited to, representation from the North Ameri-
can Electric Reliability Council, DOE, the Office of Homeland Security,
NARUC, EPRI and other utility industry groups, manufacturers, and ISOs
and RTOs.
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OIL AND NATURAL GAS

Introduction

Oil and natural gas are essential energy sources for our economy.  Oil prod-
ucts provide 97 percent of the energy used in the transportation sector.  Natural
gas provides over 25 percent of residential and industrial energy needs (not
including the electricity generated from it).  Together, these fuels account for
almost 62 percent of all energy used in the United States (EIA, 2001).  A signifi-
cant disruption to either of these basic sources—that is, one that lasted for more
than a few days—would have serious consequences for the U.S. economy and the
health and well-being of the population (NPC, 2001; Badolato, 2002).  Because
of the importance of oil and gas to the nation and the large number of companies
and vendors in the industry, it is important that the industry and government
jointly establish a security standard consistent with a post-9/11 world.

The oil products supply system includes 161 oil refineries.  The natural gas
system includes 726 gas-processing plants.  Extensive but separate pipeline net-
works provide for transport:  1,280,000 miles of gathering, transmission, and
distribution lines for natural gas and 220,000 miles of crude oil and oil products
lines.  Attacks on the natural gas system are more likely to have catastrophic
consequences, but oil has its weak points also.

The vulnerability of each of these systems is discussed first.  Many of the
current implementation issues and longer-term R&D needs are similar for the two
systems, so they are treated together.  Several of the recommendations in the
electric power discussion have equal applicability to oil and gas.  These are
numbers 6.2, 6.3, 6.6, 6.9, 6.11, 6.12, and 6.15.

Natural Gas Systems

The U.S. natural gas infrastructure, together with the portion of the Canadian
system that serves the United States, is very large.  The U.S. system alone con-
sists of over 276,000 gas wells, some of them in locations as much as 100 miles
offshore, 45,000 miles of gathering pipeline, 410 underground storage fields, 54
complete liquefied natural gas (LNG) facilities, 254,000 miles of transmission
pipelines, and 980,000 miles of local-distribution pipelines (NPC, 2001).  This
vast network, privately owned and operated, was built to meet market demand
and was designed for maintainability, with safety as a constant requirement.
Vandalism was taken into consideration, but the facilities were not designed and
built to withstand terrorist attack.

Several components of the natural gas infrastructure could be considered
attractive targets for terrorists (see Figure 6.1):

• Transmission pipelines, including those from offshore collecting sites;
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• Pipeline interconnections (facilities where one pipeline can be connected
through a set of valves and crossovers to other pipelines);

• Compressor stations (where gas compressors, driven by large electric
motors or gas-fired engines, pressurize the gas to facilitate its movement through
the pipelines);

• City Gates (stations where high-pressure gas from the transmission line is
transferred to delivery pipelines at lower pressures for distribution to cities);

• Liquefied natural gas facilities (where the gas is liquefied by compression
and cooling and then placed in special containment vessels, such as ships, or
where the LNG is taken from the containment vessels and gasified for delivery
into the city pipeline distribution system); and

• Control systems, where all of the above functions and processes are con-
trolled and monitored.

Any of these facilities would be vulnerable to a deliberate attack.  It could
take the form of a direct assault by a small team of terrorists using any weapons
and explosives readily available, or it could be in the form of sabotage performed
by an insider.  A cyberattack on the control system is possible via the Internet, by
using radio-frequency devices to scramble microwave signals, or by physical
occupation of the control center.  Under present conditions, a well-planned and
coordinated terrorist attack could take out the nation’s gas transmission systems

FIGURE 6.1  Physical vulnerabilities of the natural gas infrastructure.  SOURCE:  Na-
tional Petroleum Council (2001), p. 34.
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and keep key pipelines out of service for an extended period of time.  The
resulting loss of this basic energy supply to large areas of the United States would
affect home heating, electric power generation, and business and industry, caus-
ing enormous personal and economic damage.

Representative Vulnerabilities

Transmission Pipelines.  Natural gas pipelines present appealing targets.  Natural
gas is produced in concentrated areas, generally along the Gulf Coast, in the
Rocky Mountain region, and Alaska, or imported from Mexico and Canada.  It
must be transported to 1,500 regional and local distribution companies (LDCs)
via a comparatively small number of long-distance transmission lines.  The North-
east, North Central, and Pacific Coast regions of the United States depend on
supplies delivered by these large, long-distance pipeline networks, and there are
no viable alternatives to this arrangement.  While the pipeline network has a
degree of interconnectivity that provides the ability to reroute, several regions are
totally dependent on a single major pipeline system.  The inter- and intrastate
transmission system is characterized by large, buried, high-pressure pipelines,
intricate systems of computerized valves, aboveground compressor stations, ex-
posed (and marked) rights of way, and river crossings.  Close security over these
transmission systems is very difficult because they cover such extensive geo-
graphic areas; to deal with interruptions and any malicious damage to these
systems, emphasis has historically been on response after detection.  The control
systems, when in operation, are able to rapidly detect loss of pipeline pressure or
abnormal indicators in a pipeline system.  Typically, automatic shutdown sys-
tems are activated to isolate the problem and provide the opportunity for a repair
team to go to the site, assess the situation, and effect repairs.  Another option is
for the control-system personnel to manually close valves and isolate a problem
area.  These response scenarios are designed to handle relatively normal interrup-
tions of service.  They were not intended for, and are not adequate to deal with,
the types of terrorist threats that now must be considered.

Pipeline Interconnections.  Pipeline interconnections typically involve large
valves, manifold piping, and controllers.  Receipt and delivery points with valve
interconnections are also found in all pipeline systems; they are located both
within individual systems and between pipelines of different transmission com-
panies.  The loss of an individual interconnection may not be very serious, but
interconnections become critical components with the loss of transmission lines
or when they are associated, say, with a major gas storage facility.  Interconnec-
tions are aboveground and protected by nothing more than chain-link fences
unless they are part of a larger facility.  Terrorists could easily identify pipeline
interconnections that are located in remote areas and breach the chain-link fence.
Destruction of an interconnection would eliminate the possibility of rerouting
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flows and also could prevent drawing from storage facilities.  Attackers could
destroy the interconnection facilities with explosives, which would also provide
the opportunity for immediate media attention.  The spectacular fire and destruc-
tion that could be expected from such an attack would meet the terrorists’ need
for recognition.  Because these valves and connections are frequently of unique
design, replacement could take months.  Premature shutdown of an interconnec-
tion valve is another vulnerability.  Attackers could shut off valves physically or
through takeover of the SCADA system.

Compressor Stations.  Natural gas pipelines typically have compressor stations
placed about every 60 miles along the route to maintain high pressure (typically
700-800 psi, although pressures can be as high as 1,400 psi).  Compressor sta-
tions are large facilities that can cost more than $40 million apiece.  Their operat-
ing components include valves, compressor units, prime movers to drive the
compressors, and various piping and controllers.  These stations are usually
staffed with small maintenance or operating crews, but today some are unat-
tended, being operated instead through remote SCADA systems.  Even when
staffed, physical security at compressor stations is generally minimal—intrusion
alarms, sensors, and surveillance devices are not usually in use.  Compressor
stations tend to be noisy, so they are often located in remote areas.  These stations
would be relatively easy targets, particularly during the night when lightly staffed.
Compressor stations typically have systems to shut down compressors and acti-
vate isolation valves to shut off all gas flow—that way, the risk of explosions and
fires is minimized in case of a line break.  However, these protective systems
would probably be ineffective in a terrorist attack; it would likely occur too
rapidly for an operator to have time to activate the isolation valves.

The impact of the loss of a compressor station would vary with season, the
number of stations on the pipeline, and the location.  During a seasonal peak
period, the loss of one compressor station, assuming the pipeline itself was not
interrupted, would cause a 25 percent reduction in flow.  The duration of the
disruption would depend on the components damaged or destroyed.  Some com-
ponents require long lead times for replacement or major repairs because they are
not stocked as spare parts, given their high cost and reliability.  The loss of two or
three compressor stations in a series (or the first compressor station in the series)
on any major pipeline could halt its operation for an extended period while
repairs were being completed.

City Gates.  City Gate stations are where local distribution companies (LDCs)
receive gas from the transmission pipeline for their distribution systems.  City
Gates are essentially interconnections that are critical nodes in the system.  The
loss of a City Gate station can disrupt service to a large metropolitan area because
typically little or no rerouting can be performed, especially during peak periods.
City Gate patterns differ among LDCs.  Smaller cities and towns may have one
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City Gate connection, making that interconnection extremely important to those
communities.  Major cities such as Chicago may have six or more City Gate
stations, which reduces the impact from a disruption at one station; however,
during peak periods the disruption of even one City Gate would have the potential
to take the whole system down.  Today City Gates are often easily identified and
poorly protected.  Again, the only protection, typically, is a chain-link fence, and
repair and restoration of a lost City Gate could take months.  Meanwhile, the lack
of gas supply—for instance, to a Northeastern city during a cold winter—could
cause substantial numbers of illnesses, deaths, and economic hardship.

Similarly, pressure loss could disrupt service to the entire city for extended
periods of time.  And when service is finally restored, a significant problem
would still exist.  Every nonelectronic pilot light in the service area would have to
be manually relit in order to avoid explosions.

Pipeline Control Systems.  Natural gas pipelines typically are controlled remotely,
often via microwave communication systems.  The destruction of microwave
towers could cause significant damage to gas pipelines.  These important com-
munication links for the control system are spread throughout the country, easily
identifiable, and difficult to protect.  Backup telephone control could be em-
ployed, but this would increase demand for staff to carry out the manual opera-
tions.  Companies with sufficient redundancy in their communications/control
systems may be less vulnerable to this type of attack.

SCADA equipment consists of sensors, computers, telecommunications
links, and other mechanisms that allow station operators to monitor operating
conditions and maintain control.  Highly developed SCADA systems permit the
remote control of valves and compressors.  Loss of the SCADA system (or a
cyberattack on it) could therefore have serious consequences for operations both
on transmission pipelines and, increasingly, within the LDC’s territory.

Liquefied Natural Gas.  LNG is produced by compressing and cooling natural gas
into a liquid for easier transportation—typically by specially designed and built
LNG tanker ships.  Damage or leakage in an LNG tanker ship or land-based
storage tanks could cause an explosion if gas vapors are ignited.  The resulting
large fire could cause additional fires and human casualties over a large area.
Because of this danger, LNG ships and facilities are afforded special security and
safety measures commensurate with the threat, and LNG port facilities are care-
fully designed and constructed to maximize safety.  The U.S. Department of
Transportation has regulatory oversight, including security authorization, over
LNG facilities, so that, like nuclear power plants, they have significant safety and
security programs.

LNG security regulations include standards for access control, perimeter
protection, barrier strength, patrols, inspections, warning communications, moni-
toring systems, lighting/power needs, and personnel training and qualification
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requirements.  The facilities are equipped to handle natural disasters and some
terrorist attacks.

Oil and Refined Products

The United States has over 600,000 oil wells, 161 oil refineries, 2,000 oil
storage terminals, and about 74,000 miles each of crude and product transmission
pipelines.  Additional pipelines connect petroleum resources from Mexico and
Canada, as well as from platforms and fields up to 100 miles offshore in the Gulf
of Mexico, to U.S. storage and refineries.  Almost all these assets are privately
owned and operated (NPC, 2001).  Recent trends in the industry have been
toward consolidation, resulting in fewer but larger companies seeking greater
efficiency and increased returns on their sizeable investments.

The most vulnerable components of the oil industry infrastructure are its
refineries and pipeline pumping stations.  Over 40 percent of the refining capacity
in the United States is concentrated in Texas and Louisiana, and approximately
60 percent of the Northeast’s refined oil products come from these refineries,
mostly by pipeline.  Even with this concentration, however, a single attack on one
component of the infrastructure would not be catastrophic.  Offshore oil plat-
forms are also inherently vulnerable to a number of attack scenarios; however the
loss of a platform, while likely a spectacular event and a costly one for the crew
and the owners, would not rise to the level of being catastrophic for the nation as
a whole.  Coordinated attacks on multiple key targets could have serious regional
impact—including, under some conditions, many fatalities, but the probability of
catastrophic impact is much less than in the electric and gas sectors because of the
ability to store and import oil products and crude oil.

Representative Vulnerabilities

The physical vulnerabilities of the oil infrastructure are shown in Figure 6.2.

Refineries.  Refineries are the centerpieces of the oil products infrastructure.
They are complex sets of process units, many of which are custom-built for the
task.  Major process components, such as the crude distillation or catalytic crack-
ing units, are one of a kind.  If such units were lost through a terrorist attack, it
could take months or years to rebuild them and bring them back on line.  How-
ever, most large refineries are made up of several trains of similar process units.
Thus in order to bring down an entire refinery for a long time, a highly coordi-
nated attack would be required.  Refineries are also vulnerable to attacks on other
infrastructures.  For example, their sensor and fire-suppression systems are gen-
erally reliant on the electricity and water infrastructures.

For institutional, environmental, and financial reasons, no new refineries
have been built in the United States in recent years.  One result is that the
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facilities in place are operating at 93 percent of capacity.  Another is increased
production at existing facilities.  Refineries have, in many cases, installed equip-
ment and tankage close to their fence lines.  Meanwhile, some neighboring com-
munities have allowed commercial and residential developments to be built right
up to the other side of the fence.  Problems within the refineries could directly
affect many people.  In particular, a few refineries have process units that use
toxic chemicals.  An attack on one of these units that ruptured one of the associ-
ated containment vessels could cause the release of a cloud of toxic gas, which
could result in major loss of life.  This is the most significant vulnerability of
refining with respect to catastrophic terrorism.

Refineries are required to produce over 80 different blends of gasoline to
satisfy the diverse environmental regulations throughout the country, making it
difficult to replace a gasoline supply in a particular local area when an outage
occurs.  For example, California could face a fuel shortage following a coordi-
nated attack on its refineries because there is limited ability to supply its uniquely
specified fuels from other regions.  This impact could be mitigated if the state and
federal governments relaxed their location-specific fuel requirements in case of a
catastrophic event.

FIGURE 6.2  Oil system vulnerabilities.  SOURCE:  National Petroleum Council (2001),
p. 33.
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Pumping Stations for Crude Oil and Refined Product.  A coordinated attack on
several key pumping stations for crude oil or refined products could lead to
serious economic disruption.  For example, a significant portion of the product
used in the Northeast comes from the Gulf Coast by pipeline.  Pumping stations
are generally, but not always, unstaffed large facilities covering several acres.
The pumps may be in the open or housed inside a sheet-metal building.  Pumping
stations are typically fenced, but they usually have no intrusion detection system.
Unfortunately, because the main and backup power transformers for these sites
are often colocated with the pumping station, all power supplies could easily be
taken out at the same time.

Pumping stations tend to be remotely monitored and controlled through
SCADA systems that communicate with a remote control center.  The loss of a
pump or other single component at a pumping station can usually be handled
routinely with existing spares.  However, the outage following a terrorist attack
that destroys a large amount of equipment could last at least 4 months if replace-
ment pumps and drivers are available, and perhaps 8 months to a year if they are
not.  In the meantime, supply at the end points of the pipeline would be greatly
curtailed, although ships, barges, tank trucks, and trains might be employed to
deliver essential products to those in greatest need.

Command, Control, and Communications.  SCADA systems are vital to the
operation of many facets of the oil business, including pipelines and refineries.
SCADAs are particularly vulnerable to cyberattack because they were initially
designed without consideration of security.  At times, operators allow direct
connections between a critical control network and the company’s local area
networks or the Internet; intranets and the Internet are common vehicles for
cyberattack, by insiders or outside hackers (Teumim, 2002).  In addition, pipe-
lines use radio-frequency and microwave systems to transmit data and to operate
remotely.  These wireless transmission systems are vulnerable to intrusion.

SCADA systems also are increasingly integrated into company business
systems, making them even more accessible to cyberattack.  The industry has not
been exposed to the large-scale, sophisticated cyberattacks experienced by the
financial sector and by government defense and intelligence agencies, but these
may just be a matter of time.  Some SCADA design companies and operators are
introducing security elements into their SCADA systems to prevent intrusion, but
wider application of existing security technology and development of more ro-
bust technology are needed.

In addition to cyberattack, physical attack on the pipeline or refinery control
centers that house the SCADA systems would cause major disruptions, which
could be very difficult to remedy quickly.  The industry would also be vulnerable
to disruptions caused by the loss of electricity and water supplies needed to run
pipelines and refineries.
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Implementation of Existing Technology

Implement Vulnerability Analysis to Identify Key Assets for Protection

The facilities of the oil and gas infrastructures are vast and complex, cover-
ing large geographic areas and involving numerous components.  Tools for vul-
nerability assessment and prioritization of key assets in these systems must be
used to ensure that owners’ limited resources are applied effectively.  Such tools
have been used extensively in the national security and defense communities, and
it is recommended that they be aggressively directed to energy infrastructures as
well (see Recommendation 6.2).

Create Incentives for the Deployment of Terrorist-Resistant Cybersystems

The oil and gas industries are dependent on cybersystems.  Because these
industries have not yet suffered the consequences of sophisticated cyberattacks,
their expertise on high-security cybersystems is relatively undeveloped; until
September 11, they had little incentive to consider the use of these often-expen-
sive security measures.  The situation has now changed, and the industries—
along with their vendors, standard-setting organizations, and technology suppli-
ers—need to develop and deploy more robust terrorist-resistant cybersystems
(see Recommendation 6.9).  A partnership with government, perhaps through the
national laboratories, might be an appropriate way to pursue this goal.

Improve Dissemination of Information on Threats

Individual companies need timely information on potential attacks in order
to take actions that deter them or minimize their impact.  A reasonable balance is
needed between corporate America’s need to know its own risks and the need to
secure information for homeland and national security.

Industries, including oil and gas, need a mechanism such as an information
sharing and analysis center for receiving and disseminating critical real-time
threat information.  In fact, the oil and gas industries are in the process of forming
such a center.  However, one consequence of the industry’s highly competitive
nature is that industry members are often reluctant to share information with the
government if by so doing that information may later be accessed and exposed
through a Freedom of Information Act (FOIA) request.  FOIA should therefore
be modified to exempt information on critical-infrastructure protection (NPC,
2001).  Members of the oil and gas industries are also concerned about antitrust
and liability issues.  All parties must realize that the business-as-usual environ-
ment of the past is clearly not suited to the defense of our homeland today, but
companies will need to see some changes in government policy to be confident
they can move forward without causing new problems for themselves (see Rec-
ommendation 6.3).
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Provide for Emergency Federal Policy to Facilitate Recovery from a
Catastrophic Shutdown of Oil and Gas Facilities

For example, carrying out existing crime-scene restrictions at the site of a
gas-pipeline catastrophe could unduly delay emergency repairs.  Another ex-
ample is the large number (80+) of individual gasoline blends required to satisfy
various local environmental regulations across the country.  Requiring industry to
replace all those blends lost in a terrorist attack on refineries or pipelines would
seriously hinder recovery.  Government and industry should identify and approve
temporary measures—and put them in place prior to a catastrophic disruption in
the supply—to permit emergency actions for a stipulated time that would facili-
tate energy-supply recovery (see Recommendation 6.6).

Harden Facilities by Deploying Known Technology

The science and engineering of security technologies have been extensively
explored and applied by this country’s national security and defense communi-
ties.  The oil and gas industries must now consider applying technologies as
well.  For example, pipeline systems nodes, junction points, compressor sta-
tions, and control centers could be hardened by applying known technology not
normally employed by oil and gas operators before September 11.  Moreover, as
industries continue to assess their own particular vulnerabilities, whatever gaps
exist and whatever additional R&D may be needed should become clearer.  For
example, R&D could reduce the cost of protecting key equipment (see Recom-
mendation 6.4).

Reduce the Potential for Toxic Gas Emissions

Some refineries could release highly toxic chemicals in a gaseous cloud if a
reactor were ruptured.  Technology has been developed and is commercially
available to mitigate this risk.  In view of the higher threat level, the oil industry
needs to reassess vulnerabilities in refineries where the new technology has not
yet been applied.

Recommendation 6.18:  In view of the increased threat level, oil refineries
using process technology that could release toxic gases should be encouraged
to install available technology to mitigate that risk.

Research and Development Priorities and Strategies

There is a variety of areas where new science and technology can help
reduce or eliminate the impact of a terrorist attack on oil and gas systems.



206 MAKING THE NATION SAFER

Special-Purpose Sensor and Monitoring Systems

Oil or gas systems might be shut down for months or even years if particular
critical processing units are damaged.  Most refineries have capable perimeter
security, while pipelines have only minimal security.  In either case, there is a risk
that intruders could gain access and detonate an explosive near critical equip-
ment.  New high-sensitivity devices for detecting explosive material need to be
developed for use in oil and gas environments.  Used in combination with com-
munication and control systems, such devices could alert remote operators to a
threat and the need to take mitigating steps.  This research could be managed by
DOE and should draw on current sensor-development work in universities and
the national laboratories.  Industry-unique issues could be integrated into this
R&D, perhaps through such industry groups as the National Petroleum Council.

An alternative to the installation of many fixed-position sensors and support
systems would be the use of robotic units with intelligence that could prowl the
production units, testing for potential signs of attack.  These robotic units could
also make good use of video and manipulator systems to allow personnel to
examine a suspicious object without risk of exposure.  Robotics is further covered
in Chapter 11.

Holistic Simulation and Operating Models

Oil and gas operations models need improvements to handle the threat of
terrorist attacks.  Holistic models should be developed that incorporate the com-
plexity of interdependent systems (water and electricity, for example) and
systemwide vulnerabilities to the newly recognized terrorism threat (see Recom-
mendation 6.15).  These models could improve the analysis of system vulnerabil-
ity to attack and indicate (as well as expedite) the appropriate responses should an
attack occur.  Integrated multisensor warning systems (MWS) should be devel-
oped that would recognize unanticipated activities and provide real-time infor-
mation to the holistic operating models.

Recommendation 6.19:  Integrated multisensor warning systems (MWS)
should be developed for the oil and gas industries in order to enhance re-
sponse, control, and postevent analysis.  These MWS would recognize unan-
ticipated activities and provide information to new, holistic operating mod-
els.

Advanced control systems would take instructions from these holistic opera-
tions models to mitigate the consequences of an attack; for example, control
equipment might isolate critical components of the network or reduce the volume
of the hydrocarbon or chemical released.  The modeling of individual facilities
would best be conducted by the oil and gas industries themselves.  The develop-
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ment of models of the interdependencies of infrastructures, however, should
leverage the work of the newly established National Infrastructure Simulation
and Analysis Center, with industry involvement coordinated through a group
such as the National Petroleum Council.  Federal funding for this modeling,
which might be managed by DOE, is essential.

High-Reliability System Instrumentation

Current instrumentation for monitoring the health of key systems (e.g., pipe-
lines) is sometimes plagued with sensor failure or unacceptably high false-alarm
rates.  With terrorist attacks a realistic threat, the performance of these technolo-
gies must be improved.  Tools for high-reliability system design, self-monitoring
sensors to detect the onset of failure, and error-checking algorithms should be
developed to transform these technologies so that they can provide real-time
monitoring for reliable detection of an attack.

Recommendation 6.20:  Tools for high-reliability system design, self-moni-
toring sensors to detect the onset of failure, and error-checking algorithms
should be developed to increase the reliability of monitoring in the oil and
gas industries.

This R&D would best be accomplished through a public–private partner-
ship between industry and the federal government—specifically, DOE—with
industry participation coordinated through a group such as the National Petro-
leum Council.

Advanced Intrusion Detection Systems

Improved surveillance techniques for the extended rights-of-way of pipeline
systems are needed.  The present method of monitoring thousands of miles of
pipeline right-of-way—through visual inspection in an overflight—is inadequate.
Pipeline operators need new surveillance techniques capable of highly reliable
detection of unwanted activity.  Surveillance technologies developed for defense
and intelligence agencies may be useful in defending against terrorist attacks, as
well as against simple right-of-way encroachments, on widely distributed oil and
gas assets.  These technologies could include remotely operated drone aircraft,
satellite surveillance systems, intelligent-software-based analysis of surveillance
images to scan for unwanted activity, change-detecting sensors, and intrusion-
detection cables designed to sense unusual vibrations or noises (see Recommen-
dation 6.11).  Intrusion detection technology R&D could be managed through the
existing DOD and DOE programs.  Its application to the oil and gas industries
could be coordinated by industry groups such as the National Petroleum Council.
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Cybersecurity

The oil and gas industries must update security for their information technol-
ogy and telecommunication infrastructures.  Technologies are needed that could
contain the impacts of an information system intrusion or cyberattack so that the
complete system or dependent infrastructures remain relatively unaffected.  An-
other focus should be identifying and managing risk to infrastructures and infor-
mation, with emphasis on impact, consequences, and effect across multiple com-
ponents and operators.

For example, in the energy industries, SCADA systems are increasingly
being linked with other systems (such as electronic business systems) through the
Internet, and they are thus becoming more vulnerable to cyberintrusion.  The
SCADA security issue is widely felt not only in the energy industries but in
virtually all industries—in fact, in operating facilities of all types.  Cost-effective
solutions to SCADA security problems are therefore widely, and urgently, needed
(see Recommendation 6.9).  The public- and private-sector R&D aimed at broad
application in this area should be leveraged to address unique issues of the oil and
gas industries.  As in other such endeavors, industry involvement could be coor-
dinated through a body like the National Petroleum Council, with federal man-
agement through DOE.

The oil and gas industries are each made up of a few very large companies
and many smaller companies.  The large companies make some investment in
R&D for security improvement, while the smaller companies typically do not.
Even for large companies, however, it is difficult to justify investing in security
R&D at the level society might desire or, given their highly competitive nature, to
share their results.  There is a need for government and industry to jointly share
the cost and execution of the needed research and development.  The government
needs to share the security expertise it has with industry as appropriate, and this
is an issue that pertains across the energy industry.

Recommendation 6.21:  The federal government and the energy industry
should together establish appropriate security goals.  Building on this align-
ment, government should cooperate with industry to establish joint security-
performance expectations and to define the respective roles and responsibili-
ties of each in ensuring such performance.  Industry should design the
security measures and procedures needed to achieve the established security
goals.  Industry also should provide a mechanism to ensure that expectations
will be achieved across the spectrum of firms in the industry.

REFERENCES

Ayres, Drummond.  2001.  “Energy Chief Issues an Ultimatum on Power Lines,” Civil Engineering,
December.

Badolato, Ed.  Energy and Terrorism, forthcoming book to be published in 2002.



ENERGY SYSTEMS 209

Bagli, Charles.  2002.  “Seeking Safety, Manhattan Firms Are Scattering,” New York Times, January
29.

Clemmensen, J.  1993.  “A Systems Approach to Power Quality,” Proceedings of Power Quality ’89,
as cited in “Storing Power for Critical Loads,” IEEE Spectrum, June.

Electric Power Research Institute.   2001.  Report by the Consortium for Electric Infrastructure to
Support a Digital Society, “The Cost of Power Disturbances to the Industrial and Digital
Economy,” EPRI Journal OnLine, July 23.

Energy Information Administration, Department of Energy.  2001.  Annual Energy Review 2000,
DOE/EIA-0384, Washington, D.C.

Loomis, William.  2001.  “Super-Grid Transformer Defense,” presentation to North American En-
ergy Reliability Council, Critical Infrastructure Working Group, Lake Buena Vista, Fla., De-
cember 10-11.

McIntyre, K.J.  1998.  “By Holding Back, Power Company Pays:  Mercury Energy Ltd.,” Business
Insurance 32(29).

National Petroleum Council.  2001.  Securing Oil and Gas Infrastructures in the New Economy,
Washington, D.C., June.

Office of Technology Assessment.  1990.  “Physical Vulnerability of Electric Systems to Natural
Disasters and Sabotage,” OTA-E-453, U.S. Government Printing Office, Washington, D.C.,
June.

Oman, Paul, Edmund Schweitzer, and Jeff Roberts.  2001.  Protecting the Grid from Cyber Attack
Part I:  Recognizing Our Vulnerabilities, November. See <www.pennet.com>.

Patton, A., C. Singh, D. Robinson.  1999.  “N-area Reliability Analysis Techniques,” 13th Interna-
tional Power Systems Computation Conference, Trondheim, Norway, June.

Ragan, Patrick T., et al.  2002.  “Chemical Plant Safety,” Chemical Engineering Progress, February,
p. 62.

Teumim, David J.  2002.  “Are Your Plants and Pipelines Safe from Cyber Attack?” Chemical
Engineering Progress, February, p. 69.

U.S. Department of Energy.  2001.  Critical Infrastructure Interdependencies:  Impact of the Septem-
ber 11 Terrorist Attacks on the World Trade Center, Washington, D.C., November.



210

7

Transportation Systems

INTRODUCTION AND OVERVIEW

Transport vehicles and facilities, from airliners to rail terminals, are recur-
rent targets of terrorist attacks, hijackings, and sabotage.1  The September 11
hijackers added a new dimension to this linkage by turning four jet airliners into
guided missiles targeted on large buildings.  Only a few weeks later, the mailer of
anthrax capitalized on the anonymity and reach of the postal system to deliver
this bioweapon to targeted persons in the national media and federal government
(and to random individuals along the way).  Given their prominence in past acts
of terrorism, there is good reason to believe that the nation’s transportation sys-
tems will be exploited again in attacks of equal or greater consequence.

The characteristics of transportation systems make them especially vulner-
able—and therefore attractive—to terrorists.  Passenger vehicles and facilities
often contain large numbers of people in enclosed spaces.  Vehicles moving
fast—whether in the air, on the surface, or below ground—are in precarious and
fragile positions; much damage can be done by introducing a relatively small but
well-placed force.  Certain elements of the transportation infrastructure, such as
U.S.-flag carriers and landmark bridges and tunnels, are symbolic to Americans,
adding further to their appeal as terrorism targets.

Many transportation facilities and structures are strategically important, serv-

1For a description of the range and nature of terrorist attacks in public surface transportation, see
Jenkins (1997, 2001).  NRC (1999b) also describes the characteristics of previous terrorist attacks on
surface transportation.
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ing as key nodes in networks and corridors that handle the movement of large
volumes of people, goods, and services, including military transports.  Moreover,
transportation systems are international in scope and intertwined in economic and
social activities.  For instance, a few seaports handle a major share of the goods
moved in international trade, and commuter and rapid rail transit systems are the
circulatory systems of urban environments, critical to the functioning of some of
the country’s largest cities.  Hence disruptions to these systems can have poten-
tially far-reaching and long-lasting economic and social effects.

To be sure, transport vehicles and containers can be tempting weapons in and
of themselves, as most vehicles are powered by flammable fuels and some carry
bulk shipments of extremely hazardous chemicals.  By their very nature, they are
highly mobile and thus capable of being used to access a range of targets quickly.
And they are ubiquitous, moving unnoticed within industrial locations and major
population centers and across borders.  Their mobility, range, and omnipresence
make transportation vehicles a ready means of delivering terrorist weapons, from
conventional explosives to unconventional chemical, biological, and radiological
agents.  And in the case of mail and express package services, the weapons could
be carried into nearly every household, business, and government office in the
country.

In the following sections, the committee describes the characteristics of trans-
portation systems, security systems that take these characteristics into account,
and the kinds of research that will be required to support the development and
deployment of such security systems.  After the September 11 attacks, President
Bush created the Office of Homeland Security. Congress soon afterward passed
the Aviation and Transportation Security Act, which established an Under Secre-
tary for Transportation Security and a Transportation Security Administration
(TSA) within the Department of Transportation.2  Civil aviation security had
previously been overseen and regulated by the Federal Aviation Administration
(FAA), but operational and financial responsibilities rested with the private air-
lines and the airports owned by state and local governments.  Security in other
modes of land and maritime transportation had been, and largely remains today,
the responsibility of state and local law enforcement authorities, the many public
and private entities that own and operate the transport systems, and various
federal agencies responsible for port and border security.  The committee urges
the new TSA to take the lead in identifying coherent security systems for each
mode of transportation, to work with the private and public sectors in this country
and abroad in deploying these systems, and to further the development of sup-
porting expertise and technologies.

2The Aviation and Transportation Security Act of 2001 (Public Law 107-71) was signed by Presi-
dent Bush on November 19, 2001.
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TRANSPORTATION SYSTEM CHARACTERISTICS

Security strategies must relate to the systems to be secured and defended.
Transportation systems’ common characteristics include the following:

• Openness and accessibility.  Designed and organized for the efficient,
convenient, and expeditious movement of large volumes of people and goods,
transportation systems must have a high degree of user access.  In some cases—
highways, for example—access is almost entirely open.  Many transportation
facilities, such as train stations, are public places, open by necessity.  In other
cases, access is more limited, as in commercial aviation—but still not fully closed.
Even in the case of the latter, it is notable that access to most airport lobbies,
ticket lines, and baggage check-in areas remains unrestricted. Moreover, much of
the transportation infrastructure, from airports to highway and rail bridges, was
designed and built long before concerns over security and terrorism.  Fully inte-
grating security will take many decades, as assets are gradually modified and
replaced.

• Extent and ubiquity.  Transportation systems require vast amounts of
physical infrastructure and assets.3  The U.S. highway system consists of 4 mil-
lion interconnected miles of paved roadway, including more than 45,000 miles of
interstate freeway and 600,000 bridges.  The freight rail networks extend for
more than 300,000 miles, and commuter and urban rail systems cover some
10,000 miles.  Even the more contained civil aviation system has some 500
commercial-service airports and another 14,000 smaller general aviation airports
scattered across the country.  These networks also contain many other fixed
facilities such as terminals, navigation aids, switchyards, locks, maintenance
bases, and operation control centers.

Most of this infrastructure is unguarded and sometimes unattended.  Distrib-
uted over the networks are millions of vehicles and containers, which are repeat-
edly moved from one location to another, complicating the task of monitoring,
safeguarding, and controlling them.

• Emphasis on efficiency and competitiveness.   Although much of the
transportation infrastructure in the United States is owned by the public sector,
the development of this infrastructure is driven largely by the demands of private
users.  Widespread use of private cars and motor carriers, for instance, spurred
greater investment in the highway system relative to public transportation and
railroads.  Likewise, travel by motor vehicle and airliners displaced demand for
intercity passenger rail service in the second half of the 20th century, prompting
increased government spending on airports and freeways.  The economic deregu-

3See Bureau of Transportation Statistics (2000) for more complete statistics on the extent of the
U.S. transportation sector. The numbers cited in this subsection are derived mainly from this com-
pendium.
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lation that swept through the transportation sector during the last quarter of the
20th century led to even greater emphasis on efficiency as a criterion for transpor-
tation investments and, to a certain degree, led to a loss of redundancy and excess
capacity in the sector as a whole.  The dynamism of the U.S. transportation sector
is unmatched in the world, and a major reason for the country’s high productivity
and mobility.  Another consequence of the emphasis on efficiency, however, is
that costly security measures that promise unclear benefits or that impede opera-
tions are likely to be resisted or eschewed, whereas those that confer economic
benefits are apt to be deployed and sustained.

• Diversity of owners, operators, users, and overseers.  Much of the physi-
cal infrastructure of transportation—from highways and airports to urban rail
networks—is owned and administered by the public sector.  But while the federal
government helps fund construction, it owns and operates very little of this infra-
structure.4  Most of it is controlled by thousands of state and local governments.
While private companies and individuals own some fixed infrastructure (as with
freight railroads), they function mainly as service providers and users, controlling
most of the vehicles and containers that ply the networks.

These public and private owners and operators are largely responsible for
policing and securing the system, with the help of state and local law enforcement
authorities and, for movements outside the country, foreign governments and
international organizations.  In addition to providing financial support for infra-
structure (and now security for commercial aviation), the federal government’s
main role is in promoting and regulating safety and environmental performance;
supporting research and system planning; and monitoring and regulating trans-
portation activity at border crossings and international gateways.5

• Entwinement in society and the global economy.  Trucks of all sizes
distribute to retail outlets nearly all the products purchased by consumers and
many of the goods and supplies used by industry and government.  The rail,
pipeline, and waterborne modes, along with large trucks, move products and
commodities long distances among utilities, refineries, suppliers, producers, and
wholesalers, as well as to and from ports and border crossings.  In recent years,
these transport modes have increased their efficiency to the point where just-in-
time inventorying and manufacturing are commonplace.  At the same time, the
airlines have become indispensable in connecting cities all over the United States,
and passenger airline service is essential to many areas of the country that depend
on tourism and business travel.

4The major exceptions are the FAA air traffic control system; roads on federal lands; and certain
support services, such as the provision and maintenance of navigation aids (e.g., GPS).

5A number of federal agencies—the individual modal agencies at the Department of Transporta-
tion, for example, as well as the USDA, EPA, the Customs Service, the Border Patrol, and the
Immigration and Naturalization Service—have specific responsibilities in these areas.
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At the more local level, a quarter or more of the workers in some large cities
commute by public transportation, which has come to shape some urban centers,
most notably on the East Coast.  The U.S. Postal Service delivers mail to every
household in the United States and most businesses, totaling some 135 million
addresses.  The highway system pervades the lives of Americans, who use motor
vehicles for most daily activities and for much of their longer-distance vacation
travel.

Highways are also used by emergency responders, and both the highway and
public transportation systems are vital security assets to evacuate people in a
crisis and move critical supplies and services. Consequently, disruptions to trans-
portation networks can have far-reaching effects not only on transportation op-
erations but on many other interconnected functions and activities.

IMPLICATIONS FOR SECURITY STRATEGIES

Certainly, undermining the ability of terrorists to attack in the first place is a
national imperative.  Should these efforts fall short, however, the transportation
sector must be prepared to defend itself.  The above characteristics reveal the
great difficulty, indeed impossibility, of defending each potential target or per-
ceived vulnerability one by one.  The transportation sector is simply too spread
out, diverse, and open—by necessity—for such a defensive approach to work.
This does not mean that little or nothing can be done to counter terrorism.  Sound
security measures can do a lot; for instance, they can confound and deter terrorist
operations, increase the likelihood of the terrorists being detected and inter-
cepted, keep casualties and disruptions to a minimum, and reduce panic and
reassure passengers in a crisis.6

What the characteristics of the transportation sector do suggest is the need
for a coherent and systematic approach to security.  In particular, such an ap-
proach should be shaped by (1) well-designed, layered security systems, (2) the
adaptive, opportunistic, and dual use of security technologies and techniques, and
(3) broad-based and unconventional thinking on terrorist threats and responses.

Layered Security Systems

Transportation security can be best achieved through well-designed security
systems that are integrated with transportation operations.  The concept of a
layered security system, in which multiple security features are connected and
provide backup for one another, has a particular advantage. Perfect execution by
each element in the system is not crucial, because other elements can compensate

6This point is made well by Jenkins (2001) in discussing ways to secure very open public transpor-
tation systems.
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for human, technological, or other shortcomings, and, correspondingly, enhance-
ments to one element can boost the performance of the system as a whole.  Such
systems, long used to secure communications and information systems, cannot be
breached by defeating a single layer.  Because the terrorist can find it difficult to
calculate the odds of defeating multiple layers, some randomly interleaved, such
a system can deter as well as impede terrorist acts.7

The dangers of not taking a coherent systems approach to security were
manifest in the aviation sector on September 11.  Commercial aviation has been
the subject of hostile attacks for more than 30 years.  Each new attack has
prompted the advent of more technologies, procedures, and rules—each superim-
posed on the last, designed mainly to prevent a recurrence of similar attacks.
Aviation security was provided not through truly systematic means, but rather
through a collection of mostly unrelated measures that hinged on a very high and
sustained level of performance from each, with little or no backup and redun-
dancy.  By overcoming a single perimeter defense, such as a metal detector, an
attacker could, in effect, overcome the entire security regime.

The design of the security systems themselves must relate closely to the
characteristics and functions of the transportation systems they are intended to
defend.  Technologies and methods developed for one transportation environ-
ment that are modified and applied in an incidental manner to another may yield
little more than a patchwork regime.

The prevention of future airline attacks, for instance, may be made possible
by systematically identifying and defending against all or most vulnerabilities;
for instance, access to airfields and aircraft can be closely guarded, passengers
and their luggage can be screened with great care, and airline and airport workers
can be monitored.  By comparison, the much more open and decentralized mari-
time and land transportation systems are far less amenable to such a defensive, or
protective, approach.  The intensive inspection and screening methods used for
air transportation security, for instance, are likely to be impractical for transpor-
tation modes that require more convenient user access and have myriad points of
entry.  Means of deterrence in those systems are therefore critical, as are means to
contain and respond to attacks that do occur.  Indeed, it is possible that good
mitigation, response, and recovery preparations will themselves dissuade terror-
ists from attacking these targets since ensuing damage and disruption may be
limited.

The importance of understanding the characteristics of each type of transpor-
tation system in designing layered security systems is illustrated by the security-
system concept for shipping containers presented in Box 7.1.

A few large seaport hubs, or megaports, around the world—such as Los

7The need for a systems approach to security is emphasized in both NRC 1999a and 1999b.
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BOX 7.1
Shipping Container Threat Scenario and Security Strategy

Background

Intermodal shipping containers carry more than 80 percent of the cargo (as
measured in value) moved by ocean liners in international trade.  A key virtue of
these standardized containers is that they allow for mechanized and automated
container handling at transfer points and can be moved readily among modes.
The sealed containers are also less vulnerable to cargo pilfering and theft.  These
virtues have vastly improved the efficiency of ship, train, truck, and terminal oper-
ations, reducing the time required for international shipping and enabling more
businesses to reduce their warehouse and inventory costs through just-in-time
logistics.

In the United States, some 50 ports can handle containers, but only a handful
have built a significant business around them because of the large investment
required for handling equipment, the need for good connections with highway and
rail services, and the economies of scale of warehousing and terminal operations.
The three megaports of Los Angeles, Long Beach, and Newark-Elizabeth handle
about half of all containers entering and exiting the country.  Each of these ports
can handle as many as 10,000 containers in a single day.

The U.S. Customs Service maintains inspectors at each port.  Their main job is
to classify and appraise goods and collect applicable customs duties, although
their ancillary functions include the interception of contraband and assistance in
enforcing other laws and the regulations of some 40 federal agencies.  In most
cases, entering containers are cleared with a limited review of documents.  Most
regular, or “known,” shippers are precleared, and their shipments and documents
are not examined by Customs until up to 30 days later, which may be at the end
point of their line-haul inland journey by truck or rail.  Only about 2 percent of
containers are opened and physically inspected at some point in the process.
Such inspections are time consuming—they usually delay shipments for several
days—and add to the costs of shippers and receivers, who often depend on just-
in-time service.

A Threat Scenario

A terrorist purchases a foreign exporter that has a long-standing relationship
with U.S. importers.  The exporter routinely loads containers at its own facilities.  In
one of the containers, the terrorist loads a nuclear, chemical, or explosive device
that is timed to activate or that can be activated remotely.  The container is trans-
ported unopened through a foreign transshipment port and is then placed along
with thousands of other containers on a large container ship destined for a major
U.S. port that handles thousands of containers each day.  Recognizing the known
shipper, U.S. Customs preclears the container with minimal review of documents.
Along with thousands of other containers, it is transferred to line-haul rail for inland
transportation to the port of entry into the U.S. economy.  The full documentation
for the container shipment is scheduled to arrive at the U.S. Customs office within
30 days of the container’s entry into the country.

At any point during this 30-day interval, the deadly device inside can be deto-
nated.  Even if intelligence uncovers the plot, there may be no ready way to identify
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and locate the container, and there is additional concern about other containers
possibly in place around the country already or on the way.  The federal govern-
ment is probably compelled to halt the movement of all containers and isolate
thousands of suspect ones.  Even if the device is not detonated, commerce is
severely affected by the disruption of trade and the public’s confidence in the sys-
tem of deterrence and interception is eroded.

A Layered Security System to Lessen the Threat

Security cannot begin and end at the port but must be integrated into the entire
logistics chain.  And it must be part of an overall system that can address multiple
threats, rather than an unintegrated series of tactics aimed at addressing one vul-
nerability at a time.  Megaports offer a point of leverage for developing such a
systems approach.  Containers of most shippers will pass through one or more of
these large hub seaports in the United States and abroad.  The corresponding port
authorities and their governments, therefore, are in a position to impose standard-
ized requirements on shipment security, reporting, and information-sharing that
will have a near-universal effect on practice throughout the industry.  Industry trade
associations may be employed to certify compliance with these standards; for in-
stance, a shipper that does not maintain the prerequisites could be denied mem-
bership in the association, and nonmember shippers could be denied access to
the megaport or have their access severely restricted.

One prerequisite might be that containers be loaded in sanitized facilities that
are certified and subject to recertification after a change in ownership.  Such facil-
ities, whether at shippers’ own locations or those of the freight consolidators, might
be secured from unauthorized entry, monitored with surveillance cameras, and
equipped with cargo and vehicle scanners.  Images from these scanners could be
stored with other documentation on the shipment and forwarded to transshipment
points or destination ports for comparisons when the shipment arrives or during
randomized inspections along the way.  A tamper-resistant mechanical or elec-
tronic seal might be placed on the container at the certified loading facility.  Light or
temperature sensors might also be placed in the container and set to transmit a
signal or sound an alarm if activated by an unexpected opening.

Drivers of vehicles that deliver the containers to the ports might have their
identities confirmed through biometric cards and be subject not only to periodic
checks on their background but to scrutiny, using data mining techniques, for dis-
cerning unusual patterns of work and behavior.  Microcomputers with transpon-
ders might be attached to the motor system to track its route and shut down the
engines if it veers from the approved course.  Meanwhile, manufacturers, import-
ers, and shipping companies could be required to provide authorities with advance
notice of the details of their shipments.  Such early notification would give inspec-
tors time to assess the validity of the data, using artificial-intelligence and data-
mining capabilities, and to check for anomalies that warrant closer examination.

These capabilities might be provided through a central facility with the neces-
sary expertise and resources; its analysts could then advise inspectors and other
enforcement officials on the handling of suspect shipments.  Those singled out for
closer scrutiny, including shipments from uncertified facilities, could be subject to a
variety of nondestructive examinations, from simple reweighing to vapor and radi-

continues
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ation sampling to radiographic imaging.  The container’s original scanned image,
taken at the original loading facility, could be compared with subsequent scans.

None of these coordinated measures and associated technologies, if fully de-
veloped and implemented, would guarantee success in eliminating all of the many
vulnerabilities associated with the shipping-container logistics system, nor have
the practicality and total costs of such an approach been fully evaluated.  However,
a layered system—even with several imperfect elements—would greatly increase
the chances of deterring and intercepting threats.  It would also allow enforcement
authorities with intelligence about a threat to take quicker and more effective ac-
tions to identify suspect containers.  Such a systematic and credible security sys-
tem, which could be improved continually through the adoption of new technolo-
gies and techniques, would help reassure the public in the event of an incident and
help contain disruptions in the critical logistics system by precluding the need for a
complete shutdown.

SOURCE:  Flynn (2000a, 2000b, 2001) and Leeper (1991).

BOX 7.1  Continued

Angeles, Long Beach, Newark-Elizabeth, Rotterdam, Hamburg, and Singapore—
offer points of leverage for designing a security system that encourages shippers
to load containers in secured facilities and take other related steps to expedite the
movement of their cargoes through the megaports and the logistics stream.  Be-
cause these ports are so critical to the container shipping industry, such require-
ments may become the de facto standard in short order.  Shippers that choose not
to comply may be denied access to the megaports or be subjected to greater
scrutiny and its resultant delays.

The narrowing of the higher-risk traffic in this manner, supported by such
capabilities as data mining and artificial intelligence (as described in more detail
in Box 7.1), will allow authorities to make better use of their limited inspection,
screening, and enforcement resources.  In fashioning such a layered security
system that begins early in the logistics stream, the prospects of a containerized
weapon being intercepted before reaching the United States, and the chances of
the act being deterred in the first place, are likely to be greater than under the
current system of infrequent container inspections at destination ports and other
border crossings.  Moreover, it is quite possible that the side benefits of such a
system, such as a decline in the use of shipping containers for the movement of
contraband and the efficiency-related benefits of a sound shipment tracking sys-
tem, would by themselves provide strong incentives for participants to continu-
ally maintain and enhance the system.  A multilayered means of securing ship-
ping containers, which will require considerable international and private-sector
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collaboration, is now being considered by the U.S. Customs Service8 and other
government agencies.

In a different and more varied context, the experience with ensuring aviation
safety over the past 30 years demonstrates how such a layered approach can
indeed be pursued with much success.  In commercial aviation, it is noteworthy
that one agency has a dominant role in ensuring safety through multiple, coordi-
nated means.  FAA is responsible for everything from establishing pilot training
requirements to regulating the design and manufacture of aircraft and their com-
ponents.  Safety is assured through a multipronged process aimed at reducing
risks through rigorous standards for flight crew qualification and training; testing
and certification of aircraft designs and materials; quality assurance in aircraft
production processes; detailed schedules for aircraft maintenance and engine
overhauls; a coordinated system for air-traffic management; standardized operat-
ing procedures; and minimum requirements for runway maintenance and airport
rescue and fire services.

Coincident failures of all these elements are rare, as evidenced by the excel-
lent decades-long safety record of commercial airlines.  When failures (or even
near failures) do occur, the safety system is evaluated as a whole and adjustments
made (possibly to multiple elements) to remedy the problem.9

Given the outstanding performance of the aviation safety system, it is no-
table that aviation security, also regulated by FAA until recently, was not handled
in a similarly holistic fashion.  By and large, aviation security tactics and tech-
niques emerged piecemeal, in reaction to a series of individual security failures,
beginning with the deployment of magnetometers and x-ray screeners for carry-
on luggage following a rash of handgun-enabled hijackings during the 1960s and
early 1970s.  In this case, the screeners were viewed foremost as protective
measures, intended to intercept firearms before they could be brought on board an
aircraft.  Indeed, year after year, thousands of firearms were intercepted and
confiscated by airport screeners.10  Yet, while the screeners did intercept many
guns, they also deterred the use of guns by hijackers.  Certainly, the September 11
hijackers were reluctant to use handguns. Such deterrence effects, however, were
not evaluated explicitly.

8In April 2002 the U.S. Customs Service launched the Customs-Trade Partnership Against Terror-
ism (C-TPAT), which “requires importers to take steps to assess, evolve and communicate new
practices that ensure tighter security of cargo and enhanced security throughout the entire supply
chain.  In return, their goods and conveyances will receive expedited processing into the United
States” (U.S. Customs Service press release of April 16, 2002).  More details about C-TPAT are
available on the U.S. Customs Service Web site at <http://www.customs.gov/enforcem/tpat.htm>.

9The importance of a systems approach to aviation security was emphasized in the 1997 White
House Commission on Aviation Safety and Security, which was chaired by Vice President Gore.

10According to FAA statistics, 13,459 handguns and 1,151 other firearms were detected and con-
fiscated by airport screeners from 1994 to 2000 (personal communication, FAA Office of Civil
Aviation Security Operations, May 3, 2002).
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More systematic evaluations of security approaches surely would have been
helpful in understanding the influence of deterrence and opportunities for
strengthening it. Indeed, in seeking to regain public confidence in aviation secu-
rity after September 11, federal policy makers did not have a coherent system in
place that could be readily fixed, prompting Congress to take dramatic and hur-
ried measures, from the federalizing of airport screeners to ambitious deadlines
for the deployment of costly and potentially unready explosive detectors.

Deterred from one target, the terrorist may well seek another.  But if such
deflection is indeed what happens, then it is all the more important that deterrence
measures are deliberate and well-placed to ensure that the most sensitive poten-
tial targets are the ones that are the least appealing to attack.

Security Methods and Techniques That Are
Dual-Use, Adaptable, and Opportunistic

Transportation is a diverse and dynamic enterprise.  Transportation opera-
tions today, from passenger to cargo systems, are fundamentally different from
what they were just 20 years ago, when hub-and-spoke systems, express package
delivery, just-in-time logistics, and intermodal container operations were in their
infancy.  Nearly all modes of transportation have experienced sharp increases in
traffic volumes and changes in their methods of providing services.  It is impor-
tant, therefore, to ensure that security approaches are capable of adapting to
evolving circumstances.

Perhaps the best way to foster such adaptability is to mesh security with
other operational tasks and objectives, such as curbing crime, dispatching and
tracking vehicles, monitoring the condition of infrastructure, and assuring safe
operations.11  Indeed, providing economic incentives for transportation users and
operators to build security into their operations will be critical; simply urging
greater security consciousness will not be enough, nor will it have lasting effect
in such a competitive and cost-sensitive sector.  First, before investing in new
technologies and procedures, it is important that consideration be given to how
those already at hand may be put to another use.  Grounding of aircraft by the
FAA’s air traffic controllers after the September 11 attacks and the use made by
forensic experts of tracking codes imprinted on U.S. mail after the anthrax attacks
show that such dual-use opportunities exist and can be integrated into security
planning.  As a corollary, security-related technologies and procedures them-
selves can have wider utility; for example, the matching of airline passengers
with their bags may also reduce the incidence of lost luggage, and closed circuit
television surveillance and undercover patrols by security personnel may reduce

11The importance of capitalizing on other transportation-system goals and features to provide
security was emphasized in NRC (1999b).
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ordinary crimes in public places such as transit stations.12  Such opportunities
must be sought out systematically, recognizing as well that multiuse, multibenefit
systems have a greater chance of being maintained and improved over time.

The potential cost and magnitude of the security task in the evolving and
expansive transportation sector means that it must be approached not only sys-
tematically but resourcefully.  Making a long-term commitment to costly security
technologies developed and deployed outside a systems context runs the risk of
early and prolonged obsolescence as technologies, transportation operations, and
security threats change.  A more efficient, adaptable, and system-oriented ap-
proach might suggest such tactics as the randomization of security screening, the
setting of traps, and the masking of detection capabilities—all to allocate security
resources most effectively and to create layers of uncertainty that can inhibit
terrorist activity through what have been called “curtains of mystery.”  To mini-
mize costly disruptions to transportation services, it may be desirable to narrow
the security task to target the highest-risk actors and activities.  To do so will
require a better understanding of normal patterns of behavior and activity, allow-
ing for the preidentification and filtering out of legitimate and low-risk travelers
and shippers, so as to devote more security resources to the scrutiny of anomalies.

It makes sense, for example, to integrate information gleaned from comput-
erized airline reservations systems with passenger and baggage screening proce-
dures, rather than treating each as a discrete and unconnected process.13  Informa-
tion from ticketing that suggests an air traveler poses a risk could be conveyed to
personnel at all security checkpoints—guards at the entries to secure concourses,
baggage screeners, and airline gate attendants who examine and collect boarding
passes.14  In more open transportation systems, where it can be difficult to iden-
tify and track high-risk traffic, information and communications tools may offer
a means to create a “virtual” closed system.  Large trucks, for instance, may be
required to have an identifier tag affixed to the windshield and scanned at critical
points along the highway.  The tracking information could be used to ensure that
higher-risk trucks—that is, those without tag identifiers or with unusual
routings—are scrutinized more carefully at border crossings, tunnels, and major
bridges down the road. As an added layer of deterrence and protection, trucks
may be subjected to random checks of the validity of the tag, as well as the
legality of the driver, vehicle, and cargo.

12As another example of collateral benefits, when London Transport instituted counterterrorism
measures on its rail-transit system, crime and vandalism fell throughout the system even as crime
rates increased citywide (Jenkins, 2001).

13The need for such integration of security capabilities was observed in the 1997 report of the
White House Commission on Aviation Safety and Security.

14This information could also be used to process individuals through all other exits from the secure
area.



222 MAKING THE NATION SAFER

Perhaps the most open of all transportation systems are the public transit
systems of large urban areas.  Indeed, transit systems around the world have
become recurrent terrorist targets because of their openness, concentrations of
people, and potential for attacks to cause mass disruption and alarm.  Many
opportunities exist for using information generated by operations (e.g., ticket
reservation records, shipment manifests, passenger identification) to devise lay-
ered security systems in air and maritime transportation.  Similar information is
not available for many of the land transportation modes, such as public transit,
where users are often anonymous.  Nevertheless, security in other surface modes
can be layered through other means, while also capitalizing on dual-use applica-
tions.15  When certain opportunities arise, such as during the design of new
stations or the remodeling of existing ones, many cost-effective protective fea-
tures can be added, such as good lighting, blast-resistant structures, air filtration
systems, emergency evacuation routes, and open spaces that provide broad fields
of vision.  And certainly in areas where free access is not required, such as at
railcar and bus storage yards, fences, police patrols, and other perimeter protec-
tions can be added—not only to provide security against terrorist attacks, but also
to help prevent vandalism and other crimes.  The well-placed application of
certain technologies, such as surveillance cameras and sensors that detect chemi-
cal and biological agents, can further strengthen the overall security system by
adding an element of deterrence as well as an early diagnosis and response
capability.  As they mature, facial-recognition technologies may have strategic
application in some public transportation settings, thereby strengthening deter-
rence and detection capabilities.

But to be effective in such a ubiquitous and expansive mode of transporta-
tion, security must be approached holistically.  Explicit consideration must be
given, for instance, to the important security function of civilian staff, such as bus
and train operators and station attendants.  Their visible presence alone can serve
as a deterrent, and they are in the best position to recognize and report situations
that are out of the ordinary before they become full-blown incidents.  Attention
must given to making on-site staff more visible and training them on how to react
and respond appropriately—a critical responsibility, since transit operators and
attendants are most likely to be the first personnel at the scene of an attack.
Similarly, riders themselves can be an important resource.  Active public coop-
eration and vigilance may be encouraged through such means as recurrent mes-
sages and public announcements to be alert for and report unattended articles.
Indeed, it is in the most crowded locations, where terrorists are most likely to
strike, that the chances are greatest that a passerby, if prompted to be attentive,
will quickly notice a suspect package and notify authorities.16  All of these

15For a more complete description of ways of layering security in public transportation, see Jenkins
(2001).

16For specific examples, see pp. 16-17, Jenkins (2001).
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elements together—from blast-resistant designs and well-lit spaces to the strate-
gic placement of guards and fences and deliberate means of enhancing situational
awareness by personnel and passengers—can provide a multitiered security sys-
tem that both deters and protects.  And, of course, these elements must be backed
up by well-devised and well-rehearsed plans for incident response and restoration
of service.  Public transit systems that are prepared for response and recovery are
less desirable targets for attackers banking on mass confusion and disorder to
amplify the harm.17

Capability to Engage in Unconventional Thinking on
Threats and Responses

The size, scope, and ubiquity of the transportation sector, coupled with its
myriad owners, operators, and users, means that many opportunities exist for
terrorists to exploit components of transport systems in many different, and novel,
ways.  After all, terrorists may not view individual transportation assets, infra-
structure, and services in isolation and in traditional function-oriented ways but
rather as tools that can be exploited for other objectives—much as jet airliners
and mailed letters were used as weapons delivery systems last fall.  Similarly,
terrorists may view the components of other systems, such as the electric power
grid, as a means to disrupt or impair critical transportation services.  Indeed, it is
likely that even the perpetrators of an attack might not realize the full array of
economic and societal consequences that could arise as the wave of disruptions
moves through many complex and interrelated systems.

Given the broad spectrum of possibilities, the institutions traditionally re-
sponsible for securing transportation systems are unprepared to counter the un-
precedented means by which they can be exploited for terrorist purposes.  Yet it
is critical that such possibilities and their risks are anticipated and understood in
order to devise precautions and countermeasures.  Effective security planning
and preparation will require a continuous means of engaging in unbiased and
nontraditional thinking about vulnerabilities and threats, their consequences, and
appropriate planning and policy responses.  This needed analytic capability—
from scenario-based threat assessments and red teaming to systems modeling—
does not exist today.

RESEARCH AND TECHNOLOGY NEEDS

Many technological capabilities, new or enhanced, will be needed to support
well-designed, layered security systems in the transportation sector.  But success

17For a synthesis of efforts by U.S. public transportation authorities to plan for terror attacks, see
Boyd and Sullivan (1997).
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BOX 7.2
Key Research Needs for Transportation Security

Systems Research

Operations
Understanding normal patterns of transportation activity and behavior
Identification of anomalous and suspect activities
Dual-use opportunities
Opportunities to leverage security in operations

Human Factors
Ability of security personnel to recognize context and patterns
Design of security devices, facilities, and procedures that are efficient and

reliable
Understanding how to obscure the risk of getting caught
Understanding how technology can complement and supplement humans
Creation of security institutions that are performance-driven

Legal and Ethical Issues
Acceptability of surveillance systems
Use of biometrics for identify verification
Use of prescreening systems and means to collect and protect personal

information

Deterrence

Psychological studies to model terrorist types
Deterrent effects of tactics to create uncertainty (e.g., “curtains of mystery”)
Deterrent effects of layered countermeasures

will not occur without systems research to help establish the big picture within
which the individual efforts—some of them novel ideas and innovations, others
the adaptations of technologies developed elsewhere with different primary
aims—each play their separate but interconnected parts.

Post-September 11, scientists, engineers, and technologists in the public and
private sectors alike will be paying a great deal of attention to airline security and
transportation security in general; hence, a strategy that helps guide their efforts
is crucial.  At the moment, numerous expert groups are offering R&D advice to
transportation agencies at the federal, state, and local levels.  Missing, however,
is more enduring advice on how to go about establishing, implementing, and
sustaining these priorities.  The approach taken in this chapter is to provide
strategic counsel on how to go about identifying and establishing these priorities,
rather than offering a highly specified research agenda.  The specific research
ideas offered next, and summarized in Box 7.2, are illustrative and by no means
exhaustive.
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Prevention

Data mining and other data-evaluation techniques to filter out lower-risk users
An understanding of the markers of risk associated with travelers
Explosives detection systems able to detect a wider range of materials
Means to network and combine sensors into “sensor fusion”
Standoff and accurate field sensors with low rates of false alarms
Biometrics and other means of verifying travelers and operators

Monitoring and Mitigation

Real-time chemical sensors that are effective in complex environments
Construction methods to harden transportation facilities
Dispersal models for various agents in transportation environments
Ways to use dispatch and control systems for consequence management
Means of protecting traffic-control systems from physical and cyberattacks

Response and Recovery

Neutralizing agents and robots that can test areas and perform decontamination
Communications capacity for emergency responders
Regional emergency-response plans that coordinate highways and public

transportation

Investigation and Attribution

Integrating investigative capabilities into transportation operations and control
systems

Systems Research

A fundamental need is a more thorough understanding of the operations,
institutions, and other functions and characteristics of the transportation and lo-
gistics enterprises.  Such an understanding is necessary to identify candidate
security systems—for instance, to determine where the megaport-like “linch-
pins” may lie for new security approaches.  Such systems research and analysis
will also provide an understanding of normal patterns of transportation activity
and behavior, which is essential for developing security programs that filter out
trusted passengers and shippers and for designing and deploying networks of
sensors in ways that enhance their accuracy and reduce the incidence of missed
and false alarms.

Moreover, an understanding of the operations and economics of transporta-
tion systems is crucial for finding ways to integrate security with other transpor-
tation system objectives.  For example, shippers and other commercial users of
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transportation may be willing to accept the outlays for blast-resistant containers,
electronic tamperproof seals, and real-time recording of shipment manifests if
they facilitate the general movement of cargo and better secure it against theft and
loss.18

It will also be important to recognize that certain security approaches are
practical and acceptable under some circumstances and impractical and unac-
ceptable under others.  For example, in the wake of the September 11 attacks,
airline passengers have demonstrated a willingness to endure time-consuming
and invasive security procedures.  For many travelers, airline trips are long any-
way and not a daily occurrence, and extra time can thus be spared for additional
security measures.  To be sure, similar inconveniences would not be so well
tolerated by passengers in the more time-sensitive modes used for daily commut-
ing, and air travelers’ impatience with burdensome security procedures can be
expected to grow over time, especially if the public views security procedures as
more symbolic than substantive.

The advent of effective security initiatives therefore depends not only on
good research pertaining to transportation operations but also on an understand-
ing of human factors.  Such insight is needed for everything from designing
airport security checkpoints that are more efficient and less error-prone to devel-
oping means of deterring terrorists through the aforementioned “curtains of mys-
tery.”  Indeed, human factors are integral to all security initiatives, whether they
entail technologies, procedures, or organizational structures.

It is especially important that the role of people in operations and security not
be determined by default, simply on the basis of what technology promises, but
rather as a result of systematic evaluations of human strengths and weaknesses
that can be complemented by and supplemented by technology.  Human strengths,
such as sensitivity to context and pattern recognition, may be difficult or unnec-
essary to replicate.  Indeed, it may turn out that some technologies do not hold
promise because they are inferior to, or incompatible with, the performance of
human users—for instance, they might interfere with the performance of flight
crews, bus drivers, or screeners.19

Many other nontechnical issues also loom large in the development and
deployment of effective security systems.  Privacy and civil rights controversies,
for example, dominate the debate over data mining and biometric technologies
for passenger prescreening, identification, and surveillance—a debate that goes
beyond the transportation sector, extending to other technology-based realms as
well.20  Though technological advances will undoubtedly continue to offer many

18See Badolato (2000) and Flynn (2000a, 2000b).
19Prior experience with new technologies in aviation has shown the value of this approach, and the

FAA is now committed to early integration of human factors in its acquisition programs.
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new capabilities, some will raise new legal and ethical issues that must be ad-
dressed long before they are used.  Sound systems research and analyses—in-
volving operational, institutional, and societal dimensions—will better bring these
issues to light.

To be sure, the restructuring of transportation security technologies, tech-
niques, and  procedures to form coherent systems will not be easy.  It will require
an ability and willingness to step back and define security goals and performance
expectations, to identify the layered systems best suited to meeting them, and to
work with many public, private, and foreign entities to implement them.  Security
planners must be willing to question many existing security rules, institutional
relationships, tactics, and technologies.  This will require much strategic plan-
ning, supported by well-targeted, systems-level research and analysis.

Deterrence

As noted earlier, the impracticality of eliminating all transportation vulner-
abilities means that efforts to deter must be a key part of transportation security
strategies.  That reality, together with the likelihood that over the past decade
deterrence has probably stopped many hostile acts against aircraft in the first
place, put it early in the line of defense against transportation terrorism.  But in
such a large and open transportation sector, deterrence (or deflection of the hos-
tile act to a less damaging or less protected target) may not be achieved simply by
traditional means—guards, guns, and gates.  Instead, it will require sound intelli-
gence information related to transportation security and the innovative use of
resources and capabilities, which together create high degrees of uncertainty
among terrorists about the chances of defeating the system (that “curtain of
mystery”).

The extent to which uncertainty can deter a terrorist from a specific target is
a potentially important avenue of inquiry.  How does the fear of getting caught
influence actions?  Even a terrorist intent on suicide does not want to be stopped
before achieving his or her goals.  Psychological studies have sought to model
criminal attitudes by interviewing perpetrators, and similar studies could presum-
ably be directed to terrorist types in order to better understand the factors influ-
encing their decisions to attack or avoid targets.  Such knowledge could prove
useful in assessing the deterrent effects of specific tactics such as the use of
chemical-sniffing dogs, the randomized deployment of surveillance cameras, and

20As an example, civil-rights issues associated with automated passenger-profiling systems are
discussed in the report of the White House Commission on Aviation Safety and Security (1997),
which also offers recommendations for addressing them. Also, see CSTB (2002) for a discussion of
the policy and technological issues associated with national identification systems.
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the publicizing (but not the identification) of new but unspecified passenger
screening procedures.

Prevention

If deterrence is unsuccessful, the next line of defense is prevention, whether
by denying access through physical means—guards and fences, for example—or
by other methods of interception, such as passenger profiling, baggage inspec-
tion, and explosives detection.

A topic likely to generate much research and debate in the years ahead is how
best to filter out the lower-risk users of transportation systems in order to focus
security resources on anomalies and the higher-risk traffic.  Advanced informa-
tion technologies offer some promising tools for such identification and
prescreening.  What is needed, however, is a better understanding of the markers
of risk, the kinds of data useful for identifying those markers, and how to interpret
and use the results for detection and control purposes.

For example, the application of automated passenger prescreening systems
may depend less on advances in biometrics, artificial intelligence, statistics, and
computer hardware than on the kinds and quality of data that can be employed in
these systems.  Not only must the multiple, heterogeneous databases involved be
accurate and compatible (both criteria present major challenges), but the right
information must be extracted and combined.  As an example, how can data on a
traveler’s financial records, immigration status, legal history, demographic char-
acteristics, and matches to traveling companions on the same flight be used to
evaluate his or her security risk, and who will act on the results?  Will new
databases be created by the linking of various private and public data sources?
And if so, how will the information be stored and protected, and who will have
access to it and for what purposes?  Research on numerous such issues is clearly
required to help policy makers evaluate preventive measures.21

Yet another prevention-related need is for explosives detection systems that
are sensitive to a wider range of materials.  At the moment, many threats are not
detectable; for instance, a pouch sealed in plastic and taped on a person’s body
may not register with available screening devices.  But new and emerging tech-
niques could augment existing detection capabilities.  For example, three sensor
technologies that appear to hold promise for explosives detection are x-ray dif-
fraction, which detects several types of explosives; microwave/millimeter-wave
scanners, which penetrate denser substances; and nuclear quadrupole resonance,
which identifies the chemical compositions of selected materials.22

21See CSTB (2002) for a review of important technological and policy issues associated with the
development and use of databases for identification systems.

22See NRC (1996, 1999b, 2002) for more detailed assessments of deployed and emerging tech-
nologies to improve aviation security.
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What is clear, however, is that no single sensor technology can be expected
to find all threats with acceptable accuracy, so an array of sensor technologies
will need to be developed and used together in a reliable, networked (“sensor
fusion”) manner whereby each sensor can crosscheck the validity of others.  Such
crosschecking can help reduce false alarms and the need for inconvenient and
costly follow-on searches, such as manual baggage inspections.

In general, all detectors—whether they sense explosives, say, or radiological
materials—need to be made more accurate for use in transportation modes, where
an excessive rate of false alarms can wreak havoc.  They must also be made
smaller, more affordable, and capable of operating at greater range.  These latter
requirements are particularly important if detectors are to be deployed strategi-
cally in the surface transportation modes.

Monitoring and Mitigation

Knowing when a hostile attack is under way, diagnosing it quickly and
accurately, predicting its course, and mitigating its harmful effects are crucial
capabilities that research and development can help provide.

Monitoring is essential to all these crisis-management functions. Indeed, the
use of FAA’s air-traffic management system to ground aircraft on September 11
demonstrated how existing traffic operations and control systems can be used to
detect terrorist attacks in progress and help manage the crisis.  The fast and
decisive actions taken by local traffic control centers to prevent commuter and
subway trains from passing under the World Trade Center may have saved hun-
dreds of lives.

Another example of monitoring capabilities that are not yet available but that
could prove crucial in transportation settings is the development of real-time
sensors to rapidly detect a wide variety of chemical agents.  In a busy transporta-
tion environment, rapid recognition of a threat is critical to ensure appropriate
response.  A prerequisite for the development of such sensor systems is baseline
information on the background chemicals in facilities such as subway systems
and airport terminals, especially to ensure that sensor systems are designed to
balance the risks associated with false positive and false negative readings.  On
the one hand, excessive false alarm rates are a major concern for transportation
operators, lest localized service disruptions regularly propagate across an entire
network, eventually causing the alerts to be ignored and alarm systems to be
turned off.  On the other hand, a single missed or neglected alarm runs the risk of
exposing thousands of people to deadly agents and postponing effective emer-
gency response.  An appropriate balance must be struck between such risks,
requiring risk modeling and human factors assessments.

Research on architectural features, materials, and construction methods to
harden transportation facilities has the potential to mitigate the effects of blasts.
Research on mitigation could also be useful in protecting structures from earth-
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quakes and other natural disasters, although such correlations warrant further
study.  Similarly, the design of blast-resistant containers for aviation may be
helpful for other modes of transport.  The DOD has conducted much research on
blast resistance materials, designs, and structures, some of which may be appli-
cable to transportation.

There is a great deal of interest in the transportation community not only in
mitigating the effects of explosions but in containing the release of chemical and
biological agents.  Specialized research on the dispersal of various agents within
transportation environments is needed—for instance, on understanding how trains
moving in subway tunnels may push contaminants within the underground sys-
tem and through external vents into the streets above.23  In addition to helping
devise sensor networks, such knowledge could help in the development of miti-
gation equipment such as ventilation barriers and filters and in informing emer-
gency response plans.

Response and Recovery

A key to effective postevent response is the capability to communicate and
coordinate the actions of firefighters, police, elected officials, and transportation
agencies across numerous jurisdictions.  Communication paths, equipment, and
protocols must be established in advance, as part of emergency response plans,
and sizeable capacity must be made available quickly without having to disrupt
basic communications links.  Research and development on ways to enhance
emergency decision making and communications protocols and capabilities is
important to the transportation community, as it is to other participants in inci-
dent response.

As noted earlier, the ability to quickly recover and reconstitute transportation
services is crucial for limiting the cascading effects of terrorist attacks.  This may
require a range of capabilities, from the specific means to reroute traffic around
the disrupted areas to well-rehearsed, regional emergency response plans that
coordinate highway and public transportation systems.  Restoring transportation
services following an attack will also require a range of technological capabili-
ties—for example, neutralizing agents and robots that can survey affected areas
and perform decontamination, as well as tools for the rapid repair of key infra-
structure elements to render them at least minimally functional.

Investigation and Attribution

To deter and prevent further attacks, technologies and techniques to investi-
gate and attribute past attacks will also be needed.  Catching the perpetrators

23See Policastro and Gordon (1999).
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before they can do harm again is, of course, one reason to investigate and seek
attribution.  Another is to learn from the attack in order to prevent future ones.
Following the September 11 attacks, data were gathered from the air traffic
control system and used to reconstruct the timing and pattern of the four airline
hijackings.  These analyses could prove helpful in improving the monitoring of
traffic and recognizing the early signs of an attack.  How best to develop such
investigative capabilities—much as cockpit voice recorder and flight data boxes
are critical for reconstructing airline crashes—is a potentially important avenue
of inquiry.

ADVICE TO THE TRANSPORTATION SECURITY
ADMINISTRATION ON STRATEGIC RESEARCH AND PLANNING

The Aviation and Transportation Security Act of 2001, which created TSA,
set forth a series of responsibilities and deadlines for the agency, from the as-
sumption of airline passenger and baggage screening functions to the deployment
of air marshals and explosives detection systems at commercial airports.  Whereas
most of the act’s provisions deal exclusively with civil aviation, it also gives TSA
a broader security mandate—affecting all transport modes—that includes the
following statutory responsibilities:

• Receive, assess, and distribute intelligence information related to trans-
portation security;

• Assess threats to transportation;
• Develop policies, strategies, and plans for protecting against threats to

transportation, mitigating damage from attacks, and responding to and recovering
from attacks;

• Make other plans related to transportation security, including coordina-
tion of countermeasures with appropriate departments and agencies;

• Serve as the primary liaison for transportation security to the intelligence
and law enforcement communities;

• Enforce security-related regulations and requirements;
• Inspect, maintain, and test security facilities, equipment, and systems;
• Ensure the adequacy of security measures for the transportation of cargo;

and
• Identify and undertake research and development activities necessary to

enhance transportation security.

The many new and challenging operational and implementation require-
ments laid out in the act are understandably consuming much of TSA’s financial
and organizational resources, and they are likely to continue to do so for some
time.  Nevertheless, the overarching mission responsibilities listed above are
essential to TSA’s success and cannot remain neglected for long.  The following
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three recommendations are offered to DOT and TSA for assuming this strategic
role.  The first recommendation stems from a recognition that the transportation
sector is so large, dynamic, and fragmented that no single agency can be respon-
sible for day-to-day security tactics and technologies.  If TSA is to have a mean-
ingful role in securing all the modes of transportation, it must be prepared to offer
advice and assistance at a strategic level.  The second and third recommendations
recognize that TSA is the only national entity with responsibility for security in
the transportation sector as a whole.  It is therefore in the best position to ensure
research is undertaken that is useful to all transportation modes and that good
information on security technologies and methods is provided to the many pub-
lic- and private-sector users and providers of transportation services.

Creating a Strategic Research and Planning Capacity

Recommendation 7.1:  TSA should establish a strategic research and plan-
ning office—attuned to, but distinct from, the agency’s operational and en-
forcement responsibilities—that can work with DOT, the modal agencies,
other federal entities, state and local governments, and other elements of the
public and private sectors on security system research, planning, and de-
ployment.

Having a strong analytic capacity, the office could undertake the following:

• Explore and evaluate alternative security system concepts for the differ-
ent modes of transportation through collaboration with the public- and private-
sector owners, operators, and users and through the application of operations
research and human factors expertise.

• Ensure that there are no gaps in security planning and preparation because
of the narrow purview, perspectives, and knowledge of individual modal agen-
cies and owners, operators, and users of transportation systems.

• Encourage the explicit inclusion of security goals in the transportation
planning process and in the design of vehicles, facilities, and operating systems
by seeking out dual-use opportunities and by identifying design standards for
new transportation systems and facilities that fully integrate security consider-
ations.

• Advise metropolitan governments and transportation agencies on the need
to develop integrated regional emergency response plans; and advise local and
state transportation agencies, public transportation authorities, and related enti-
ties on how to reshape their administrative structures so as to give security promi-
nence in their planning and decision making.

• Explore ways in which security enhancements can be encouraged, and
how market and institutional barriers to the deployment of security measures can
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be overcome—for example, through balanced roles for regulation, subsidy, edu-
cation, and standard setting.

• Work with other countries and international standard-setting bodies to
exchange information about international shipments, coordinate security mea-
sures and overall system strategies, and collaborate in research and development
activities.

• Develop a research agenda in support of transportation security systems.

Multimodal in its orientation, such a strategic office will require a systems
planning and engineering expertise and the capability to conduct risk assess-
ments.  To obtain this expertise, TSA can make effective use of DOT’s Volpe
National Transportation Systems Center and other resources that TSA and Volpe
can bring to bear.  It will also need to interact closely with other federal agencies
in domains of responsibility integral to transportation (such as the Coast Guard,
the Customs Service, FEMA, and the Immigration and Naturalization Service),
with international standard-setting bodies (such as the International Civil Avia-
tion Organization, the World Customs Organization, and the International Mari-
time Organization), and with state and local agencies at the level of implementa-
tion.

To be effective and trusted, TSA must be more than a regulatory and en-
forcement arm of DOT; it must find ways to share needed expertise and informa-
tion and to work constructively with those parties—from modal agencies to pub-
lic- and private-sector transportation system operators—entrusted with fielding
the security solutions.  A strategic research and planning office within TSA,
unencumbered by rulemaking, enforcement, and operational responsibilities,
could offer these needed services.

Marshaling R&D in Support of Transportation Security

The committee has identified a number of important systems analysis and
technology needs for transportation security, and it believes that TSA is uniquely
positioned to undertake, encourage, and guide much of the R&D that will meet
these needs.  To devise coherent security systems and to procure and recommend
supporting technologies, TSA must have its own analysis and research capacity.
But it also must have the ability to draw on the rich and varied R&D capabilities
within the transportation sector as well as those of the federal government and the
science and technology community at large.

The modal agencies in DOT, as well as other federal agencies with responsi-
bility for security functions related to transportation (such as Customs and INS),
have missions ranging from safety assurance to revenue collection and drug
interdiction.  Most have small R&D budgets to support these missions; hence,
one can expect these agencies to seek a maximum return on their R&D invest-
ments by sponsoring research that meets their own mission-oriented needs first,



234 MAKING THE NATION SAFER

while offering security advantages as an added benefit.  Such duality of use can
be beneficial, but approaching security as a side benefit may result in research
gaps and a tendency for comprehensive, systems-level research to be neglected
because it does not have a lead sponsor.

In viewing the R&D activities of the modal agencies in their totality and
from a broader systems perspective, TSA can help fill these research gaps by
offering agencies guidance on the allocations of their R&D investments.  From
this vantage point, TSA can monitor progress on security-related R&D, observe
where modest additional investments might yield large benefits, and orchestrate
ways to encourage such investments.

To be sure, much of the R&D that will be needed must take place outside the
transportation realm, in the nation’s universities and research institutions and
with support of much larger R&D sponsors such as the DOD, NIH, and NSF.  By
making the needs and parameters of transportation security systems more widely
known, however, TSA can tap this relevant research from outside the transporta-
tion field and help to identify and shape those R&D efforts that are most relevant
to transportation applications.

Recommendation 7.2:  TSA should collaborate with the public and private
sectors to build a strong foundation of research on human factors and trans-
portation operations and to make the evaluation of security system concepts
a central element of its collaborative research program.  TSA must establish
an in-house research capacity to undertake such concept evaluations and to
support its own large security operations and technology acquisition pro-
grams.  At the same time, it must adopt a broader, architect-like role in
promoting and marshaling R&D to advance these security systems, espe-
cially by tapping into the security-related R&D of other government agen-
cies, the broader transportation community, universities, research institu-
tions, and the private sector.

A Technology Guidance and Evaluation Capacity

Academia and the private sector are eager to contribute creative ideas and
technologies to the task of enhancing transportation security.  At the same time,
transportation system owners and operators are eager to hear advice from univer-
sities and companies and use the results of good research and technology devel-
opment.  Currently, however, many of the ideas and technologies being proposed
for security purposes have only limited potential for application—not only be-
cause of inadequate incentives to invest in them but also because technologies
and techniques that seem promising in isolation do not fit well in a security
system or are incompatible with the transportation operating environment.

TSA could play a catalytic role here by providing scientists and technolo-
gists with clearer targets for their research and innovation efforts.  In conjunction
with commercial developers and transportation system owners and users, TSA
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could help develop product evaluation standards and methods, sponsor prototype
demonstrations, and conduct field trials.  Precedents for such clearinghouse and
evaluation services can be found in the transportation sector and elsewhere, and
they could be useful as models.24

Recommendation 7.3:  TSA should create a guidance, evaluation, and clear-
inghouse capacity that provides technology developers with performance
goals for their products and advises transportation system operators on
security-related technologies that are available and being developed.

CONCLUDING OBSERVATIONS

The nascent Transportation Security Administration provides a new, and
rare, opportunity to approach transportation security in a strategic manner based
on sound science and technology application.  It is essential that this opportunity
not be lost.  The Department of Transportation, and particularly TSA, should take
steps now to build this strategic capability and ensure its permanence.  In the
same manner, others have urged the Office of Homeland Security to adopt such a
strategic and architect-like role on a broader scale for the federal government as
a whole.25

TSA’s security mission does not extend beyond the transportation sector, but
as the events of September 11 revealed, vulnerabilities to terrorist acts may not be
limited to components within particular transportation modes and systems.  In
fact they may exist in the interactions among modes or between transportation
modes and other domains such as energy and computer systems.  Someone should
be thinking about vulnerabilities that exist at these intersections, the threats that
may be associated with them, and appropriate strategies for response.

A broader-based understanding of terrorist threats is therefore needed to
inform the transportation community and others on the front lines of defense as
they formulate security plans and take precautions.  To provide this capability,
the committee sees a need for an entity unencumbered by operational, oversight,
and regulatory responsibilities, whose mission would be to explore and system-
atically assess the broad spectrum of vulnerabilities to terrorist attacks, probable
responses to these attacks, and ensuing consequences.  By involving and inform-
ing TSA and the transportation community, as well as parties in other domains,
the work of this analytic entity could provide valuable guidance to transportation

24One such precedent is the Highway Innovation Technology Evaluation Center, created with seed
money from the Federal Highway Administration and managed by the Civil Engineering Research
Foundation of the American Society of Civil Engineers.

25See Carter (2002).



236 MAKING THE NATION SAFER

owners, operators, and overseers as they prioritize and make security prepara-
tions. (The Homeland Security Institute recommended in Chapter 12 could be
such an entity.)

DEDICATION

The panel is indebted to the earlier work of other National Research Council
committees, including reports by the National Materials Advisory Board’s Panel
on Assessment of Technologies Deployed to Improve Aviation Security, led by
Thomas Hartwick.26  In addition, the 1999 NRC report Improving Surface Trans-
portation Security:  A Research and Development Strategy, by a committee
chaired by H. Norman Abramson, is cited repeatedly and helped shape the panel’s
discussion on R&D strategies and opportunities.27  A key member of the commit-
tee that produced Improving Surface Transportation Security, Fred V. Morrone,
Director of Public Safety and Superintendent of Police for the Port Authority of
New York and New Jersey, died on September 11, 2001, while responding to the
World Trade Center attacks.  This panel’s effort was undertaken in memory of
Superintendent Morrone.
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8

Cities and Fixed Infrastructure

INTRODUCTION

Today, more than 220 million Americans (some 80 percent of the U.S.
population) live in and around our cities, and over 160 million live in major
metropolitan areas (with populations that exceed a million).1  American cities are
often seen by those in less developed lands as monuments to our freedoms, our
lifestyles, and our wealth—and in some ways, our excesses.  For these reasons,
and because of their abundance of high-value targets, our cities and their inhabit-
ants have also become the object of terrorism schemes (U.S. Conference of
Mayors, December 2001; U.S. Census, 2000).

Cities are by definition target-rich environments for terrorism, whether the
aim is people or economic damage.  The fixed infrastructure elements of the
city—which include the utility systems that provide the essential services of
water, electric power, and fuels distribution, digital and voice communications,
and waste collection and disposal—are highly interdependent.  Highways, roads,
bridges, and tunnels provide another kind of target (PCCIP, 1997).  Tunnels
present particular opportunities because they form extensive networks beneath
our cities that enable railroads and highways, transit service, sewage collection
and transport, and conduits for utilities.

Cities also contain many attractive “surname” targets.  Terrorist attacks on
notable buildings, along with ballparks and similar public places where large

1For this report, the term “cities” is used to refer to both incorporated cities and their surrounding
suburban counties.
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numbers of people gather, could be both casualty-rich and newsworthy.  Unique
facilities such as high-profile universities and national research centers are an-
other set of distinctive potential targets.

Emergency operations centers (EOCs) have become a critical part of the
operating infrastructure of major cities.  They provide the essential responses for
cities and their people during floods, hurricanes, and other natural disasters;
during major fires and other domestic disturbances; and now, during terrorist
attacks.  Thus cities face two challenges associated with their EOCs: the need to
upgrade them so that they are prepared to handle terrorist attacks and the need to
protect EOC facilities and staff, as they could be targets of terrorists seeking to
enhance the impact of other attacks.

The loss of any of these potential targets would, by itself, be serious, but
multiple losses, the result of simultaneous attacks on different types of targets,
could be devastating.  For example, the fires in buildings caused by an attack
could not be extinguished if, in a coordinated attack, the relevant water-supply
pumping stations were put out of service.  The close interdependence of such
targets greatly increases cities’ vulnerabilities (Dean, 2002).

The elements of cities that must be addressed in order to deter and, if need
be, respond to terrorist attacks include the following, each of which is addressed
in a subsequent section of this chapter:

• Emergency management and emergency operations centers,
• Water supply and wastewater systems,
• Electrical supply interruption,
• Urban information technology and communications,
• Urban transportation and distribution systems,
• Major and monumental buildings,
• Stadiums and other places for large public gatherings, and
• Underground facilities, including tunnels.

EMERGENCY MANAGEMENT AND
EMERGENCY OPERATIONS CENTERS

Introduction

Major cities and many large counties have emergency response plans provid-
ing for local EOCs and their personnel to respond to crises such as a natural
disaster.  Responding to terrorist attacks is a relatively new dimension for EOCs.
As such, there is a significant and immediate need for appropriate response
guidelines, threat-scenario definitions and training procedures, special or im-
proved equipment, and federal funding to support EOCs across the country in
achieving an adequate level of preparedness (U.S. Conference of Mayors, De-
cember 2001).
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An EOC is a complex organization whose success is directly related to the
capability of its communications systems and the competence of its staff to
handle intra- and intergovernmental operations in a crisis.  The EOC must coor-
dinate, by prearranged plan and agreement, the efforts of key leaders beginning
with the mayor, city hall staff, and the directors of police, fire, and emergency
medical services.  Also integral to the EOC mission is interaction with senior
officials from public works and public health departments, utilities, and mass
care and mortuary facilities.  The EOC should also have direct communications
links with the control centers intrinsic to the railroads, highway and transit sys-
tems, public utilities, communications facilities, and various neighboring and
mutual support organizations.

An EOC is the crisis command center for a city.  As determined by its
assessment of the event, the EOC must properly activate the triage structure for
allocating resources and personnel that assure effective control of the immediate
crisis and any cascading damages.  Because timely information and analysis are
essential, the EOC must be in a position to readily communicate not only with
principal players in the crisis response but with governments and the public.  The
EOC is also expected to provide an information system to capture all pertinent
event records. Clearly, in an attack crisis, the EOC is a critical asset for the city
and its people.

Representative Vulnerabilities

High on the list of vulnerabilities for these densely populated areas is the
possible loss or incapacitation of its EOC and its trained and experienced leader-
ship.  A variety of methods could be employed to damage the EOC and its staff,
including military weapons, explosives, fire, and gasoline or other volatile mix-
tures.  EOCs are particularly vulnerable because in most cities, their facilities are
neither hardened nor necessarily easily protected, having been designed to handle
responses to natural disasters.

Among the most valuable assets of the EOC are the first responders.  Typi-
cally these are the police, firefighters, and emergency medical service (EMS)
personnel who are the first to answer a call.  First responders must quickly assess
and report the situation they find; protect, rescue, and provide initial care for
casualties; and safeguard property.  In a terrorist attack, first responders will
likely be at greater risk because of their limited ability to determine the cause and
extent of the situation they find.  Moreover, a terrorist could try to deliberately
kill or injure as many first responders as possible in order to leave the remainder
of the city more vulnerable to further attack.

For the first responders, knowing what toxins are present in the smoke and
dust from an attack becomes the difference between life and death.  Those en-
gaged in this work speak of their concern for getting through the first 30 minutes.
Of particular need is a quick means to test the air they must work in; air sampling
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and testing kits in general use today are too slow.  More concerned with victims
than with their own welfare, first responders will routinely put on their breathing
apparatus to enter a site without first performing tests.  If the smoke and dust
happen to contain dangerous toxins for which their apparatus is not a safeguard,
the lives of the first responders may be lost.

The effectiveness of the EOC operation is directly related to how well, and at
what level of confidence, its communications systems operate.  In desktop train-
ing and simulated event testing, the EOC usually communicates well with police,
fire and EMS units, but in real events the situation may change rapidly and
planned procedures may not be as effective as intended.  Communications equip-
ment must operate reliably in the presence of products of fire and explosion, and
when located in suboptimal places.  In the World Trade Center (WTC) attack of
September 11, where transmission repeaters apparently failed, the situation rap-
idly broke down; command and control staff could not communicate with their
units engaged in the first response (Dwyer, 2002).  As a result, first responders,
although following the plan, were lost.

Adding to the responsibilities of the EOC, as the significance of an attack
becomes known, mutual support and neighboring units—including county, port
and other special-purpose district and state and federal personnel—will begin to
arrive and the problems with communications interoperability will increase.  The
radios of one agency do not, by design, readily net with those of others.  This
communications barrier increases the danger to a city and its inhabitants during a
terrorist crisis.  Technology exists that could ease this problem, and policy changes
and new technology could eliminate it altogether.

Implementation of Existing Technology

Vulnerability of EOC Sites and Facilities

Recommendation 8.1:  FEMA, working with OHS and in conjunction with
state and local agencies, should develop a recommended requirements list
(RRL) of the facility characteristics, expertise, and equipment required to
withstand a variety of terrorist attacks and then assess the EOCs of the
major cities to determine their greatest near-term needs for improvements
in physical makeup, equipment, preparedness, and plans for recovery if
damaged.  System redundancies and communications assets should receive
particular attention.  From this assessment, priority attention should be
placed on bringing the neediest EOCs up to minimum standards.  The city
governments should share the costs of such upgrades to ensure that local
authorities are committed to the project.

The RRL should be provided by the federal government to assure consis-
tency across all EOCs and across the country.  The agency best suited to prepare
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such a list, under present relationships, would be FEMA.  Yet because of new and
wide-ranging terrorist threats, FEMA should jointly develop the requirements list
with OHS (the Homeland Security Institute recommended in Chapter 12 would
provide useful data and analysis), OSTP, DOJ, and DOD.  EOC professionals and
county and city governments should also be represented.  FEMA’s scope is
officially expanding to include preparation for responses to terrorist attacks
(FEMA, 2002).  The background and working skills of the FEMA staff may not
currently be exactly suited to undertaking all the necessary tasks, so close col-
laboration with numerous other agencies will be essential.

Recommendation 8.2:  In the near term, the assigned federal roles and re-
sponsibilities of FEMA, OHS, and other federal agencies (DOJ, NSA, DOD)
must be reviewed and clearly defined with respect to preparedness oversight
and support of the nation’s emergency operations centers.  These definitions
should be published in the Federal Register and made generally available
through publications issued by FEMA or OHS for the benefit of all parties
involved.

Intra- and Intergovernmental Operations

Training is needed to meet intra- and intergovernmental challenges under the
stress of emergency conditions (President’s Commission on Critical Infrastruc-
ture Protection, 1997).  Different requirements and needs; different reporting,
equipment, tactics, and training; different funding and budgeting practices; unique
vocabularies and acronyms; and preexisting attitudes are some of the problems to
be faced when mixed-unit operations occur.  There is much to be said for deploy-
ing simulation models and training modules designed to familiarize staff with
threat scenarios and improve the effectiveness of collaboration among agencies
and governments.

Recommendation 8.3:  In the near term, intergovernmental working groups
(federal, state, county, and city), perhaps locally sponsored but following
federally issued guidelines, should be established to gather critical informa-
tion.  They should report their findings on the preparedness of each EOC,
and of the corresponding state and federal support units, for a terrorist-
attack crisis.  This information would also provide input for the develop-
ment of simulation models; weaknesses should be addressed by responsible
local leaders.

Vulnerability of First Responders to Toxins

There is a great need for the capability to identify toxins in the smoke and
dust within just a few minutes after an attack (CERF, 2001).  No immediate
solutions are available, however, unless the military has kits for such analysis.
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Radio Communications Vulnerability

The failure of radio communications between responders to an attack has
both technical and policy dimensions.

Recommendation 8.4:  In the near term, changes to equipment, training, and
policies must be identified and introduced at the local level to immediately
improve the interoperability, reliability, and clarity of radio communica-
tions used by EOCs and first responders in crisis situations.

Research and Development Priorities and Strategies

Vulnerability of EOC Sites and Facilities

Recommendation 8.5:  Current EOC vulnerabilities, including those of ex-
isting locations and their technical systems (communications; data and video
processing; heating, ventilation, and air conditioning; site hardening; and
other elements to be identified), must be assessed.  Thereafter, federal, state,
and local government agencies should cooperate in planning the needed
improvements.  These plans might include the determination that the only
way to provide secure command, control, and communications capabilities
is by rebuilding some of the facilities.  The option of duplicate or mobile
EOCs should be a part of this longer-term (3- to 5-year) examination.

FEMA should take the lead in these longer-term assessments as a continua-
tion of its near-term assessments recommended earlier.  Coordinating closely
with local authorities, it should identify specific EOCs that require significant
upgrading or replacement.

Intra- and Intergovernmental Operations

In the longer term, simulation models based on terrorist threat scenarios must
be completed, field tested, authenticated, and deployed, along with correspond-
ing training modules.  Extensive coordination between city, state, and federal
participants will be required to make this effort succeed.  The simulation and
training tools will bring the EOCs, along with supporting units in government, to
higher levels of preparedness.

Recommendation 8.6:  Research, development, and production of simula-
tion models and corresponding training modules for EOCs is needed in
order to improve terrorist-threat recognition, resource utilization and allo-
cation, intergovernmental and intragovernmental operations, and public in-
formation management and media relations.
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Recommendation 8.7:  These simulation models and training modules should
be deployed as soon as possible to identify weaknesses in systems and staff
and to test and qualify emergency operations teams.

Recommendation 8.8:  The simulation models and training modules should
be used for EOC testing and evaluation under federal controls.  This should
lead to certification, according to federal standards, of EOCs throughout the
country and their crisis management teams.

This program must be undertaken on an expedited basis, with FEMA as the
expected lead.  The threat-based simulation models could be developed by sys-
tems analysis experts in the Homeland Security Institute recommended in Chap-
ter 12 as support for OHS.  Representatives of the EOC professionals should
participate in this development and testing.  FEMA would undertake the full
implementation of these tools and would conduct the certifications testing in due
course.

Vulnerability of First Responders to Toxins

Robotic units with intelligence would represent the best solution for first
entry into the site of an attack in order to test the air (autonomous robotic tech-
nologies are discussed furthur in Chapter 11).  But a simpler solution (if feasible)
would be a self-contained, clip-on device that could instantly analyze the air and
signal to a first responder whether it contained dangerous toxins.  The device
would not need to tell what the toxins are or to measure their concentrations, but
would simply answer the question, “Is it safe for me to be here now?”  If the
answer is no, the unsafe site could be sealed off and a specially trained and
properly equipped team summoned.  Such sensor units, with enhanced support
systems, could also be an asset for national intelligence organizations and per-
haps for the United Nations Arms Inspections Service.

Recommendation 8.9:  Research and development should be directed to
creating a special-purpose sensor and supporting system (with its own ap-
propriate set of sampling, calibration, and verification databases) to analyze
the air for first responders at the site of a terrorist event.  The self-contained,
clip-on device would instantly determine if the smoke and dust at the site
contain dangerous toxins and signal safe or unsafe.

Recommendation 8.10:  Research and development are needed to develop
even more sophisticated technological solutions that would enhance the safety
of the first responders, such as robotic units that have suitable intelligence
and mobility and are affordable for cities and EOCs.

This research and development should occur at the federal level in the many
government laboratories with existing programs in sensors and robotics.  NIH
and emergency-response professionals should participate as well.
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Radio Communications Vulnerability

There are at least three challenges in this area:  (1) equipment and technol-
ogy, (2) availability and use of specified frequencies and standards, and (3)
funding.  Policy changes by the Federal Communications Commission (FCC)
and suitable new standards would allow the United States to replicate the solu-
tions now working in Europe, where a common frequency has been established in
the best area of the broadcast spectrum for emergency-use radios (Mayer-
Schonberger, 2002).  Given the proper incentives, it is expected that the radio
communications industry would willingly develop the needed technology, in-
cluding repeaters, base stations, and mobile units.  The federal government could
expedite this progress by accelerating FCC changes and funding the implementa-
tion of the solutions, thus providing confidence that the strategy will be sustained.
These critical improvements will occur only if the federal government assures
that the new emergency communications units will be supported by policy and
standards and will definitely become the required norm.  This issue is also ad-
dressed in Chapter 5.

Recommendation 8.11:  The Federal Communications Commission (FCC)
must be urged to make policy changes and promulgate standards that would
allow the United States to replicate solutions now working in Europe, where
a common frequency has been established in the area of the broadcast spec-
trum that is best for emergency-use radios.

Recommendation 8.12:  Focused development should be directed to proto-
type communications units that meet the requirements of the EOCs.

While the entire EOC program to improve communications should be under
FEMA, the policy issues that have to be dealt with would engage FCC, the
Congress, and perhaps DOJ.  The OHS and the national laboratories should be
involved in the development and testing of the technical solution, and industry
should play a central role.  The equipment development could effectively be done
under a public–private partnership formula, and the resulting technology might
be adapted by the radio-communications industry into an attractive commercial
product line.

Federal funding should be made available to cities in order to expedite
changeover to the prescribed communications systems.

WATER SUPPLY AND WASTEWATER SYSTEMS

Introduction

The water system consists of four parts:  (1) supply, (2) treatment, (3) distri-
bution, and (4) sanitary removal.  The supply system comprises reservoirs, dams,
aquifers and wells, and the aqueducts and transmission pipelines that deliver
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water to distant users.  The treatment system comprises filtration and other plants
that remove impurities and harmful agents and sanitation facilities (e.g., chlorina-
tion) that kill biological contaminants.  The distribution system comprises pres-
sure-regulating reservoirs and towers, piping grids, pumps, and other compo-
nents that deliver water from treatment system to final user.  The sanitary and
waste removal system comprises sewer and related collection systems that de-
liver waters contaminated with household and industrial wastes to sanitary treat-
ment facilities, the facilities that process these wastewaters, and the outfall facili-
ties that return recycled waters back to the natural environment.  Finally, storm
sewers collect and convey storm water runoff to treatment and/or discharge to the
environment.

Representative Vulnerabilities

Parts of the U.S. water infrastructure date to the 19th century.  Their age and
deterioration make them vulnerable to disruption.  Also, physical security is
inadequate; at many locations, the public has unrestricted access to reservoirs and
transmission systems.  As in the case of other infrastructure networks, should the
water supply system fail, we would want it to do so gracefully.  Cities such as
Boston, New York, Los Angeles, and San Francisco are served by aqueducts,
which if lost from service may have cascading effects; more attention should be
given to the interconnectedness of water supply systems and water transfers.

There are over 76,000 dams in the United States.  Dam failures can result in
thousands of deaths and immense costs.  As an example, should the Glen Canyon
Dam on the Colorado River fail, the resulting flood would overtop Hoover,
Davis, and Parker dams downstream, disrupt the power grid of the Southwest,
destroy irrigation in southern California, and flood the Imperial Valley.  On the
other hand, inducing a structural dam failure is difficult.  Still, recent vulnerabil-
ity studies performed for the U.S. Bureau of Reclamation have led to a precau-
tionary measure: restrictions on truck and boat traffic at some of the agency’s
dams.

Concrete gravity and earth embankment dams are massive structures that
hold back river flow by their sheer weight.  Large explosive energies are needed
for their destruction. At the building of the Aswan High Dam in 1964, the Egyp-
tian government concluded that a terrorist explosive device of a size large enough
to breach the dam would more likely be used against a city than the dam and
downgraded the threat.  Concrete thin arch dams, light structures that serve as
diaphragms across a narrow gorge, are more susceptible to explosive attack.
Military experience suggests that even thin arch dams are difficult to destroy by
bombing from the air; although a truck bomb on the crest of a thin arch dam at
full pool could allow water to overtop the structure, few dams can sustain signifi-
cant overtopping.  However, the United States has relatively few of these struc-
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tures.  An earth dam can of course be breeched with conventional earthmoving
equipment, but this would require unrestricted access for many hours.

About half the U.S. water supply comes from groundwater, generally unfil-
tered.  Wellheads are easier targets than dams, because they are dispersed and
little protected, but their physical destruction would not be a threat to life; the
response time for such disruption could be days to months.  The principal threat
lies in the potential for introducing contaminants at the wellhead, not in physical
destruction.

The waters collected at dams or wellheads are transferred over long distances
in pipelines and aqueducts, typically by gravity with occasional pumping sta-
tions.  For example, the San Francisco water-supply aqueducts from the Sierra
Nevada transport water 150 miles.  Most aqueducts are covered, but not all.  The
California Aqueduct carrying water from the Sacramento delta to southern Cali-
fornia is an open channel for much of its 400-mile length.  Aqueducts are de-
signed to withstand hazards such as earthquakes, and some have systems for
monitoring such natural disasters and responding to them, if necessary.  These
systems could be enhanced to handle attacks.

Sanitary collection systems are also vulnerable and pose the threat of signifi-
cant disruption to normal societal functioning, if not to loss of life.  Metropolitan
areas cannot long function without the prompt and efficient removal of sanitary
wastes.  Loss of sewer services can make cities essentially uninhabitable, possi-
bly requiring large-scale vacating of homes and businesses.

Gasoline or other flammable or explosive liquids allowed to flow into the
sewer system pose the potential for explosions.  Such an event killed 200 people
in Guadalajara in 1992 (Eisner, 1992).  Sewer explosions caused by the illegal or
inadvertent release of flammable liquids are not uncommon in the United States.

More threatening than physical disruption is the potential chemical, biologi-
cal, or radiological contamination of the water supply.  Deininger (2000) dis-
cusses biological agents and industrial chemicals that could be used to taint
drinking water.  Even if the mortality or morbidity caused by contamination were
minimal, the psychological effect of a credible threat to the water supply could be
significant.  No one willingly drinks water suspected to have even trace contami-
nation.

The potential points of contamination of the water supply are the following:
upstream of the intake of a water supply, at the water intake or wellhead, at the
treatment plant, or at a point in the distribution system.  The threat of upstream or
collection point contamination is limited by the large volumes of water and thus
the dilution involved at that stage, and by the effect of filtering and sanitation at
the treatment plant.  Yet, certain biological agents or their toxins may be very
hazardous at low concentrations, and water treatment plants are designed to
remove only a special set of contaminants, typically those found in nature.  A
further concern is that the water supply in several U.S. cities is not filtered.  Thus,
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contaminants that are not neutralized by chlorination can pass through these
systems into distribution.

The greatest vulnerability to contamination is at the distribution level.  Down-
stream of the water treatment and sanitation works, any contaminant that enters
the system has the potential for traveling unimpeded to end users.  A scenario of
concern to many water districts is the potential for backflow into the distribution
system from any household connection or hydrant.  This might affect a few
thousand households (Dreazen, 2001).  These agents could arrive in concentra-
tions high enough to be harmful and would be subject to only residual levels of
chlorine in the water.  The contamination could be targeted to specific end users,
such as those in a government building.

Water treatment involves hazardous chemicals in large quantities, specifi-
cally chlorine.  At the time of the Pentagon 9/11 attack, a string of railroad tanker
cars filled with liquid chlorine sat across the Potomac at the Blue Plains treatment
works.  Chlorine, sulfur dioxide, and other dangerous chemicals are routinely
used at every water treatment plant.

Implementation Issues for Existing Technology

Deferred Maintenance

It makes little sense to improve the security of our water system against
terrorism without addressing the history of deferred maintenance of the water
infrastructure.  One of the best and most cost-effective ways to make the water
infrastructure more robust against malicious threats is to return its physical con-
dition to a satisfactory level of repair.  Initiatives by the federal government to
develop a nationwide process and a plan for funding of rebuilding water-supply
systems are necessary steps.

Water Industry Slow to Change

The water industry has not traditionally been fast-moving.  When the U.S.
Environmental Protection Agency (EPA) proposes rules, compliance typically
spans a decade or more.  Outreach and communication is needed to reduce the
“time constant” for change in the water sector.  Meanwhile, add-ons to existing
technology may provide the best opportunity for improvement because they are
more easily accepted by the industry than radically new technology.

Facilities Open to the Public

Many parts of the water-supply infrastructure are highly accessible, partly as
a result of multiuse provisions written into public funding legislation.  However,
control of public access to components of the water system is critical for security



CITIES AND FIXED INFRASTRUCTURE 249

and needs to be improved.  Modification of certain provisions should be explored
so that current legislation continues to adhere to its original spirit while also
allowing authorities to introduce selective physical security for sensitive parts of
the system.

Lack of Standardization

Because water systems are typically designed, constructed, maintained, and
owned by local water companies or authorities, there is little standardization.
This impedes the introduction of new processes and technology.  Further stan-
dardization is needed, however, across local jurisdictions that control water sup-
ply, distribution, and treatment; in that way, neighboring providers may assist
one another, and the people that they serve, in a crisis.  In addition, because some
local jurisdictions do not work well together, mutual aid and cooperation pacts
need to be created before a crisis arises.

Aqueduct Conveyances

As noted above, several major cities develop their water supplies in remote
locations and bring that raw water to the cities through long and often unpro-
tected aqueduct conduits.  Stocking sections of replacement conduit and develop-
ing scenarios and plans for rapid repair could lessen the threat of extended loss of
raw water supply if sections of the aqueduct were destroyed by a terrorist act.
Those responsible for systems dependent on aqueducts should take these and
other appropriate steps so as to be better prepared for a possible attack.

Reluctance to Test for Exotic Contaminants

The water sector’s history of research on exotic contaminants, drought man-
agement, and systems analysis could be reevaluated for the lessons it teaches for
security.  The availability of specialized water testing is limited in most parts of
the country, however, and legal liabilities make laboratories reluctant to partici-
pate in testing.  This constraint could be removed with revisions to applicable
laws; the dearth of laboratory capacity poses a serious limitation to our ability to
respond to a contamination attack on the water system. Furthermore, terrorists
could use a variety of contaminants.  We need to evaluate a tiered approach to
testing, beginning with broad characteristics that suggest change from a baseline.
Examples might be change in total organic halide, change in ultraviolet light
absorbance, or change in refractive property.

Recommendation 8.13:  Identify and implement revisions to applicable laws
or statutes, thereby removing the constraints to testing public water supplies
for dangerous contaminants that might be employed by terrorists.  Take
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other necessary steps to assure that adequate laboratory testing capability
and capacity are available for local water utilities.

OHS should work with DOJ and EPA, along with representatives of state and
local water supply agencies, in seeking solutions.  It is likely that the constraints
are based in state law or county or local ordinances and so must be addressed
there.  These bodies should be ready to cooperate because it is their water supply
that is at risk.

Research and Development Priorities and Strategies

The four highest-priority areas for research on water security are physical
security, monitoring and identification of biological and chemical agents, deci-
sion models and sampling, and interactions across infrastructures.  In addition,
there is a need to establish a national center of excellence to support communities
in conducting risk assessments and to serve as a clearinghouse for communicat-
ing research results to the industry.  The scope for such a center would become
broad, and multiple branches with well-defined missions added when the need is
defined.

Physical Security

The water infrastructure enjoys little physical protection.  Much of the sup-
ply, transportation, and distribution system is unstaffed and readily accessible to
the public.  New methods for physically securing the system are needed, as are
ways of continuously—or at least periodically—monitoring for intrusion across
the large areas that water systems cover.  As with other physical infrastructure
systems, technology is needed to protect against explosives delivered by motor
vehicle or rail.  The American Water Works Association is currently sponsoring
vulnerability and physical-security training for water system operators, and EPA
is funding the national laboratories to conduct the actual training.

Monitoring and Identification of Biological and Chemical Agents

A significant issue in contamination of water is the early detection of chemi-
cal or biological agents in the system.  While water supplies are routinely moni-
tored for a few contaminants, they are infrequently tested for exotic contaminants
that might be introduced by terrorists.  Much can be done to improve the situa-
tion.

New sensors for better, cheaper, and faster sensing of chemical or biological
contaminants in water are needed, based on sophisticated analytical techniques
that are available in the U.S. chemical industry.  These sensor systems should be
small, distributed, resistant to interference, and robust against false positives.  For
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simplicity, such sensor systems might focus on baseline properties like turbidity
or ultraviolet absorbency, which may be indicators for the addition of a contami-
nant.

Conventional wisdom holds that water’s dilution effects would necessitate
large quantities of contaminants to pose health problems, but this conjecture is
poorly supported by research.  The point needs more careful analysis to deter-
mine precisely what agents, and in what quantities, pose a serious threat if present
in a potable water supply.  Further, sensors should be deployed that will be
effective in continuously testing the water supply to determine with confidence
whether it is safe.  If installed in distribution systems, these sensors would likely
be effective at determining the presence of backflow-introduced contaminants.

Recommendation 8.14:  Research and development are needed to create
sensors and supporting systems for monitoring the safety of drinking water.
These sensor systems would continuously test the water supply for agents in
sufficient concentrations to pose serious threats; they would signal a re-
sponse site, or automatically close valves, as needed.

Decision Models and Sampling

Important research questions include what to monitor and sample in the
water system, as well as when and how; what inferences to draw from the data;
and what the resulting optimal decisions should be.

Recommendation 8.15:  Research should be undertaken on water sampling
schemes to determine what types and population of data points are required
for a spatiotemporal network and on intelligent decision processing to be
able to reliably recognize the pattern of attack indicators vs. natural haz-
ards.  Such research would require that priority attention be given to the
development of simulation models that would both analyze and simulate
events and serve to train operators in systematic recovery, emergency re-
sponse, and evacuation.

Interactions Across Infrastructures

The water infrastructure depends on electricity to control pumps, valves, and
other mechanical components, as well as to power sensor, computer, and tele-
communications systems.  Disruption to the supply of electricity would thus have
a major effect on water supply and treatment.  Similarly, an important design
requirement of most urban water systems is adequate water pressure for fire
protection; an attack that ignited urban fires and disrupted the high-pressure
hydrant system at the same time could therefore cause great damage and loss of
life.  Research is needed to understand the extent of these interdependencies and
to create strategies for effectively dealing with them.  This is a crosscutting issue
that is covered in Chapters 10 and 11.
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In addition, the water supply, treatment, and waste removal system is public
infrastructure, owned and operated at the local or regional level or by private
interests.  Much of the support for rehabilitating and securing this infrastructure
will have to come from local resources, complemented by federal funding through
agencies such as the EPA, the Army Corps of Engineers, the Bureau of Reclama-
tion, and others.  The growing privatization of water supply and treatment intro-
duces new uncertainties over improving security. Further research remains to be
done on the effect of increasing water supply security requirements on the will-
ingness of the private sector to assume the attendant risks under today’s laws and
insurance markets. Should the private sector abandon this market, at a minimum,
municipalities would have to find the funds to take over the utilities and the
expertise to operate them.

ELECTRICAL SUPPLY INTERRUPTION

In the modern city, virtually all basic needs—food, water, shelter, employ-
ment—are dependent on the continuing supply of electricity.  Interruptions for a
few hours or even a day may be tolerable, but weeks or more without electricity
could be devastating.  Because cities become dangerous and unlivable places
without electricity, urban electrical-supply systems must be made tougher and
more reliable.  This subject is treated in Chapter 6, “Energy Systems.”

INFORMATION TECHNOLOGY SYSTEMS AND
COMMUNICATIONS

IT systems and communications have also become indispensable to city life,
and their disruption could prove costly.  They are addressed in Chapter 5, “Infor-
mation Technology.”

TRANSPORTATION AND DISTRIBUTION SYSTEMS

From foot traffic to automobiles to cargo ships to airplanes, cities include
virtually every known form of transportation—along with their vulnerabilities.
This subject is discussed in Chapter 7, “Transportation Systems.”

MAJOR AND MONUMENTAL BUILDINGS

Introduction

Recent experience indicates that buildings at risk include key symbols of
American wealth and political power such as the U.S. Capitol building, the White
House, and the New York Stock Exchange.  They also include high-rise office
buildings, such as the Empire State Building, the Sears Tower, and the
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Transamerica Building, that occupy special places in the public consciousness.
Entertainment complexes might also be targets, and though coordinated attacks
on a few day-care centers would not cause serious economic damage, the emo-
tional toll would be enormous (NRC, 1988, 1995, 1999).

Representative Vulnerabilities

Major and monumental buildings, like most others, are vulnerable to struc-
tural failure induced by various combinations of impact, explosion, and fire.  In
addition, the occupants may be threatened by toxins.  Scenarios suggested by
recent events include the impact of commercial airliners, business jets, and small
private planes.  The few incidents involving piston-engine impacts with tall build-
ings, including the 1945 collision of a B-25 with the Empire State Building and
the 2002 crash of a Cessna 172 light plane into a building in Tampa, suggest that
these aircraft had insufficient energy and fuel to cause great general damage or to
precipitate collapse.  Intermediate-size jet aircraft of the kind used by large busi-
nesses for their executives, on the other hand, might pose a threat.  Impact by
commercial airliners is unambiguously catastrophic, as recently witnessed.

Prior to September 11, 2001, bombs were considered to be the principal
threats to buildings.  Information about such bombs may be found in the FBI’s
Bomb Data Registry and the Bureau of Alcohol, Tobacco and Firearms (ATF)
histogram of actual events.  The magnitudes of such attacks on U.S. targets have
so far been limited by the size and capacity of trucks permitted to park or circu-
late in the immediate vicinity of the target buildings.

Impacts and explosions, as illustrated in Oklahoma City’s Murrah Building
and the 1993 and 2001 attacks on New York’s World Trade Center (WTC), can
destroy key structural elements, allowing gravity to destroy much or all of the
building (ASCE, 1996; Corley, 1998).  Some structures (such as those designed
for minimum weight) could be seriously jeopardized by the loss of just a few
columns.  Temperatures of 500°C reduce the strength of common structural steels
by 50 percent, and 1000°C reduces the strength to near zero.  Columns, floor
diaphragms, and connections between the columns and floor joists are the vulner-
able members (ASTM, 1998).

In reinforced concrete members, the fire resistance is integral because a
thickness of concrete covers the embedded steel reinforcement, protecting the
steel from the fire temperatures.  With steel members, resistance is presumably
achieved, by code, with a layer of fireproofing.  But this superficial coating may
not be applied properly, or sections of it may be removed from the structure over
the course of time, thus compromising the level of protection.  The forces from a
major impact or explosion also may strip fireproofing from structural elements
and assemblies, destroy detection and alarm circuits, break pipes and deplete the
available water supply for fire protection, and render smoke control and alarm
systems ineffective.
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Details of how the fire contributed to the collapse of the WTC towers are still
being studied.  Some estimates suggest that the jet fuel probably burned out
within a few minutes of impact, but not before igniting building materials and
contents on multiple floors simultaneously.  This would mean that the fires were
fed primarily by materials that are equivalent to those in most other high-rise
office buildings.  The 1988 First Interstate Bank fire in Los Angeles and the 1991
One Meridian Plaza fire in Philadelphia burned out multiple floors in very intense
fires fed only by the ordinary combustible furnishings and finishes within these
office buildings (Nelson, 1989; Routley et al., 1991), but they did not collapse.
An important issue, then, is whether a similar fire in the WTC and or similarly
constructed megastructures could cause the building to fall even without airliner
impacts.

Single, localized ignition is assumed in building design (Ingberg, 1928).
However, a low-grade explosive incendiary device or other method of starting
multiple small fires could potentially cause enough damage and spread fire over
a large enough area to overwhelm the building’s sprinkler system and lead to an
uncontrolled fire.  Redundant water supply for fire protection and/or redundant
sprinkler systems might provide additional protection for these situations and for
some types of attacks.

In addition to damage to the building itself, the hazards of impact, explosion,
or fire also include flying glass shards (there may literally be millions of them)
and airborne toxins.

Heating, ventilation, and air conditioning (HVAC) systems could disperse
airborne materials.  While most HVAC systems in new buildings are partitioned,
serving groups of several hundred people or fewer, older HVAC systems may
serve much larger areas.  In some high-rise buildings, openings for elevators and
plenums run the entire height of the building, creating a chimney effect.  Outdoor
air enters the building at the lowest levels and rises to the top as it is warmed.
These paths provide a ready mechanism for distribution of toxins throughout the
entire building.

One way to prevent HVAC units from becoming the entry point for toxic
agents is to restrict access to the outdoor air intakes and fan rooms.  Outdoor air
intakes are commonly located in the walls of buildings, accessible to the street
level.  In existing urban high-rise buildings, relocating them would be quite
expensive and therefore unattractive to building owners.  Rooftop HVAC sys-
tems are less vulnerable.  In new buildings, outdoor air intakes can more easily be
protected, and fan rooms can be secured.  Such changes are achievable through
building codes.  While most HVAC systems use air filters, they are not capable of
removing many types of toxins.  Filters that could remove both biotoxins and
chemical toxins are available, but they are costly to install and operate. Few
building owners would find them worthwhile in today’s real estate markets.
However, filters to remove just biotoxins (e.g., anthrax) can be installed and
operated; these might be a reasonable compromise. Meanwhile, no technology is



CITIES AND FIXED INFRASTRUCTURE 255

currently available to quickly and accurately sense the presence of toxins in
HVAC systems and building shafts and automatically initiate responses.  Smoke
detectors in use today can initiate certain actions, such as shutting down the
HVAC.  A more sophisticated approach would involve developing new sensors
and installing them in HVAC systems that could isolate dangerous toxins in one
area of building as soon as the threat is recognized.  These sensors could use the
same core element that was described earlier to protect first responders.

Implementation of Existing Technology

Historically, the blast engineering of buildings evolved in response to the
most recent destructive event.  For example, explosions producing extensive
amounts of flying glass led to better glazing systems that include robust frames
and mullions, films, and composite glazing.  The main barrier to wide application
of this latter technology, which has two broad categories, is cost.  Structures such
as courthouses use standard glazing with laminations to resist shattering, and
robust frames and mullions; the cost of these systems is typically 25 percent more
than glazing with no blast resistance.  State Department criteria lead to glazing
approximately two times thicker than conventional systems for the lower 10 to 15
stories; the cost is typically 100 percent greater than glazing with no blast resis-
tance.  Another component of cost is conservatism arising out of approximations
in CONWEP and BLASTX, the most commonly used software for predicting
blast pressure.  These approximations are often accepted in preference to under-
taking costly three-dimensional, computational-fluid-dynamics (3D CFD) mod-
els.  Recalibration of BLASTX is needed.

Close attention has been given to the blast engineering of column design,
especially for steel column splices, which are typically built to resist global
structural but not local bending.  Blast loading requires splices to resist local
bending as well.  Implementation of this technology is hampered by construction
cost, magnified by uncertainty in the requisite analysis.

Better knowledge of the engineering properties of masonry (such as that
employed to build the U.S. Capitol) and of aged reinforced concrete (such as that
at the Pentagon) is needed to exploit advanced analytical techniques.  Another
benefit would be to introduce new materials such as Linex, a spray-on, self-
bonding elastomer that has been tested in Israel with U.S. participation.  Linex
increases the ductility of masonry walls, such as the inside surface of the brick at
the Pentagon.

In crowded urban areas, where adequate standoff distance or blast walls are
impractical, new structures should consider new materials such as stainless steel
curtain walls.  Also, louvers and plenums for air-conditioning may occupy up to
20 percent of the lower-floor wall-surface area, creating a soft spot in the building
skin.  Alternative designs might reduce such vulnerability.

Fire resistance ratings currently in use in the United States should be cor-
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rected.  They have been rendered obsolete by available technology.  Design
methods used in other countries, and their technological bases, should be sur-
veyed for possible use in the United States.  In lieu of the time-consuming testing
and certification process required to change our codes and standards, provisional
changes to current practice could be made by utilizing the existing building
regulations in such countries as Sweden, Australia, and New Zealand.

Research and Development Priorities and Strategies

Recommendation 8.16:  It is essential that research and development be
undertaken that leads to the improved blast- and fire-resistance of major
buildings.  The results of this research must then be disseminated so that
new knowledge is incorporated into the design and construction of new build-
ings and into the remodeling of existing buildings.  The specific areas of
focus should be the following:

• Testing and codification of blast-resistant curtain-wall technology;
• Testing and codification of blast-resistant glazing and software (e.g.,

BLASTX and CONWEP) for evaluating glazing systems, including mullions
and window frames;

• Materials testing and analysis of fire resistance (including full-scale
tests of burning aircraft fuel and common building materials) with respect to
the following:

— Building structural systems;
— Missing or deficient insulation;
— Fire-induced thermal conditions within an enclosure, including

ventilation effects;
— High-temperature properties of building materials and furnish-

ings, including insulation and structural materials; and
— The structural interactions that occur as a result of fires, with

particular emphasis on connections between elements such as horizontal and
vertical members.

Recommendation 8.17:  Old monumental buildings should be given special
consideration in two areas:

• Inventorying their material properties and structural drawings as a
precursor to protective redesign, analysis and recovery, and

• Developing fiber-reinforced laminates for increasing the ductility of
their masonry.

Recommendation 8.18:  Study the more advanced fire-rating practices in
Europe, Australia, and New Zealand to assess their applicability to the
United States.
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Recommendation 8.19:  Research should be done to determine the most
expeditious means for integrating performance standards with building
codes to cover technologies that resist blasts, impacts, and the consequences
of fire.  This could take a similar form to what was recently employed by the
National Earthquake Hazards Reduction Program (NEHRP) in its guide-
lines for seismic design.

This program should be led by the federal government, perhaps NIST or
selected national laboratories.  The insurance industry should be a significant
participant in this work.  The fire and blast tests should be planned and performed
under the oversight of the National Fire Protection Association.  Objective evalu-
ation of results by independent reviewers is an important step towards facilitating
the efficient application of new knowledge and procedures in codes and stan-
dards.

Performance standards for dealing with terrorist attack require a probabilistic
risk assessment (PRA) approach similar to what has been adopted for earthquake
hazards.  In simplified terms, risk is the product of the probability of an occur-
rence times its consequences.

One of the obstacles to developing a risk-based methodology for predicting
losses from terrorism is the (thankfully) sparse database of significant events.
But in the mid-1960s, when PRA was first developed for seismic risk, the rel-
evant databases and supporting geological knowledge were also much less com-
plete than they are today.  However, the idea became very productive once the
data were collected.  For the moment, an initial resource for terrorism is the
databases, maintained by the FBI and ATF, of domestic incidents involving
explosives.  For example, the FBI Bomb Data Center General Information Bulle-
tin 97-1 catalogs the 1997 domestic bombing incidents with statistics on actual
bombings, attempted bombings, explosive bombings, incendiary bombings, and
breakdowns by region, state, and target.

It has been suggested, without supporting evidence, that older, heavier build-
ings may be inherently better able to withstand some types of terrorist attack than
modern ones.  PRA is an appropriate framework in which to examine this ques-
tion.  Risk modeling can also address the economic implications of alternative
design requirements—for example, if resistance to progressive collapse became
obligatory for modern lightweight buildings—and it is an appropriate framework
for showing the insurance and reinsurance industries how blast engineering miti-
gates risk.

Recommendation 8.20:  Universities and the national laboratories should
conduct research on the applicability of a PRA risk-modeling approach for
quantifying the expected performance of blast- and fire-resistant designs.

A better understanding of air movements and mixing in HVAC systems
could lead to improved designs for lowering vulnerability to toxins.
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Recommendation 8.21:  Research is needed to determine how different tox-
ins might be distributed, controlled, or filtered by buildings’ air handling
and circulation systems.  This work will lead to improved techniques for
reducing the potential exposures of occupants.  In the mean time, HEPA
filters could be introduced where space and fan capacity are adequate to
replace the simple dust filters currently in use, with the benefit of adding
protection from anthrax and other bioterrorism materials.

Under the oversight of the OHS and NIST, this program could be performed
by the American Society of Heating, Refrigeration and Air-Conditioning Engi-
neers (ASHRAE), the relevant professional and standard-setting organization.

The exiting of tall buildings under emergency conditions deserves a special
note.  While the WTC twin towers collapsed with the loss of thousands of lives,
the towers actually performed well in that occupants below the floors impacted
by the airplanes were provided enough time, after the impacts and before the
collapse, to exit the buildings safely.  Occupants above the points of impact were
not so fortunate because the impact and blast destroyed the stairwells for the
multiple floors over which the impact occurred and egress from the upper floors
was cut off.  It would be appropriate to review emergency egress and related
communications systems requirements for tall buildings in light of the WTC
experience.  Communication systems that provide information to both occupants
and first responders about the location and status of egress routes is an essential
element for survival.

Recommendation 8.22:  The requirements for emergency egress and com-
munications for tall buildings should be reexamined by the National Fire
Protection Association in light of the WTC experience and the results of this
reexamination should be used to determine appropriate modifications to
building codes and standards.

STADIUMS AND OTHER PLACES FOR
LARGE PUBLIC GATHERINGS

Introduction

Recent information indicates that popular venues such as ballparks, concert
halls, and entertainment complexes (Disney World, for example) are at risk.  In a
broader context, mass rallies of any kind must also be considered potential tar-
gets, together with the gathering places of the nation’s intellectual, political, and
financial elites and of its most vulnerable citizens—our children in their schools
or day-care centers.
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Representative Vulnerabilities

Stadiums are vulnerable to structural failure from explosives or aircraft im-
pact; to airborne toxins; and to panic reaction by a crowd.  Recent efforts to
exclude explosives from sports venues and traditional efforts to exclude hazard-
ous materials from rock concerts both illustrate apparently successful policies.
There are no major recorded incidents of bomb attacks on stadiums, and the time-
consuming and intrusive screening of attendees appears to be tolerated at present.
There are no recorded incidents of attack by aircraft; however, there are many
examples of close approaches by aircraft to sports venues (usually as part of the
entertainment), so it would clearly be possible to mount such an attack.

The structural hazards would result from destruction of key load-bearing
elements, though on the positive side the structural redundancy of these buildings
is relatively high.  Also, they typically contain few materials, such as carpets and
furniture, that feed hot fires in enclosed buildings; on the other hand, their ex-
panses of plastic seating would be a source of fuel.  Fabric and hard-roof domes
of sports stadiums may be tempting targets for a well-informed attack that desta-
bilizes the self-equilibrating forces in the tendons and ring beams that support the
roofs.  In most instances, however, these supporting members would not be
readily accessible to saboteurs (though they are vulnerable to aircraft impact).

Toxic chemicals and biohazards present similar threats to stadium crowds as
to crowds in subways and other confined spaces:  A lot of people are concentrated
in a small area, making them vulnerable even to a highly localized attack.  Terror-
ists willing to expose themselves to lethal doses could effectively spread chemi-
cal and biological toxins in these close quarters by hand.  Dispersal patterns by
HVAC would vary according to the types of agents involved, making the extent
of their impact on the occupants difficult to predict.  Biological, chemical, and
radiological agents that could be employed are covered in Chapters 2, 3 and 4.

Panic also appears to be a significant hazard for crowds, sometimes even
greater than that of the agent itself.  Whether the cause is real or imagined, people
reacting under panicked conditions could, for example, overwhelm exiting sys-
tems designed for normal (and relatively modest) flows, thereby causing many
injuries and possible deaths.  Panic and other intangible impacts on people are
addressed in Chapter 9.

Schools and day-care centers deserve attention not because of the numbers of
people typically present there but because harm done to them would so deeply
affect the rest of us.  Schools have evacuation plans for certain conditions and
lockdown plans for others, which teachers and students regularly practice.  But
given that the typical buildings in which these activities are housed enjoy little or
no hardening, not much could be done to defeat a direct attack of any signifi-
cance—as was seen in the attack on Oklahoma City’s Murrah Building, which
contained a day-care center.  A greater likelihood of threat for schools and day-
care centers comes from the secondary effects of an attack on some nearby
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location, as was the case in New York on 9/11.  Here again, established plans and
well-practiced teachers and students minimized the harm that came to the chil-
dren.  The best defense is to be prepared.

Implementation of Existing Technology

The reaction of stadiums to the impact of an aircraft or to explosions from
any source needs to be better understood.  In addition, in so far as current technol-
ogy and the designs of current facilities allow, vulnerability to chemical and
biological attacks should be minimized. NIST might do this work with universi-
ties and the national laboratories.

Recommendation 8.23:  Analytical studies, like those performed for earth-
quake hazard assessments, should be conducted to evaluate the effects of
explosions and aircraft impacts on covered stadiums.  Each major stadium
(and its roof system) in the country should be analyzed.

Recommendation 8.24:  Conduct analyses of how different toxins might be
distributed, controlled, or filtered by the air-handling and circulation sys-
tems of stadiums, as well as of other places where large public gatherings
occur, and make the resulting information widely available, particularly for
commercial purposes.

Once there is evidence of an attack, adequate provisions for egress must be
available.  Unfortunately, the egress built into stadiums and similar facilities
currently in use do not consider any kind of terrorist attack or the panicked
exodus of a large crowd.  But crowd management can be improved by physical or
structural amenities and by training and preparation.  Improved exits, modified
barriers that mitigate injuries, signage, and other modifications to the existing
requirements for moving people out of crowded and enclosed spaces should be
available to local authorities.  Such improvements can also have salutary effects
on attendees’ attitudes—and on their behavior in the event of a crisis.  For
example, the highly publicized security at the 2002 Super Bowl reassured attend-
ees, so that even if there had been an incident, attendees would probably not have
acted irrationally.  As noted in Chapter 9, psychology and social science re-
sources can be brought to bear on efforts to develop more effective methods of
crowd management.

Research and Development Priorities and Strategies

We must be able to monitor the air circulating in stadiums for dangerous
toxins, but reasonable means are not available for detection of the wide variety of
potential chemical and biological agents.  Therefore sensors to detect toxins,
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similar to and perhaps the same as those recommended elsewhere in this chapter
for major buildings and for first responders, need to be developed and deployed.
They could be used in conjunction with the control of HVAC systems.  Testing
and evaluation of airborne-material circulation and distribution by the HVAC
systems unique to each enclosed stadium (including on-site testing of simulated
aerosol releases) would aid in reducing the impacts of released toxic agents.  This
is a matter for local building departments, acting on technical advice provided at
the federal level.

Recommendation 8.25:  Research and development should be directed to
creating a special-purpose sensor and supporting system (with its own ap-
propriate set of sampling, calibration, and verification databases) to allow
air-handling systems to quickly and reliably determine if the air supply in a
building (or a subway or other occupied confined space) is safe or not safe
and to adjust the HVAC controls accordingly—for example, contain the
dangerous toxins in the area of the building where first recognized, or ex-
haust the tainted air.  (The same sensors and systems recommended in the
section above on emergency management and emergency operations centers could
apply here.)

In the longer term (5 to 10 years), guidelines should be developed that
include assessments of vulnerability to terrorist attacks as a component of the
plans for any new large facility for public gatherings.  One challenge is to inte-
grate operational and structural practices that achieve strong resistance to terror-
ist threats while minimizing constraints on the public.  Operational practices
should include effective crowd-screening technology that enjoys public accep-
tance.  And coordination between owner-operators and structural designers may
improve the balance between needed crowd surveillance and built-in structural
hardness.

For example, alternative HVAC systems for stadiums should be reviewed to
determine whether it is possible to use the systems themselves to reduce risk.  If
a system is capable of being zoned, to cite one possibility, this could moderate or
even prevent much of the toxins’ transport throughout the space.

In any case, it is essential that the egress of people under crisis conditions be
achieved in a safe and orderly fashion.

Recommendation 8.26:  Undertake research to identify improved methods
of egress for large numbers of people from crowded enclosures under condi-
tions of perceived threat.  Examine the most reasonable numbers and ca-
pacities of egress points, subject to constraints on the function and structure
of the buildings, to accommodate a crowd exiting in a state of fear.
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UNDERGROUND FACILITIES, INCLUDING TUNNELS

Introduction

Developed underground spaces include many tunnels, pipelines, basements,
and underground parking garages that quietly serve their cities.  These unseen
and unnoticed assets may also present excellent opportunities for terrorists.
Explosive, flammable, or toxic materials could be brought surreptitiously into
the city, placed there, and detonated, largely employing the underground envi-
ronment alone.  Awareness should be the first step in limiting this vulnerability
because it can point to the need for surveillance, prevention, and detection of
potentially harmful activities in these spaces, thereby limiting exposures.  How-
ever, several particular concerns that require broader responses would still
remain.

Representative Vulnerabilities

Many of our major cities have grown up around railroad lines.  Over time,
however, the need to separate the railroad’s activities from the evolving city
became apparent.  As a result, urban railroad lines can be found today in tunnels
or along narrow or depressed rights-of-way.  Thus they are largely out of sight.
Meanwhile, railroads routinely carry all kinds of freight—including toxic chemi-
cals, petroleum products, agricultural supplies, and other materials—that could
serve the purposes of terrorists.  The U.S. Conference of Mayors has expressed
concern about this situation (USCOM, 2001).  The risk is greatest for sites above
or adjacent to the railroad—such as a stadium or concert hall—that are regularly
occupied by great numbers of people.

Some major cities, which have grown up adjacent to large bodies of water,
are especially vulnerable to the rapid flooding of their tunnels.  Where those
tunnels are used for passenger railroad or transit services, significant loss of life
could result.

Every city utilizes sewers buried under its streets to convey wastewater and
storm water to remote sites for treatment and safe disposal.  These sewers typi-
cally do not flow full—rather, the water is conveyed by gravity in open-channel
flow.  Thus, should a volatile liquid be dumped into such a sewer and allowed to
flow through it and mix with the air present, an explosive mixture could result.  If
ignited, a section of sewer might then erupt violently, lifting the street, damaging
buildings and nearby tunnels for other utilities, and killing or injuring people.

Underground parking for large urban buildings is the rule rather than the
exception today; for one thing, development approvals typically require the avail-
ability of off-street parking.  But as we learned in the 1993 bombing at the World
Trade Center, these under-building parking areas are also desirable locations for
terrorist attack.  A well-placed bomb could cause much damage to the building’s
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supporting structure, to its mechanical, electrical, and communications systems,
and result in large numbers of occupant deaths and injuries.

Implementation of Existing Technology

Vulnerability to Railcar and Container Contents

Inspections could be increased, perhaps at their points of origin, provided
that more personnel are made available and that shippers accept the additional
delays.  Overall, however, current technology and systems are not adequate to
meet this threat.  This topic is covered in more detail in Chapter 7, “Transporta-
tion Systems.”

Flooding of Urban Tunnels

Urban transit and railroad tunnels that are below the levels of nearby bodies
of water are vulnerable to flooding if breached.

Recommendation 8.27:  Local authorities should identify and harden sites
favorable to the breaching of transit or railroad tunnels that lie below sur-
rounding water levels, and they should increase surveillance of all activities
occurring in such areas.

Recommendation 8.28:  Once sites are identified, authorities should analyze
them to determine their resistance to the effects of explosives detonated
either inside or outside the tunnel.

Underground Parking

The vulnerability of underground parking areas could be reduced by limiting
the size and carrying capacity of vehicles allowed entry and by making the
inspection of suspicious vehicles or containers routine.  Although this approach
requires that trained personnel be posted at entrances and is thus expensive (to
cover training, salaries, and around-the-clock staffing), parking fees could be
adjusted to account for the added cost.

Tunnel Ventilation Systems

Both highway and transit systems tunnels serving cities require extensive
tunnel ventilation systems for safe operation.  The highway tunnel ventilation
systems are designed to remove vehicle exhaust fumes from the tunnels and also
to respond to a fire or explosion in the tunnel by isolating the affected zone, thus
allowing occupants not involved in the event to exit safely.  Transit tunnel venti-
lation systems are primarily designed to perform the isolation function.  Terror-
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ists could disable or destroy these ventilation systems, rendering the underground
spaces unsafe to use.  They could also employ the ventilation systems to distrib-
ute toxins throughout the underground spaces served.  Conversely, as discussed
above for building ventilation systems, the systems could also be used by the
owners to contain or remove a toxin released in the underground space.

Recommendation 8.29:  Terrorist threats to the ventilation systems used in
occupied underground space and highway and transit tunnels and ways to
mitigate those threats should be researched by the National Fire Protection
Association and the Department of Transportation.  Guidelines for action
should then be provided to the owners and operators of these systems.

Exploding Sewers

The threat of exploding sewers could be reduced if local authorities establish
tighter controls on access (including installation of locking manhole covers);
monitor the air inside sewers for the detection of flammable volatiles; and install
barriers of grating in the larger sewers to prevent movement of vehicles or other
large objects.

Research and Development Strategies and Priorities

Vulnerability to Railcar and Container Contents

An approach for reducing the probability of explosives or toxins being deliv-
ered into cities by railcar would be to use improved and universally required
intelligent information units (IUs)—transducers, perhaps—for every railcar al-
lowed to move on urban tracks.  Base units that load and read the IUs could be
developed as part of the same undertaking and made available to all need-to-
know parties.  At the point of origin, each IU would be loaded with information
about the specified contents, origin, sender, receiver, destination, route, and sched-
ule and then sealed by the local transportation authority.  The IUs would be
readable by local base units as the train approaches a city.  Anomalies would
bring the train to a halt until the uncertainties are corrected or the questionable car
is cut out of the train and moved to a safe siding.  It is hoped that the railroads will
see ancillary economic benefits to such an IU-based system—possibly for freight-
movement management, contents control, rate setting, and other business pur-
poses.

Recommendation 8.30:  Research and development should be undertaken to
produce improved intelligent information units (IUs) for installation on ev-
ery railcar, along with operating systems and coded base units (which could
load and read the IUs) for every city.  The IUs would need to be hardened to
radio-frequency wave interference.



CITIES AND FIXED INFRASTRUCTURE 265

Recommendation 8.31:  Policies should be developed that allow only railcars
with the IUs mounted and operating to move on tracks that pass through
urban areas.

Implementation of this recommendation would require the participation of
DOT, the national laboratories, the railroads, and the cities and the Conference of
Mayors, and should be coordinated by OHS.

Flooding of Urban Tunnels

With the capability to quickly isolate vulnerable sections from the rest of the
tunnel system, the flooding of urban tunnels could be mitigated.  Such technology
could also be used to isolate sections of the tunnels so that smoke, gases or other
dangerous mixtures released there could not infiltrate other sections.

Recommendation 8.32:  Rapidly deployable tunnel barriers should be devel-
oped and produced, and they should be installed at appropriate locations in
transit and railroad system tunnels, so that they will deploy—automatically
or on signal—to block the flow of floodwaters in the tunnels.

This should be a DOT/TRB research area, with strong support to be expected
from the cities and the transit properties and railroad systems that have such
vulnerabilities.

REFERENCES

American Society of Civil Engineers.  1996.  The Oklahoma City Bombing: Improving Building
Performance Through Multi-hazard Mitigation, prepared for FEMA, August.

American Society for Testing and Materials.  1998.  Standard Test Methods for Fire Tests of Build-
ing Construction and Materials, ASTM E119-98.

Bowles, David, Loren Anderson, and Terry Glover.  1997.  “A Role for Risk Assessment in Dam
Safety Management,” Proceedings of the 3d Annual Conference on Hydropower 97, Trondheim,
Norway.

Buchanan, A.H.  2001.  Structural Design for Fire Safety, John Wiley & Sons Ltd., West Sussex,
England.

Civil Engineering Research Foundation.  2001.  “Protecting Infrastructure,” American Society of
Civil Engineering brochure summarizing Executive Program Series “Designing and Managing
Vulunerability,” held in Washington, D.C., October 23-24.

Corley, W.G., P. Mlakar, M. Sozen, and C. Thornton.  1998. “The Oklahoma City Bombing:  Sum-
mary and Recommendations for Multihazard Mitigation,” Journal of Performance of Con-
structed Facilities, Proc. ASCE, Vol. 12, No. 3.

Dean, Joshua.  2002. “Systems Failure,” Government Executive Magazine, February 2.
Deininger, R.A.  2000. “The Threat of Chemical and Biological Agents to the Public Water Supply

Systems,” Water Pipeline Database, Science Applications International Corporation, McLean,
Va.

Dreazen, Y.J.  2001.  “‘Backflow’ Water-line Attack Feared,” Wall Street Journal, December 27.
Dwyer, Jim.  2002.  “Before the Towers Fell, Fire Department Fought Chaos,” New York Times,

January 30.



266 MAKING THE NATION SAFER

Eisner, Peter.  1992.  “Mexico Reels from Explosion,” The Tech, Vol. 112, No. 22, Massachusetts
Institute of Technology, Cambridge, Mass.

Federal Emergency Management Agency.  2002.  Statement of Bruce Baughman, Office of National
Preparedness, FEMA, Committee on Transportation and Infrastructure, Subcommittee on Eco-
nomic Development, Public Buildings, and Emergency Management, U.S. House of Represen-
tatives, April 11.  Available online at <http://www.fema.gov/library/baughman041102.htm>.

Harmathy, T.Z.  1981.  “The Fire Resistance Test and Its Relation to Real-World Fires,” Fire and
Materials, Vol. 5, No. 3, pp. 112-122.

Heritage Foundation.  2002.  “Defending the American Homeland,” The Heritage Foundation, Home-
land Security Task Force, Washington, D.C., January.

Ingberg, S.H.  1928.  “Tests of the Severity of Building Fires,” Quarterly of the National Fire
Protection Association, Vol. 22, No. 1, July, pp. 43-68.

Luthy, Richard G.  2001.  “Safety of Our Nation’s Water,” testimony before the House Committee
on Science, November 14, Water Science and Technology Board, National Research Council,
Washington, D.C.

Mayer-Schonberger, Viktor (to be released).  Emergency Communications—The Quest for
Interoperability in the United States and Europe, Harvard University, Cambridge, Mass.

McGraw, J.R., Jr., and F.W. Mowrer.  1999.  “Flammability and Dehydration of Painted Gypsum
Wallboard Subjected to Fire Heat Fluxes,” 6th International Symposium on Fire Safety Sci-
ence, Poitiers, France.

National Research Council.  1988.  The Protection of Federal Office Buildings Against Terrorism,
National Academy Press, Washington, D.C.

National Research Council.  1995.  Protecting Buildings from Bomb Damage; Transfer of Blast-
Effects Mitigation Technologies from Military to Civilian Applications, National Academy
Press, Washington, D.C.

National Research Council.  1999.  “Blast Mitigation for Structures,” 1999 Status Report on the
DTRA/TSWG Program, National Academy Press, Washington, D.C.

Nelson, H.E.  1989.  “Engineering View of the Fire of May 4, 1988 in the First Interstate Bank
Building, Los Angeles, California,” NISTIR 89-4061, National Institute of Standards and Tech-
nology, Gaithersburg, Md., March.

President’s Commission on Critical Infrastructure Protection.  1997.  “Critical Foundations,” Wash-
ington, D.C., October.

Ramabhushanam, E., and M. Lynch.  1994.  “Structural Assessment of Bomb Damage for World
Trade Center,” Journal of Performance of Constructed Facilities, Proc. ASCE, Vol. 8.

Routley, J.G., C. Jennings, and M. Chubb.  1991.  “High-Rise Office Building Fire, One Meridian
Plaza, Philadelphia, Pennsylvania (February 23, 1991),” USFA Fire Investigation Technical
Report Series Report 049, Federal Emergency Management Agency, Washington, D.C.

Science Applications International Corporation.  1994.  “Methods for Evaluation of Cable Wrap Fire
Barrier Performance,” EPRI Report, Project 3385-05, Draft Report, October.

Topographic Engineering Center.  2001.  National Inventory of Dams, U.S. Army Corps of Engi-
neers, Alexandria, Va.

U.S. Census Bureau, Department of Commerce.  2000.  Population Change and Distribution, Wash-
ington, D.C.

U.S. Conference of Mayors.  2001.  A National Action Plan for Safety and Security in America’s
Cities, December.



267

9

The Response of People to Terrorism

The purpose of terrorism, of course, is to terrorize. And terror is, above all, a
response on the part of people. This definitional truth, however, is only partial.
The effects of terrorist activities, like the individual and collective motives for
such activities, can be multiple—political, economic, military, and symbolic.

This report emphasizes throughout that it is exceedingly difficult to foresee
and plan to cope with any specific terrorist act.  The nation must make efforts to
deter such acts and, when that is not possible, to counter and minimize terrorists’
actions.  For example, since good intelligence is extremely difficult to acquire, it
may be useful for the academic community to study terrorist recruitment tech-
niques, organizational modes, and methods of operations (such as choice of tar-
gets and weapons).  This is only one of the areas to which social science research
can make a useful contribution.  Given that terrorists may arise from many
cultures and be motivated by a range of attitudes, studying the phenomenon of
terrorism from a social and behavioral perspective could help to interpret frag-
ments of intelligence information, to broaden understanding of terrorists’ modes
of actions,1 and perhaps ultimately tell us how to curtail such actions.  In this
report, however, the committee constrains itself to discussing people as the pri-
mary target of terrorists.  This chapter shows how the behavioral and social
sciences can provide knowledge of and insights into the responses of individuals
and organizations to the threat of terrorism and to terrorist events.

1Chapter 10 discusses the importance of modeling terrorist decision making as an input for under-
standing vulnerabilities of critical infrastructures and systems and the effectiveness of proposed ways
to mitigate those vulnerabilities.



268 MAKING THE NATION SAFER

HUMAN POPULATIONS AS TARGETS OF TERRORISM

Vulnerability of People

Some possible terrorist agendas involve more-or-less direct assaults on hu-
man life as a primary objective.  These include the following:

• Bombing of human assemblies at sporting events and other mass gather-
ings;

• Attacks on large cities using nuclear weapons;
• Assaults on toxic/explosive storage and production sites;
• Assaults on water systems;
• Bombing of mass-transit systems, particularly at rush hour;
• Bombing of hospitals and day-care centers; and
• Biological, chemical, and radiological contamination.

Attacks such as these blend into attacks that involve the possibility of human
deaths but whose primary objective is to disrupt institutional functions and social
processes.  Examples of the latter type of attack include the following:

• Destruction of reservoirs;
• Disruption of transportation and distribution systems; and
• Disruption of energy systems.

Still other types of assault do not involve expectations of physical casualties
but may inflict incidental harm on humans:

• Disruption of financial and market institutions;
• Disruption of communication, data, and identification systems; and
• Assaults on symbolic targets such as the Statue of Liberty or the Wash-

ington Monument.

Institutional, Group, and Political Vulnerability

Understandably, our initial impulse in thinking about the human conse-
quences of terrorist attacks is to envision casualties—the numbers of people
killed or wounded, as well as the emotional wounds to their families and loved
ones.  But there are several other dimensions of societal vulnerability as well,
springing from the fact that not only is society made up of people but that people
are organized in relation to one another in complex ways.
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Institutional Interdependence

Throughout this report the committee recognizes that the targets of potential
attack—transportation, communication, and energy systems, for example—are
systemically related, and that an attack on one spreads to and perhaps cripples
others.  This principle of “systemness” applies to the organization of human life
as well.  It has been recognized for more than two centuries—notably in the work
of Adam Smith (1937 (1776)), Herbert Spencer (1897), and Émile Durkheim
(1949 (1891))—that as commercial, technological, and industrial development
proceeds, social activities become progressively more differentiated and at the
same time more mutually dependent.  This is readily recognizable in the case of
economic specialization, wherein the sites of production (firms, service agencies)
come to be organized separately from the sites of consumption (households and
organizations).  This principle applies to other institutional spheres as well.  In
premodern times the family assumed responsibility for educational, medical, and
welfare functions that have since become structurally separated and now reside in
schools, hospitals, and government agencies.

Differentiation and mutual dependency constitute sources of vulnerability.
The crippling of an industry responsible for vital products (such as food) or of the
financial, medical, or legal system can injure (through deprivation) all those who
are dependent on it and cannot readily perform its activities themselves.  The
effects can be even more serious if the damage is widespread, when repairing,
rebuilding, or replacing lost functions may become long-term matters.

The Group Dimension

The growth of a complex industrial and service-based society not only leads
to differentiation of social roles and of the institutions that directly affect indi-
viduals, but it also makes for a more complex group life.  A panoply of groups
based on economic interest—such as business groups, professional associations,
and labor unions—sometimes cooperate with other groups and sometimes come
into conflict with them.  Modernized societies also evolve a system of social
classes that crosscut associational life.  Historically, the class dimension has not
been a prominent feature of American society (as it was in many European
societies), but during periods of labor disturbance such as the Great Depression,
class interests have become more salient.  Finally, the United States is character-
ized by many groups based on religious, ethnic, and racial identity, deriving
historically from the heritage of slavery and waves of immigration that continue
up to the present.  These groups constitute bases for community association as
well as social and political identity.  Historically, relations among them have
been variable as well, encompassing friendliness, accommodation, competition,
latent tension, and, occasionally, open conflict and violence.
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The point to be made here in connection with major terrorist attacks is that
the group divisions in the country constitute fault lines that can become more
unstable in periods of attack and recovery.  Later the committee will comment on
the opposite tendency—to pull together and show solidarity in the event of exter-
nal attack—but if attacks are widespread or catastrophic they may generate scar-
city, feelings of unjust treatment, and social disorder.  If this is the case, existing
group cleavages, as well as new ones that may arise as a result of attacks, can
worsen internal conflict in the society.  This is all the more likely if the agencies
responsible for maintaining law and order are damaged and disrupted.

Political Apparatus

The last observation in this section points to one of the most vulnerable
institutions—the political apparatus.  The committee is aware that top national
leaders are being protected:  In times of crisis it is imperative for the government,
as the centralized body responsible for maintaining the society and coordinating
domestic operations and military activities, to be kept intact.  The idea of disrupt-
ing our system of government is attractive, as the mailings of anthrax to various
political leaders illustrated.  While these incidents did not actually harm any
political leaders, or even disrupt the government process for any significant pe-
riod of time, they did illuminate the nature and possible consequences of future
incidents.  The disablement of multiple government operations by whatever means
could trigger military, economic, and law enforcement failures.

While the protection of our top leaders and the continuity of our present
federal structure is a priority, we must not overlook the importance of regional,
state, and local government entities and their preservation.  Local responses to
attack must be coordinated by multiple levels of government and private sector
organizations, and the efforts must all be integrated.

THE UNIVERSALITY OF HUMAN RESPONSES

Despite variations in directness of attack—whether on humans or on human
institutions—and despite overlap among types of attack, all attacks generate
behavioral, attitudinal, and emotional responses in the populations affected.  The
committee therefore concludes there is a human dimension to every type of
terrorist attack, with each type evoking its own associated responses.

The human response to crisis situations can be influenced by factors such as
adequacy of preparedness, effectiveness of warnings, and confidence in agencies
designated to deal with crises.  However, because it involves attitudes and feel-
ings, it cannot be fully controlled by the state, planning authorities, or other
agencies.  Nor should it be.  In a democratic society, we would not want such total
control, for the reason that attempting to apply it would involve unacceptable
intrusions on citizens’ freedoms.
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Human responses need to be examined at four distinct stages of the attack
process:  (1) anticipatory attitudes, emotions, and behavior; (2) responses to
warnings; (3) immediate responses to the attack itself; and (4) recovery.  The
remainder of this chapter addresses each of these stages in turn.

ANTICIPATION AND PREPAREDNESS

The possibility of terrorist attacks on the United States has been appreciated
for decades, and before September 11 there had in fact been an accumulation of
incidents abroad (e.g., bombings of embassies, the attack on the USS Cole) and at
home (the Unabomber, the Oklahoma City bombing, the bombing of the World
Trade Center in 1993).  However, September 11 brought the nation dramatically
into an “age of terrorism,” and it conditioned reactions to all that might follow.
Public apprehension is now much greater than before, and reactions to future
terrorist events will be strongly affected by the memory of September 11 and its
aftermath.

Preparedness for attacks involves two sets of actors—the responsible au-
thorities and the population in general. Government preparation should attempt to
be exhaustive and conditional—trying to anticipate every conceivable kind of
attack, understanding probable ripple effects, thinking in terms of multiple at-
tacks, preparing proper responses for agents who would give out information in
crisis situations, detailing the roles of first-line response agencies such as police
and rescue agencies, and developing a range of backup responses to contain
damage and minimize future damage.  These measures also call for new levels of
cooperation among government entities, the media, schools, businesses, hospi-
tals, churches, and other entities large and small, including households.  Applied
research on all these aspects of preparedness, conducted in advance, would be a
wise investment.

In general, each relevant social unit in the country (communities, cities,
states) should make an informed effort to establish priorities for preparedness
efforts based on its most likely vulnerabilities.  And while each unit should
prepare well for a range of possible assaults, it should not try to prepare for all
conceivable kinds of assaults.  To invoke an analogy, it makes sense for Califor-
nia cities to prepare for earthquakes and fires in the dry season, but not for
tornadoes and hurricanes; it makes sense for some Southern states to prepare for
the latter two but not the former two.  Similarly, cities should prepare for a
different range of terrorist activities than agricultural regions.  Each unit should
establish its priorities by devising scenarios for the attacks most likely to affect it.
In devising these scenarios, the units should consult widely not only within their
ranks but also with units at other levels, both above and below.

It is likely that the following general principles will hold with respect to how
the populace anticipates an attack:
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• The longer the time between an attack and subsequent attacks, the greater
will be the human memory-lapse and denial.  It is not psychically economical for
people to worry about rare events all the time; the reluctance of populations in
earthquake-vulnerable areas of the world to organize their daily lives around the
possibility of a serious earthquake traces in large part to the infrequency of such
events.  (It also might pay to recall the high-profile, sometimes-hysterical move-
ment in the 1950s and 1960s to protect against fallout in the wake of a nuclear
attack.  Despite encouragement both by government and media, only one in every
100,000 people actually built some sort of fallout shelter (New York Times, Week
in Review, December 23, 2001, p. 12)).  This slippage of public apprehension
works its way into public opinion, and the resulting complacency may become an
obstacle to maintaining readiness.  The desired but difficult-to-achieve equilib-
rium is to keep public consciousness high without whipping up public anxiety.

• Making information available about the possibilities of an attack will
raise the level of public anxiety.

• Making information available about measures taken to prevent or defend
against an attack will tend to lower the level of public anxiety.

• The more information that is made available about how to behave in the
event of different kinds of attacks (including readiness training and drills, for
example), the more likely it is that people will have a sense of control over
uncertain situations and that they will be less anxious.  As much unambiguous
information as possible should be disseminated about different kinds of attacks—
information that is clear, placed in context, repeated, and authoritative (Mileti,
Fitzpatrick, and Farhar, 1990).

• The more people are overtrained (with repeated instruction about appro-
priate behavior in response to many different kinds of attacks or with constant
drills), the more likely they will become indifferent, irritable, and critical of the
authorities if no such attacks occur.

As discussed in other chapters of this report, technology has the potential to
provide a wide variety of measures to defend against or prevent any given type of
attack.  Some of these measures, such as sensor networks to improve detection of
chemical, biological, or nuclear agents or improvements in the electric power
grid, will be complicated institutional or national efforts, but other relatively
simple measures can be taken by individuals, such as making sure they have
backup water supplies and flashlights.  For people to be most reassured about the
safety and preparedness of the nation, they should be given information about
both types of defenses (what the government and others are doing to protect the
nation and what they can do to protect themselves).
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WARNINGS

Warning systems, too, demand a delicate balance. Authorities should strive
to make warnings free of ambiguity, directed to all who are at risk (wherever they
may be), and available through multiple channels—public warning devices such
as sirens, radio, television, and the Internet (Working Group on Natural Disaster
Information Systems, 2000).  False alarms and misdirection of warnings to people
not at risk, however, generate the same negative consequences as overtraining.

Warnings may take the form of public statements that, based on intelligence
information, an attack is possible or even likely on a given date or within a given
span of time.  Alternatively, the warning may state unequivocally that an attack is
about to happen immediately or is under way. In either case, the following prin-
ciples may be expected to hold:

• The better prepared and “programmed” people are about how to respond
to an attack, the less likely will be extreme behavioral reactions such as terror,
random flight, and panic (Liu et al., 1996).

• Warnings about impending attacks that do not occur could cause a cry-
wolf syndrome, especially if the warnings occur repeatedly.  Similarly, people
who are warned but are not at risk will ignore or become blasé about warnings;
some may even try to disable warning devices (Working Group on Natural Disas-
ter Information Systems, 2000, p. 18).

• Under some conditions of warning (e.g., to evacuate a city), people will
not follow instructions immediately but will move first to make contact with or
join family and loved ones (Killian, 1951).

Recommendation 9.1:  Warning systems should be carefully designed with
respect to who issues the warning, optimal lead time of warning, unambigu-
ous language, and moderated emotional tone.

When feasible, warnings should also include specific instruction about what
kind of behavior is appropriate under the circumstances (stay at home, go to
designated locations, evacuate the city using designated routes, or use only bottled
water, for example).

Recommendation 9.2 (Research):  Comparative empirical studies of past
disaster and terrorism situations should be undertaken to gather informa-
tion that increases understanding of what past actions resulted in (1) effec-
tive warnings; (2) failures to warn; (3) false alarms; and (4) overwarning.

Data gathered from past events could also be used to develop models that
might help predict the effects of different types of interventions in the future.
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THE OCCURRENCE OF ATTACK

Immediate behavioral and emotional responses to attack are difficult to pre-
dict, in part because there are so many types of attack.  It is possible, however, to
specify some dimensions of attacks, each of which conditions the nature of the
response:

• The suddenness of the attack: from immediate and unanticipated (e.g.,
bombings) to slowly unfolding (the spread of infectious viruses).

• The scope of the attack:  highly localized (e.g., the bombing of one build-
ing) to broadly destructive (such as the successful disruption of much of the
nation’s electric power system or the explosion of a nuclear device over or in a
metropolitan center).

• Whether the attack is a one-time event or there are multiple attacks.
• If attacks are multiple, whether spacings are regular, irregular, or random.
• Whether the attack is local (e.g., the isolated attack on a fuel pipeline) or

general (release of an infectious virus or toxification of mail or currency).
• The level of knowledge about the agent of attack: known, suspected,

unknown, unknowable.
• The degree to which a target is symbolically neutral (e.g., the blowing up

of a railroad track) or symbolically charged (bombing of the White House or the
U.S. Congress).

• The degree to which an attack appears to be grossly inhumane (e.g.,
attacks on innocent urban populations, attacks on children).

Because of this variability, the principles involved have to be advanced with
a sense of contingency, not certainty, and in an other-things-being-equal spirit.
That caution ventured, the following principles, based on best-available behav-
ioral and social science knowledge, can be enunciated:

• Outright “behavioral” panic will be rare.  It is most likely to occur under
special conditions when escape routes are clogged or believed to be closing, and
if people learn (or it is rumored or imagined) that there is only limited time to
escape (Quarantelli, 1977).  Some scenarios for panic would be attempting to
escape entrapment in a building, trying to evacuate a metropolitan area under
crisis conditions, and fleeing from an assault on a mass gathering in a stadium or
arena.

• Psychological panic (fear, hysteria, terror) is more likely, and its intensity
will vary according to the level of uncertainty about the scope of the attack, its
duration, the degree to which it is to believed to be general, and the agent of
attack.

• The more multiple or random the attacks, the greater the level of public
terror.
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• The more certain the knowledge about the agent of attack, the more likely
it is that outrage and a call for retaliation will stand out from other behavioral and
emotional reactions.

• The more the attack is seen as inhumane, the more likely it is that the
public will feel sadness, depression, and rage.

• The greater the clarity of information communicated about the nature of
the attack—along all of the dimensions above—the weaker will be any fear and
terror reactions.

• The better the fit between that information and the previously established
preparedness procedures and routines, the less likely there will be extreme emo-
tional responses and disorganized behavior and the more orderly the withdrawal,
help-seeking, rescue, and other coping behaviors.

• The greater the degree to which the target is symbolically laden (e.g.,
sacred), the greater the shock and anger in relation to other emotional responses.

Information and the Media

All these principles apply to the social-psychological perceptions of an
attack that result from the adequacy or inadequacy of knowledge about the situa-
tion.  These perceptions derive from interpersonal communication of informa-
tion, the spread of rumors, and above all the immediate reporting and interpreta-
tions of the event by the mass media.

The media play an important role in defining the nature, scope, and level of
threat in critical situations, in disseminating both reliable and unreliable informa-
tion, and in calming the population or generating extreme reactions such as
anxiety and terror.  This truth has become even more evident as technology now
permits instant worldwide dissemination of news and opinion.  A special respon-
sibility for reporting and dissemination seems to attach to events that are immedi-
ate, threatening, and easily generalizable.

The role of the media is double-edged.  On the one hand they can displace
informal and uncontrolled flows of information with accurate, timely, and au-
thoritative reporting.  On the other hand they can be conduits—and multipliers—
of misinformation if they report soft “facts” and unconfirmed rumors, often in the
rush of trying to scoop competitors.  Indeed, the media can inadvertently change
the basic dimensions of an attack.  The widespread reporting of the anthrax
contamination in the weeks after September 11 served to expand those events
from several localized incidents into a potential generalized threat.  All this
underscores the crucial roles of both the mass media and authoritative sources
such as the police and political leaders in giving definition (psychological reality)
to an attack.  It also underscores the great need for responsibility and prudence on
the part of these entities in moments of crisis.
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Recommendation 9.3:  Representatives of the major media should consider
developing—voluntarily—a code of norms that they would observe in re-
porting events related to terrorism.

Such efforts are not without precedent.  For example, most newspapers and
other media exercise great care in protecting the privacy of child crime victims.
The media usually refrain from identifying the victim or giving away personal
particulars.  A similar code could be developed for terrorism-related incidents
that while only slightly restricting the amount of information being reported,
would not compromise the investigation of the incident or oversensationalize it.
For the media to address these issues voluntarily would keep them from govern-
ment control and recognize the special responsibilities that they bear.

While the media have an obligation to the public and to the government to try
to disseminate information as efficiently and accurately as possible, the govern-
ment has the responsibility to provide such information to the media and the
public as efficiently and accurately as possible.  In the same ways that federal
agencies are preparing technological responses to possible attacks (e.g., stockpil-
ing vaccines), the government must also be preparing the informational response.
Who will be able to speak with authority when a terrorist attack occurs, i.e., who
will be a trusted spokesperson for the public?  The answer of course depends on
what sort of attack takes place and the type of information to be communicated.
For example, in a radiological event (a dirty bomb), the Surgeon General might
be the right person to speak on how to minimize radiation exposure,2 while in a
biological attack, someone from the Centers for Disease Control or perhaps the
Surgeon General might be the right person to describe steps people can take for
self-protection (e.g., the use of simple breathing masks to filter the air, whether to
stay inside).3  In many types of attack, someone from FEMA might be the right
person to announce evacuation plans and routes if necessary.  In all cases, identi-
fication and training of these potential spokespeople should occur before an
attack takes place, so the government can respond not only by providing emer-
gency services but also by providing important, accurate, and trustworthy infor-
mation clearly, quickly, and authoritatively.

First-Line Responders to Attacks

The differentiation and mutual dependence, or “systemness,” in contempo-
rary society, mentioned earlier in this chapter, apply as well to the numerous
agencies responsible for maintaining law and order, protecting the society from

2The need for a trusted spokesperson is especially important for events relating to nuclear and
radioactive materials; see discussion in Chapter 2.

3One factor that must be considered is the perception of political motivation:  Will the spokesper-
son be distrusted because he is perceived as having political authority rather than technical expertise?
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attack, responding to attack, and recovering from attack.  The actions of these
multiple agencies must be integrated and coordinated if they are not to be frag-
mented and ineffective.  Nowhere is this truer than in the initial responses to
attack, when quick decisions and direct actions are required.  The accumulated
body of research on natural disasters reveals all too many instances of scarce
information, deficient communication, poor coordination, and jurisdictional con-
flict among nominally coordinating organizations (Kreps and Bosworth, 1993;
Tierney, Lindell, and Perry, 2001).

Coordination is complicated because it involves agencies at different levels,
from federal to local, and different types of government and private agencies.  It
is also complicated because once a disaster occurs, informal new groups come
into being—often under conditions of extreme confusion—and must be taken
into account by those officially designated as responders (Drabek, 1986).  In his
first press conference after assuming federal responsibility for homeland secu-
rity, Governor Tom Ridge properly called attention to the seriousness of the
issues of overlap and coordination among government agencies.  The committee
knows of no more important and pressing concern with respect to effectiveness of
response.

For all stages of the attack circumstance—preparedness, warning, attack,
and recovery—agencies responsible for aspects of any of them should coordinate
their assignments as closely as possible.  This means knowing how to act when
different kinds of attacks occur, how to cooperate, and how to communicate.  It
also means continuously reviewing each agency’s jurisdiction relative to that of
others and refining responses in the light of as many hypothesized scenarios as
can be developed.  It also means planning for rigorously monitoring and correct-
ing the coordination process in midcourse, as required by the specifics of the
crisis.  The need for such coordination and backup is especially critical in attacks
when some response agencies are themselves disabled.

Recommendation 9.4:  Agencies designated as responsible for the prepared-
ness, warning, attack, and recovery phases of the government’s counter-
terrorism activities should coordinate their responsibilities as closely as pos-
sible.

Recommendation 9.5 (Research):  There should be a deepening of research—
basic, comparative, and applied—on the structure of agencies responsible
for dealing with attacks and other disasters, on the optimal patterns of infor-
mation dissemination and communication among them, and on the most
effective strategies of coordination—and self-correcting of coordination—
under extreme conditions. Research should also focus on the origins and
consequences of organizational failure, miscommunication, lack of coordi-
nation, and jurisdictional conflict and on the impact on public confidence
when organizations fail to act.
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Many factors, including overlapping and unclearly defined missions for ex-
isting agencies and complex regulations prescribing the scope of agency activi-
ties, affect agencies’ ability to carry out key functions such as hiring  personnel
with appropriate expertise and training them and coordinating with other agen-
cies or other levels of government.  A number of fields—including political
science, sociology, and organizational management—have important contribu-
tions to make to research in this area.

Reactions to Extraordinarily Catastrophic Attacks

The focus of this report is catastrophic terrorism, as defined in Chapter 1, and
the principles outlined above describe people’s reactions to such terrorist events
or the threat of them.  However, in the case of extraordinarily catastrophic at-
tacks—such as serial nuclear bombings of cities, destruction of an entire region,
poisoning of a large segment of the population, prolonged paralysis of the nation’s
energy system, or any event in which there are hundreds of thousands (or mil-
lions) of casualties—these principles become shakier.  The nation has never
experienced catastrophes of such severe proportions, so knowledge of the human
effects is correspondingly weak.  Three general points, however, can be noted:

1. Certainly we can expect magnified reactions of shock, despair, helpless-
ness, and paralysis.  The greater the destruction, the greater the likelihood of
socially disorganized behavior and the less the likelihood of effective mobiliza-
tion of people and social agencies.

2. The greater the magnitude of the attack, the more likely that governmental
agencies and law-and-order agencies (military, police, fire control) are them-
selves rendered ineffective or altogether destroyed.  Some terrorist attacks—for
example, assassinations and the bombing of strategic government buildings—
would attempt specifically to confuse and disrupt governmental processes.  Oth-
ers would specifically target response agencies.  Extraordinarily catastrophic
attacks could wipe out whole systems for response to disaster and disrupt govern-
ment functioning.  Needless to say, without these capacities and without effective
backup systems, the seriousness of the attack is multiplied.

3. Research on natural disasters reveals that many of them result in an ensu-
ing period of social solidarity (to be described in several of its aspects below)
characterized by mutual help, certain kinds of self-denial, and some reduction in
looting and other antisocial behavior (Barton, 1969; Lindell and Perry, 1992).
The generalizability of such findings is uncertain, however, and under extreme
conditions they may not hold; serious breakdowns of law and order must at least
be anticipated.  The main reasons for this would be the potentially high degree of
resulting social disorganization, together with the disruption of law-and-order
agencies.  Some research has shown that when local police authorities vacillate or
are absent from the scene, urban riots and related behavior such as looting are
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likely to spread.  Other historical research indicates that one ingredient of suc-
cessful revolutionary overthrow is the inactivity, complicity, or defection—i.e.,
the essential absence—of the police and military (Smelser, 1962).  Widespread
breakdowns of social order also heighten the probability that mutually hostile
class, ethnic, and racial groups (the fault lines mentioned earlier) will come into
open conflict, especially if different groups perceive that they have been treated
unfairly in relation to others.  To say all this is not to predict that extreme terrorist
attacks will inevitably bring social and political chaos or that recovery will not
happen, but given the enormous magnitudes of human reactions and immediate
coping efforts in the attacks’ aftermath, such possibilities must be considered.

RECOVERY

Recovery-related processes can be discussed under the headings of shorter-
term and longer-term recovery to terrorist attack, without attempting to say how
many weeks or months either would last.

Short-Term Recovery Processes

Short-term recovery processes can be expected to resemble known develop-
ments in other kinds of disaster situations:

• There will be a period of mourning, longer and more difficult if casualties
are great, the attack inhumane, or the target a sacred one.  This mourning process
will become less intense if attacks are repeated and become a way of life.

• A period of collective solidarity—a pulling together of the community
affected and, to a lesser degree, of other communities and the nation—will occur.
As with mourning, these responses will be weaker if attacks are multiple and
repeated.

• There will be a more or less immediate mobilization to clean up the
rubble, restore impaired functions as quickly as possible, and generate the requi-
site economic resources.  These activities will become less effective as the num-
ber and scope of attacks increase and as greater pressure is put on the resources
available.

• People will keep away from areas of vulnerability made evident by an
attack.  The avoidance of airline travel in the wake of September 11 is an obvious
example.  If a nuclear power installation is attacked, there will no doubt be heavy
public pressure to close others down, even at the cost of reducing the nation’s
energy supplies.

• If a given function or activity is impaired or avoided, people will turn to
alternatives—note, for example, the increase of business after September 11 in all
forms of ground transportation.  A widespread curtailment of electric power will
occasion a run on lanterns, flashlights, batteries, and generators.  An impairment
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of electronic communications will create a crisis of overload for the telephone
system.

• Every attack—whether successful or thwarted—can be expected to en-
hance efforts to prevent further attacks of the same kind.  A simple but telling
example is the instituting of random shoe inspections of airline passengers after
the aborted shoe-bomber incident in December 2001.

• If the attack is believed to have been avoidable, and the agents responsible
for its avoidability are identified or suspected, a season of scapegoating, public
investigations of culpability, and calls for punishment will ensue.

• If agencies of public order (police, National Guard, military) and rescue
agencies (firefighters, Red Cross, volunteer workers) are perceived to have been
ineffective or improperly coordinated, scapegoating will be directed toward these
agencies as well.

• Contrariwise, there will be an identification and adoration of heroes in
crises.  This effect will also decrease if attacks become repetitive.

Most disasters are both sudden and ephemeral, and immediate responses
quickly give way to a wide variety of long-term recovery and rebuilding activi-
ties.  Therefore research on immediate disaster responses generally relies on
hastily assembled journalistic reports and after-the-fact accounts based on par-
ticipants’ recollections.  Both types of sources are subject to selectivity and
distortion.  Teams of behavioral and social science researchers collecting data on
the spot and analyzing it in the context of established knowledge about disaster
situations would supplement and likely improve on existing ways of generating
information about disaster response.  Some universities have a tradition of such
fire-brigade research, but efforts should be made to expand and systematize it.

Recommendation 9.6 (Research):  Relevant research agencies (universities,
think tanks, or government) should establish the capacity to move quickly to
the scene of a disaster and study immediate responses while they are occur-
ring.

Analysis of preparedness, warning, and response tends to rest on the assump-
tion of an undifferentiated community or public.  Research on disasters, however,
has revealed that individuals and groups differ both in readiness and response
according to previous disaster experience, ethnic and minority status, knowledge
of the local language, level of education, level of economic resources, and gender
(Tierney, Lindell, and Perry, 2001).  Research on these and other differences
should be extended and deepened, and it should be taken into account when
designing systems of preparedness, warning, and response to terrorist attacks and
other disaster situations.

Recommendation 9.7 (Research):  Research on how different individuals
and groups prepare for and respond to crises should be extended and deep-
ened.
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Long-Term Recovery Processes

Longer-term recovery periods will more explicitly involve political, eco-
nomic, and cultural considerations.

Political Aspects of Recovery

A postattack period of political solidarity parallels the burst of social solidar-
ity noted above.  Citizens express increased trust and support of political leaders,
and this condition may endure for a long time if a sense of crisis continues and it
is perceived that leaders are dealing with it well.  The most dramatic evidence of
this effect came from the polling of African-American citizens in late December
2001:  Results revealed 75 percent support for President George W. Bush in a
segment of the population that had cast only 10 percent of its votes for him one
year earlier.  Such support does not last indefinitely, however, as demonstrated by
the fate of his father, President George H.W. Bush, after the Gulf War.

Political leadership also pulls together in such times of crisis, particularly if
the crisis involves an attack on the nation as a whole.  This effect is not necessar-
ily seen in other types of crises, such as a severe downturn in the domestic
economy or major political scandals, which typically set off both class and party
conflicts.

Partisan politics are quick to return, however, even in areas that have some
connection with the crisis.  It was less than 2 months after September 11, 2001,
when Democrats and Republicans split along recognizable lines over the issue of
whether airline security personnel should be federal employees or remain as
private sector employees.  By December, the New York Times, in summarizing
the national situation, quipped that “the Democrats and Republicans are fighting
about everything but terrorism” (Week in Review, December 23, 2001, p. 1).
Apparently this effect is a general one.  In 1689, after the semiforced departure of
the Catholic King James II and the succession of William of Orange, a Whig
political leader observed that “fear of Popery has united [Whigs and Tories];
when that is over, we shall divide again” (O’Gorman, 1997, p. 43).

Four other political possibilities must be mentioned:

1. Tension between the exigencies of national security and the preservation
of civil liberties.  This tension is real and perhaps inevitable in times of political
crisis.  The two sets of considerations pull in opposite directions.  Three foci of
tension after September 11 were (1) the detention of immigrants; (2) the use of
military tribunals for trying apprehended terrorists; and (3) the practice of ethnic
profiling in checking and searching for suspects.  This tension between vigilance
and liberty is of special significance in the context of American democracy, given
its long-standing commitment to individual rights.

2. Discrimination against and scapegoating of related minority groups in
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the domestic population, sometimes encouraged or even executed by the govern-
ment.  The actions taken against German-Americans during World War I and the
more drastic measures taken against Japanese-Americans during World War II
are the obvious cases in point.  Since September 11, neither the government nor
the populace has turned visibly against Muslim-Americans, except for some local
incidents.  The crisis has created uneasiness and ambivalence in that sector of the
population, however, despite exhortations in government and media circles for
tolerance.  Though a sense of comfort and pride can be gained from that posture
of moderation on the part of government, press, and the public, it should not be
assumed that the issue is permanently closed.  Successful terrorist attacks in the
future, especially major ones, or evidence or suspicion of terrorist activities on
the part of Muslim-Americans, could quickly excite a season of pointed, even
explosive, group antagonisms.

3. Confusion of political opposition with lack of patriotism.  During national
crises of the sort now being experienced, opposition parties and groups manifest
unusual solidarity with top national leaders.  The engine that drives this trust and
cooperation is patriotism—love of nation.  Two factors tend to maintain this
diminution of partisanship, at least for a while:  (1) a temptation on the part of the
leaders and the party in power to play their political trump card by claiming or
insinuating that the political opposition is not loyal and (2) the tendency for the
opposition to drift toward self-imposed muteness out of apprehension that voters
in their own districts may also confuse opposition with lack of loyalty.

4. Extremist political movements.  An extension of these three tendencies
can produce nationally disruptive political movements that excite accusations of
disloyalty during periods of real or exaggerated threats.  There is nothing inevi-
table about the development of such movements, but it is worth recalling two
disturbing episodes of stereotyping and group punishment in the 20th century:
(1) the Red Scare of the early 1920s, in which government intimidation and
actual raids were carried out in the context of a national fear of Bolshevism and
(2) McCarthyism in the late 1940s and early 1950s, which arose from a high state
of national anxiety over the development of nuclear explosives and weaponry by
the Soviet Union and the fall of China to communism.  Both movements, while
limited in duration, seriously compromised the civil liberties and livelihoods of
some citizens and left ugly scars on the body politic.

Raising these four possibilities is in no way meant to predict that any will
materialize as the nation struggles with its current situation.  But it would also be
unwise to put them out of mind altogether.

Economic Aspects of Recovery

Some potential terrorist targets are economic in nature.  The disruption of the
stock market, the paralysis of credit systems, and the contamination of currency
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with toxic or infectious agents come to mind.  While potentially very damaging in
the short run, these types of attacks—except perhaps the last—could reasonably
be envisioned to show rapid recovery.

Other direct economic consequences include the costs of rebuilding what has
been damaged or destroyed.  Depending on the scope and success of attacks,
these costs can be very significant.  The full cost of replacing the World Trade
Center (including compensation for survivors) and the damaged portion of the
Pentagon will be enormous, as would be the costs of replacing destroyed dams or
severely damaged electric power systems.  Once capital resources are raised and
put to work, however, reconstruction projects take on the same stimulating sig-
nificance for the economy that public works projects often do.

Assessment of the indirect economic consequences of terrorist attacks is a
more complicated matter, in part because of the great diversity of possible tar-
gets.  The overall economic losses generated by the September 11 attacks, while
evidently severe, are difficult to establish, all the more so because the national
economy had already entered a downturn.  But in general, economic dislocations
from discrete terrorist activities should be expected to obey the laws of
routinization—however slowly in some cases—as people in the affected parts of
the economy gradually return to their normally preferred lines of activity and
expenditure.

Another indirect economic effect of national trauma is the process of capital-
izing on public crisis for private gain.  The plea on the part of airline companies
for relief is not exactly a case in point, because the losses they suffered after
September 11 were genuine; nevertheless, the possibilities of turning relief into
gain are always present.  The need to gird up for all aspects of counterterrorism
will inevitably set off a scramble for government contracts in parts of the
economy.  This pattern was observable in past wartime situations:  It persisted
throughout the Cold War and it is likely to reappear during the coming years.

Prevention in particular looms as an extremely costly enterprise.  Preventive
measures may be sought at three points in the terrorist process:  (1) at the source—
that is, by seeking out and destroying terrorists where they live; (2) at the end of
the line, by erecting defenses and hardening all known or conceivable targets; and
(3) along the way, between source and event, by controlling movements of people
and weapons at national borders and other points of entry.

The at-the-source alternative is attractive because, if successful, it prevents
all sorts of terrorism.  On the other hand, intelligence and military operations of
this sort are very costly and constitute a significant drain on the nation’s re-
sources; it is also impossible to assure that eradication efforts will ever approach
anything like completeness, given the secrecy and mobility of terrorists and their
networks.  In addition, even if eradicated, terrorist activities and organizations
can regrow.

The attractiveness of the along-the-way strategy is similar, in that it inter-
cepts persons with a possible diversity of purposes.  But in this case as well, both
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the cost and the impossibility of completeness are evident, given the vast move-
ments of people and things that global commerce and tourism entail.

The attractiveness of the end-of-the-line strategy is the promise of direct
security, but the multiplicity of possible targets (and the adaptive capacity of
terrorists to shift them under changing circumstances) also raises the issues of
cost and the impossibility of completeness.

Considerations of strategic prudence and the force of public opinion will
probably dictate that the country pursue all three lines of prevention, albeit imper-
fectly, and settle for as much reduction in the probabilities of attack as possible.
This will come at great cost to the nation. Prospects for continuing governmental
budgetary surpluses over the next several years have all but evaporated, and even
if assisted by other nations, the United States will likely bear the greatest part of
the economic burden.

Within the United States, the question of who pays will be a continuous one.
Even under normal circumstances, U.S. politics is fraught with ambiguities and
conflicts over the respective costs to be borne by federal, regional, state, and local
authorities.  The defense against terrorism promises to make the uncertainties
even more salient.  Furthermore, while the fight against terrorism is manifestly a
public and governmental responsibility, many if not most of the targets of terror-
ism are in the private sector.  Given all these intersections, who prepares and who
pays?  More rational and less rational solutions to these dilemmas can be de-
signed, but the nation must expect a significant residue of tugging and hauling,
jockeying for position, and resentments over perceived off-loading.

Two other sets of derived consequences, also of uncertain dimensions, lie on
the horizon.  The first is the effect of a continuous, quasi-wartime effort on the
balance and strength of the U.S. economy.  Such an effort will involve significant
reallocation of public expenditures and capital among different industrial sectors
(especially those connected with defense), the prospect of governmental budget-
ary deficits, some impact on the pattern of imports and exports, and perhaps a
greater sensitivity to inflation.

The second is the prospect of giving lower priority to some expenditures for
programs in education, health, welfare, environmental protection, and other areas
in the face of more urgent demands for military and homeland and defense
expenditures.  War efforts typically slow the progress of social programs (de-
mands for which often follow wars in a flurry).  The quasi-wartime exigencies
associated with counterterrorist activities promise to be no exception.

Normalization and Cultural Memory

The natural history of recovery from disaster involves a diminution of emo-
tional responses, a denial of the possibility of recurrence, and a return to routine
activities, events, rhythms, and conflicts.  These are, by and large, reasonable and
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adaptive responses on the part of a population, because large-scale disasters are
so rare.

Discrete acts of terrorism, if not soon repeated, should be expected to show
the same tendency toward routinization.  Indeed, we received messages from
government and public leaders exhorting us to return to normal activities in the
wake of the September 11 attacks, while at the same time stressing the need for
vigilance and even warning of potential impending attacks.

Because terrorist attacks tend to be sudden, surprising, and of short duration,
they are usually regarded as discrete events.  In reality, however, they build upon
one another, and any new attack is read, variably by different groups, in the
context of the past history of such events.4  One of the interpretative frames for
reacting to the airborne attack on the World Trade Center, for example, was the
memory of the unsuccessful effort to destroy it in 1993 by bomb planting.  Reac-
tions to anthrax episodes were strongly conditioned—and exaggerated—by their
occurrence so soon after September 11.

Recommendation 9.8 (Research):  Historical research on the interrelated
sequencing of reactions, interpretations, and memories of terrorist events
should be undertaken to deepen our theoretical and empirical understand-
ing of those phenomena.  Conceptual models such as path dependency (em-
ployed in economics and other fields) and the logic of value-added would
guide the framing and conduct of this kind of research.

One final comment on the cultural uniqueness of the September 11 attacks
should be ventured.  Because those attacks were so dramatic and such a profound
wound to the nation, they qualify as what social scientists and humanists recently
have been calling a cultural trauma.  Within a matter of days after the assault, it
was appreciated in all quarters that these events would embed themselves deeply
in the nation’s memory and endure indefinitely.  Unlike some other cultural
traumas that are mainly negative—assassinations of national leaders or episodes
of ethnic cleansing—September 11 already emerges not only as a deep scar on
the nation’s body but also as a moment of extreme heroism and pride.  In the
wake of the events, the nation has simultaneously experienced both deep mourn-
ing and a not-altogether-expected season of celebration.

A cultural trauma of this type can be expected to manifest a number of
known characteristics:

• Indelibility, not only not forgotten but also incapable of being forgotten;
• Sacredness of the event, not in any specific religious sense but as a monu-

mental instant in the history of the nation;

4The issue of repeated attacks and their consequences for behavioral reactions has been men-
tioned—less extreme reactions, greater possibilities of scapegoating and political protest, and a cer-
tain hardening of public attitudes.
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• Deliberate efforts to remember the event and its heroes collectively,
through commemorative ceremonies, public observation of anniversaries, and the
erection of monuments; and

• Sustained public interest in the remembering process, including, down the
line, some contestation among politically interested groups over how the remem-
bering should be done.

Some future attacks may be of such magnitude and drama as to constitute
additional cultural traumas for the nation.  Even these, however, will be read and
remembered in the cultural context established by September 11.
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10

Complex and Interdependent Systems

INTRODUCTION

The previous chapters of this report call for the use of systems analysis and
systems engineering in countering terrorism.  This effort can draw on bodies of
knowledge already available in the United States and applicable immediately to
dealing with terrorist threats.  For example, DOD, NASA, and various intelli-
gence agencies have directed systems techniques to highly complex, but ulti-
mately successful, military and aerospace applications dating all the way back to
the Apollo and Strategic Submarine programs and continuing to this day.  Addi-
tionally, the Environmental Protection Agency has developed a methodology for
risk analysis and prioritization of environmental threats, and private-sector ana-
lysts—in the financial services (www.riskmetrics.com) and geophysical explora-
tion (MacKay, 1999) industries, for example—have used a wide variety of risk
modeling and other systems methodologies to manage large-scale global opera-
tions.

While none of these techniques is an exact match for the counterterrorism
challenges described in this report, there appears to be considerable near-term
potential to extend these techniques to provide a strategic framework for address-
ing these threats.  One near-term example is in the integration of current infra-
structure models.  DOD’s Modeling and Simulation Office and DARPA, for
example, have developed procedures and algorithms for distributed simulations
that take advantage of multiple existing simulation capabilities in different orga-
nizations and include them in a broader framework to address questions that
could not have been answered by any one of the simulation systems individually.
These techniques have the potential to be adapted to a variety of models (cur-
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rently or soon to be available) in areas of threat modeling and critical infrastruc-
ture to provide near-term improvements in developing vulnerability assessments
and risk mitigation strategies.

Currently, however, the U.S. government’s departments and agencies are in
no position to make optimal use of available modeling and simulation technolo-
gies to support the creation of an overall strategy for their counterterrorism activi-
ties.  They are not organized to assess terrorist threats, infrastructure vulnerabili-
ties, and mitigation strategies from a systems perspective.  Thus, although many
initiatives have been proposed since September 11, and some—such as improv-
ing airport security, local emergency response, and seaport operations—are in
early stages of implementation, they are often proceeding without the benefit of a
systems approach.  Specific examples of the value of systems approaches are also
described in other chapters of this report, particularly Chapter 7, on transporta-
tion, and in Chapter 11, on crosscutting challenges.

While an overall systems approach is particularly important in the develop-
ment of a national strategy for counterterrorism, there exist today models for
particular infrastructures within the United States that have been produced by
various government agencies and private industrial organizations.  Aspects of
energy distribution, power grids, air traffic control, and military support infra-
structures have been analyzed and modeled to varying degrees of fidelity.  In the
near term, these models must be extended and expanded to provide better repre-
sentation of specific critical infrastructures, and the models must be tested and
evaluated against real-world data.  A program to measure the interactions be-
tween various infrastructures must also be established.  This effort will rely on
determining the connectivity between infrastructures through analyses, model
development, data collection, experiments, and model validation.  At the same
time a more detailed understanding of the implications of various threat scenarios
for critical U.S. infrastructures must be established.  The committee recognizes
that it will never be possible to model the entire U.S. system in finite detail, but
we can determine which components of our critical infrastructures are least ro-
bust; how an attack on one component of a particular infrastructure affects other
systems; and which identified vulnerabilities within critical infrastructures are
most vulnerable to a wide range of postulated threat scenarios.

A FRAMEWORK FOR A SYSTEMS APPROACH TO
COUNTERTERRORISM

When modeling terrorist networks and homeland systems, knowledge of the
associated “architectural” framework—including its characteristic state vari-
ables1—is essential.  In Figure 10.1, threats from terrorist networks constitute a

1It should be noted that use of the term “state variable” is somewhat different from its use in, say,
mathematics and control theory.
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key input.  These threats can be understood and modeled only when we identify
and understand the societal environment, the geopolitical dynamics within which
the terrorist networks are energized and operate, and the characteristics and limi-
tations of the threatened infrastructure.  The causal relationships among these
inputs and outputs then enable the building of models that predict the efficacy of
risk-management policy options.

Understanding counterterrorism as a “system of systems” is essential, be-
cause the outputs of the terrorism network, as shown in Figure 10.1, are the same
four types of risk that constitute the inputs to the homeland security system.
Terrorism network characteristics, the resulting potential sources of risk, and
homeland infrastructure and security characteristics all contribute to the compre-
hensive effort needed to identify conceivable types of risk. Additional character-
istics, such as the funding sources of the terrorist groups, the level of sophistica-
tion of these groups, and the driving forces that feed them (such as unfavorable
socioeconomic conditions, geopolitical considerations, cultural conflicts, and ra-
cial and religious issues), are also essential to the risk analysis.

Four major risk classes to homeland security can be identified, as shown in
Figure 10.1:

1. Risks to human lives and to individual property, liberty, and freedom;
2. Risks to organizational and societal infrastructures and to the continuity

of government operations, including the military and intelligence-gathering in-
frastructure;

3. Risks to critical cyber and physical infrastructures; and
4. Risks to socioeconomic sectors.

An essential factor for sound decision making is identification of these and
other sources of homeland risk at a sufficient level of detail.  This will enable
effective strategic and tactical planning.

SYSTEMS MANAGEMENT ISSUES

While systems engineering is essential to the successful design, develop-
ment, and deployment of a complex system (Sage and Rouse, 1999), how well a
system is operated once it is deployed is the concern of systems management.

The new Office of Homeland Security (OHS) is developing a strategic plan
for the United States that will include the participation of many public and private
organizations.  To support the development of its plan, the OHS will need an
overall management system that takes into account many of the governance,
decision-making, and information systems and tools discussed below.
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Governance and Decision Making

Lack of a shared understanding of the elements of governance by key stake-
holders, especially in cross-organizational decision-making situations, can result
in conflicts and possibly stalemates.  Worse yet is when, because of ill-specified
governance practices, there are critical decisions that no one sees the need for or
that no one is responsible for making.

Several governance issues are of particular importance:

• What types of decisions must be made?
• Who can make which types of decisions?
• Who can delegate decision-making authority?
• How is decision making supported?

Often, the overriding question is, “Who decides who decides?”  Who can
resolve inevitable decision conflicts when multiple organizations perceive re-
sponsibility for a particular decision?  On the other hand, when there are gaps
between organizations, who should assure that key decisions are not lost in those
gaps?

This question leads to an obvious issue:  the respective responsibilities of
various federal departments and agencies on threats to the U.S. infrastructure
and, of course, to U.S. citizens and residents.  Carter (2001-2002) has outlined the
nature of the federal “architecture” for addressing terrorism.  He concludes that
the U.S. government lacks a managerial category for catastrophic terrorism per
se—as opposed to its well-established categories for war, crime, or natural disas-
ter.  Further, state and local governments lack the resources and specialized
knowledge to combat terrorism.

Thus, government at all levels lacks a framework for bringing responsibility,
accountability, and resources together to deliver homeland security against ter-
rorism.  As Carter notes, “The federal government disperses executive authority
so thoroughly that few individuals believe they are accountable for any of the
government’s key security outputs.”  The responsibilities of state and local or-
ganizations are similarly dispersed and fragmented.

These issues were recognized long before the terrorist acts of September 11,
2001.  Studies of infrastructure vulnerabilities led to Presidential Decision Direc-
tive No. 63 (PDD63),2 which describes these national vulnerabilities and pro-
vides guidelines for addressing and eliminating them.  Lead agencies and tasks
are specified for each of the components of the overall national infrastructure.

2For the full text of the white paper containing the Clinton administration’s Policy on Critical
Infrastructure Protection: Presidential Decision Directive 63, May 22, 1998, see <http://www.nipc.
gov/about/pdd63.htm>.
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This sets the stage for addressing governance issues and needs but does not fully
resolve them.

Information Systems and Tools

Beyond the important guidance provided by PDD63, as well as its classified
companion PDD62, there is a substantial need for management information sys-
tems and tools.  First of all, as noted by Carter, allocation of responsibilities must
be finer-grained than specified in PDD63. The approach to allocation he proposes
is characterized in Table 10.1.

Nevertheless, decision-making problems remain.  These include overlapping
organizational seams, which tend to produce conflicted decisions.  Gaps between
seams are much more subtle, because they can result in “lost” decisions—those
that are simply unrecognized as needing to be addressed and resolved.

Problems of overlapping seams, and of gaps between them, suggest several
opportunities for applying science and technology.  But solutions should not
eliminate those organizational seams, which provide valuable levels of resil-
iency—the inherent distribution of authority across federal, state, and local agen-
cies, after all, is central to American life.  Thus, complete integration is not only
quite difficult, it is politically impossible and culturally undesirable.

Means for assessing current and emerging states of distributed responsibility
are needed, and computer-based tools can be useful in modeling the decision-
forcing phenomena.  Such tools can also enable teams to access, create, or ma-
nipulate computational models—for example, of relationships and flows.  Model
building provides a good way to span the organizational boundaries often associ-
ated with complex decisions.  And because technology currently exists for moni-
toring, cluster analysis, and portrayal of the nature of e-mails and attachments
flowing in large organizations, this idea is by no means far-fetched.

The information systems and tools suggested above are portrayed in terms of
technology-enabled capabilities.  However, it is important to emphasize the es-
sential need for scientific research, both to provide the knowledge upon which

TABLE 10.1  Agencies and Organizations versus Responsibilities

Analysis
and

Detec- Preven- Protec- Inter- Contain- Attribu- Inven-
tion tion tion diction ment tion tion

Org 1

…
Org N
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these capabilities may be based and to assess the consequences (including the
behavioral, social, and economic impacts) of deploying them.

Systems Expertise for the OHS

As stated above, the U.S. government lacks the structure and framework for
bringing responsibility, accountability, and resources together to secure the home-
land against catastrophic terrorism.  Moreover, a federal architect and national
systems integrator across all departments and all levels of government is needed
to develop and validate operating models in order to provide the prioritized
decision making, planning, and training needs of governmental counterterrorism
programs.

Recommendation 10.1:  In order to define critical infrastructure vulnerabili-
ties and enable better decision making within the federal government on
priorities related to counterterrorism, the OHS should utilize a dedicated
core of systems engineering and research expertise to conduct systems analy-
ses, systems engineering, risk modeling and assessment, and related model
development.  This core of expertise should reside in the proposed Home-
land Security Institute, the capabilities of which are described in Chapter 12.

OHS is in need of a range of services, including the development or integra-
tion of models and databases necessary for critical decision making and possibly
the coordination of the design and development of data-acquisition networks to
provide the inputs for these models and databases.  An organization with all of
the relevant expertise—expertise in policy analysis; intelligence collection; re-
search and analysis of terrorist behavior; risk modeling, assessment, and manage-
ment; threats from information, chemical, and biological warfare; critical infra-
structures (such as electric power, communications, finance, water resources,
health, food, and other major systems); and database standards and integration—
does not exist.

Current modeling capabilities in priority areas for counterterrorism activities
need to be assessed such that an overall modeling architecture for modeling and
simulation can be developed.  This architecture could be based on DOD’s previ-
ous R&D efforts in this area, and it could be used to determine whether current
models should be adapted for the counterterrorism mission or whether new mod-
els are required.  The outputs from these models would help government agencies
answer questions about strategic counterterrorism issues.  For example, when the
models are used to identify key critical infrastructure risks (e.g., information-
security risks in the control systems (SCADA) for the power grid), information
would be disseminated to the agencies so that they could undertake programs to
mitigate these risks.

Finally, gaps and seams in the overall counterterrorism effort need to be
identified such that better interfaces exist among federal, state, and local govern-
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ment agencies, as well as the many public and private organizations that have
operational responsibilities and relevant information and expertise.  Systems
analysis should be used as one tool to help identify these gaps and seams.

COUNTERTERRORISM THREAT MODELING3

The analysis of terrorist threats is a major input, as shown in Figure 10.1, to
the risk analyses that must be performed to establish homeland security priorities.
Currently, a large volume of pertinent information is collected by the U.S. intel-
ligence community, but there is much work to do in organizing and integrating
the information so it can be used for counterterrorism activites.

This section discusses some of the factors involved in the development of an
appropriate risk analysis model.  It sketches an illustrative model based on sys-
tems analysis, probability theory, and game theory—one that can be used to set
priorities among the various threats and threat-reduction measures.  These mea-
sures include short-term actions such as restricting access to an airplane cockpit;
medium-term actions such as the manufacture and stockpiling of vaccines; and
long-term actions such as investing in specific areas of scientific research and in
the development of new technologies.

Comparison of such options is complicated because of massive uncertainty,
but investment decisions must be made nonetheless.  To inform such decisions,
we first need a system framework that embraces the various infrastructures within
the United States, the terrorist system, and their interactions.  The committee lays
out such a framework, sketches a model that represents it, and describes ways of
dealing with uncertainty in the model’s variables.

The System to Be Strengthened

An overall system description must describe connections between infrastruc-
tures, people, the national economy, and social values.  All of these are vulner-
able, in part from the myriad of interdependencies and in part from the openness
of American society (Gilmore Commission, 2001).  This modeling effort clearly
must be approached in stages, with continuing improvements in scope and level
of detail.  And as the key threats become better understood, the evolution of this
system description will lead to many near-term actions.

Ultimately, there is little we can do to avoid some level of discrete vulner-
ability.  Still, we can seek to ensure to the degree possible that U.S. infrastructure
systems as a whole, and certain critical subsystems, are robust, adaptive, and

3This section is based in part on a working paper of the Stanford Department of Management
Science and Engineering (Guikema and Paté-Cornell, 2002) and a RAND working paper (Davis,
2002) being used in a project for the Defense Advanced Research Projects Agency.
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resilient against a wide variety of terrorist attacks.  This is akin to a “capabilities-
based” approach to defense planning.4

In the face of massive uncertainty, a common impulse is to think of across-
the-board defense improvements.  But given our finite wealth, time, and ability to
concentrate, we must make choices.  Doing so requires using probability esti-
mates or other methods for dealing with uncertainty.  If probabilities are used—
e.g., the probability of a given type of attack, of an installation’s vulnerability, or
of the capacity to rebuild or substitute for a damaged node—they typically cannot
be obtained from empirical frequency distributions; the events are too uncommon
or hypothetical.  Instead, the probabilities must be derived using a combination of
modeling, gaming, and analysis—all with a good deal of subjectivity.  Further,
the probabilities should change over time as our experience grows and our knowl-
edge improves.

The Threat System to Be Weakened

In parallel with strengthening defenses, we can reduce the likelihood of
various threats by destroying terrorist organizations where possible and, in some
cases, by deterring elements of the terrorist organizations’ larger systems.  A
terrorist network has numerous parts, each with different vulnerabilities and re-
ceptiveness to influence. A Bin Laden may not be deterrable, but other parts of
the system—for example, an organization’s financiers and state supporters—may
well be.  The segments of society from which the terrorists are drawn could be
influenced by international actions and by attacks on terrorism ideology and
tactics. Within the United States, those who assist terrorists may be dissuaded or
caught.  Finally, the terrorist actors themselves are often concerned about opera-
tional risk—they may be willing to risk their lives, but not in futile attacks.  Thus,
better defensive measures can help to deter or deflect.5

A Simple Game-Structured View

The overall system the committee is describing is dynamic.  U.S. actions
affect the terrorist system, and terrorist actions affect the United States.  It is thus
appropriate to view the problem analytically as a game, a simple version of which
is shown in Figure 10.2.  (It is simple by virtue of its not treating other countries
or organizations explicitly.)

The state of the real world changes as both sides take actions and have

4See Rumsfeld (2001).
5For recent discussions of terrorist behaviors, see Lesser et al. (1999), Talbott and Chanda (2001),

Tucker (2000), Moodie (1998), Roberts (1997), and the Monterey Institute’s online bibliography at
<http://cns.miis.edu/research/cbw/biblio.htm#terror>.
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reactions.  Thus, Figure 10.2 applies over and over again, for each iteration in
time.  The state of the single node related to terrorist decision making (bottom left
in the figure), for example, is the result of a complex process that can be modeled
through multiple levels of resolution.  The same is true for U.S. decision making.
Both sides make decisions, in part on the basis of their beliefs about the other
side.

A System Model for Counterterrorism Defense

Figure 10.3 gives highlights of a prototype model that was recently built for
analyzing counterterrorism defense in such a dynamic system.  Although it is not
a finished product, it illustrates a global approach that could be extended and used
in real time to support protection decisions.  Table 10.2 summarizes its variables
and the values of those variables considered in the pilot study.

The model of Figure 10.3 is presented in terms of Bayesian-net influence
diagrams.6  Such a diagram includes not only a (directed) network of boxes and

FIGURE 10.2  Perceptions and decisions on both the U.S. and the terrorist sides.
SOURCE:  Paté-Cornell and Guikema (2002), by permission of the authors.

State of World

ObserveObserve

U.S. 
decision making

Terrorist
decision making

Decisions:
strategy,
targets,
instruments,
search for
information

Decisions:
strategy,
counter-
measures,
search for
information

Perceptions about
world, target
vulnerabilities, 
terrorist
strategy, . . .

Perceptions about
world, target
vulnerabilities, 
U.S. strategy

Observable
features Observable

features

6In other contexts, an influence diagram merely indicates what elements of a modeled system
affect one another, without use of Bayesian nets. Such diagrams are a core element of the System
Dynamics method introduced by MIT’s Jay Forrester in the 1960s (see Sterman, 2000). Variants,
sometimes referred to as cognitive maps, can characterize the reasoning of adversaries, for example.
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arrows, but also probability distributions, conditional dependencies, decision al-
ternatives, the preferences (objectives) of the decision maker, and the potential
consequences of different scenarios. Such diagrams thus include four types of
variables: state variables describing the nominal states of key elements of the
system and the uncertainties about those states (oval nodes); decision variables
describing the spectrum of alternatives considered by terrorist or U.S. decision
makers for important decisions over time (rectangular nodes); the value functions
that represent the decision makers’ preferences and value structures; and the
resulting values of the outcomes of their decisions and actions (hexagonal nodes).
The arrows represent the direction of the conditional probability structure.  An
inference engine based on Bayesian reasoning is then used to estimate the prob-

TABLE 10.2  Variables of Model Shown in Figure 10.3

Variable Values (simplified sets for illustration)

Terrorist groups Islamic fundamentalist networks or
individuals; disgruntled American groups of
individuals; foreigners with anti-U.S.
dispositions

Objectives and preferences Symbolism of target, number of casualties,
destruction and economic losses,
destabilization, etc., with different weights for
each terrorist group

Available means Terrorists’ supply chain: cash, people, skills,
materials, and communications

Nature of threat (weapon used) Nuclear, biological, conventional (including
assassination), propaganda, fear, etc.

Target class Buildings, individuals, infrastructures,
population groups, etc.

Delivery means Ships, airplanes, people, etc.
Information (e.g., intelligence) Nature of the signals gathered by U.S.

intelligence regarding group activity, specific
threats, targets, etc.

Countermeasures (shown as part of Protective actions taken by the United States
“U.S. response” in Figure 10.3) in the short term (such as freight screening);

medium-term (stockpiling of vaccines); and
long-term (hardening of targets).  Impact on
future terrorist threats.

Consequences (direct and indirect) of Outcome of attack scenario involving, for
a successful attack example, casualties; economic losses; political

destabilization; loss of U.S. influence.
U.S. insider’s assistance (not shown Whether or not accomplices within the U.S.
explicitly in Figure 10.3) system are available to facilitate penetration of

protected sites (e.g., nuclear power plants, Air
Force bases)
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ability distribution of the outcomes, and to select the best alternative based on
utilities (Shachter, 1986; Howard, 1999).

Figure 10.3 only shows a top-level view.  For brevity, it does not highlight a
number of factors that were important in the initial application of the model.  For
example, at any given moment, the terrorists’ knowledge about target vulnerabil-
ity, and their decisions about which targets to attack, may depend critically on
insider information, on the results of prior reconnaissance, and on confusion
resulting from U.S. countermeasures.  In the wake of September 11, terrorist
groups will probably hope for indirect and cascading effects of the sort studied in
the United States under the rubric of effects-based targeting.

An important alternative to Bayesian methods, which also depends on sys-
tem descriptions and diagrams such as those shown above, is called exploratory
analysis (Lempert et al., 1996; Davis et al., 2001).  It also treats the elements of
the system problem as quite uncertain, but it uses multiresolution modeling to
reduce the number of key uncertain inputs and then uses a combination of para-
metric and probabilistic methods to characterize the uncertainties and their con-
sequences.  It maintains visibility on how policy variables and the most critical of
other variables affect the problem by treating those variables parametrically.
Recent gains in computer power and modeling theory have now made such
exploratory work feasible.

Developing Potential Threat Profiles

Clearly, to develop an effective decision-making tool would require substan-
tial effort by many individuals working at a variety of operational agencies.  But
methodologies suggested here and in the references provide a potential path for
doing so—that is, for developing the necessary framework for modeling and
analyzing terrorist threats and their relative risks to the United States.

Given that such models can be built, how can they be used?  The objective of
the pilot model sketched in Figure 10.3 was to suggest the following:

• Priorities for strengthening elements of the U.S. infrastructure, networks,
and socioeconomic components;

• Priorities for efforts to reduce the overall threat; and
• Priorities for research and intelligence-gathering that could improve the

quality of judgments on these matters.

Recommendation 10.2:  Those federal agencies with counterterrorism re-
sponsibilities should, in coordination with the intelligence communities, con-
duct a series of threat assessments and red-team activities in order to de-
velop profiles of potential threats to critical U.S. infrastructures.  These
threat profiles would be used in conjunction with validated simulation mod-
els of the infrastructures to establish system vulnerabilities and levels of risk.
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The goal of these analyses would be to establish significant risk-reduction
measures and operational improvements, including techniques for harden-
ing the infrastructure and procedures for training local responders.

INFRASTRUCTURE MODELING

Introduction

It is clear that the critical infrastructure of the United States—defined as the
nation’s systems of electric power, telecommunications, gas and oil production,
storage and transportation, banking and finance, transportation, water supply, and
emergency services—presents significant targets for terrorists, and recent events
show that the number and magnitudes of these threats are increasing.  Thus
modeling U.S. critical infrastructure vulnerabilities—particularly for such objec-
tives as identifying patterns of anomalous behavior, finding weak points in the
infrastructure, training personnel, and helping to maintain continuity of opera-
tions following terrorist attack—will be of great national importance.

Infrastructure Interactions

To achieve efficiencies of production, consumption, and reliability, the criti-
cal infrastructure’s large distributed systems are organized into networks of inter-
acting elements, as illustrated in Figure 10.4.  Interactions might take the form,
for example, of material flows (such as oil or commodities) or information flows
(such as sensor readings or command-and-control messages).  The links are
designed and the systems are operated in such a way that decisions based on local
incentives and information lead to collective, networkwide benefits.

But the links that promote collective gains also serve as the conduits through
which disturbances, whether initiated by nature, human error, or terrorists, are
propagated to neighboring systems.  As an example, in January 1991 a fiber cable
was accidentally cut, blocking 60 percent of long-distance calls in and out of New
York City.  This single cut also disabled air-traffic-control functions in New
York, Washington, D.C., and Boston, which depend on telephone lines for voice
and data, and it disrupted operations of the New York Mercantile Exchange and
several commodity exchanges (Neumann, 1995).

Fortunately, most system failures—whether triggered by natural or human-
made disturbances—are substantially contained in space and time.  On occasion,
however, disturbances are amplified as they propagate, leading to a catastrophic
failure characterized by cascading faults.  The major power failure in the Pacific
Northwest on August 10, 1996, is one example of cascading faults leading to such
a catastrophic failure.  Not surprisingly, these rare but catastrophic events are of
great interest to terrorists and to those trying to check the terrorists.
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The vulnerabilities of a system are not necessarily constant.  The susceptibil-
ity of the electric power grid to disruption continually changes as loads ebb and
flow and as generation resources come on line, are utilized, or made unavailable.
There are also persistent vulnerabilities in both hardware and software.  For
example, the transmission bottlenecks of Paths 15 and 26 connecting Northern
and Southern California are well known (Houseman and Martin, 2001), and, as
shown by Project Eligible Receiver, computers controlling electric power grids
are accessible, and subject to manipulation, by anyone with hacker knowledge
(Gertz, 1998; Myers, 1998).

Similar vulnerabilities apply to telecommunications—the public telephone
and Internet systems, for instance, and the dependence of one on the other (the
Internet uses leased telephone lines for much of its physical network).  This story
is told with remarkable clarity in the NRC report Trust in Cyberspace (Computer
Science and Telecommunications Board, 1999).

A direct way to address vulnerable transmission bottlenecks and make the
grid more robust is to build additional transmission capacity, but there are indica-
tions that redundancy has a dark side (in addition to increased costs).  The likeli-
hood of hidden failures in any large-scale system increases as the number of
components increases.  Modeling techniques are only now emerging for the
analysis of such hidden failures (see, for example, Wang and Thorp, 2001).

Still, the interdependencies among any of these systems are not well under-
stood, and few models exist to bolster our understanding.  Moreover, though
underlying features common to these networks suggest the possibility of a unify-
ing mathematical theory, in the current stage of knowledge we must admit that
the similarity between, say, a blackout in interconnected power networks and a
meltdown on the Internet is metaphorical rather than structural.

Models of discipline-specific phenomena rely on corresponding domain ex-
perts, who generally do a respectable job.  But while it is at the seams, or
interfaces, between disciplines where modeling must address terrorist threats,
these experts often find it difficult to work at the seams.  Communicating across
disciplines requires domain experts to learn one another’s languages in order to
pose significant questions and usefully interpret the answers.

Computational simulation is commonly needed, especially for modeling at
the seams, and this will most often demand the use of high-performance comput-
ers.  Given the necessary fidelity of the simulations, the complexity of the mod-
els, their usually stochastic nature (which requires much repetition), the massive
amounts of data, and the need for advanced visualization and software-manage-
ment tools to validate the results, only high-performing computing will do.  Con-
sequently, development and operation of the most extensive models can only be
performed using a few specialized facilities.

DOD, notably the Defense Modeling and Simulation Office, has a good deal
of experience in this area, particularly with large federations of models and
distributed operations.  This experience, as well as that of other organizations,
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can be applied immediately to government efforts on developing and validating
simulation systems specifically aimed at counterterrorism applications.

However, seasoned practitioners would be the first to acknowledge the chal-
lenges in this domain.  Additional research is needed in the validation area, but
salvation—to the extent that it is possible—will depend on refining the theory
and science of modeling, not on after-the-fact testing procedures.  There is broad
consensus among system modelers that quality must be designed in from the
outset and established module-by-module during development.

Advanced computational techniques, identification of interdependencies
among infrastructure elements, and development of software and data-analysis
capabilities that make use of the latest developments in computer hardware are
also required.  The ability to test models against real-world data to determine
model fidelity for particular infrastructures and the interdependencies between
different infrastructures is critical.  Models must be developed and verified using
real-world data.

Data Issues for Infrastructure Modeling

Modeling of the U.S. critical infrastructure requires significant capabilities
for integrating data measured in diverse units of space and time, and it must
address the limitations of many current data sources that were developed origi-
nally for stand-alone systems.  Integration is limited, however, not only by the
frequent incompatibility of different data sets but also by imprecision in the
definitions that embrace them all (i.e., lack of adequate metadata).  This situation
will persist into the foreseeable future unless there is a significant data-manage-
ment effort—and particularly the development of tools and methodologies for
effective database integration on a large scale.

The commonly cited example of the failure of the NASA Mars mission in
1999 (Madnick, 2001), caused by an erroneous attempt to integrate two databases
(one with English units and the other with metric units), is just one example of
inadequate database integration.  Counterterrorism applications will require the
integration of data from Web sources, fielded instrumentation, legacy applica-
tions in database-management systems, and many other sources.  Clearly, most of
these systems were not designed to work together, and much effort will thus be
required to establish the data definitions for successful integration and model use.

Many efforts are currently under way to develop the necessary metadata and
associated standards.  They include projects of the International Organization for
Standardization, the FAA, and sections of the U.S. national security communi-
ties—notably the intelligence community Metadata Standard program7 and the
DOD Modeling and Simulation Knowledge and Data Integration initiative.  These

7See <www.xml.saic.com/icml/> for more information.



304 MAKING THE NATION SAFER

projects are proceeding rapidly, but similar efforts have not been widely imple-
mented in other federal, state, and local agencies regarding databases that are
highly relevant for critical infrastructure modeling and counterterrorism pro-
grams.  Much more work is required, then, to develop and implement viable
metadata standards that are sufficiently robust to enable the required database
integration.

Extending Modeling and Analysis Capabilities and Enabling
Interoperation Among Databases

There are two primary conclusions of this section:  First, the requirements of
R&D programs for protecting the U.S. critical infrastructure from catastrophic
terrorism, as well as the related needs of agency operations, will not be met by the
current generation of models.  Furthermore, no central organization is charged
with the development and implementation of the necessary models and staffed
with the appropriate domain experts.

Current models are designed to analyze individual systems and thus are
unable to provide realistic, decision-quality information about the likely effects
of terrorist acts on the overall critical infrastructure.  Improving the situation
should be a high priority for federal counterterrorism programs since many of the
disciplines underlying large-scale systems-modeling issues will require further
basic research.  (The National Science Foundation (NSF) is a logical home to
foster such research needs, many of which are discussed in the next section of this
chapter.)

Second, although there are many private and public databases that contain
information potentially relevant to counterterrorism programs, they lack the nec-
essary context definitions (i.e., metadata) and access tools to enable interoperation
with other databases and the extraction of meaningful and timely information.
Although elsewhere in the U.S. government efforts are under way to develop
metadata standards that would greatly improve integration and interoperability,
national homeland security efforts will require that programs establishing the
relevant databases are supported and funded to ensure that metadata standards for
counterterrorism applications are implemented.  Homeland security needs should
be a driver for new efforts in this area that address the current limits in data
coverage, quality, timeliness, and supporting database-management technology.

Recommendation 10.3:  A governmentwide effort should be made to lever-
age existing modeling and analysis capabilities and, where appropriate, to
develop new capabilities to model critical infrastructures and related inter-
dependencies.  In so doing, the federal government should collaborate with
commercial organizations that have system models relevant to the homeland
security missions—notably in the areas of threat assessment and critical
infrastructure—in order to identify candidates for near-term model-inte-
gration initiatives.
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The capabilities and quality of existing models of government and commer-
cial operations need to be assessed.  New models may have to be built and
validated in some areas.  The results of these efforts, together with new methods,
some of which may have to be developed, should be used to construct integrated
models that can improve our understanding of the vulnerabilities of the infra-
structures and their interdependencies, i.e., what needs to be defended.  This
understanding can be used in turn to develop sensor deployment and defensive
strategies, the merit of which can be indicated by the model and validated by red-
team efforts of the type described in Recommendation 10.2.

Recommendation 10.4:  The federal government, working with the various
commercial organizations that have been identified with homeland-security-
related missions, should identify counterterrorism-related databases and
establish metadata standards and assess tools for integrating diverse bits of
data.

To conduct the analyses on which models are based, a rational data structure
is needed.  Efforts toward achieving this structure are under way in some govern-
ment organizations.  These efforts, however, have pointed to the need for addi-
tional funding, some for the organizations operating the various databases in
order to establish the necessary metadata standards, and some to develop access
tools for database interoperation.

MODELING CHALLENGES FOR COUNTERTERRORISM

The preceding sections have emphasized the critical importance of models in
the systems approach to counterterrorism, and they have also noted some of the
deficiencies of current modeling technologies.  This section describes two meth-
ods of model development and operation that appear to offer significant potential
for analyzing the complexities of counterterrorism applications.  As such, they
should be a significant part of the research agenda.

Complex Adaptive Systems and Agent-Based Models

Complex adaptive systems involve phenomena that may be characterized by
the interactions of numerous individual agents or elements, which tend to self-
organize at increasingly higher levels.  This process results in evolutionary, emer-
gent, and adaptive properties that are not exhibited by the individual agents
themselves.  For example, an animal may be an agent in a formation of a herd of
animals, and herds of animals may become a species, and the species may be part
of a particular ecosystem.  There is a clear analogy here to the characteristics of
our society’s critical infrastructure and its associated adaptation, emergence, and
evolution.

Complex adaptive systems obtain data and information from their internal
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and external environments alike.  They find patterns, and ultimately process and
represent them as internal models; these can then used by analysts to predict the
potential outcome of future decisions.  Further, in complex adaptive systems
these internal models are subjected to revision as the impacts of decisions provide
feedback.  This often results in self-organization into a higher-level complex
system (Axelrod and Cohen, 1999).

A general rule for complex systems is that we cannot create a model that
accurately predicts the outcomes of the actual system.  However, we can create a
model that accurately simulates the processes that the system will use in order to
create a given output.  Awareness of the potential for such models has profound
implications for organizational efforts that are intended for such purposes as
homeland security.

System Dynamics-Based Models

System dynamics models are used for representing whole federations (sys-
tems) of systems.  They take a top-down approach to system analysis by com-
pressing the many variables of a large, complicated system of systems into a
relatively small number of overall attributes, called aggregate state variables.
According to Sterman (2000), characteristics of these models include the follow-
ing:

• State-determined.  The aggregate state variables span and define all key
variables within the system.

• Feedback-driven dynamics.  The dynamics of the overall system arise not
from exogenous shocks but rather from feedback between the state variables.

• Nonlinear.  The model structure can produce highly nonlinear responses,
giving rise to complex, even chaotic, dynamics.

• Boundary defined by system-level problem or issue.  Only the system
states and feedback paths necessary to replicate and investigate a given system-
level problem are modeled.

• Emphasis on policy design for system control.  Because these systems are
focused on social or organizational problems, system dynamics models empha-
size the design and implementation of policies that can improve problematic
system performance.

Risk Modeling, Assessment, and Management Process

The entire process of risk assessment and management (both of which stem
from risk modeling) is a synthesis of the empirical and the normative, of the
quantitative and the qualitative, and of objective and subjective evidence.

In risk assessment, according to Kaplan and Garrick (1981), the analyst often
attempts to answer the following three questions:
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• What can go wrong?
• What is the likelihood that it will go wrong?
• What are the consequences?

Answers to these questions help risk analysts to identify, measure, quantify,
and evaluate risks and their consequences.  Risk management builds on the risk-
assessment process by seeking answers to a second set of three questions:

• What can be done and what options are available?
• What are the trade-offs in terms of all costs, benefits, and risks?
• What are the impacts of current management decisions on future options?

A systems-based risk-management approach that harmonizes overall system
management must also address the four sources of failure:  organizational, hu-
man, hardware, and software (Haimes, 1998).  This chapter has largely addressed
possible ways of reducing failure in the latter two, but doing so in the first two
could well be the greater challenge.

A central quandary facing the development of system-level counterterrorism
modeling is the large gap between what a systems analysis says stakeholders
should do, and what they actually do.  Simply put, assume that the systems
modelers get it exactly right and produce models that capture important dynamics
and indicate important policies that should (and should not) be followed.  Three
layers of issues then compromise the results of these models and the effective
policies and actions presumably based on them:

1. Sterman (1989) has used the term “misperception of feedback” for the
cluster of problems pertaining to a single human actor who, ideally, first comes to
understand and then effectively manages system-level complexity.  Repeatedly,
in case and experimental situations alike, human actors manage complex systems
at suboptimal levels, even when perfect information concerning the system and
its dynamic complexity is available to them through system simulations and
analyses.  Similarly, individual government officials could well make ineffective
or even counterproductive choices on antiterrorism actions.

2. Senge (1990) and others have focused attention on a related set of issues
centering on how organizations do (or do not) learn about system-level complex-
ity.  For over a decade, corporate America and key divisions of federal, state, and
local governments have been striving to become more effective learning organi-
zations.  But their behaviors, even with perfect information, parallel that of the
individual.  Perhaps the threat of massive damage inflicted by deliberate terror
will motivate government agencies to learn by means other than direct trial-and-
error experimentation.

3. Finally, we need to address the cognitive and organizational issues in-
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volved when multiple, networked agencies operate in a complex intergovernmen-
tal bureaucracy to address a problem such as terrorism.

Long-Term Systems Engineering and Research Needs

Federal agencies, industry consortia, and other groups addressing counter-
terrorism will need to develop systems-level approaches for evaluating the costs,
benefits, and risks associated with homeland protection.  In addition, a significant
new research program in systems analysis and systems engineering for counter-
terrorism will be needed to develop the modeling concepts and implementations
that are essential for understanding critical U.S. infrastructures.  The need for
improved modeling concepts applies not only to infrastructure, however, but also
to the entire spectrum of science and technology for counterterrorism.  The Na-
tional Science Foundation (NSF) is a logical home for such a research program.

Studies will be needed in the spirit of Figure 10.1, which depicts the myriad
perspectives of the homeland’s system of systems (its governance, economy, and
infrastructures) as well as those of the terrorist networks.  Such studies will
enable a greater understanding of the nature of external threats, along with the
strengths and weaknesses of the U.S. critical infrastructure, so that effective
policies can be formulated.

The development of concepts and computational methodologies to enhance
system-of-systems research and integration would allow us to address the organi-
zational abilities needed to execute high-level systems management.  In particu-
lar, approaches for agent-based and equation-based (e.g., system dynamics) mod-
eling would enable representation of terrorist and critical infrastructure
characteristics.  Research would also support the development of methodologies
to improve understanding of the interconnectedness and interdependencies among
critical infrastructures and to better understand, model, assess, and manage the
risks to homeland security from physical, economic, social, and psychological
perspectives.

Finally, the development and use of simulators and learning environments
will be key supports for the analysis of counterterrorism policy.  System-level
insights are often counterintuitive, are not easily learned by trial and error, and
have outcomes that may only be known in the long run.  Simulators linked to
learning environments can help systems managers develop and implement robust
policies without experiencing costly system failures.

Recommendation 10.5:  To support the necessary S&T, federal agencies
should establish new mechanisms for funding counterterrorism research
and pilot projects at various research institutions in order to support efforts
at the national, regional, and local levels.  In particular, the federal govern-
ment should establish a long-term, multidisciplinary systems engineering
and research agenda to support future modeling challenges, educational
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opportunities, and projects aimed at developing an overall systems approach
to counterterrorism.  The agenda should include the following:

• System-of-systems perspectives for homeland security;
• Agent-based and system dynamics modeling;
• Analysis of risk assessment and management from multiple perspec-

tives, including the risk of potentially extreme and catastrophic events;
• Modeling of interdependencies among critical infrastructures; and
• Development of simulators and learning environments.

Research projects should involve many domains of expertise; a single disci-
plinary perspective should not dominate the agenda.  NSF would be an appropri-
ate lead agency for such a research effort, but other federal research agencies,
such as the Defense Threat Reduction Agency, DARPA, and the Intelligence
Community’s Advanced Research and Development Activity, have relevant ex-
pertise and should develop companion programs to support the long-term re-
search agenda.

IMPLICATIONS FOR EDUCATION

The development of effective counterterrorism strategies relies on the pur-
suit of specific science and technology goals as well as on a systems approach
(including study of those who would attack the United States) within which to
apply the results.  This suggests a need for systems-level thinking in education
and, more specifically, a provision for educational degrees focused on systems, to
help create a cadre of people who understand the interconnectedness of our
society’s many parts.

Degree programs at the graduate level are needed to produce leaders fully
cognizant of the issues of systems and their complexity—people who can operate
at the interfaces and offer an integrated vision of, say, engineering and political
systems.  Such degree programs will be characterized by a highly interdiscipli-
nary course of study, which can be difficult to organize within the departmental
structure of universities.8

In addition to people who have received an education specifically focused on

8This issue was framed by Kennedy (1997) in his insightful book Academic Duty.  In the final
chapter, he asks: “Can the universities really make a difference with respect to the Big Problems
facing us?”  His list of challenges ranges from disarmament to genetic testing, but although these
problems are intellectually exciting and analytically demanding, they do not come in disciplinary
packages.  Instead, these real, complex, and large-scale problems demand the involvement of gradu-
ates—possibly the product of “re-engineered” university departments, according to Kennedy—who
are not only well trained in their fields but also skillful in systems thinking and comfortable working
in a highly interdisciplinary environment.
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systems-level tools and thinking, tackling counterterrorism problems will require
the people who come out of other graduate programs to be exposed to a broad
background of ideas.  Graduates of law and public policy programs, for example,
will need to be better prepared to apply their skills in areas with substantial
scientific and technological content, while science and engineering professionals
will have to learn how to identify policy constraints and possibilities and devise
political strategies that take the interests of all stakeholders into account.

The education of future leaders is important, but existing leaders will also
need to embrace systems approaches to today’s problems in order to make deep
contributions to the nation’s holistic responses to the threat of terrorism.  Busi-
ness and military leaders are traditionally required to engage in continuing educa-
tion courses, which could provide opportunities to update them on advances in
systems analysis and on the types of problems that will benefit from systems-
level thinking and tools.

Recommendation 10.6:  Government agencies that fund university research
should enhance their support of research projects that feature systems analy-
sis and systems engineering, in part to help produce new integrative depart-
ments and future leaders who think across the traditional academic bound-
aries and who can address the complex scientific and technological issues
discussed above.
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The Significance of Crosscutting
Challenges and Technologies

INTRODUCTION

This report discusses in detail the impact of potential terrorist attacks on our
major systems—information, energy, transportation, and power, among others,
as well as on our cities—with conventional, biological, chemical, nuclear, and
information-warfare weapons.

An even more daunting set of challenges comes from the fact that the
country’s major systems—energy and information, for example—are integrated
and interoperable to a significant degree.  Terrorists may seek to achieve their
objectives by taking advantage of such couplings.  They could attack a system at
a point selected to produce serious reverberations throughout many of the other
systems, thereby maximizing the damage from a single action.  Or they could
simultaneously attack critical nodes within several linked infrastructures to pro-
duce enormous overall damage to the nation—to its systems and its citizens.

A significant array of technology is already available—much of it developed
by the DOD and DOE—that can be adapted to improve homeland security.  But
dedicated research and development carried out over the next decade must greatly
expand this array in order to make the nation’s infrastructures and people more
secure.  These technological challenges, many of which are discussed in Chapters
2 to 10, can be met through an expanded, focused, and sustained set of research
and development programs.  Some of these programs recur in many of the chap-
ters because efforts that contribute to the response to terrorism have some com-
mon technical elements.  For this reason, these common elements deserve spe-
cific attention in this chapter, which addresses seven such crosscutting issues:
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1. The need for the application and continued development of systems analy-
sis and modeling capabilities to aid in threat assessment, in identification of
infrastructure vulnerabilities and interdependencies, and in planning and decision
making (particularly for threat detection, identification, and response coordina-
tion);

2. The development of standards and techniques to allow for the integrated
management of data regardless of their source;

3. The utilization and development of sensors and sensor networks for the
detection of conventional, biological, chemical, nuclear, and information-warfare
weapons.  To be effective and acceptable for operational use, these systems must
have high sensitivity in detecting various threat agents yet must also function
with low false-positive and false-negative rates;

4. The need for the use and continued development of robotic platforms to
support mobile sensor networks for threat detection and intelligence collection.
Robotic technologies can also assist humans in such activities as ordnance dis-
posal, decontamination, debris removal, and fire-fighting;

5. The need to harden and protect the supervisory control and data acquisi-
tion (SCADA) systems that are widely used for operational control and monitor-
ing of most components of the nation’s basic infrastructures.

6. The need to control access to our physical and information systems,
thereby increasing security, while minimizing the impact of security measures on
system performance.  The committee focuses on biometrics as a promising set of
technologies for this purpose.

7. All systems within the United States are operated or controlled at some
level by humans.  The design and deployment of systems to counter terrorism,
being dependent on human command and control, must likewise take human
factors and organizational-behavior principles into account.

The committee refers to these issues as “crosscutting” because they recur as
ways to lessen many different vulnerabilities, but they could also be called “sys-
tems” issues because they are strongly interrelated.  For example, improved
techniques for data management will be a critical enabler for systems modeling,
sensor networks, robotics, and biometrics.  Systems analysis will lead to a better
understanding of how to improve SCADA systems.  And of course understanding
human factors will be an essential step in successfully implementing any new
counterterrorism technology.

The federal government will need to determine priorities, perform research,
and support the implementation of technologies in all of these crosscutting areas,
as well as other such areas that may emerge in the future.  But because of the
interdisciplinary nature of these topics, it is often not clear where the information
to support decisions in these areas will come from.  In Chapter 12, the committee
discusses the need for a Homeland Security Institute to provide the needed tech-
nical analysis and support.
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The remaining sections of this chapter discuss in greater detail the seven
crosscutting issues listed above.  The chapter concludes with a discussion of the
kinds of research and development efforts that are needed, together with their
associated structural and funding considerations—particularly within the U.S.
government—to make an effective and aggressive science-and-technology agenda
for counterterrorism a reality.

SYSTEMS ANALYSIS AND MODELING

Our nation’s infrastructures are individually complex and tightly linked, so a
terrorist attack has the potential to produce manifold effects in multiple seem-
ingly independent systems.  This means that in modeling the nation’s infrastruc-
tures and assessing any threats against them we must take a methodical and
coordinated approach, not only to exploring each system’s vulnerabilities but
also to analyzing the overall picture.

Modeling and simulation are especially useful for these purposes, and they
could make important contributions to counterterrorism research at both the macro
and micro levels.  At the largest scale, simulations might be able to reveal the
vulnerability of whole infrastructures—and of networks of infrastructures.  For
example, the air transportation system depends heavily on fuel supplies (for
airlines and for ground transportation for getting people and resources to/from
airports), power (electricity for the airport concourses, ground maintenance, gen-
eral lighting, and air traffic control), and communications networks; what hap-
pens when one (or two) of the elements are disengaged from the system?  Many
such examples exist:  What exactly will the effects be on the transportation
system if a major petroleum refinery is put out of commission?  How severely
will firefighting capabilities be limited if part of a city’s water system is shut
down?

Even on smaller scales, modeling and simulation are important tools that can
provide useful perspectives on how chemical plumes, radioactive fallout, or spore
clouds might disperse through the air and how hazardous material spills might
spread over land or in water.1   A particularly important area will be modeling
relevant to bioterrorism, as there are a large number of potential biological agents,
and a great deal of terror could be generated by a biological attack.  Modeling can
help examine how diseases would spread for a range of different incubation
periods and transmission dynamics, as well as take into account key variables like
climate, population, and migration.  Understanding realistic as well as worst-case
circumstances is essential.  For this work, the expertise in building these kinds of

1Modeling the behavior of contaminants could be done through computational simulations or
through experiments on small model physical systems.
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models and the knowledge of key input parameters is limited for human, animal,
and plant pathogens, so increasing the pool of experts and performing research to
determine how potential biological agents behave will be vital for planning ef-
forts.

Finally, modeling and simulation can also be invaluable in disaster planning
and training, allowing for principal players and staff to rehearse emergency pro-
cedures and gain experience in decision making under crisis conditions.

Many models and simulations already exist, but they would have to be modi-
fied to account for the different dynamics of systems, people, and social organi-
zations under the difficult and unusual conditions of terrorism.  These special
needs stem in part from the diversity of potential agents and the numerous kinds
of terror they generate and in part from the behavior of terrorists, which cannot
usually be modeled as a probability distribution (as in conventional models),
although the consequences of a terrorist attack do have stochastic elements.  Still,
many of the new systems-analysis tools could be dual use:  The study of terrorist
attacks might also be of value in better understanding medical, fire, weather, and
other emergency situations.  Conversely, critical assessment of previous acts of
sabotage or other illegal forms of tampering, entering, or destruction of compo-
nents of our infrastructure could be useful in developing case studies for training
exercises and providing real-world data to validate new models.  As a general
rule, the essential elements of large-scale analyses, modeling, and simulation are
well understood.  However, useful output is very much dependent on a keen grasp
of the physical system being simulated, knowledge of its most appropriate mod-
els, and access to reliable data—or at least reliable distributions of key variables.
These needs are even more intense in analyzing the interconnectedness of sys-
tems.  Because the simulations would be multidisciplinary, they would require
considerable expertise across several domains, likely to be manifested in a siz-
able team of experts.

Such multidisciplinary efforts, at least in the past, have been easier said than
done.  While the current state of the art for the analysis and modeling of critical
infrastructure is reasonably good, it is focused only on single aspects.  For ex-
ample, there are models of the electric power grid, models of various telecommu-
nications networks, hydrologic models of river basins and dams, and so on.  A
number of modeling efforts have been funded by DOD’s Defense Threat Reduc-
tion Agency, and are currently under development, to analyze potential threats to
critical infrastructures within the United States, particularly those used by DOD
to support operations.  However, models describing interactions among various
dimensions of critical infrastructure are almost totally lacking.  Research efforts
are currently under way to develop such models, but these efforts are small and in
their initial stages.  Clearly, in the overall development of scientific and techno-
logical capabilities for countering terrorism—which will probably target multiple
aspects of critical infrastructures—modeling the interactions among systems
should receive higher priority.
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Most U.S. government departments and agencies are not organized to assess
terrorist threats, infrastructure vulnerabilities, and mitigation strategies from a
systems perspective—at least not at present.  But that could change.  Various
threat and infrastructure models must be developed, and used in combination
with intelligence data, to perform analyses by which high-risk paths and associ-
ated attack access-points could be determined.  Such results would permit formu-
lation of effective threat mitigation strategies.  And they could contain the seeds
of their own improvement and contribute to threat prevention:  Analysis-derived
knowledge of the attack paths deemed to pose the greatest risk would in turn
enable determination of what types of terrorist activity intelligence data should be
sought.

Strengthening the government’s ability to execute the modeling and analyses
described in this section depends not only on the application of existing capabili-
ties to counterterrorism problems, but also on the development of new capabili-
ties.  A systems modeling and analysis research agenda would include a focus on
system perspectives for homeland security, modeling and analysis of interdepen-
dencies among critical infrastructures, agent-based and system dynamics model-
ing, development of simulators and learning environments, and risk assessment
and management from a multiobjective perspective, including risks up to and
including potentially extreme and catastrophic events.  (See Chapter 10 for more
on techniques for systems analysis and modeling.)

INTEGRATED DATA MANAGEMENT

Modeling of the many diverse systems and infrastructures in the United
States requires capabilities for managing data collected over widely different
scales of space and time.  The structural characteristics of power plants, pipelines,
and reservoirs, for example, obviously do not change rapidly, while many com-
mercial applications (such as energy trading) require real-time updates.  Integrat-
ing such dissimilar data for the modeling and analysis of counterterrorism pro-
grams—themselves having highly time-critical components—is a major
challenge.

Many data types must coexist in these applications.  Necessary data include
structured text (such as tables and system logs), unstructured text (documents),
geographic features (maps, for example), time-series data (such as financial his-
tories), video surveillance, and other kinds of data.  Furthermore, these data can
describe phenomena on very different spatial and temporal scales, from national
levels and time periods of decades to very local phenomena with time scales of
seconds and minutes.  The system models must also be able to work on multiple
levels of abstraction, selecting the level of detail in the data necessary for their
particular applications.

Because commercial database-management systems currently do not ad-
dress all of the above data types with reasonably high quality of performance, a
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new generation of database-management-system technology will be required.
The following issues are critical to establishing the relevant databases drawn
from the multiple sources needed for counterterrorism system modeling and
decision making:

• Quantity and relevance,
• Timeliness,
• Capabilities for data and database integration,
• Data models and database management architectures, and
• Data evolution.

Ideally, the development of models for large-scale systems should work
backwards:  from an understanding of the nature of the desired results, through
the model, back to the required data.  Given the increasing level and sophistica-
tion of counterterrorism threats to the United States and the consequent impor-
tance of activities involving counterterrorism-related model development, it will
be possible to initiate selected data-collection efforts for obtaining further infor-
mation about critical infrastructures and other relevant systems.  However, be-
cause of the cost and time required for data collection, future modeling efforts
must rely (at least in part) on data sources originally designed to serve other
purposes.  The use of current data resources for counterterrorism, however, re-
quires the development of significant capabilities for data filtering, quality con-
trol, and other procedures to avoid inefficiency and information overload.

In a similar spirit, one of the major applications of database-management
systems for countering terrorism will be data mining—the analysis of historical
and current online data, often from disparate information sources, to discern
patterns.  Much work remains to be done, however, before attaining that capabil-
ity.  Today’s commercial technology is highly dependent on clean, well-struc-
tured data, such as credit card transactions and cell-phone records, which might
be scarce or nonexistent for suspected criminals and terrorists; thus the capacity
to process other kinds of data will be needed.  Moreover, nonstructured data such
as text, images, and video are not especially well handled by commercial technol-
ogy, although promising research in this area is currently under way.  (For more
discussion of data mining and information fusion, see Chapter 5, Information
Technology.)

One major beneficiary of improved information management technologies
would be the agencies responsible for gathering and analyzing intelligence data
(including the FBI, CIA, and NSA).  Currently one of their significant problems
is managing a flood of data that may be relevant to their efforts to track suspected
terrorists and their activities.  There are well-known examples in which planned
terrorist activities went undetected despite the fact that evidence was available to
spot it—the relevant evidence was just one needle in a huge haystack.  The use of
sophisticated data-mining tools for the analysis of intelligence on nuclear smug-



CROSSCUTTING CHALLENGES AND TECHNOLOGIES 319

gling and illicit weapons development programs will be particularly important in
efforts to protect the nation from terrorist attacks using nuclear devices.

Another potential application of improved database systems is identification
of trusted users of various systems.  For example, in April 2002 the U.S. Customs
Service launched the Customs-Trade Partnership Against Terrorism (C-TPAT).2

C-TPAT “requires importers to take steps to assess, evolve and communicate
new practices that ensure tighter security of cargo and enhanced security through-
out the entire supply chain.  In return, their goods and conveyances will receive
expedited processing into the United States.”3   The goal is to provide an incen-
tive to shippers to improve their own security procedures.  In this case, good data
and data analyses are essential for understanding normal patterns of shipping—
and, thus, to know who to trust and who to scrutinize more carefully because of
unusual or suspect patterns.

A trusted-fliers program has also been proposed and has been advocated by
Governor Tom Ridge, director of the Office of Homeland Security.  Frequent
airline travelers would provide information about themselves to enable the air-
lines or the government to perform a background check on them and to know
more about the characteristics and circumstances of passenger traffic.  The ad-
vantage to the “trusted” traveler in providing this information would presumably
be faster processing through security checkpoints if the background check indi-
cated a low risk.  More important, the information provided by travelers, coupled
with data from other public and private sources, could allow the airlines and
security authorities to gain a better understanding of normal patterns of travel and
to spot unusual and suspect combinations of passengers on single flights and on
multiple flights.

Some skepticism about whether this sort of data mining program would be
possible or effective has been expressed by Congress, TSA, and the airlines.4

Among the issues:  What is the scope of the data that would be gathered?  Who
would be the users?  What legal structures would protect the system’s integrity
and limit the potential for misuse?  There are also systems-level technical issues
that would affect the implementation of such programs.5   To be sure, highly

2More details about C-TPAT are available on the U.S. Customs Service Web site at <http://
www.customs.gov/enforcem/tpat.htm>.

3U.S. Customs Service press release of April 16, 2002.
4See Miller, Bill.  2002.  “Ridge Pushes Fast-Track ‘Trusted Fliers’ Screening; Lawmakers,

Airline Groups Express Doubts,” Washington Post, p. A04, April 23.
5The issues associated with identity systems in general are discussed in IDs—Not That Easy:

Questions About Nationwide Identity Systems, Computer Science and Telecommunications Board,
National Research Council, 2002.  The issues will also be explored further in an upcoming CSTB
report specifically addressing authentication technologies; see <http://cstb.org/project_ authentica-
tion>.
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sophisticated data management systems and decision-processing capabilities
would be necessary to assemble and evaluate the needed data and to interpret and
use the results. A goal of any of these trusted user programs would be to more
effectively deploy screening resources, but good data management systems would
be necessary to track the trusted users and to provide assurance that they really
were trustworthy.  Other new technologies, such as biometrics, might also be
necessary to allow accurate identification of individuals who qualify as “trusted.”
However, biometrics, as discussed later in this section, are far from foolproof; for
example, physical characteristics vary with age, and the data are subject to the
time and conditions under which they were gathered.

Also, data mining has major privacy implications.  Efforts to address these
implications and mitigate their negative aspects include data-mining algorithms
that discover general trends without requiring full disclosure of individuals’ data
records.  Still, this zero-knowledge approach has limits.  Attempts to identify
terrorists could regularly require that an intelligence agency ask other govern-
ment agencies and content providers for data on connections between individu-
als. (See Chapter 5 for more on privacy issues.)

Even in a nonterrorism context, data mining could save lives.  For example,
public health officials could collect and analyze real-time data describing admis-
sions to hospital emergency rooms, monitor purchases of medications, inspect
school-attendance records, and integrate this information with background infor-
mation about the residence and job locations of affected patients both to pinpoint
a biological outbreak and identify others at risk.

The development of database-management standards, though generally a
lengthy process, is clearly needed.  Such standards can be developed—possibly
by industry/government agency consortia—if the members perceive sufficient
value for their respective constituencies.  In some cases, the government may
assume funding responsibility.  However, these standards efforts may not be
successful if they are not well aligned with commercial markets, whose evolu-
tion—for the understanding of linked critical infrastructures and operational sys-
tems—would be a significant step toward developing data-collection systems and
standards for counterterrorism applications.

SENSORS AND SENSOR NETWORKS

Because homeland defense against terrorist-delivered weapons of mass de-
struction will involve the entire spectrum of military and federal, state, and local
government personnel, as well as volunteer organizations, the scenarios under
which sensors will be needed and the protocols for their use may be as varied as
each group’s specific mission.  The DOD and DOE have long been active in
developing sensors, but these devices were intended largely for the protection of
battlefield troops and the units that support them.

There are some important differences in the basic characteristics of military-
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battlefield sensors and those for homeland defense.  Established procedures, pre-
engagement vaccination, and protective gear are well defined for the military
battlefield scenario, but with the exception of some emergency response person-
nel, these are virtually nonexistent in the civilian sector.  Further, military opera-
tions are generally conducted with the benefit of some intelligence data, giving
some a priori specificity to the type of chemical, biological, or nuclear threat
likely to be encountered.  By contrast, terrorist use of weapons of mass destruc-
tion is less predictable.  Finally, military operations may tolerate exposure levels
that hurt but do not cripple unit effectiveness, whereas protection of the health of
the civilian population to the maximum extent possible is a political mandate.

Nevertheless, sensors developed for battlefield detection of chemical, bio-
logical, and nuclear weapons represent a good starting point.  But to meet the
needs of homeland defense, it will be necessary to have sensors that provide the
lowest achievable false-alarm rate, operate against the widest possible number of
agents, and offer significantly improved sensitivity, specificity, and area cover-
age.

Because chemical, biological, and nuclear weapons each pose different threat
scenarios, differences in sensors and their operational protocols must be consid-
ered.

Chemical weapons are point- or area-release, and their health impacts are
generally seen immediately.  However, they may be detectable before actual
deployment.  Trace amounts of chemical contaminant can be detected on the
package containing the weapon and even on the individual transporting it.  Cur-
rent sensor capabilities are fairly limited; in many cases, the best “technology”
for practical use continues to be trained dogs, which provide broad-spectrum
high-sensitivity sensing.  Manufactured sensors are often designed for use in
specific environments and to be selective for only one or two chemicals.  The
development of new sensor systems for chemical agents will require advances in
a number of different subsystems, including sample collection and processing,
presentation of the chemicals to the sensor, sensor arrays with molecular recogni-
tion, sophisticated signal processing, and amplification of the transduction events.
The precise chemical signals that provoke responses in dogs remain uncertain,
and basic research to study how animal species accomplish both detection and
identification of trace chemicals could yield new concepts for manufacturing
better sensor systems. (See Chapter 4 for more on chemical sensors.)

Biological weapons can also be point- or area-release, but their health im-
pacts may not become apparent for days or weeks.  Further, it is problematic
whether trace amounts of a biological agent will be discernible, so that the first
opportunity to detect it may be at release.  Thus the rapid diagnosis, treatment,
and recognition of the weapon that caused the illness is very important.  Equally
important is the flow of rapid and reliable information throughout the health-care
community, particularly in the early stages of recognition of a bioterrorist attack.

The classic means of surveillance of biological agents is to identify patients
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with an unusual disease or syndrome and to then establish the nature of the
pathogen by standard laboratory diagnosis.  Physical sensors that screen for
aerosolized particles, and molecular probes that establish the nature of the organ-
ism, would complement the classic process and permit quicker analyses.  There is
also the possibility of symptomatic surveillance—real-time screening in hospital
emergency rooms of syndromes such as flulike illness, diarrhea, and rashes and
spots.  By feeding such data into sophisticated computer models, it may be
possible to detect subtle fluctuations in symptomatic admissions, suggesting that
something above the background rate of illness, such as a bioterrorist attack, is
occurring.

One of the most exciting possibilities for early detection of a biological
outbreak is preclinical diagnosis.  With the elucidation of the DNA sequence of
the human genome, it may be possible to examine selective patterns of gene
mutation induced by different biological agents in humans long before the actual
organism has been detected.  As we learn more about the pathogenesis of differ-
ent agents and the specific bodily responses mounted against them, it may turn
out that each pathogen induces a unique molecular signature in the host gene-
expression response.  Thus, using DNA chips, it may someday be possible,
without ever having to culture suspected agents, to know what type and perhaps
what species we are encountering—and to commence focused and rapid treat-
ment accordingly. (See Chapter 3 for more on detection of biological outbreaks.)

An important line of defense in a layered system of homeland protection is
the detection and interdiction of illicit nuclear weapons and special nuclear mate-
rial (SNM), as well as the detection and disruption of illicit weapons development
programs.  Sensors and sensor networks can contribute to this defense effort by
providing technical means for detecting the movement of SNM, especially highly
enriched uranium (HEU), either in weapons or as contraband, through border
transit points and around critical U.S. assets such as ports, cities, and other high-
value facilities.  A national detection network could consist of several types of
sensors: large numbers of simple counters that indicate the presence of radiation,
backed up by smaller numbers of spectroscopic instruments to identify specific
isotopic signatures.  The technical challenge for the deployment of both types of
sensors is the differentiation of signals of interest from the background of natu-
rally occurring radioactivity and medical/industrial radioisotopes.

The presence of certain types of penetrating radiation is a signature of most
(but not all) SNM.  Passive detection of gamma rays and/or neutrons can be an
effective technique in some circumstances for revealing the presence of illicit
SNM or improvised nuclear devices (INDs), though passive monitoring of these
materials would require large-area detectors for acceptable sensitivity.  In other
cases, active interrogation methods using neutron detectors and pulsed neutron
sources may be required.  Active systems are more complex and costly than
passive detectors.  Additionally, some materials (those with high atomic number)
can be detected indirectly by gamma radiography.  While shielding of SNM can
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interfere with the signals produced by all of these detection methods, the systems
could still serve as a useful first indicator of a wide spectrum of potential threats.
In the near term, improvements in neutron interrogation sources (i.e., neutron
generators) and detectors for HEU would be a very useful step toward increasing
our detection capabilities.  (See Chapter 2 for more on sensors of nuclear materi-
als.)

In addition to detection of chemical, biological, and nuclear agents or weap-
ons, sensor systems can also be used to produce images.  In particular, remote
sensing technologies, such as light detection and ranging (LIDAR), synthetic
aperture radar (SAR), and high-resolution satellite imagery, can be used for
surveillence or during emergency response and cleanup efforts.6

Whatever type of attack the sensors are designed to prevent or respond to, the
roles that sensor systems play can be described in terms of four specific catego-
ries—threat warning; incident response; treatment; and recovery and attribu-
tion—each with its own set of requirements:

• Threat warning covers point-of-entry monitoring for preattack detection,
as well as area monitoring of presumed target areas.  Simply because the number
of sensors required for area monitoring is great, it is necessary that they be low-
cost, small, fixed in place, and highly sensitive (as opposed to selective).  Also,
maximum utility from area monitoring will require networking the sensors,
thereby allowing for higher-level evaluation of a potential threat.

• Incident response scenarios, by contrast, require handheld portable sen-
sors and minimal training for operators.  Both point sensors (for site characteriza-
tion) and short-range standoff sensors (for site evaluation prior to entry) will be
of value.  Incident response will occur at a critical time for evaluating and con-
trolling the severity of the attack, but this will also be the time of weakest
coordination as personnel from federal, state, and local governments come onto
the scene.  A mechanism for networking data from sensors carried by these
people would allow a single picture of the threat to evolve more quickly.

• For treatment, the sensors’ greatest contribution will be made in the after-
math of a biological attack.  They should be able to provide quick and accurate
diagnoses, without the hours or days of time lag associated with standard culture-
growth techniques.

• For recovery and attribution, the speed at which information is available
is usually less important than the accuracy of the data.  For recovery, sensors
would be useful for monitoring the level of contamination at a site during and
after cleanup activities.  For attribution, the goal would be the use of sensors in

6After 9/11, LIDAR technologies allowed engineers to start evaluating the dimensions of debris
piles and the zones of heat and fire at the World Trade Center even when smoke still surrounded the
site.
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forensic investigations to determine the source of a terrorist attack or to assign
responsibility.

Recent research and development, focusing most heavily on portable sensors
for chemical and biological agents, has followed two basic paths.  The first is a
repackaging of standard laboratory-analysis techniques for field use, and it in-
cludes various methods of spectroscopy.  The second basic path has been in the
introduction of new affinity-based sensors, in which the chemical or biological
agent is selectively bound to a surface through use of a specialized surface coat-
ing; the presence or absence of the agent on the surface is then measured by one
of several mechanical, electrical, or optical transduction methods.  The sensitiv-
ity, selectivity, quantification, and time response of these affinity-based sensors
are functions of the specialized coatings and signal-transduction methods used.

Spectroscopy methods—the first path—tend to be more general-purpose,
with a single instrument being useful for detection of a number of agents.  In
contrast, to use affinity-based instruments for detection of multiple agents, an
array of sensors is needed where the elements of the array receive a variety of
coatings, each specialized to allow detection of a specific chemical or biological
agent.

Either way, to carry sensor-system performance to the level needed, home-
land defense will require not only continued improvement in basic sensor perfor-
mance but also a better definition and understanding of overall performance—
when many sensors are networked together.  A number of factors will contribute
to effective functioning of sensor networks.  Communications protocols will be
needed, and network architecture issues associated with connectivity, bandwidth
allocation, signal processing, and data fusion must also be addressed

In particular, algorithms for detection in the presence of significant clutter
must be developed, with a focus on achieving excellent detection capability while
minimizing false alarms.  In many instances, the impact of false alarms will
depend on circumstances.  The trade-offs between false positives and false nega-
tives and the consequences of each must take into account how the system can be
used most effectively.  Issues will include the system in which the sensors are
installed (e.g., Are there backup or alternate security checks?), the users of the
outputs (e.g., first responders, scientists supervising recovery efforts), and the
time scales on which decisions about what to do with the results must be made.

The next important step is to address the detection of weapons of mass
destruction from a systems-engineering perspective, which spans the capture/
collection of the sample, preparation of the sample, reliable delivery of the sample
to the sensor, sensor interrogation (including background and metric verifica-
tion), analysis of the signal, and reporting of the data from individual sensors.
This perspective can be enhanced to include redundancy issues and other perfor-
mance enhancements achieved from multiple networked sensors.  Several other
attributes will accrue from this system-design approach:
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• Establishment of standards—covering response time and field stability/
durability, for example—for detection of weapons of mass destruction;

• Use of two-level sensor systems in which a low-false-alarm-rate sensor—
one with low specificity—triggers a second sensor with a higher false-alarm rate
but high specificity;

• Use of multiple sensors and reasoning algorithms to obtain lower overall
false-alarm probability, predict contamination spread, and provide guidance for
recovery actions; and

• Use of networked sensors to provide wide-area protection of high-threat
targets.

Also important is the continued development of individual sensor modali-
ties.  Significant work on chemical and biological sensors in particular is a rela-
tively recent phenomenon.  As these efforts proceed and as new data-analysis
algorithms are applied to sensor outputs, improvements may be expected in many
of these instruments’ sensitivity, selectivity, false-alarm probability, size, power,
and cost.  In addition to the need for continued basic sensor work for point-of-
entry monitoring and incident-response applications, equally critical technologi-
cal and economic challenges will involve developing affinity-based sensors that
can be cost-effectively networked to provide wide-area monitoring.

AUTONOMOUS MOBILE ROBOTIC TECHNOLOGIES

Robotic technologies can impact all phases of counterterrorism, including
detection, prevention, and response.  Robots’ abilities to sense and manipulate
the environment with great precision, in the absence of such human limitations as
physical vulnerability, fear, boredom, and discomfort, make them ideal tools for
extending operational reach.  Robots can serve homeland-defense missions (in-
cluding surveillance and protection of population centers, facilities, and assets,
and rescue or cleanup in response to an attack) as well as tactical/offensive
missions (such as intelligence collection, demining, and direct action).  (See
Chapters 4 and 8 for more on possible counterterrorism applications of robotic
technologies.)

Ground robots may be loosely described as small (<50 lb), medium (51 to
1,000 lb), and large (>1,000 lb).  Small robots are light and compact enough to be
carried by humans, and it is expected that their inherent ease of handling, trans-
port, and relatively low cost will result in their proliferation.  Several small-robot
prototypes have been developed under the DARPA Tactical Mobile Robotics
(TMR) project and other government programs.  Though their small size severely
limits their operating range, duration, and mobility in outdoor or unstructured
terrain, they are critical for reaching otherwise inaccessible spaces.  Applications
for such robots include intrusive intelligence-gathering missions (in which small
size is critical); area sampling for nuclear, biological, and chemical contamina-
tion; close-in surveillance; and urban search-and-rescue operations.



326 MAKING THE NATION SAFER

Medium-size robots have greater mobility, energy reserves, and space for
additional hardware such as sensors, manipulators, communications gear, and
payloads.  These robots are transportable by light vehicles—including pickup
trucks, vans, small trailers, and high-mobility, multipurpose wheeled vehicles
(HMMWVs)—that would be widely available to many potential users.  Their
current applications include explosive-ordnance disposal (with dedicated ma-
nipulators and payloads for removing or disabling unexploded devices), physical
security (asset/facility monitoring), hazardous-waste inspection/remediation sys-
tems, and law enforcement operations.  New initiatives under the DARPA/Army
Future Combat Systems and Office of Naval Research Gladiator programs sug-
gest that in the next 5 years vehicle platforms of this size may also serve as
forward scouts, sentries, surveillance and target-acquisition platforms, communi-
cation relays, resupply/logistics vehicles, and even firing platforms.

Large robots will also have value for counterterrorism missions.  Teleoper-
ated or semiautonomous, they can be used for mine clearing, obstacle breaching,
construction, fire-fighting, and rubble removal, particularly in areas contami-
nated by chemical, biological, or nuclear weapons.

The ability of a robot to perform a specific mission will depend on the
robotic system’s level and “distribution” (whether on-board or off-board) of au-
tonomy.  These factors depend, in turn, on the expected integrity of the operator–
robot communications link, the maximum length of time the robot might be out
of contact with the operator, the robot’s knowledge of its location in the world
and with respect to the operator, the robot’s knowledge of its internal health, and
the robot’s knowledge of its environment.

The basic types of system autonomy include:

• Teleoperated systems, which primarily use the intelligence of a human
operator to operate the system during execution of a mission;

• Scripted autonomous systems, in which the guidance, navigation, and
control (GN&C) systems are typically autonomous but the mission profile is
significantly constrained;

• Supervised autonomous systems, which include a human operator (via a
communications link) who assists in the interpretation of sensor information and
provides situational awareness and mission guidance to the robot; and

• Intelligent autonomous systems, which use robot-embedded software for
incorporating many of the attributes of human intelligence.

From these basic descriptions, the level of robot autonomy can be viewed as
a composite of the level of guidance and control, the level of autonomous plan-
ning and tasking, the level of situational awareness (i.e., perception), and the
level of self-awareness (diagnosis).

The level of guidance and control is characterized by the degree to which a
robot has the ability to create a desired motion without human involvement.
Where teleoperation of a robot assumes a “drive” camera and communication
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link for direct operator control, autonomous/adaptive GN&C allows the robotic
system to automatically adjust to changes in the robotic-system configuration
(e.g., mass properties, failures) or changes in the operating environment (e.g.,
obstacles, lighting conditions).  Additional research in guidance technology is
required to enable autonomous systems to perform at levels similar to what is
achievable by a human operator or pilot when given the same degree of situ-
ational awareness.

Robot planning and decision making are characterized by the extent to which
the robot can plan its mission activities, motion, usage of payloads, and specific
goals to be achieved without human involvement.  This must be accomplished
within certain limits, which may include specific mission rules and constraints on
robot consumables (e.g., power, fuel, memory).  Most common today are systems
that plan robot routes (path planning) or schedule devices (automated schedul-
ing).  Several government S&T programs have demonstrated either dynamic path
planning (that is, in environments without fixed infrastructure) or automated,
continuous device scheduling.  Activity planning, which involves the coordina-
tion of multiple robot subsystems, is a critical research area for the future.

Robots typically communicate data to a central command-and-control site
via uplink and receive commands via downlink.  Teleoperated robots have re-
quirements for high-bandwidth links (including video), while semiautonomous
robots do not.  For systems of cooperating robots, the need for maintaining
reliable network connectivity will be critical. Point-to-point links are defined by
operating frequency, data rate, range, transmitter power, and receiver sensitivity.
The optimal choice of frequencies used in the point-to-point links will be envi-
ronment-dependent and must be traded off with other factors, such as range and
data rate. In any case, robot control links must be robust in the presence of
multipath interference.  A variety of strategies for mitigating multipath interfer-
ence exist, including spread spectrum.  For tactical applications, communication
links must also satisfy detection, interception, jamming, and encryption require-
ments.

Where groups of robots must collaborate, base-station based and peer-to-
peer networks can be considered.  A base-station-based architecture is character-
ized by a number of nodes communicating with a central hub.  Peer-to-peer
mobile ad hoc network (MANET) architecture may be more appropriate for
dynamic environments (characterized by moving robots).  MANET architectures
are reconfigurable over time and space and do not have a single point of failure.

SUPERVISORY CONTROL AND DATA ACQUISITION SYSTEMS

Specialized computer software systems, known as supervisory control and
data acquisition (SCADA) systems, are widely used to control many essential
real-time processes, including the generation and distribution of electric power,
the management of oil and natural gas pipelines, and the monitoring of engineer-
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ing systems in buildings, petrochemical facilities, and manufacturing plants.  But
today’s SCADA systems have been designed with minimal attention to security.
For example, data are often sent in the clear, and protocols for accepting com-
mands are open, with no authentication required.  Control channels are often
wireless, or they are leased lines that pass through commercial telecommunica-
tions facilities.  Thus there is little protection against the forgery of messages.
And data corruption—not unlikely in these SCADA systems, much of whose
technology is old—could be entirely crippling.

In addition, because deregulation has meant placing a premium on using
existing capacity more efficiently, interconnections to shift supply from one loca-
tion to another have increased, making SCADA systems more indispensable than
ever.  As one example, the electric-power grid has become more heterogeneous
in terms of the number and types of power-generation devices—solar cells,
microturbines, and many other sources all contribute to the network from far-
flung locations.  Thus, problems of distributed dynamic control in a complex,
highly interactive system, controlled in real time, have become major issues in
operating the power grid reliably, even under routine conditions.

Making the present systems more secure, moreover, is not simply a question
of installing additional layers of technology.  Given the real-time nature of
SCADA, timing is quite important to system performance and optimal efficiency;
operations can demand millisecond accuracy. But security add-ons in such an
environment can complicate timing estimates and severely degrade SCADA per-
formance.

Several issues must be addressed in the effort to improve the security of
SCADA technologies.  First, there is a need for much additional research and
modeling on the existing SCADA systems, especially those that monitor net-
works such as pipelines or power grids, in order to understand their vulnerabili-
ties.  Some of this modeling and analysis must be undertaken by the operators
themselves, and indeed this has begun since September 11; the chemical industry,
for one, reports that SCADA systems in refineries have been under review.  There
is also a role for government at both the national and state levels—for example, in
detecting vulnerabilities in present systems through comprehensive gaming (red
teaming) analysis.

Second, investments will have to be made if existing SCADA technologies
are to be upgraded and new ones deployed.  Federal and state governments
should offer incentives that encourage the appropriate private sector investments.

Third, the government must work with industry associations on standards
that will enhance both the technology and its security.  The National Institute of
Standards and Technology, which has long played such a role at the federal level,
should lead this effort.

SCADA systems are discussed further in Chapter 5 (“Information Technol-
ogy”) and Chapter 6 (“Energy Systems”).
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BIOMETRICS

Every society exists somewhere on the spectrum between complete openness
and total restriction of behavior and movement.  In the United States, we are
proud of our society’s extremely open nature, but that asset is also a basic ele-
ment of its vulnerability to terrorism.

An obvious solution is increased physical and information-technology secu-
rity, though the appropriate level of security should not be uniform throughout
the country.  It would depend on the type of facility or system being guarded, the
potential damage if an intrusion occurs, and the degree to which security inter-
feres with effective functioning of the system.  Clearly, the rules for nuclear
power plants should be different from those for buses.

One developing set of technologies that could play a role across the board—
ranging from major to minor, depending on the specific case—is biometrics.  In
authorizing participants in any particular system—physical or IT security alike—
biometrics may provide alternatives to picture IDs, magnetic entry cards, or
passwords.

Biometrics uses behavioral and physiological characteristics—including fin-
gerprints, irises, written signatures, faces, voices, and hand shape—to authenti-
cate the identity of an individual.  These characteristics are distinctive but not
necessarily unique, and they can vary over time and conditions of collection and
may change with medical condition, advancing age, or the onset of puberty.  Still,
biometric identification may provide a higher level of confidence for the authen-
tication of identity than can devices such as passwords.  And, as opposed to other
authentication tokens that might be used (such as keys), biometric measures
cannot easily be stolen or mimicked.  However, biometrics must be part of a
multifactor authentication scheme rather than a one-stop solution.  Biometric
authentication is most applicable to sensitive applications in which the security
risk of a false positive (an imposter being accepted as legitimate) is much higher
than that of a false negative (an authorized individual being rejected as illegiti-
mate).  Several U.S. government projects are currently aimed at improving the
distinctiveness of individual measures and exploring “biometric data fusion” for
combining multiple measures.  Such advances would allow for almost one-to-one
mappings of measure sets to individuals, making the technology exceedingly
reliable but also more subject to privacy abuses.7

On a less invasive level, biometrics at more or less its present state could
enhance the protective value of more traditional security systems.  While the
technological elements behind barriers, fences, locks, perimeters, and other physi-
cal ways of safeguarding a location—as well as nonphysical approaches such as

7Authentication technologies (including biometrics) and their implications for privacy will be
explored in depth in a forthcoming CSTB report from the Committee on Authentication Technolo-
gies and Their Privacy Implications; see information available online at <http://cstb.org/
project_authentication>.
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background checks—may not be new or exciting, they complement approaches
such as biometrics.  The joint use of traditional and newer technologies might
thus allow exploitation of the latter while minimizing their need for potentially
intrusive refinements.

HUMAN AND ORGANIZATIONAL FACTORS

The organizing principle of this report is that our nation’s store of scientific
and technological knowledge—as it exists and as it must be improved—is a key
resource in efforts to counter the threat of terrorism.  This knowledge is the basis
for effective intelligence and military operations against terrorism, for securing
our borders and other points of entry, and for making inaccessible the many
targets of terrorist activities.

However, technology is not the sole solution to any problem.  Virtually all
technologies—including those discussed in this report—are subject to the reality
that human agents and social organizations are necessary to implement and oper-
ate them.  Decision makers oversee warning systems, human agents administer
detectors, relief efforts following chemical or biological attack require the collec-
tive efforts of the nation’s health machinery, and precision warfare is a highly
orchestrated human activity.  A key aspect in the effective deployment of any of
the technologies discussed in this report is the ease and effectiveness of use of
information and other technical outputs by the people they are intended to sup-
port.  Thus design and deployment of the systems must take human, social, and
organizational factors into account.

In efforts to counter terrorism, the human interface with technology appears
at three junctures:

• Those who are recruited to administer the technologies of detection, pre-
vention, and response to attack not only have to be expert but also trustworthy
and loyal.  Few forms of sabotage are more effective than sabotage from within.
Guaranteeing this side of security, however, can become a matter of government
compulsivity and a potential source of inefficiency and ineffectiveness.  Some
kind of equilibrium, which takes into account both the value of prudence and the
dangers of overkill, is required.

• All types of counterterrorism-related technological systems require the
mobilization of organizational machinery.  In many cases, their missions take
place under crisis conditions, which multiply the probabilities of accidents, break-
downs of communication, lack of coordination, errors of judgment, and jurisdic-
tional conflicts.  There is no sure cure for such failures, but advanced training and
instruction of agents, as well as comprehensive planning for contingencies and
backup strategies, are essential.

• Sometimes the applications of science and technology in the interests of
security run counter to cherished individual and political values.  Wholesale
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detection efforts at airport terminals and other hubs of transportation are simulta-
neously experienced as comforting and as costly, inefficient, irritating, and inva-
sive.  The use of high-tech identifying and truth-detecting devices may have
similar alienating effects.  Surveillance of telephones, credit records, and per-
sonal movements in the interests of security also raises serious questions about
privacy and civil liberties.  The systems perspective that should be used to deter-
mine criteria for deployment of technologies must embrace this reality as well;
there are many ways to remedy the vulnerabilities of our nation’s critical infra-
structures, and the best solutions must reflect a balance between the desire for
security and human values.

Often, the weakest part of the system is the (frequently neglected) human
link.  Overlooking the human element can make it more difficult for staff mem-
bers to do their jobs and, ironically, significantly reduce the effectiveness of the
security technologies.  In the worst case, the entire system may be rendered
useless.  Thus, human-centric design and an improved understanding of the fac-
tors that contribute to systematic human errors are essential.

Most people are inherently helpful and dependable and are responsive in the
face of unforeseen circumstances.  We must take into account their strengths—
the attributes that no technology could duplicate—while avoiding, to the maxi-
mum extent possible, the creation of jobs that are tedious and unrewarding.  This
must be a basic element of our systems approach.  We need to allow for defense
in depth (multiple layers) to compensate for human error, of course, but good
system design should be characterized by human roles in which vigilance and
interest are heightened, thereby making errors less likely.

Such human factors in design must apply equally well to the operators of the
security system and to those who encounter it.

COORDINATION OF PROGRAMS ON
CROSSCUTTING TECHNOLOGIES

The nation’s capabilities for pursuing an expanded and coordinated S&T
agenda for the crosscutting technologies identified in this chapter are consider-
able.  A number of programs with broad applicability to these technologies have
already been established within DOD, DOE, NSF, and NASA, and relevant re-
search is under way at these agencies, in the national laboratories, and at scores of
research universities.  For example, in recent years, as concern about terrorism
has grown and as the post-Cold War powers have focused on safeguarding nuclear
materials, the DOE national laboratories have already begun researching sensors
and other detection technologies, as well as data management, visualization, and
modeling pertinent to counterterrorism.  The DOE laboratories also have exper-
tise in both the physical and biological sciences, as is needed for such crosscut-
ting R&D initiatives, and are performing advanced work in the key fields of
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information technology and nanoscale science.  Similarly, important and relevant
activities are occurring throughout other government agencies.

A mechanism is needed for coordinating all of this work in crosscutting areas
across agencies.  The logical approach would be to use a National Science and
Technology Council (NSTC) subcommittee.  The NSTC was established in 1993,
and one of its objectives “is the establishment of clear national goals for Federal
science and technology investments.”8   Subcommittees of the NSTC are often
formed in areas such as climate change, biotechnology, and nanoscale science,
engineering, and technology, where multiple agencies need to work together
toward a common set of goals.  Such subcommittees make decisions about pro-
grams and provide OMB with the information necessary to produce budget cross-
cuts showing the amount of resources and types of programs devoted to a specific
area across the federal government.

Recommendation 11.1:  The National Science and Technology Council
should establish a Subcommittee for Counterterrorism Research and Devel-
opment to, among other tasks, coordinate federal work on crosscutting tech-
nologies such as modeling and simulation, data management, sensors and
sensor networks, and robotics.  The subcommittee should have participation
from the highest levels of the relevant agencies.

CONCLUSIONS

This chapter has outlined the potential impact of seven crosscutting areas—
systems analysis and modeling, integrated data management, sensors and sensor
networks, robotic technologies, SCADA systems, biometrics, and human fac-
tors—on counterterrorism efforts.  The realization of this potential will depend
on a program of directed basic and applied research and will require an expansion
and coordination of existing S&T programs and funding if the government’s
work is to produce effective tools for countering terrorism and ensuring home-
land security.

There are three problems with the current level of effort.  First, it is too small.
It is clear that solutions for current vulnerabilities and the ability to tackle future
problems lie in innovations and discoveries in the biological sciences, physical
sciences, and all fields of engineering, as well as at the interfaces of these disci-
plines and in the relevant social sciences.  Therefore a balance of investments is
critical, across different time horizons as well as across numerous disciplines.
The government’s underinvestment in the physical sciences and engineering has

8National Science and Technology Council Web site:  <http://www.ostp.gov/NSTC/html/
NSTC_Home.html>.
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been documented in a variety of reports9  and is discussed further in the section
on universities in Chapter 13.

A second problem with the current level of effort is its focus.  Programs are
tied to the existing missions of the agencies, as is appropriate.  This means that
while some of the R&D may be applicable to the technologies for homeland
security, the present federal effort does not add up to the research and develop-
ment program that is needed.  In robotics, for example, NSF has long had a
relatively small program conducted at several universities and focused on funda-
mental research.  NASA has funded robotics R&D that supports its missions in
space. DOD has invested heavily, through the individual armed services and
DARPA, in unmanned aircraft for sensing and surveillance.  Historically, DOE’s
efforts in robotics have been associated with nuclear materials handling, although
recently the agency’s laboratories have initiated some substantial programs that
may contribute to improved homeland security in many ways.  Private-sector
investments in robotics follow a similar pattern—for example, the automotive
companies are investing in robotic R&D that will support their production and
assembly lines, and energy and water providers are developing robots useful for
monitoring fuels pipelines and aqueducts.  The work under way is productive and
important new technologies are being developed, but even added together, these
public and private investments will not produce robots that can be adapted and
deployed for many purposes in homeland security—such as surveillance, detec-
tion, and postdisaster monitoring and recovery.

The same pattern—R&D investments that are significant but not directly
focused on homeland security needs—exists in the other areas of crosscutting
technologies and techniques discussed in this report.  Each agency has molded its
programs in the context of its own objectives.

The third problem with present R&D efforts in these fields is that the pro-
grams are directed to issues largely in the domain or purview of the federal
government—defense, space, and nuclear security and stockpile maintenance
being prototypical examples.  The crosscutting R&D efforts that will serve home-

9Data on and analysis of the federal budget for science and technology are available from a
number of sources, including National Research Council, Board on Science, Technology, and Eco-
nomic Policy, 2001, Trends in Federal Support of Research and Graduate Education, National
Academy Press, Washington, D.C.; Committee on Science, Engineering, and Public Policy, National
Research Council, 2001, Observations on the President’s Fiscal Year 2002 Federal Science and
Technology Budget, National Academy Press, Washington, D.C.; American Association for the Ad-
vancement of Science, 2001, AAAS Report XXVI:  Research and Development FY 2002, American
Association for the Advancement of Science, Washington, D.C.; American Association for the Ad-
vancement of Science, 2002, Congressional Action on Research and Development in the FY 2002
Budget, presentation materials from the Alliance for Science and Technology Research in America
(ASTRA), Washington, D.C., available online at <http://www.cra.org/govaffairs/budget/astra.pdf>;
and National Science Board, National Science Foundation, 2002, Science and Engineering Indica-
tors—2002, U.S. Government Printing Office, Washington, D.C.
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land security require collaborations with end users at the state and local levels of
government so that programs can take into account the needs of these users, like
technologies for first responders.  Further, federal programs must be designed
with an understanding of the critical role industry will play as a developer, pro-
ducer, and user of counterterrorism technologies.  Important questions include
who the consumer of these technologies will be, whether there will be a commer-
cial market for new products, and what role government procurement can pro-
ductively play.

Despite these problems, the nation’s research system, with vast and diverse
capabilities spread among universities, national and federal laboratories, and in-
dustry, provides a unique infrastructure and sound basis for mounting aggressive
programs in the kinds of crosscutting R&D discussed in this chapter.  The chal-
lenge for government leaders is to harness this capacity for the creation of a
greatly expanded and coordinated national S&T agenda for counterterrorism.
This will require a commitment to providing significant new funding and to
sustaining the programs over a number of years.
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Equipping the Federal Government to
Counter Terrorism

INTRODUCTION

The mere articulation of a science and technology agenda to combat terror-
ism will do nothing to enhance the security of our country.  We must act on that
agenda, responding with creativity and effectiveness to a dramatically new kind
of threat, one not faced before in the nation’s history.  Existing technologies must
be deployed and new technologies must be invented.  Federal responsibilities and
authorities need to be clarified.  Existing institutions may gain capabilities, and
some new missions could require the founding of new institutions.  Obstacles to
using our most potent resources for countering catastrophic terrorism must be
identified and overcome.

This report does not purport to offer an enduring technological strategy for
countering terrorism.  The threat the nation faces is so multifaceted, so subject to
changes (both in national vulnerabilities and in potential terrorists’ intentions)
that a strategy to meet just the already-evident threats would be shortsighted.
Furthermore, the best research and development program is of little value if what
is learned along the way is not implemented in a timely and strategic fashion.
This places great responsibility not only on the nation’s research community but
also on the leaders of government agencies, who must access and utilize system-
atic thinking, managerial agility, and technical imagination.  Specifically, we
must be positioned to anticipate the terrorist threats, devise ways to make them
less likely or less damaging, set priorities among the ever-changing array of
threats, and, through innovation, reduce the dangers that our society and its
people face.

The events of 9/11 dramatized U.S. vulnerability to terrorism and coalesced
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a national will to act, but earlier experiences and analyses may also help shape
our responses to the present dangers.  A number of high-level commissions, most
of them established after the first terrorist attack on the World Trade Center in
1993, not only addressed terrorist threats but also specifically called attention to
the critical importance of science and technology in addressing them.1  The
committee has drawn upon these prior reports because they reflect careful think-
ing and precedents, as well as concern about the proper organization and coordi-
nation of governmental action against terrorism.

All these studies not only underscore the importance of science and technol-
ogy (S&T) in countering terrorism but also conclude, as did this committee, that
the government will have to change how it sets goals for scientific and engineer-
ing programs and manages technology development if science and technology
are to be effectively applied to that purpose.  Repeatedly, these reports—includ-
ing those of the Gilmore Commission, the Bremer Commission, the Hart/Rudman
Commission, and the Marsh Commission—have noted the importance of devel-
oping a national strategy for combating terrorism and the need for organizing
government to better implement it.

The Gilmore Commission (2000) concluded that “the United States has no
coherent, functional national strategy for combating terrorism” and recommended
that “the next President should develop and present one to the Congress within
one year of assuming office.”2  It presented attributes of a “comprehensive and
functional strategy for combating terrorism” and urged that it be “appropriately
resourced and based on measurable performance objectives.”  But the commis-
sion believed that government was poorly positioned to devise such a strategy.
The “organization of the federal government’s programs for combating terror-
ism,” it wrote, “is fragmented, uncoordinated, and politically unaccountable.”3  It

1Second Annual Report to the President and Congress of the Advisory Panel to Assess Domestic
Response Capabilities for Terrorism Involving Weapons of Mass Destruction (Gilmore Commission,
December 2000); Third Annual Report to the President and the Congress of the Advisory Panel to
Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction
(Gilmore Commission, December 2001); Countering the Changing Threat of International Terror-
ism (National Commission on Terrorism) (Bremer Commission, September 2000); Road Map for
National Security:  Imperative for Change (U.S. Commission on National Security/21st Century)
(Hart-Rudman Commission, Phase III, February 2001); Critical Foundations (The President’s Com-
mission on Critical Infrastructure) (Marsh Commission, Fall 1997).  Also see Combating Prolifera-
tion of Weapons of Mass Destruction (Commission to Assess the Organization of the Federal Gov-
ernment to Combat the Proliferation of Weapons of Mass Destruction) (Deutch Commission, Spring
1999); Preparing for the 21st Century—An Appraisal of U.S. Intelligence (Commission on the Roles
and Capabilities of the United States Intelligence Community) (Brown Commission, March 1996);
Joint Task Force on Intelligence and Law Enforcement Report to the Attorney General and Director
of Central Intelligence (Richards/Rindskopf Report, May 1995).

2Gilmore Commission Second Annual Report, 2000, at p. 2.
3Ibid., Finding 2, at 4.
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noted that there was a need for a national office to “establish a clear set of
priorities for research and development for combating terrorism, including long-
range programs” and to “coordinate the development of nationally recognized
standards for equipment, training, and laboratory protocols and techniques, with
the ultimate objective being official certification.”4

The Bremer Commission (2000) recommended that “the President should
establish a comprehensive and coordinated long-term research and development
program for catastrophic terrorism.”5  The Hart-Rudman Commission report
(2001) laid out the factors driving the need for such a program:  “The inadequa-
cies of our systems of research and education pose a greater threat to U.S. na-
tional security over the next quarter-century than any potential conventional war
that we might imagine.  We recommend that the role of the President’s Science
Advisor be elevated to oversee . . . critical tasks such as . . . the institution of
better inventory stewardship over the nation’s science and technology assets.” 6

The President’s Commission on Critical Infrastructure (Marsh Commission,
1997) focused on better use of existing technology and on new research to expand
capabilities:  “The Commission believes that some of the basic technology needed
to improve infrastructure protection already exists, but needs to be widely de-
ployed.  In other areas, additional research effort is needed.”7

These quotes merely exemplify the many findings and recommendations of
previous high-level reports, which reflected a common set of concerns about the
government’s ability to organize its actions against terrorism.  Unfortunately,
they were largely ignored until 9/11.  This chapter is therefore predicated on the
assumption that the government must now act immediately to create the necessary
structures for formulating, funding, overseeing, and managing a sustained and
successful national program.

In this chapter, the committee focuses on factors that affect the government’s
capacity to implement a national strategy for the use of science and technology to
counter terrorism.  In the first section below, it discusses the issues that drive the
need for coordination across the federal government and the capabilities needed
for effectively defining priorities and managing programs.  It then briefly dis-
cusses the role of federal agencies in executing their respective portions of the
overall strategy (more details about specific actions for particular agencies can be
found in Chapters 2 to 10 of this report).

4Ibid., “Specific Functional Recommendations,” at 9.
5Bremer Commission Report, September 2000, at v.
6Hart-Rudman Commission Report, 2001, at ix.
7Marsh Commission Report, 1997, at 8.
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MANAGING THE FEDERAL GOVERNMENT’S PROGRAM OF
SCIENCE AND TECHNOLOGY FOR COUNTERING TERRORISM

Current Situation

The structure of federal agencies is the product of history, to a large extent
the result of the Cold War and of the traditional distinction between the responsi-
bility for national security and the responsibility for domestic policy.  Federal
agencies are structured to deal with problems that can be partitioned into war or
criminal justice, national or foreign affairs, short-term or long-term strategy, and
public or private duty.  Given this compartmentalization, the federal government
is not appropriately organized to carry out an S&T agenda for countering cata-
strophic terrorism.  Making the task even harder, the S&T resources are in one set
of agencies and the homeland-defense missions in another; federal and state
responsibilities are overlapping; and the critical infrastructure systems owned
and operated by the private sector are attractive terrorist targets.  It is clear that
the task of designing S&T efforts to counter terrorism, of assigning responsibili-
ties among federal agencies, and of monitoring and managing their performance
is daunting indeed.

Issues Driving the Need for Coordination Across the Federal Government

A number of factors are driving the need for an unprecedented level of
coordination across the federal government.  One important factor is the minimal
overlap between the agencies that have historically performed innovative re-
search that could now be applied to counterterrorism and the agencies with opera-
tional missions in homeland security.  This issue is discussed in the penultimate
section of this chapter, on the role of the federal agencies in developing and using
science and technology for countering terrorism.

Another factor driving the need for coordination of counterterrorism activi-
ties in the federal government is the crosscutting nature and broad applicability of
many of the most relevant technologies.  This issue is discussed at length in
Chapter 11.  One example of a crosscutting technology is sensor networks, which
have the potential to mitigate a variety of threats and to facilitate rapid response
to a variety of attacks.  Yet the research needed to build a viable system of sensors
occurs in many fields (chemistry, biology, physics, and information technology,
among others), is supported by many agencies (such as NSF, DARPA, and DOE),
is performed in multiple sectors (universities, national laboratories, industry),
and ultimately must be deployed as one element in an integrated security system.

A third factor contributing to the need for government coordination is the
complex and diverse nature of the systems that may be terrorist targets.  A
systems approach must be taken in order to understand the vulnerabilities and
define the S&T goals even within just one system, such as the electric power grid
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or the shipping system (see the discussions in Chapters 6 and 7).  Yet none of
these systems operates in isolation, and the government will need new capabili-
ties to understand the impact of the linkages between them and to make informed
decisions about national priorities across all potential targets.  This effort will
require the creation of testable models of elements of the nation’s critical infra-
structure, utilization of red teams to evaluate the performance of protective mea-
sures, promulgation of standards to allow interoperability of counterterrorism
technologies, development of testbeds, and research to improve implementation
and deployment.  How the government might gain these capabilities is discussed
in more detail later in this chapter.

The final factor that points to the federal government’s need to pull together
a coherent strategy for counterterrorism activities is this:  Success will depend
critically on the efforts not only of the federal government but also of state and
local governments, private industry, and universities.  The relationships among
these sectors involve a complex set of issues that are discussed in Chapter 13 of
this report.

Strengthening the Federal Government’s Ability to
Determine How S&T Can Be Used to Counter Terrorism

One approach to addressing the need for coordination could be to ask Con-
gress to restructure the federal agencies to reflect the close working relationships
that are required.  On June 6, 2002, President Bush released a plan intended to do
just that.8  He proposed that a new cabinet-level Department of Homeland Secu-
rity be formed as a conglomeration of existing agencies and programs.9  In the
interim, the Office of Homeland Security (OHS) “will continue to coordinate the
federal government’s homeland security efforts and to advise the President on a
comprehensive Homeland Security strategy.” 10

Below, the committee discusses a number of the factors affecting the
government’s ability to determine a counterterrorism strategy and efficiently

8The President’s June 6, 2002 “Address to the Nation on the New Department of Homeland
Security” is available online at <http://www.whitehouse.gov/news/releases/2002/06/20020606-
8.html>.

9The mission of the proposed Department of Homeland Security would be to “prevent terrorist
attacks within the United States, reduce the vulnerability of the United States to terrorism, and
minimize the damage, and assist in the recovery, from terrorist attacks that do occur within the
United States.”  The department would be organized into four divisions: Information Analysis and
Infrastructure Protection; Chemical, Biological, Radiological, and Nuclear Countermeasures; Border
and Transportation Security; and Emergency Preparedness and Response (the Homeland Security
Act of 2002, available online at <http://www.whitehouse.gov/deptofhomeland/bill/index.html>).

10“White House proposal for the Department of Homeland Security,” p. 4.  Available online at
<http://www.whitehouse.gov/deptofhomeland/book.pdf>.
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execute such a strategy.  While the proposed new department has the potential to
facilitate closer relationships between key agencies and to improve the federal
government’s ability to pursue a coherent set of counterterrorism programs and
actions, the process for congressional action on this plan and the resulting transfer
of authority and functions to a new department will take time.  In addition, the
key requirement for an effective contribution to the nation’s safety from science,
engineering, and medicine depends not on the government’s organization chart
but on the depth and quality of the technical skills in the responsible agencies and
their ability to tap the top talent in the country.  This problem will remain un-
changed, at least in the short term, by the proposed reorganization.

The committee agrees, however, that the need for a coordinated effort is
urgent, so its comments and recommendations are based primarily on the current
situation, in which OHS is responsible for organizing the federal government’s
homeland security strategy.  However, the issues discussed and the suggestions
made about strengthening the government’s capabilities for setting priorities,
coordinating programs, and deploying technology are not specific to the current
situation.  When or if a new department is formed, the actions proposed below
would strengthen its ability to carry out its mission.

Cooperation Between OHS, OMB, and OSTP

After reviewing the past commission and congressional reports, consulting
with government officials responsible for managing science and technology pro-
grams, and learning from the lessons manifest in the earlier chapters of this
report, the committee concluded that the existing organization for coordinating
counterterrorism research and utilizing the results is indeed inadequate.  Respon-
sibilities are unclear; authority is insufficiently specified; and the conception,
execution, and evaluation of counterterrorism research and development are in-
adequately focused and coordinated.11

Nevertheless, essential institutions for ensuring that critical science and tech-
nology contributions are made to homeland security efforts are in place, though
some improvements to existing capabilities and processes are required.

One such institution is the Office of Homeland Security, which was created
by Executive Order of the President on October 8, 2001.12  OHS is located in the

11The GAO in its September 2001 report noted that the management of counterterrorism research
and development is “self governing and highly dependent on voluntary coordination mechanisms”
(General Accounting Office, 2001, Combating Terrorism:  Selected Challenges and Related Recom-
mendations, GAO-01-82, September, p. 82).

12Executive Order Establishing the Office of Homeland Security and the Homeland Security Coun-
cil, October 8, 2001; available online at <http://www.whitehouse.gov/news/releases/2001/10/
20011008-2.html>.
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White House and is currently responsible for creating the overall homeland-
security plan.13,14  A second key institution is the Office of Science and Technol-
ogy Policy (OSTP), a statutory agency within the Executive Office of the Presi-
dent (EOP) which assists the President with the science and technology aspects of
a broad range of policy issues, collaborates with the Office of Management and
Budget (OMB) in evaluating and structuring the S&T components of the federal
budget, and has close links with numerous sources of expert S&T advice from
outside government.15  A third important institution is the OMB, which has the
authority to manage the budget process for the EOP and ensures that all of the
President’s priorities are reflected in the budgets of the cabinet departments and
other agencies of the government.

Among these offices, the logical partitioning of responsibility is that OHS
would develop the overall strategy for homeland security, including its S&T
components.  OSTP would assist OHS in generating these S&T components,

13Specifically, the Executive Order states, “The mission of the Office shall be to develop and
coordinate the implementation of a comprehensive national strategy to secure the United States from
terrorist threats or attacks.” The status of this mission was described by Mitchell E. Daniels, Jr.,
director of the OMB, in testimony on April 11, 2002, to the Senate Governmental Affairs Committee:

We have been building that strategy on many fronts, and it is our intention to prepare a
document this summer that will summarize that strategy in one place. This strategy will meet
four key tests:

• The strategy for homeland security will be comprehensive and will integrate the full
range of homeland security activities into a single, mutually supporting plan.

• The strategy will be a national strategy, not just a federal government strategy, as the
threat posed by terrorism does not fall solely within the jurisdiction of the federal govern-
ment. To defeat terrorism, the federal government must work with states and localities and
the private sector.

• The strategy will outline a long-term plan to strengthen homeland security.
• Finally, the strategy will include measures by which we can evaluate progress and allo-

cate resources. These objectives will set the goals for federal departments and agencies. They
will also give guidance to state and local governments and the private sector.

While the Office of Homeland Security coordinates, consults with, and provides advice to
OMB and agencies throughout the government, Governor Ridge does not have operational
authority over any federal agency. The roll-out of the Homeland Security Advisory System is
illustrative of how the Governor coordinated with various agencies, but ultimately handed
over the operational aspects of the final product to a Department . . . .

14The OHS director, Governor Tom Ridge, is officially designated as the Assistant to the President
for Homeland Security.  Given Governor Ridge’s authority, together with his already-close relation-
ship with the President, the advice of OHS is influential with OMB and the departments and agen-
cies.  OHS is also the President’s voice in communicating to the public about government activities
in homeland security.

15OSTP is a statutory office in the EOP and is led by a director who also serves as the President’s
science advisor.
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work with the federal agencies (through the National Science and Technology
Council and the Homeland Security Council), and tap into the expert advice
available from the President’s Council of Advisors on Science and Technology,
from the federal S&T agencies, and from the S&T communities at large.  OMB
would support execution of the strategy, subject to the President’s direction and
the many trade-offs that must be made with the rest of the federal government’s
activities.  This system is already in place to some extent, but for it to function
most efficiently, OHS needs access to new analytical capabilities, OSTP should
be strengthened, and closer linkages could be developed between all three of-
fices.

The Role of OHS in the S&T Strategy for Homeland Security

Development of a strategy for harnessing science and technology to counter
terrorism was not listed as one of OHS’s major responsibilities in the Executive
Order16 creating OHS, notwithstanding the highly technical nature of much of the
work.  This Executive Order also fails to document a formal role for OSTP in
homeland security, and the director of OSTP was not explicitly named as a
participant in OHS activities.  However, despite the absence of S&T and OSTP in
the Executive Order, the importance of science and technology and the need for
close collaboration between OHS and OSTP is evident to all parties; it is already
being addressed to a certain extent through voluntary collaboration between Gov-
ernor Tom Ridge, the director of OHS, and John Marburger, the director of
OSTP.

As Congress and the administration move forward on a potential new De-
partment of Homeland Security, they have a chance to create a structure and a
culture in the new department that will allow science and technology to be used
efficiently in counterterrorism programs.

Recommendation 12.1:  An Undersecretary for Technology will be needed in
the proposed new Department of Homeland Security to provide a focal point
for guiding key research and technology development programs across the
department, and most importantly, engaging commitments from the major
science, engineering, and medical science agencies that will remain outside
the proposed new department.

In addition, this undersecretary could work closely with OSTP, perhaps
through the National Science and Technology Council, on coordinating those
multiagency projects and their linkages to related programs devoted primarily to
other high-priority national objectives.  This undersecretary would have respon-
sibility not only for homeland security-related technology, but also for all techni-
cal elements of the agencies that are located in the department.  (For example, if

16Executive Order 13228, October 8, 2001.
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the Coast Guard is part of the new department, the undersecretary would have to
pay serious attention to research and development programs for new search and
rescue tools or oil spill cleanup methods as well as to counterterrorism-related
programs.)

In the meantime, a primary task of the OHS is development of a national
strategy for homeland security.  The first draft of that strategy is scheduled to be
produced in July 2002.  The committee commends OHS’s efforts in this area and
specifically applauds its decision to include a section on science and technology
for countering terrorism.  The strategy, once complete, will go to the President for
his approval, and thus the objectives and programs outlined in the OHS plan will
become presidential priorities.  This high-level focus on and endorsement of
these objectives is vital to ensuring that the government is able to execute the
appropriate programs through which science and engineering can contribute to
homeland security efforts.  As presidential priorities, these programs will be
supported in the budgets of the relevant agencies, will be identified in OMB’s
crosscutting budget analyses describing counterterrorism activities, and will be
appropriately justified and defended during the budget process.

Need for Analytical Capabilities to Support Decisions About
Homeland Security Priorities and Programs

The national homeland security strategy currently under development in
OHS is an important first step toward a national counterterrorism plan, but the
threats, vulnerabilities, and available solutions will be constantly changing, and
the federal government will continually be faced with the challenge of identifying
new problems and new opportunities for strengthening the nation and the even
more difficult task of prioritizing potential government actions.  In this section,
the committee discusses the information and capabilities the federal government
will need access to in order to continually assess priorities and programs in this
changing environment.

In light of the technical nature of the threats, as discussed throughout this
report, it is clear that the government has insufficient capability to undertake
scenario-based threat assessments, systems modeling of critical infrastructures,
red teaming, economic and policy analysis of alternative counterterrorism poli-
cies, and development of testbeds, standards, and protocols to facilitate technol-
ogy development and deployment.  This inadequacy has been recognized by
others, the Gilmore Commission in particular.  Its report recommends the estab-
lishment of a national office that, among its other responsibilities, “should pro-
vide direction on priorities for research and development, and related test and
evaluation for combating terrorism, as well as for developing nationally recog-
nized standards for equipment and laboratory protocols and techniques, with the
ultimate objective being official certification.”17

17The Gilmore Commission (2000), at 5, 9.
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Recommendation 12.2:  A Homeland Security Institute to provide technical
analysis and support should be established to serve the organization that sets
priorities for homeland security; this Institute would perform the following
functions:

• Systems analysis, risk analysis, and simulation and modeling to de-
termine the vulnerabilities of the nation’s critical infrastructures and the
effectiveness of the systems deployed to reduce them.18

• Sophisticated economic and policy analysis to assess the distributed
costs and benefits of alternative approaches to enhancing security.

• Red teaming to evaluate the effectiveness of measures deployed to
enhance the security of target institutions, facilities, and infrastructure.

• Identification of instances when common standards and protocols are
necessary to ensure interoperability and effective utilization of tools devel-
oped for field operators and first responders.  The institute would cooperate
with relevant federal agencies, such as NIST, in the development of these
standards.

• Assistance for agencies in establishing testbeds to evaluate the effec-
tiveness of technologies under development and to assess the appropriate-
ness of such technologies for deployment.

• Design of metrics and use of these metrics to evaluate the effective-
ness of homeland security programs throughout the government agencies
and at national laboratories.

• Design of and support for the conduct of exercises and simulations.

This recommended Homeland Security Institute should be a dedicated, con-
tracted, not-for-profit organization.

It is essential that the federal government have access to these capabilities so
that it can make effective decisions about priorities and programs for counter-
terrorism, whether the capabilities support a strengthened OHS or a new Depart-
ment of Homeland Security.  However, the number of people needed to provide
the breadth and depth of technical expertise for performing the above functions
would be significant, and neither OHS nor OSTP is large enough to house such a
group internally.  Therefore the committee is recommending that the above func-
tions be located in a dedicated, not-for-profit security technical analysis and
support institute.

This is not the first time that the establishment of a research corporation has

18In particular, capability is needed for looking at scenarios in which the nation is exposed to
multiple threats simultaneously (as discussed in Chapter 10) and in which the links between elements
of the U.S. infrastructure are exploited.  The modeling and analyses would not compete with the
work of federal agencies but rather would be used to complement those efforts and to test whether
the multiagency programs aimed at identifying critical vulnerabilities and mitigating these problems
are proceeding correctly.
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been proposed to support governmental counterterrorism activities.  Shortly after
9/11, Joseph S. Nye recommended that the then-proposed Office of Homeland
Security be supported by a new research corporation, specifically commissioned
to deal with terrorism.19

Nonprofit, independent, or contractor-operated technical organizations have
been providing dedicated, sole-source analytic support to national security agen-
cies and the Department of Defense for a number of years.  Examples include the
MITRE Corporation, Project Air Force at the RAND Corporation, the Institute
for Defense Analyses, and the Aerospace Corporation.20  A primary advantage of
these sorts of quasi-governmental organizations is that they are structured and
managed to provide support for decision making by government officials by
quickly providing important information based on a deep understanding of the
technical issues relevant to those decisions.  They also have the ability, as non-
governmental bodies, to subcontract work without the constraints of the
government’s procurement regulations and to establish their own hiring and com-
pensation criteria.  In that way, they are able to attract the highly specialized
talent required to perform the tasks described in Recommendation 12.2.

The technical support supplied by the proposed institute would provide es-
sential input for decision making about programs and deployment activities for
counterterrorism efforts.  However, OHS does not currently have the procure-
ment authority needed for creating and utilizing such an organization.  The new
Department of Homeland Security would have this authority, but this department
does not exist yet.  The legislation required to give OHS the needed authority, or
the formation of the new department, would take some time, but waiting for
either process to conclude before forming the institute would be inappropriate,
given the urgency of the counterterrorism tasks facing OHS and the federal
government.  There are a number of mechanisms that would allow work to begin
quickly on putting together the staff and facilities for the institute.  One would be
to utilize an existing contractor-operated technical organization that already pro-
vides support to government agencies.  Another would be to assign the tasks to an
existing unit within a relevant agency.  Yet another would be to have an agency or
office with the necessary procurement authority begin to create the institute from
scratch.  Which approach will work most efficiently should be determined by the
administration and Congress, but it is important to recognize that the various
tasks listed above for the institute are related, and a good deal of the value of the

19Nye, Joseph S.  2001.  “How to Protect the Homeland,” New York Times, Editorial, September
25.  He cites as a precedent for this proposed research corporation the organizations established to
deal with nuclear threats of the Cold War era.

20These institutions are organized as federally funded research and development centers (FFRDCs),
but it is the capabilities and mode of work that the committee sees as necessary; no view is expressed
here on whether an FFRDC is the right formal structure.
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institute will be in the leveraging of expertise and results across the institute and
in synergies from interactions between people working on different tasks or on
the same tasks for different areas of vulnerability.  Thus the responsibilities
proposed for the institute should not be assigned to different organizations.

Recommendation 12.3:  The administration and Congress should develop a
transitional plan that allows the Homeland Security Institute described in
Recommendation 12.2 to be created as quickly as possible.

The organization responsible for determining the administration’s national
counterterrorism strategy will be the primary customer of the Homeland Security
Institute; currently this is OHS.  The technical nature of the institute’s responsi-
bilities and outputs implies that OHS should rely heavily on OSTP for help in
finding staff for the institute and assigning its tasks.  However, to take full
advantage of the institute, OHS will need some in-house technical and analytic
expertise.  In the longer term, if the new Department of Homeland Security is
formed, the committee would expect that the institute would report to the
department’s Undersecretary for Technology.

The Role of OSTP in the S&T Strategy for Homeland Security

OSTP is the only unit in the EOP with the capability to digest the S&T needs
for counterterrorism and to interact with the science and technology community
within and outside the federal government.  Thus, OSTP has a critical role to play
in support of OHS.  As discussed above, OSTP will provide OHS with access to
existing science and engineering expertise within the EOP and will help OHS
staff and utilize the Homeland Security Institute.  Mechanisms for cooperation
between the OHS and OSTP are being developed; for example, a senior OSTP
staff member is serving on the OHS staff and a memorandum of understanding is
in place defining a cooperative relationship between OHS and OSTP.  OSTP is
clearly willing to provide OHS with as much assistance as possible; the present
director has given homeland security a top priority in the work of OSTP, and he
has asked the President’s Council of Advisors on Science and Technology
(PCAST) to give these issues priority attention as well.

More remains to be done, however, to ensure that OSTP is able to play its
critical role in supporting OHS’s work.  For example, OSTP needs to be able to
tap the expertise of all relevant agencies—including those represented on the
Homeland Security Council and other agencies responsible for science and tech-
nology research and development—to develop research priorities.

Recommendation 12.4:  The Director of OSTP should lead an interagency
process to develop the S&T research priorities for counterterrorism.  These
priorities should be responsive to and aligned with the overall counter-
terrorism agenda developed by OHS, and budget guidance should be pro-
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mulgated to the agencies to support their participation in programs that
support these priorities.

The National Science and Technology Council (NSTC) is a natural place for
relevant agencies to come together to discuss S&T for counterterrorism.  How-
ever, the committee is concerned that NSTC does not currently appear to be as
active as would be necessary to effectively carry out key coordinating discus-
sions.  A revitalized NSTC Committee on National Security or a new NSTC
subcommittee on counterterrorism research and development, with participation
from the highest levels of relevant agencies, would help OSTP and the agencies
provide coordinated input to OHS and OMB.

To effectively lead interagency discussions about counterterrorism priorities
and coordination of programs, the director of OSTP must be recognized as being
the representative of the President’s decisions and views on science and technol-
ogy in this area.  By giving him the title of Assistant to the President for Science
and Technology,21,22 the President could make it clear that the director of OSTP
acts with his authority.  This designation would allow the director, when interact-
ing with the agencies, to have the stature and influence needed to ensure that
programs in support of the science and technology elements of EOP’s priorities
for homeland security are given the necessary attention.

Another factor that would help the OSTP director effectively support the
communication of Presidential priorities is assuring that the OSTP has access to
the people and resources needed to provide scientific, engineering, and technical
expertise in the wide range of disciplines that are relevant to counterterrorism.
The need for increased capabilities in the life sciences area is particularly appar-
ent.

The Role of OMB in the S&T Strategy for Homeland Security

The budgeting process for counterterrorism investments is beginning to de-
velop transparency and consistency through the process required by Congress
and reported in OMB’s Annual Report to Congress on Combating Terrorism,
typically prepared each August.23  However, the definition of “research” and

21“Assistant to the President” is a title that President George H.W. Bush gave to D. Allan Bromley,
his science advisor, and that was continued for Bromley’s successors in that administration and for
President Clinton’s science advisors as well.

22This recommendation was also made by the Hart-Rudman Commission (Hart-Rudman, at ix).
23OMB’s Annual Report to Congress on Combating Terrorism fulfills legislative requirements

that the Administration provide information on executive branch funding for combating terrorism,
domestic preparedness (primarily defense against weapons of mass destruction), and national secu-
rity.  The most recent version of the report was released in August 2001 and is available online at
<http://www.whitehouse.gov/omb/legislative/nsd_annual_report2001.pdf>.
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assurance of its consistent interpretation across the agencies need more work.
Categories like “critical infrastructure protection” are not distinct from “counter-
terrorism,” so that the funding representation is not unique.  Further refinement of
the budgeting process at all stages, together with tighter coordination within the
EOP, will help assure the coherence of agency programs and their conformity
with Presidential priorities.  OMB must also work with and support OSTP in
coordinating agency activities and offering budget guidance.

Recommendation 12.5:  OMB’s Annual Report to Congress on Combating
Terrorism should include a description of progress toward achieving the
goals of the S&T agenda for countering terrorism as well as actual budget
appropriations in suitable activity categories and by agency.  In addition,
OMB should prepare and issue jointly with OSTP an annual budget crosscut
describing how the present and proposed budgets reflect the S&T priorities for
countering terrorism.  A joint letter would be transmitted to Congress, with the
budget proposed the following January.

Enhancing the Importance of S&T in the Homeland Security Council

The same Executive Order that created OHS also formed the Homeland
Security Council (HSC), which is responsible for advising the President on home-
land security and coordinating and executing the nation’s corresponding strategy.
The members of the HSC are the President, the Vice President, the Secretary of
the Treasury, the Secretary of Defense, the Attorney General, the Secretary of
Health and Human Services, the Secretary of Transportation, the Director of the
Federal Emergency Management Agency, the Director of the Federal Bureau of
Investigation, the Director of the Central Intelligence Agency, and the Director of
the Office of Homeland Security.

This list does not include the Secretary of Energy and the Secretary of
Commerce, who are only invited to “meetings pertaining to their responsibili-
ties.”  But the Department of Energy has responsibility for a $6 billion physical
science and technology program.  It is the steward of the national laboratory
system within which much of the critical research and testing capability of the
country resides.  DOE, through the National Nuclear Security Administration,
also has stewardship responsibility for the nation’s nuclear stockpile, which is
critical to international control of nuclear weapons-grade material.  The Depart-
ment of Commerce, among its other responsibilities, is home for the National
Institute of Science and Technology.  NIST undertakes critical testing and stan-
dards-development activities that can enable the early deployment of technolo-
gies to counter terrorism for use by federal agencies, local first responders, and
the private sector.  Both the Department of Energy and the Department of Com-
merce clearly have critical roles to play in the defense of the homeland and in
counterterrorism activities in general.
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Recommendation 12.6:  The Secretary of Energy and the Secretary of Com-
merce should be accorded full membership on the Homeland Security Coun-
cil.

As argued above, this committee believes that science and technology efforts
should be a major element in homeland defense.  To assure that the effort is
properly coordinated, the Director of OSTP must be at least on a par with other
leaders of the nation’s S&T enterprise and thus should be accorded full member-
ship in the Homeland Security Council.

Congressional Capabilities for Supporting the S&T Strategy for
Homeland Security

Congress is a key partner of the executive branch in the federal government’s
management of counterterrorism programs.  Thus Congress needs access to many
of the same resources that support EOP.  In particular, it needs analytic capabili-
ties to support appropriations and legislative decisions for counterterrorism pro-
grams, and it needs to be able to understand their funding situations.

As noted above, many agencies have responsibilities for performing research
or deploying technologies for homeland security.  Thus when presidential budget
proposals are transmitted to Congress, they are atomized in the present commit-
tee structure and Congress, as a whole, loses an integrated picture of the entire
budget as it relates to counterterrorism.  While a new Department of Homeland
Security, and a corresponding reorganization of congressional committees, may
reduce the number of agencies and committees whose budgets are supporting
programs relevant to homeland security, the activities will still be spread across a
fairly wide range of departments.  Thus it will always be important for Congress
to be able to determine its own view of the proper balance of resources and
missions among agencies both within and outside a Department of Homeland
Security.

Other commission reports have made general comments on the fact that
Congress’s organization can impede its ability to deal with national-security
priorities.24  This committee addressed more specific concerns—that is, how
Congress can receive an integrated, coherent, and comprehensive representation
of the entire federal budget as it relates to science and technology for counter-

24For example, the Deutch Commission Report (1999, at 7) notes that “Congressional-executive
interaction is complicated by the number of congressional committees that now have oversight and
budgetary authority over proliferation-related programs.  Oversight from at least twenty committees
heightens the need for coherent, continuous consultation between the branches.”  Hart-Rudman
(2001, at xvii) recommended that Congress perform a thorough review of its relationship to national
security and its own committee structure, and the commission further recommended the merger of
appropriations subcommittees with their respective authorizing committees.
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terrorism.  Recommendation 12.5, on strengthening and expanding OMB’s An-
nual Report to Congress on Combating Terrorism, is motivated in part by the
value to Congress of receiving this information.  Another report that will help
Congress better understand the range of counterterrorism activities under way is
the recent report to Congress by the Congressional Research Service.25

Congress could also benefit from an internal source of objective, reliable,
expert advice on S&T in order to competently perform its appropriations and
oversight roles.  Congress needs access to information that allows it to judge
various S&T programs based on their goals and objectives, accomplishments and
progress, and unsolved issues.  (For example, the ability to monitor progress in
sensor research and its application to counterterrorism would be useful.)  Ana-
lytic capability could also be used to reestablish connectivity in the separated
budget items supporting the overall homeland security objectives defined by the
administration.  One mechanism for building this desirable institutional capacity
could be the establishment of an entity within the Congressional Budget Office.

THE ROLE OF THE FEDERAL AGENCIES IN
DEVELOPING AND USING  SCIENCE AND TECHNOLOGY FOR

COUNTERING TERRORISM

Federal agencies are of course currently providing a critical source of exper-
tise for OHS and OSTP as they formulate the national homeland-security strat-
egy, but the most important responsibility of the federal agencies will be in
executing this strategy.  They will need to ensure that focus is maintained on
critical counterterrorism-related research areas and that results lead quickly to
new technology in support of well-understood goals.  This will have to be a
government-wide effort, as the agencies that can perform innovative research in
counterterrorism-related areas are often not the same agencies that have opera-
tional missions in homeland security.

Institutions such as NIH, NSF, the Department of Energy and its national
laboratory system, the Department of Commerce’s NIST, and the Department of
Defense together play a key role in performing and funding research in support of
diverse national needs.  However, with the exception of the Department of De-
fense, the nuclear programs of the Department of Energy, and the NIH work on
its recently expanded mission in bioterrorism, these S&T agencies are not in-
volved in the front line of  research on homeland defense.

Instead, the task of implementing technologies to protect the nation is dis-
tributed among many  agencies—FEMA, the Coast Guard, Customs, Immigra-
tion and Naturalization, the new Transportation Security Administration in DOT,

25Genevieve J. Knezo. 2001. Federal Research and Development for Counter Terrorism:  Organi-
zation, Funding, and Options, November 26 (updated January 3, 2002) (Order Code RL31202).
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the FBI, the U.S. Postal Service, parts of the Department of Agriculture that deal
with food production and safety, and state government and municipal agencies—
that often have limited experience with advanced and highly creative research
and development and limited resources available for such programs.

Thus a key challenge for the federal government will be in ensuring produc-
tive interaction between these two groups of agencies.  The institutions oversee-
ing the research will need information about what sorts of technologies and
operational performance levels are required for practical counterterrorism sys-
tems, and the organizations making decisions about deployment will need to
understand the capabilities and limitations of new technologies and the possibili-
ties for systems integration.  Furthermore, to ensure that these interactions are
constructive and that appropriate expertise is available to make key decisions
about programs and technologies, some agencies may need new or enhanced
capabilities and experiences.

For example, some agencies have a limited tradition of creating or managing
complex research programs.  Yet they are already being tasked with making
decisions about which existing technologies provide the best immediate protec-
tion and determining which technologies will be needed next.  The Department of
Transportation and its new Transportation Security Administration are in this
situation.  The committee of course does not suggest that all research on transpor-
tation security go through TSA, but TSA as a user agency should have the ability
to support research programs and technology development activities when neces-
sary and the expertise and the experience to contribute to and learn from pro-
grams being performed elsewhere.

Recommendation 12.7:  Agencies with homeland security missions and sub-
stantial responsibilities for procuring and fielding solutions dependent on
technology should have systems analysis and systems engineering capabili-
ties and the expertise to set up and manage programs for which they fund
contract research.

Some or all of the agencies responsible for setting technology requirements
and deploying technologies may move into a new Department of Homeland
Security so that they can more effectively coordinate their work with one another,
but they will still be organizationally separated from the government’s largest
and most advanced science, engineering, and medical science programs.  The
deploying agencies will still need the expertise and mechanisms to communicate
their needs to the researchers and to utilize the results of such programs.

Facilitation of technology development will be a complicated task for many
agencies.  It is very difficult to define the goals for such programs, support the
necessary scientific and engineering research, facilitate the maturation of tech-
nologies into robust products, and eventually ensure that these products are imple-
mented by appropriate users.  Also, technology development often requires some
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high-risk/high-payoff programs, which many agencies are not comfortable with
or experienced in selecting or managing.

A number of program characteristics should be key elements of agencies’
efforts to develop technologies specifically in support of counterterrorism objec-
tives.  One is the promotion of interdisciplinary research, another is a focus on
maturation and dissemination of innovations, and a third is the building of pro-
ductive links to the academic, industrial, and government research communities.
In some areas, such as work on technologies for preventing or responding to
attacks using chemical, biological, and nuclear weapons, it will be important for
agencies to be able to take goals with classified applications and translate them
into general, unclassified problems that can be tackled by a broad research com-
munity in an open forum.  In all cases a highly creative and flexible management
approach is required.

One governmental institution that successfully developed programs with the
above characteristics was the Advanced Research Projects Agency (ARPA, now
DARPA).  ARPA supported focused (and often high-risk) research that laid the
groundwork for important new technologies.  ARPA’s achievements often were
the result of the efforts of visionary, proactive, and empowered program manag-
ers who were able to fund projects in ways that extended beyond the government’s
conventional peer-review and competitive-award processes.  Agencies such as
NIH that will have to expand and adjust their systems to go beyond research in
order to address technology development and its deployment for counterterrorism
would do well to consider developing units or programs that have some of the
above characteristics.

In addition to near-term, technology-focused programs, the government will
need to invest in research with longer-term payoffs.  Many federal agencies—
including NIH, NSF, DOE, NASA, and the armed services research offices (ARO,
ONR, AFOSR)—have the mission, experience, and infrastructure to support this
sort of basic research and innovation.  In addition a number of government
laboratories, such as NIST, NRL, ARL and AFRL, as well as the DOE and
NASA national laboratories, have the capability to perform basic research in
relevant areas and can also contribute.  All of these agencies should be given the
resources to press ahead on a broad front in areas of science and technology that
could enhance knowledge and the nation’s capacity to meet counterterrorism
needs in both the near term and the future.  Specific research programs for these
agencies are discussed in Chapters 2-10.

Since government agencies will not only be performing counterterrorism-
related research but also funding such research at other institutions, it will be
essential for the federal government to have the ability to sort through and evalu-
ate a large number of proposals for research and for technologies and identify
those with specific promise.  (The administration and the supporting agencies are
already finding the screening of such proposals a significant burden.)  Decision
making about both internal and external projects must be informed by systems
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approaches.  Many ideas that seem attractive in isolation will fail to meet critical
needs when they are evaluated in terms of policy priorities and a systems context.

In many homeland security efforts, the national laboratories have a critical
role to play, if their programs and unique capabilities can be focused on support-
ing OHS objectives.  These programs should focus on the systems engineering
elements of counterterrorism problems; for example, they are well positioned to
examine issues relating to the development of effective sensor systems rather than
just working on an individual sensor technology.  The national laboratories also
have the facilities to perform and facilitate both classified and unclassified re-
search and to coordinate results from both types of programs.

The Department of Defense also has a great reservoir of relevant programs,
experience, and expertise to be tapped in the application of science and technol-
ogy for homeland security.  How DOD’s technology base can best contribute to
the overall national technology effort that is the subject of this report has not been
determined, but the Office of Homeland Security, the Department of Homeland
Security (if formed), and other federal agencies should carefully coordinate their
own technology efforts with relevant DOD programs.  For example, the Defense
Advanced Research Projects Agency, the Defense Threat Reduction Agency, the
Joint Services Chemical and Biological Defense Program, and the U.S. Army
Medical Research Institute of Infectious Diseases all are and will be carrying out
large-scale science and engineering efforts closely related to domestic counter-
terrorism activities.

In addition to these research and development activities, some of the techni-
cal tools and experiences that arise in the normal course of DOD’s principal
mission of conducting joint military operations against foreign opponents may
also be appropriate for aspects of homeland security.  For example, DOD will be
developing technology for detection of and protection from chemical and bio-
logical threats as a necessary part of its principal mission.  Deployed forces are a
prime target of terrorists, and DOD’s protective efforts (called “force protection”
by DOD) have much of the same technical content as homeland security.  The
DOD also will have a role to play in support of counterterrorist efforts within the
United States and has taken some preliminary steps to adapt its structures to make
this contribution.  A Northern Command has been established with the explicit
mission of “defending the U.S. and supporting the full range of military assis-
tance to civil authorities.”26  Such support would range from shooting down
commandeered airliners to providing airlifts to convey supplies for disaster relief.
Given the likely scale of the DOD efforts and the overall size and quality of the

26From a description of Unified Command Plan revisions announced April 17, 2002, and sched-
uled to take place on October 1, 2002.  Information about the Unified Command Plan is available
online at <http://www.dod.gov/specials/unifiedcommand/>.
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DOD technology and industrial base, it is important to find a role that makes the
best use of the national defense asset for homeland security.

Difficulty Implementing Parts of the Research Agenda in This Report

In its descriptions of how science and technology can contribute to counter-
terrorism efforts, this report outlines a wide range of actions that the agencies
should consider taking.  However, in some of the critical areas, the committee
was not able to identify an appropriate government agency with the capabilities
or the mission to take the lead in formulating and funding research or to translate
resulting technologies into effective, deployed systems.  In these cases, examples
of which follow, the committee concluded that enhancement or restructuring of
institutional capacity at an operating agency will be required:

• Many groups have recognized that most of the transportation modes are
not supported by an operational capability to define and manage a research pro-
gram for protection against catastrophic terrorism.  Thus Congress has estab-
lished the Transportation Security Administration, and this new agency will have
a multibillion-dollar budget and tens of thousands of employees.  But at present,
it has no advanced research capability, little experience in high-tech systems
acquisition, and insufficient capability to do the required systems analysis, put
needed technology programs in place, and manage them to success. (See Chapter
7.)

• Food production and supplies must of course be safeguarded from terror-
ist attack.  But the current food production and inspection system is not designed
to provide security against or to recognize intentional attacks.  The Department of
Agriculture needs the capacity to perform and fund research on plant and animal
diseases and to develop and deploy surveillance systems.  An agricultural equiva-
lent of the Centers for Disease Control and Prevention might be an appropriate
approach.  (See Chapters 3 and 4.)

• First responders and emergency operations centers will need guidance
from the federal government on relevant technologies (such as sensors and pro-
tective gear), on training exercises and simulations to prepare personnel and test
systems, and on protocols for identifying and responding to different kinds of
attacks.  The Federal Emergency Management Agency (FEMA) has a preexisting
relationship with local police, fire, and rescue squads owing to a history of
working together on disaster-response efforts, so it would be the logical coordi-
nator between the federal government, particularly OHS, and local groups.  How-
ever, FEMA will need to drastically expand its experience and programs in
homeland security and counterterrorism and to draw heavily on expertise in other
agencies in order to provide first responders and emergency operations centers
with the necessary information and tools, especially if it is to place greater em-
phasis on preparing for and anticipating terrorist events.  (See Chapter 8.)



EQUIPPING THE FEDERAL GOVERNMENT TO COUNTER TERRORISM 355

• Traditional market mechanisms for the development of new vaccines are
failing to provide products for responding to bioterrorism.  The Department of
Health and Human Services should explore new mechanisms to facilitate the
development and production of such vaccines.  A national orphan vaccine center,
perhaps created as a government-owned, contractor-operated facility, might be
necessary to bring potential vaccines to the stage at which they can be licensed.
Such a center could help coordinate extramural research and development activi-
ties among public and private institutions, perform its own research in critical
areas, and coordinate and oversee the clinical trials and animal model work on
which licensing would be based.  A production facility for orphan vaccines would
also be needed.  (See Chapter 3.)

• Information security is identified in this study, as it was by the President’s
Commission on Critical Infrastructure, as a major element in the nation’s vul-
nerabilities, but no agency or department has the primary mission to foster
progress in this field.  DARPA and NSF created much of the science base for the
Internet and for computer science in general, and other agencies—DOE, DOD,
FBI, and NASA in particular—have made important contributions to computer-
network technology.  But the security of commercial computers is left largely to
the private sector, and the present weakness in this area is a consequence of
minimal market demand for it in the past.  Coordination of agency efforts in this
area is important, as is building a federal infrastructure to tap the intellectual and
fiscal resources of private industry.  (See Chapter 5.)
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13

Essential Partners in a National Strategy:
States and Cities, Industry, and Universities

The federal government must take the lead in the national counterterrorism
effort, but effective use of existing technologies, research and development ac-
tivities, and deployment of new approaches to mitigating the nation’s vulnerabili-
ties will depend critically on close cooperation with other entities.  This chapter
briefly addresses some of the key issues in the federal government’s relationships
with the cities and states, private industry, and the universities.

STATES AND CITIES

The immediate effects of terrorist attacks are felt at the local level, so state,
county, and municipal governments will be the first responders and must manage
the immediate crisis and longer-term recovery.  Thus much of the financial bur-
den for preparing for attacks falls to these regional institutions.  If the federal
government is to provide much of the information and technologies they require,
a more collaborative relationship between federal agencies and local and state
governments will be needed.  For example, first responders organized at the local
level will be the customers for some of the technologies developed and deployed
through the nation’s counterterrorist efforts.

Only a few federal agencies are experienced at working with state and local
governments, but their knowledge and experience can be leveraged as part of the
solution.  FEMA, which has been assigned a lead role in coordinating the federal
government’s interactions with first responders all over the country,1 has a preex-

1Federal Emergency Management Agency.  2002.  Statement of Bruce Baughman, Office of
National Preparedness, FEMA, Committee on Transportation and Infrastructure, Subcommittee on
Economic Development, Public Buildings, and Emergency Management, U.S. House of Representa-
tives, April 11.  Available online at <http://www.fema.gov/library/baughman041102.htm>.
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isting relationship with many of these groups in the context of disaster response
efforts.  The Department of Transportation undertakes many programs in con-
junction with state and local transportation agencies, and it would be sensible to
broaden these relationships to encompass homeland security work in the trans-
portation field.  However most agencies are not prepared to accommodate the
wide variety of fairly distinct requirements the states and cities will have in
technology-based preparations for terrorist incidents.2  This problem is often
exacerbated by perceived conflicts between the interests of the cities and those of
the states, and the difficulties inherent in overlapping jurisdictions.3

A great deal more work must be undertaken to bring cities, counties, and
states into effective partnership in the federal government’s counterterrorism
efforts.  It is a federal responsibility to contribute to the research and develop-
ment work necessary to enable new counterterrorism technologies to be tested
and relevant standards to be set.  However, local governments must be involved
from the very beginning, so that the design of standards and the development of
procedures are informed by the experience and insight of the first responders.
Cooperation and coordination will be needed at the state and local levels to
facilitate participation in the federal programs and to allow the results of these
programs to be effectively disseminated and utilized.  Many relevant counter-
terrorism standards and protocols (such as decontamination guidelines for an-
thrax) are yet to be determined, and professional associations (e.g., the National
Fire Protection Association) and associations for state or local governments (e.g.,
the U.S. Conference of Mayors) must be identified and engaged so that produc-
tive interaction between federal agencies and front-line users can proceed.4  As
potential standards and protocols are developed, they will have to be tested in
pilot programs in various municipalities and the results shared nationwide.

In addition to effectively utilizing the results of federal programs, it will be
important for states to support their own programs, guided by information from
the federal level.  Some states have offices that allocate state resources to re-

2OMB’s Annual Report to Congress on Combating Terrorism, FY2001, includes agency-by-
agency discussions (in Part 5) on coordination. Most of them center on how an individual agency
coordinates with other federal agencies. However, some agency discussions—such as those for
FEMA, HHS, DOE, and EPA—do mention state coordination efforts as well.  There is no systematic
treatment, however, on how federal R&D for counterterrorism—as managed overall—is coordinated
with any state-level R&D. Governor Tom Ridge, the current Director of the Office of Homeland
Security, has stated that he is responsible for a national strategy to combat terrorism, meaning it is
one that embraces all levels of government as well as the private sector.

3In addition to city and state governments, county-level institutions (such as sheriff’s departments)
and special-purpose authorities (such as port authorities handling air and sea facilities) also may
have responsibilities for emergency preparation and response.

4For example, the federal government has worked effectively with national police associations on
standards for bulletproof vests.
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search and other science and technology activities, while in other states it is not
clear who within the state has responsibility and authority for initiating research
and development activities to meet specific needs.  Representatives of state re-
search and development programs have to be identified and brought into relation-
ships with the federal government through institutional arrangements such as
those of the Technical Support Working Group.

Recommendation 13.1:  The OSTP intergovernmental panel for coordina-
tion of S&T by the federal and state governments should be charged with
developing effective federal-state linkages for the exchange of information to
support the funding, performance, and evaluation of S&T related to
counterterrorism.

INDUSTRY

The nation has reassessed its overall vulnerability to terrorism since the
events of 9/11, but the nature of the risk to any single company or even industry
is very difficult to predict, much less quantify.  Yet the private sector is where
much of the activity to increase national preparedness against terrorism must
occur.  Companies will be the developers of new security technologies and,
because they own and operate many of the potential targets within the critical
infrastructures, will also be among the users and beneficiaries of new approaches
and products.  Companies make a considerable investment in research and devel-
opment activities (industry financed two-thirds of such activities in the United
States in 2000).  For the United States to take advantage of the significant scien-
tific and technical expertise residing in the private sector, and to overcome the
market disincentive for single firms to invest in improving their security, the
federal government must explore creative and flexible ways to motivate industry
to develop and adopt counterterrorism technologies.

For the government and private sector to work together on increasing home-
land security, effective public–private partnerships and cooperative projects must
occur.  There are many models for government–industry collaboration—coop-
erative research and development agreements, the NIST Advanced Technology
Program, and the Small Business Innovative Research program, to cite a few.
And a more expansive patent policy, as in the Bayh-Dole Act of 1980, is critical
in providing private sector incentives.

Other ways to encourage industry’s participation in the drive to protect the
nation from terrorism include mandating involvement through federal regulation,
providing government subsidies or tax relief, and exploiting insurance markets.
Codes and standards promulgated through various professional organizations or
through local regulations, perhaps in close cooperation with federal agencies
such as NIST, may also encourage the implementation of technologies that can
enhance public protection.  Overall, a new pattern of public-private partnership—
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with a more sophisticated and balanced use of incentives, regulatory coercion,
and voluntary agreement—is needed.

Recommendation 13.2:  To maximize industry involvement in research on
counterterrorism technologies and in their deployment, broad government–
industry dialogue on a variety of topics is needed.  These include counter-
terrorism research agendas, implementation of technologies, antitrust ex-
emptions, indemnification, the role of regulation and subsidies, government
procurement and acquisition rules, dual-use technologies, codes and stan-
dards, and policies related to insurance.  The purpose of the dialogue is to
inform law, regulation, and the federal research strategy, and OHS should
identify for each industrial sector a suitable forum for this dialogue.

Effective government–industry communication in a number of sectors will
be vital for responding to the vulnerabilities and developing the solutions identi-
fied earlier in this report.  For example, the pharmaceutical industry will be a
critical component of the national strategy to protect against bioterrorism, the IT
industry will be a key player in any plan to improve cybersecurity, and the energy
industry could be a significant beneficiary of new technologies.  An example of
how government–industry dialogue and cooperation can bring significant ben-
efits to both groups and to the public can be seen in the Health Effects Institute, a
successful co-funded partnership between the EPA and industry.

Before implementing new approaches, the federal government must under-
stand how incentives and regulations might drive behavior and consider how
changes in laws might affect international competitiveness.  In some sectors,
private investment in counterterrorism technologies may actually provide a com-
petitive advantage.  The committee did not have the opportunity or the expertise
to fully explore the myriad options for government policy in these areas, but it
briefly discusses below some relevant issues in four areas:  commercial value for
counterterrorism technologies, indemnification from legal risks, select antitrust
exemptions, and government procurement and acquisition rules.

Commercial Value for Counterterrorism Technologies

Most firms are highly competitive and operate with narrow profit margins;
they are understandably reluctant to make major investments against unknown
risks if their competitors are not doing the same.  Trying to compel industry to
reduce its vulnerabilities to catastrophic terrorism through massive subsidies or
draconian regulations is neither an efficient nor a politically viable approach.

A more effective approach is to give the private sector the widest possible
latitude for innovation and, where appropriate, to design R&D strategies in which
commercial uses and security uses of technologies rest on a common base of
investment.  Companies then have the potential to address vulnerabilities while
increasing the robustness of public and private infrastructures against unintended
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and natural failures, improving the reliability of systems and quality of services,
and, in some cases, increasing productivity.  In the military, this approach is
called a dual-use strategy, and it will be essential to increasing capability rapidly
and moving toward technologies that will ultimately be affordable to implement.

Opportunities for dual-use solutions may not be as rare as one might sup-
pose.  For example:

• Technology developed to protect and monitor the food supply against
intentional contamination by terrorists may also be useful for improving our
ability to catch and respond to unintentional contamination caused by bacteria,
spoilage, or processing errors.

• Sensor and filtering technologies designed to protect buildings against
chemical attack will be useful in monitoring building ventilation systems for
other types of pollution and for improving indoor air quality, and may also allow
more efficient control of these systems.

• Techniques to detect biological infections prior to clinical symptoms
would help slow outbreaks of all infectious diseases, not just those introduced
into the population maliciously.

• A security system concept for shipping containers whereby shippers cer-
tified as having secure loading facilities are granted faster passage through key
megaports has a variety of possible collateral benefits, including a decline in the
use of containers for the movement of contraband and an increase in the overall
efficiency of the shipping system.

• Improved security architecture and cryptography that can protect SCADA
systems and other critical infrastructures, such as telecommunication systems,
would enhance commercial security (i.e., reduce cybercrime) and help protect
privacy.  More robust network architectures could increase the reliability of
important systems.

• Technologies already developed for responding to natural hazards (e.g.,
earthquake, flood, hurricane, wind, and fire) could be adopted for homeland
security and counterterrorism efforts.

• Low-cost electronic accelerators developed as sources of radiation for
detection of nuclear or explosive materials could also be used to replace intense
radioactivity sources currently used in commerce and medicine.

• Biometric identification technologies could be useful for commercial se-
curity, and authentication methods could facilitate e-commerce.

Homeland security is a national concern, but it does not necessarily represent
a large business opportunity.  The size of the market for counterterrorism tech-
nologies is ill defined, and the identity of customers is unclear.  Unlike in the
defense industry, the federal government is not the sole, or even primary, cus-
tomer; potential users include private companies, first responders at the state and
local levels, and a large variety of federal government agencies.  The broader the
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potential applications and benefits of new technologies, the greater the likelihood
that the market will support their production and reward their developers.

Indemnification

In many cases, up-front cost may not be the only factor holding industry back
from investing in counterterrorism-related areas.  Firms may also be unwilling to
undertake certain efforts unless they are indemnified against the considerable
risks involved.

A prime example is the research, development, manufacture, and distribu-
tion of new pharmaceuticals to be used against biological agents.  These activities
contain many risks, and indemnification provisions may be necessary to over-
come what are otherwise seen as formidable obstacles.  The development and
distribution of vaccines needed to protect against diseases that no longer exist (or
are unlikely to occur naturally), such as smallpox, is a particularly well-docu-
mented example.  (This problem of orphan vaccine development is discussed in
Chapter 3.)

Similar concerns have been raised in the context of secure transportation
systems for cargo.  Intermodal cooperation all along the logistics chain is needed,
but many participants would probably opt out if their participation would expose
them to substantial liability in the event of system failure.

Another area where liability is a potential issue is in vulnerability analysis.
To make decisions based on the relative likelihood of various terrorist events, the
government must understand where weaknesses lie in private-sector systems and
products.  But, absent some form of indemnification, many firms will be reluc-
tant, for legal reasons, to share with government their proprietary knowledge of
their own vulnerabilities.

Antitrust Exemptions

It is possible that current antitrust regulations could inhibit the necessary
development of counterterrorism technologies.  For example, it might be in the
nation’s interest to allow all the firms in an industry (such as electricity genera-
tion or chemical manufacturing) to confer on how they might most economically
make modifications so that the critical and often interoperable infrastructure they
operate can be protected.  Unless the companies are able to share this informa-
tion, it could be difficult for the industry to reach agreement with government on
public and private investment in appropriate research and development and work
on needed standards.  Thus, supervised antitrust exceptions may be needed in a
variety of industries.

Government has passed limited antitrust exemptions before—e.g., in the
energy crises of the 1970s.  And bills are currently being considered to provide
similar exemptions to support work on critical infrastructure protection and to
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support the development of new vaccines.  In the former area, the exemption is
for “gathering and analyzing critical infrastructure information in order to better
understand security problems related to critical infrastructure and protected sys-
tems, and interdependencies of critical infrastructure and protected systems, so as
to ensure the availability, integrity, and reliability of critical infrastructure and
protected systems.”5  In the biotechnology area, the objective is to facilitate
cooperation on precompetitive research to support the development of new vac-
cines for combating various bioterrorist threats.6

Government Procurement and Acquisition Rules

Some of the disincentives for private investment have their origin in the
government’s own acquisition rules and regulations, which are not designed to
provide the speed of procurement or the flexibility that will be needed for devel-
opment and continuous improvement of counterterrorism technologies.  The re-
quired procedures are time-consuming, and the bureaucracy is daunting, espe-
cially for small companies (where much of the nation’s innovation occurs).  The
grants selection process in use at many agencies presents similar issues:  The
applications take months to solicit, write, and process, and the overall portfolio
tends to emphasize low-risk proposals.  This situation particularly discourages
researchers in dynamic fields like biotechnology.

A study should be conducted, in collaboration with Congress, on whether
and how these regulations might be streamlined when the high-priority needs of
counterterrorism conflict with them.  OSTP, through PCAST, might explore this
issue and determine how such a study might be conducted.  Prior reports have
also recognized how daunting the government’s acquisition process can be, and
they have suggested that it might be appropriate for procurement to be simplified
when in pursuit of urgent national goals.7

The committee notes that while improving the ability of the government to
access the best research and technology available in the private sector (and at
universities) is very important, so too is enabling agencies to make good deci-

5The Critical Infrastructure Information Security Act of 2001 (S. 1456).  This act defines “critical
infrastructure” broadly to include essential physical and cyberbased systems and services, including
telecommunications (voice and data transmission and Internet), electrical power, gas and oil storage
and transportation, banking and finance, transportation, water supply, and emergency services (in-
cluding medical, fire, and police services).

6The Tauzin bill, Public Health Security and Bioterrorism Response Act of 2001, H.R. 3448, at
Section 401.

7The Hart-Rudman Commission (2001) (at xiii) recommended reforms to security-related procure-
ments, including: “Establish and employ a two-track acquisition system, one for major acquisitions
and a ‘fast track’ for a modest number of potential breakthrough systems, especially those in the area
of command and control.”
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sions about what to acquire.  It is vital that they be well positioned to utilize tools,
like testbeds and standards, that allow the evaluation of research results and new
products.  The ultimate goal, after all, is acquiring and deploying effective tech-
nologies for countering terrorism.8

UNIVERSITIES

Terrorism will be a threat to U.S. security for the foreseeable future, and as
defenses improve, terrorists’ abilities to circumvent them will also improve.  It is
essential that we balance the short-term investments in technology intended to
solve problems that are defined today with a longer-term program in fundamental
science designed to lay foundations for future threats that we cannot presently
define.  These long-term programs require the engagement of the nation’s re-
search universities.

In addition to providing a locus for creative research, universities also play a
unique role in support of counterterrorism by educating and training students who
will become the next generation of informed and engaged citizens, scholars in all
disciplines, and professionals and leaders in all fields (including, of course, sci-
ence and engineering) who will help us face the tremendous challenge of making
the nation safer.  Universities can also be a source of local expertise and are often
well placed to bridge the gap between federal programs and the needs of state and
city governments.  State university systems in particular are an important asset
for the nation, and with only a modest amount of additional faculty training, these
universities could serve as a source of advice and assistance in emergency-re-
sponse situations (e.g., labs to provide analytical capabilities in a biological or
chemical attack, or technical support and forensics in a cyberattack).

Thus, both in the application of existing ideas and the discovery of new
ones, the government will need to strengthen its partnership with the nation’s
research universities.  Yet there are a cluster of challenges confronting universi-
ties, from a declining number of students in the sciences and engineering to the
tension between openness and national security on sensitive research topics, that
could prove obstructive.  Below, the committee discusses some areas in which
the universities have essential contributions to make to counterterrorism efforts
and outlines some of the more critical challenges to their ability to make those
contributions.

8For example, when introducing a bill that included FAA exemption from certain procurement
regulations, Senator McCain said, “Although we acknowledge that procurement reform is important,
even essential, that alone does not do enough.  Without changing the basic mission and structure of
the organization, procurement reform would merely be a way of allowing an agency to make bad
purchasing decisions even faster.”  (Statements of Introduced Bills and Joint Resolutions (Senate,
September 13, 1995), at 2.)
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Examples of Critical Long-Term Research Needs

The delay between basic discoveries in science and their transformation into
working technologies relevant to national security can be many years.9  However,
the current technological strength of the United States is based on past investment
and successes in research, and continued flexible and creative programs in funda-
mental science and engineering disciplines can not only create new technical
solutions, but also provide new ways to use existing technologies.  Below is a list
of examples of areas in which basic research can be expected to produce results
with far-reaching implications for counterterrorism efforts.  While these examples
include problems that may not be soluble within 5 or 10 years, the set is represen-
tative of the type of fundamental challenges that are facing researchers today.

• Understanding the mechanisms of human pathogenesis, response, and
healing.  The four classes of weapons of greatest concern in counterterrorism are
nuclear, chemical, biological, and radiological.  To the extent that we can blunt
the injuries caused by these weapons, we help to limit the impact of terrorism.
All four produce pathologies that we understand incompletely or not at all.  In
addition, new weapons (e.g., new types of pathogens, new ways of using chemi-
cal to cause harm, electromagnetic weapons) may be designed by terrorists in the
future and could pose yet more complicated problems.  If we can understand the
fundamental mechanisms of human pathology, self-defense, and self-repair, we
will be in a much stronger position to respond quickly and effectively to new
threats.  (See Chapter 3.)

• Sensors networks.  A great deal of research on sensor technologies is
already under way.  However, for research in this area to be useful—that is, for it
to provide results that eventually lead to products that can be deployed for
counterterrorism and other applications—the selection of sensor capabilities must
be informed by systems research on the building of effective sensor networks.
Work in this area will require a better understanding of the performance charac-
teristics of individual sensors in real-world environments, of how groups of sen-
sors or different types of sensors can complement each other, and of how outputs
from sensors can be productively analyzed to provide information to users.  Once
the criteria for sensor performance are in hand, many fields, including chemistry,
biology, physics, computer science, and electrical engineering, can contribute to
the development of more effective sensor networks.  Researchers in basic science
have some unique opportunities here; for example, increased understanding of
the superior olfactory capability of some animals could be used to improve the
capabilities of manufactured sensors.  (See Chapters 2, 3, 4, and 11.)

9Quantum mechanics was formulated in 1925; radar and the atom bomb were developed 15 and 20
years later.
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• Extraction of understanding from large quantities of data.  Intelligence
gathering often depends on tracking very large numbers of people and very large
flows of information (financial transfers, movements of people and goods) and
searching for small cues suggesting hostile activities.  A range of methods exists
for collecting different types of information, but the ability to cross-reference or
compare the different types and the ability to find the tiny amount of relevant
information in this flood of data is still quite limited.  The ability to use very large
databases that will collect information over time and look for unexpected patterns
(changes in behavior of individuals, formation of groups, patterns of training or
purchasing) is an application of the broad subject of understanding and manipu-
lating heterogeneous datasets.  The fusion of applied mathematics and informa-
tion technology required to build competence in this area will be immensely
useful in intelligence and in a broad range of other areas.  (See Chapters 5 and
11.)

• Human behavior and system design.  The response of people to terrorist
attacks is not well understood.  Particularly useful would be a better understand-
ing of how people react during and soon after an attack so that planning can be
done on how to communicate warnings and other instructions during crises.
Behavioral research is also needed so that appropriate, informed decisions about
deployment of new counterterrorism technologies can be made.  Whether a secu-
rity system will be effective depends on how the system is used, by whom, and
for what ends.  If the primary purpose is deterrence, the needed technical capa-
bilities of the system are different than if it is for warning of potential attacks or
for controlling access to an area.  The background of users could also vary widely
(e.g., border security guards, first responders, or decontamination specialists), so
user interfaces must also be based on the best human factors research.  (See
Chapters 9 and 11.)

• Understanding complex, adaptive systems.  Our ability to predict and
evaluate threats and vulnerabilities is often based largely on human intuition, and
humans are limited in the amount of information that they can absorb and in their
ability to deal with complex, highly nonlinear systems.  New ways of understand-
ing and modeling complex systems would have broad application in counter-
terrorism (including for intelligence gathering, cybersecurity, modeling the spread
of diseases or contaminants, strengthening the energy system, and for defense
applications) and in many other areas.  Research in systems analysis and systems
engineering, and new educational programs in these areas, are needed.  (See
Chapters 10 and 11.)

• Intelligent, adaptive power grid.  The electrical supply system is a vital
infrastructure vulnerable to cascading failures if important components of the
power grid are damaged or destroyed.  An intelligent, adaptive power grid would
reduce vulnerability by providing the system with the ability to fail gracefully,
which would help minimize damage to components and enable more rapid recov-
ery of power.  However, a deeper understanding of the failure mechanisms of the
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grid are needed, and a wide array of new technologies would have to be devel-
oped before the power grid can be made more resilient.  Many fields of science
and engineering would have a role to play in building operations models and
intelligence that could differentiate between a single component failure and con-
current or closely coupled serial failures and in developing systems for adaptive
islanding, in which fast-acting sensors and controls are used to isolate parts of the
grid.  (See Chapter 6.)

• Replacing humans in hazardous situations.  Robotics is a field where
progress has been steady, but the ambitious goal of developing replacements for
humans seems as far away now as it did 20 years ago.  The understanding of
biological systems is now affording some exceptionally interesting opportunities
to mimic biological systems; imaginative concepts (linked “swarms” or “fami-
lies” of robots or unmanned systems) suggest new ways to think about the poten-
tial and performance of highly versatile, nonliving systems.  Success in this area
would lead to assistants or replacements for humans in the hazardous circum-
stances that will be encountered in dealing with terrorism. (See Chapter 11.)

• Reliable computer code and secure computer systems.  Buggy code un-
derlies many reliability problems and computer security problems.  No attempt to
secure systems and networks can succeed if it does not take into account this
basic fact.  Dealing with buggy code is arguably the oldest unsolved problem in
computer science, and there is no particular reason to think that it can be solved
now by any sort of crash project.  Two areas of research seem to be particularly
important in a security context: security-oriented tools for system development
and trustworthy system upgrades and bug patches.  But a fundamental approach
to computer security requires that new architectures and tools for their implemen-
tation that are provably secure must be the long-term basic research goal.  (See
Chapter 5.)

In all of these areas, the immense basic research capability that resides in the
nation’s universities will play a key role in advancing our understanding in criti-
cal disciplines.

The committee does not suggest that these examples are the only or the most
valuable contributions that a vital, decentralized, innovative research enterprise
can make.  This list is offered simply as a demonstration that the research com-
munities involved in these and similar efforts have critical contributions to make
in laying the groundwork for improvements in homeland security.  In order that
research programs may increase the pace of discovery and the effectiveness of
new counterterrorism technologies, relevant communities will require informa-
tion about what kinds of new capabilities would be of most value to the nation
and support for performing the necessary fundamental research.
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The Need to Sustain the Nation’s Scientific and Engineering Talent Base

Realizing S&T’s potential for combating terrorism will require, among other
things, sufficient numbers of talented men and women to pursue the necessary
education and research.  The Science and Engineering Indicators 2002 report10

documents a variety of factors that contribute to the declining U.S. ability to
maintain a strong workforce in science and engineering.  For example, the United
States ranks 14th in the number of bachelor’s degrees awarded in the natural
sciences and engineering (normalized by the number of 24-year-olds in each
country).  In 1975, the United States was in the top three.  This decline in the
supply of scientists and engineers is reflected in a growing dependence on non-
citizens to fill many spaces in American graduate schools; since 1980 the per-
centage of doctoral degrees in the natural sciences and engineering awarded to
noncitizens has increased dramatically.  Meanwhile, the number of such doctor-
ates being granted in Europe and Asia is growing rapidly.  While some nonciti-
zens remain in the United States, some return to their countries of origin, and U.S.
industry is experiencing a shortage of qualified technical workers in certain key
areas.  Companies have been moving their production facilities offshore for a
number of years, and industry research and development centers have begun to
follow.  Such a shift not only may affect the nation’s economic security but also
may interfere with its ability to develop and produce critical technologies neces-
sary for a long-term counterterrorism agenda.

Expanding the number of American scientists and engineers is particularly
important in light of the current uncertainty about the status of foreign students.
If efforts to limit the number of potential terrorists in the United States result in
severe immigration restrictions, the recruiting of foreign-trained scientists and
engineers for graduate-student and other research positions might slow to a trickle,
and an even more severe shortage of scientists and engineers in this country can
be expected.

In the 1950s, when militarily challenged by the Soviet Union, the United
States enacted the National Defense Education Act (NDEA) to increase the
availability of people trained in science, technology, foreign languages, and
other key areas.11  Today, our nation is again facing a complex threat and will
again need to draw upon a cadre of scientists and engineers to defend itself.
Thus it is time to provide additional incentives and new science and engineering
educational programs.

10Available online at <http://www.nsf.gov/sbe/srs/seind02/start.htm>.
11The National Defense Education Act of 1958 was a direct result of the launch of Sputnik and the

perceived increase in risk it implied for national security.  NDEA provided support, from the late
1950s throughout the 1970s, for large numbers of students who became scientists and engineers.
One result was that the number of Ph.D.’s awarded annually by U.S. colleges and universities rose
from 8,600 in 1957 to 34,000 in 1973.
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Recommendation 13.3:  The committee is convinced that a human resource
development program aimed at producing a sustained increase in baccalau-
reate and doctoral degrees granted in fields consistent with the government’s
long-term priorities for homeland security research is needed.

One factor that is affecting the supply of new scientists and engineers is the
cost of education in this country—in some other countries, education is fully
subsidized, while in the United States most students leave school with a consid-
erable burden of debt.  An effective human resource development program might
use fellowships, forgivable loans, and opportunities for postdegree employment
to allow talented students to embark on science and engineering careers unen-
cumbered by heavy debt loads.  This program should have clearly defined goals,
expected outcomes, and accountability.  One agency that might design and lead
the program is NSF, and relevant fields would include all science and engineering
disciplines and some areas of social sciences and humanities.12

This program, a call to young people by the government, would be consistent
with the President’s national initiative emphasizing public service.  It has the
potential to draw on talented young people from all sectors of society, including
elements of the population that have not participated in these fields in the past.

Investing in Research in a Variety of Disciplines

Since the mid-1990s, physical sciences and engineering have mostly been
funded at levels equal to the rate of inflation or only slightly above it.13  The
cumulative effect of years of relatively low investment is that the research base
on which to build new science and technology initiatives of the kind discussed in
this report is less than optimal.  The current congressional embrace of the idea of
providing significant increases to the NSF budget over the next few years is
encouraging.14  However, to do justice to the various counterterrorism programs

12In addition to providing human resources needed for S&T counterterrorism research and devel-
opment, such a program could also increase the expertise available for other government counter-
terrorism activities (for example, the program could support students specializing in languages needed
by intelligence communities).

13Board on Science, Technology, and Economic Policy, National Research Council, 2001, Trends
in Federal Support of Research and Graduate Education, National Academy Press, Washington,
D.C.; Committee on Science, Engineering, and Public Policy, 2001, Observations on the President’s
Fiscal Year 2002 Federal Science and Technology Budget, National Academy Press, Washington,
D.C.; American Association for the Advancement of Science, 2001, AAAS Report XXVI:  Research
and Development FY 2002, Washington, D.C.; and American Association for the Advancement of
Science, 2002, Congressional Action on Research and Development in the FY 2002 Budget, Wash-
ington, D.C.

14See “House Science Subcommittee Hearing on NSF Doubling Bill,”  FYI:  The AIP Bulletin of
Science Policy News, No. 60 (May 15, 2002).  Available online at <http://www.aip.org/enews/fyi/
2002/060.html>.



370 MAKING THE NATION SAFER

that are required, adequate and sustained support is urgently needed for the mul-
tiple agencies that provide fundamental knowledge on which emerging technolo-
gies will be based.

Balancing the Needs of National Security with the Requirements
for Productive and Creative Research

An expanded concept of national security (i.e., the shift from confronting
military forces overseas to protecting the homeland from terrorists), together with
an expanded role for S&T in addressing ways to counter terrorism, raises some
very difficult issues for the nation’s research enterprise.  They need to be resolved
before the nation can realize the contributions of S&T described in this report.

In particular, because much of the research performed at universities will be
essential for protecting the nation, there will be increasing pressure to keep criti-
cal knowledge out of the hands of people who might aid (or actually become)
terrorists.  In this environment, the federal government has already begun to
express deep concerns about whether terrorists can take advantage of the open
and international discussion of projects and results that characterizes university
research.  Scientists, on the other hand, worry that constraints on the free ex-
change of ideas may slow progress or even close down some fruitful areas of
investigation altogether.  This conflict between science and security is a difficult
issue.  More can be found on the topic in a recent Congressional Research Service
report.15

This conflict always arises in wartime (including the Cold War), and univer-
sities and government have continually struggled to walk a fine line between
protecting the nation’s security while also retaining the ability to conduct the free
and open exchanges necessary to make rapid and creative scientific progress.
Successful resolution of this conflict depends on careful analysis of exactly what
information must be protected and what constraints least impair the universities’
effectiveness.  Increased interaction between the government agencies respon-
sible for security and the scientific community in universities and industry will
enable the United States to come up with new and creative ways to defend itself
and to outthink and outpace its enemies.  The government should not place
restrictions on research—such as limits on who performs research or who gets to
share in the created knowledge—without first engaging in a thoughtful process
that includes consultation with the universities and solid, case-by-case study of
the risks vs. the benefits of open scientific investigation.16

15Knezo, Genevieve J.  2002.  Possible Impacts of Major Counter Terrorism Security Actions on
Research, Development, and Higher Education, Congressional Research Service, Washington, D.C.,
April 8.  Available online at <http://www.fas.org/irp/crs/RL31354.pdf>.

16The government should also consider alternative research models to allow university researchers
to perform research with national security implications.  Faculty (and possibly students) could per-



STATES AND CITIES, INDUSTRY, AND UNIVERSITIES 371

Recommendation 13.4:  OSTP, in collaboration with the OHS and other
federal security authorities, should initiate immediately a dialogue between
federal and state government and the research universities on the balance
between protecting information vital to national security and the free and
open way in which research is most efficiently and creatively accomplished.
This dialogue should take place before enactment of major policy changes
affecting universities as research and educational institutions.

Based on this interaction and on an understanding of the risks and rewards of
conducting key scientific and technological research in an open environment,
OSTP—in cooperation with OHS and other security agencies—should work out
principles on which specific policies, both for government and the universities,
can be based.
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Corporate Management and emeritus director of the Science, Technology, and
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founder and first director of the Joint Institute for Laboratory Astrophysics at the
University of Colorado and an at-large director of the Associated Universities for
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work in biology and biomedical research.  His work has been recognized with
numerous honors and awards, including the Outstanding Investigator Award from
the American Federation of Clinical Research and the William Damashek Prize
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the National Cancer Institute.  From 1984 until 1997 he was chief of the Cell
Biology and Metabolism Branch of the National Institute of Child Health and
Human Development.  Dr. Klausner has served on numerous advisory commit-
tees, including as chair of an NRC project charged with writing standards for
science education for the United States from kindergarten through 12th grade.
Dr. Klausner is the past president of the American Society for Clinical Investiga-
tion.  He is the author of over 280 scientific articles and several books.
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member of the National Academy of Sciences, joined the Caltech faculty (after
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focused on molecular assemblies for use in the delivery of pharmaceuticals, for
scientific instrumentation, and particularly for development of ion cyclotron reso-
nance spectroscopy.  He also pioneered the use of nuclear magnetic resonance
and double resonance spectroscopy, nuclear Overhauser effects, and perturbed
angular correlation spectroscopy in chemical systems.  Dr. Baldeschwieler was a
member of the President’s Science Advisory Committee from 1969 to 1972,
serving as vice chairman from 1970 to 1972.  He served as deputy director of the
Office of Science and Technology from 1971 to 1973.  He is a fellow of the
American Academy of Arts and Sciences and the American Philosophical Soci-
ety.  He was a founder of Vestar Inc., which merged with NeXagen Inc. to form
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director of Combion, Inc.  He currently serves as a managing member of the
Athenaeum Fund and is a director of Drug Royalty Corporation Inc., the Hun-
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the Scientific and Technical Advisory Committee of the UNDP/World Bank/
WHO Special Programme for Research and Training in Tropical Diseases.  Dr.
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the National AIDS Vaccine Research Committee.  He recently received a major
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National Institute for Allergy and Infectious Diseases at the National Institutes of
Health (NIH) and the U.S. National Vaccine Advisory Committee.  He was
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served as president of the Federation of American Societies for Experimental
Biology (FASEB) in 1985.  He currently serves on the Scientific Advisory Board
of the National Center for Infectious Diseases of the Centers for Disease Control
and Prevention (CDC) and the National Advisory Board of the Fogarty Interna-
tional Center at the NIH.  Dr. Bloom is chairman of the Board of Trustees of the
International Vaccine Institute.  He was co-chair of the Board on Global Health
of the Institute of Medicine of the National Academy of Sciences.  He received
the first Bristol-Myers Squibb Award for Distinguished Research in Infectious
Diseases, shared the Novartis Award in Immunology in 1998, and was the recipi-
ent of the Robert Koch Gold Medal for lifetime research in infectious diseases in
1999.  Dr. Bloom is a member of the Institute of Medicine, the American Acad-
emy of Arts and Sciences, and the National Academy of Sciences.

L. Paul Bremer III is chairman of the crisis consulting practice of Marsh and
McLennan Companies, Inc., the world’s leading risk and insurance services firm.
Prior to this position, Ambassador Bremer, an expert in terrorism, had a 23-year
career in the U.S. diplomatic service.  In 1999, Speaker of the House of Represen-
tatives Dennis Hastert appointed Ambassador Bremer as chairman of the Na-
tional Commission on Terrorism.  Earlier, he was ambassador-at-large for counter
terrorism under President Ronald W. Reagan.

William F. Brinkman retired as vice president, research, at Bell Laboratories,
Lucent Technologies, on September 30, 2001.  In that position his responsibilities
included the direction of all research to enable the advancement of the technology
underlying Lucent Technologies’ products.  He received his B.S. and Ph.D. (phys-
ics) degrees from the University of Missouri in 1960 and 1965, respectively.  He
joined Bell Laboratories in 1966 after spending 1 year as an NSF postdoctoral
fellow at Oxford University in 1965. In 1972 he became Head of the Infrared
Physics and Electronics Research Department, and in 1974 became the director
of the Chemical Physics Laboratory.  He held the position of director of the
Physical Research Laboratory from 1981 until moving to Sandia in 1984.  He
returned to Bell Laboratories in 1987 to become executive director of the Physics
Research Division.  In 1993 he became Physical Sciences Research Vice Presi-
dent, and in January 2000 became Vice President, Research.  He has worked on
theories of condensed matter, and his early work involved the theory of spin
fluctuations in metals and other highly correlated Fermi liquids.  This work
resulted in a new approach to highly correlated liquids in terms of almost local-
ized liquids and to a theory of the metal-insulator transition.  The explanation of
the superfluid phases of one of the isotopes of helium and many properties of
these exotic states of matter was a major contribution in the mid-1970s.  The
theoretical explanation of the existence of electron-hole liquids in semiconduc-
tors was another contribution in that period.  Subsequent theoretical work on
liquid crystals and incommensurate systems brought additional important contri-
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butions to the theoretical understanding of condensed matter.  Dr. Brinkman is
strongly interested in improving technology and the connection between research
and products.  He has also been heavily involved in transferring optical technol-
ogy and helped create Lucent’s rapidly expanding optoelectronics business.  He
has served on many advisory committees.  He is a member of the National
Academy of Sciences and the American Academy of Arts and Sciences.  He was
chair of the National Academy of Sciences Physics Survey and the Solid-State
Sciences Committee.  He served on the Council of the National Academy of
Sciences and is president of the American Physical Society.  Dr. Brinkman was
the recipient of the 1994 George E. Pake Prize.

Ashton B. Carter is Ford Foundation Professor of Science and International
Affairs at Harvard University’s John F. Kennedy School of Government and co-
director, with William J. Perry, of the Preventive Defense Project, a research
collaboration of Stanford University and Harvard University’s Kennedy School
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Defense for International Security Policy, where he was responsible for national
security policy concerning the states of the former Soviet Union.  He was twice
awarded the Department of Defense Distinguished Service medal.  Dr. Carter
continues to serve the Department of Defense as an adviser to the Secretary of
Defense and as a member of the Defense Science Board and DOD’s Threat
Reduction Advisory Committee.  From 1998 to 2000, he served in an official
capacity as senior advisor to the North Korea Policy Review.  Before his govern-
ment service, Carter was director of the Center for Science and International
Affairs in the Kennedy School of Government at Harvard University and chair-
man of the editorial board of International Security.  Dr. Carter received
bachelor’s degrees in physics and in medieval history from Yale University and a
doctorate in theoretical physics from Oxford University, where he was a Rhodes
Scholar.  In addition to authoring numerous scientific publications and govern-
ment studies, Dr. Carter is the author and editor of a number of books, including
Preventive Defense:  A New Security Strategy for America (with William J.
Perry).  Dr. Carter’s current research focuses on the Preventive Defense Project,
which designs and promotes security policies aimed at preventing the emergence
of major new threats to the United States.  He is a senior partner of Global
Technology Partners, LLC, a chairman of the Advisory Board of MIT Lincoln
Laboratories, and a member of the Draper Laboratory Corporation and of the
board of directors of Mitretek Systems, Inc.  Dr. Carter is a consultant to Goldman
Sachs and the MITRE Corporation on international affairs and technology mat-
ters, a member of the Council on Foreign Relations, the Aspen Strategy Group,
and the National Committee on U.S.-China Relations, and a fellow of the Ameri-
can Academy of Arts and Sciences.

Charles B. Curtis is the president and chief operating officer of the Nuclear
Threat Initiative.  Previously, Mr. Curtis served as the executive vice president
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and chief operating officer of the United Nations Foundation.  Before joining
UNF, Mr. Curtis was a partner in Hogan and Hartson, a Washington-based law
firm with both domestic and international offices.  Mr. Curtis served as Under
Secretary and, later, Deputy Secretary of Energy from February 1994 to May
1997.  He was the chief operating officer of the Department and, among other
duties, had direct programmatic responsibility for all its energy, science, technol-
ogy and national security programs. Mr. Curtis is a lawyer with over 15 years of
practice experience and more than 18 years in government service.  He was a
founding partner of the Washington law firm Van Ness Feldman.  Mr. Curtis has
held positions on the staff of the U.S. House of Representatives, the U.S. Trea-
sury, the Securities and Exchange Commission, and the Federal Energy Regula-
tory Commission, which he chaired from 1977 to 1981.  He is a current member
of the Council on Foreign Relations.

Mortimer L. Downey III, former U.S. Deputy Secretary of Transportation, is a
principal consultant with PB-Consult, the management consulting subsidiary of
Parsons Brinckerhoff.  As deputy secretary from 1993 to 2001, Mr. Downey was
the U.S. Department of Transportation’s chief operating officer.  He also served
on the President’s Management Council, as Chairman of the National Science
and Technology Council’s Committee on Transportation Research and Develop-
ment, and as a member of the board of directors of Amtrak.  Previously, Mr.
Downey was executive director and chief financial officer of New York’s Metro-
politan Transportation Authority, the nation’s largest independent public author-
ity.  He is well known for developing innovative solutions to complex public
policy issues and has championed a systemwide approach to transportation deci-
sion making.  Mr. Downey serves as the chairman of the board of directors of the
National Academy of Public Administration and as a board member of the Eno
Transportation Foundation.  He received the Frank Turner Lifetime Achievement
Award from the Transportation Research Board, the Lifetime Achievement
Award from the American Public Transportation Association, and the Leadership
Award from ITS America.

Richard L. Garwin is the Phillip D. Reed Senior Fellow for Science and Tech-
nology at the Council on Foreign Relations, New York, and an emeritus fellow at
IBM’s T.J. Watson Research Center.  Dr. Garwin is a member of the National
Academy of Sciences, the National Academy of Engineering, and the Institute of
Medicine.  His expertise in experimental and computational physics includes
contributions to nuclear weapons design, instruments and electronics for nuclear
and low-temperature physics, computer elements and systems, superconducting
devices, communications systems, behavior of solid helium, and detection of
gravitational radiation.  He was a member of the President’s Science Advisory
Committee from 1962 to 1965 and 1969 to 1972 and of the Defense Science
Board from 1966 to 1969.  He currently consults for the Los Alamos National
Laboratory, Sandia National Laboratories, and the Council on Foreign Relations
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and is an active member of the JASONs.  In 1998, he was a member of the nine-
person Commission to Assess the Ballistic Missile Threat to the United States
(Rumsfeld Commission).  He has written extensively on nuclear weapons-related
issues over the course of several decades, particularly on the question of main-
taining the nuclear stockpile under a comprehensive test ban regime.  Until Au-
gust 2001, he chaired the State Department’s Arms Control and Nonproliferation
Advisory Board.  He is a fellow of the American Physical Society and the Ameri-
can Academy of Arts and Sciences and a member of the American Philosophical
Society.

Paul H. Gilbert is senior vice president, principal professional associate, and
principal project manager of Parsons Brinckerhoff Quade and Douglas, Inc.,
senior vice president of Parsons Brinckerhoff International Inc., and recently
retired as director of Parsons Brinckerhoff, Inc. and of Parsons Brinckerhoff
International, Inc., and as chairman of Parsons Brinckerhoff Quade and Douglas,
Inc.  A member of the National Academy of Engineering, his expertise is in
project management of design and construction of large complex facilities.  Mr.
Gilbert was the project director of the PB/MK team for design, construction
management, and construction of the conventional facilities of the Department of
Energy’s superconducting super collider.  He has served as principal-in-charge
for major engineering projects such as the Stanford Linear Accelerator Positron-
Electron Project, the Basalt Waste Isolation Project at Hanford, the Nuclear Power
Plants in Mined Caverns Study, the Downtown Seattle Transit Project, the Long
Beach Naval Fuel Pier, and the Boston and San Francisco Effluent Outfall Tun-
nels.  He is the author of Parsons Brinckerhoff’s Project Management Manual
and has also published various technical papers and articles.  Mr. Gilbert is a
member of a variety of professional organizations, including the American Soci-
ety of Civil Engineers, The Moles, Project Management Institute, and Society of
American Military Engineers.  He has won numerous awards in civil engineering
and construction management, including American Society of Civil Engineers
fellow, the Rickey Medal, and the Construction Management Award.

M.R.C. Greenwood is chancellor of the University of California, Santa Cruz, a
position she has held since July 1, 1996.  In addition to her position as chancellor,
Dr. Greenwood also holds a UC Santa Cruz appointment as professor of biology.
A member of the Institute of Medicine, her research interests are in developmen-
tal cell biology, genetics, physiology, nutrition, and science and higher education
policy issues.  Her work over the past 25 years has focused on the genetic causes
of obesity.  Prior to her UC Santa Cruz appointments, Chancellor Greenwood
served as dean of graduate studies, vice provost for academic outreach, and
professor of biology and internal medicine at the University of California, Davis.
Previously, Dr. Greenwood taught at Vassar College, where she was the John
Guy Vassar Professor of Natural Sciences, chair of the Department of Biology,
and director of the Undergraduate Research Summer Institute.  From November
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1993 to May 1995, Dr. Greenwood held an appointment as associate director for
science at the Office of Science and Technology Policy in the Executive Office of
the President of the United States.  Dr. Greenwood is a fellow of the American
Association for the Advancement of Science and of the California Academy of
Sciences.  She has been honored by numerous organizations for her contributions
to science and science policy.  She was (1998) president of the American Asso-
ciation for the Advancement of Science and served as AAAS’s board chair in
1999.  She is a Presidential appointee, U.S. Senate-confirmed member of the
National Science Board.  She also served as a member of the board of directors of
the National Association of State Universities and Land-Grant Colleges
(NASULGC) and serves on the Science Advisory Board of the National Oceanic
and Atmospheric Administration (NOAA).  She is an ex officio member of the
board of directors of the Tech Museum of Innovation in California and serves on
the board of directors of the California Healthcare Institute.  In March 2000, Dr.
Greenwood was appointed to Governor Davis’s Council on Bioscience.  She also
serves on the board of directors of the Silicon Valley Manufacturing Group.

Margaret A. Hamburg, M.D., is vice president for biological programs, Nuclear
Threat Initiative, whose mission is to strengthen global security by reducing the
risk of use and preventing the spread of nuclear and other weapons of mass
destruction.  Before her current position, she was the Assistant Secretary for
Planning and Evaluation, U.S. Department of Health and Human Services.  Prior
to that, Dr. Hamburg served for almost 6 years as the Commissioner of Health for
the City of New York, and one of her many accomplishments included the cre-
ation of the first public health bioterrorism preparedness program in the nation.
She completed her internship and residency in internal medicine at the New York
Hospital/Cornell University Medical Center and is certified by the American
Board of Internal Medicine.  Dr. Hamburg is a graduate of Harvard College and
Harvard Medical School.  She currently serves on the Harvard University Board
of Overseers. She is a member of the Institute of Medicine, the New York Acad-
emy of Medicine, the Council on Foreign Relations, and is a fellow of the Ameri-
can Association of the Advancement of Science.

William Happer is a professor in the Department of Physics at Princeton Uni-
versity.  Dr. Happer, a member of the National Academy of Sciences, specializes
in modern optics, optical and radiofrequency spectroscopy of atoms and mol-
ecules, and spin-polarized atoms and nuclei.  In 1964, Dr. Happer was a research
associate at the Columbia University Radiation Laboratory and also served as a
physics professor.  He was codirector of the Columbia Radiation Laboratory
from 1971 to 1976 and director from 1976 to 1979.  Dr. Happer was awarded the
Class of 1909 Professorship of Physics at Princeton in 1988.  In 1991, he was
appointed director of energy research in the Department of Energy, where he
oversaw a basic research portfolio that included much of the federal funding for
high-energy and nuclear physics, materials science, magnetic confinement fu-



384 APPENDIX A

sion, environmental science, the Human Genome Project, and other areas.  In
1993 he was reappointed professor of physics at Princeton University and was
named Eugene Higgens Professor of Physics and chair of the University Re-
search Board in 1995.  Throughout his career, Dr. Happer has served as a scien-
tific consultant to numerous firms, charitable organizations, and government
agencies.  He was a founder of Magnetic Imaging Technologies, Inc. (now part of
Nycomed Amersham), a startup company focused on the development of mag-
netic resonance imaging with laser-polarized helium-3 and xenon-129.  He has
published over 160 scientific papers.  He is a fellow of the American Physical
Society and the American Association for the Advancement of Science; he is also
a member of the American Academy of Arts and Sciences and the American
Philosophical Society.  Dr. Happer was awarded an Alfred P. Sloan Fellowship in
1966, an Alexander von Humboldt Award in 1976, the 1997 Broida Prize, and the
1999 Davisson-Germer Prize of the American Physical Society.

John L. Hennessy is president of Stanford University.  Dr. Hennessy, a member
of the National Academy of Engineering, received his master’s and doctoral
degrees in computer science from the State University of New York at Stony
Brook in 1975 and 1977, respectively.  In the fall of 1977 he joined Stanford as
assistant professor of electrical engineering, rising to associate professor in 1983
and full professor in 1986.  Professor Hennessy initiated the MIPS project at
Stanford in 1981 (MIPS is a high-performance Reduced Instruction Set Com-
puter (RISC)), built in VLSI.  MIPS is one of the first three experimental RISC
architectures.  In addition to his role in the basic research, Dr. Hennessy played a
key role in transferring this technology to industry.  During a sabbatical leave
from Stanford in 1984 to 1985, he cofounded MIPS Computer Systems (now
called MIPS Technologies, Inc.), which specializes in the production of chips
based on these concepts.  He also led the Stanford DASH (Distributed Architec-
ture for Shared Memory) multiprocessor project.  DASH was the first scalable
shared-memory multiprocessor with hardware-supported cache coherence.  Most
recently, he has been involved in FLASH (FLexible Architecture for Shared
Memory), which is designed to support different communication and coherency
approaches in large-scale, shared-memory multiprocessors.

Joshua Lederberg is Sackler Foundation Scholar at the Rockefeller University.
Dr. Lederberg, a member of the National Academy of Sciences and the Institute
of Medicine, has an extensive background in biological and physical sciences,
including bacteriology, biochemistry, biophysics, epidemiology, genetics, micro-
biology, molecular biology, toxicology, and virology.  He is a leading geneticist
and microbiologist who received the Nobel Prize in 1958 for his work in genetic
structure and function in microorganisms (he was also awarded the U.S. National
Medal of Science in 1989).  Prior to serving as president of the Rockefeller
University from 1978 to 1990, Dr. Lederberg served on the faculty at the Univer-
sity of Wisconsin and at the Stanford School of Medicine.  He has served on
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numerous scientific boards and advisory committees, including the WHO’s Ad-
visory Health Research Council, the President’s Cancer Panel, and the Congress
Technology Assessment Advisory Council.

Thomas C. Schelling is Distinguished University Professor and professor of
economics, emeritus, of Harvard University.  A member of the National Acad-
emy of Sciences and the Institute of Medicine, Dr. Schelling’s research interests
have included military strategy and arms control, energy and environmental
policy, climate change, nuclear proliferation, organized crime, foreign aid and
international trade, conflict and bargaining theory, racial segregation and integra-
tion, the military draft, tobacco and drugs policy, and ethical issues in policy and
in business.  He spent the years 1948 to 1953 in Europe and Washington with the
Marshall Plan and related programs, joined Yale University in 1953, Harvard
University in 1958, and came to Maryland in 1990.  He is a distinguished fellow
of the American Economic Association and was its president in 1991.  In 1993,
he received the National Academy of Sciences award for Behavioral Research
Relevant to the Prevention of Nuclear War.

Maxine F. Singer is the president of the Carnegie Institution of Washington and
scientist emeritus at the National Cancer Institute, National Institutes of Health in
Bethesda, Maryland.  Prior to coming to Carnegie in 1988, she was chief of the
Laboratory of Biochemistry, Division of Cancer Biology and Diagnosis at the
National Cancer Institute, where she conducted research in biological chemistry
and molecular genetics.  At the Carnegie Institution, Dr. Singer oversees opera-
tions and research of five renowned scientific research laboratories.  She also has
instituted a community outreach and education program that brings leading sci-
entific speakers to the community and trains local science teachers.  Dr. Singer is
a member of various advisory panels to scientific societies, the government, and
academia.  Currently she chairs the National Academies’ Committee on Science,
Engineering and Public Policy and serves on the NASA Astrobiology Institute
Scientific Advisory Board.  Dr. Maxine Singer is a member of the National
Academy of Sciences and the Institute of Medicine.

Neil J. Smelser served as the director of the Center for Advanced Study in the
Behavorial Sciences, Stanford, California, from 1994 to August 2001.  His re-
search interests are sociological theory, economic sociology, collective behavior,
sociology of education, social change, and comparative methods.  From 1958 to
1994 he was on the faculty of the Sociology Department of the University of
California, Berkeley, serving as university professor since 1971.  He is a member
of the American Academy of Arts and Sciences, the American Philosophical
Society, and the National Academy of Sciences.

Philip M. Smith is co-chair of the Advisory Board, California Institute for Tele-
communications and Information Technology, and is a partner in McGeary and
Smith, consultants on science and technology policy.  He has been involved in
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developing national and international science and technology policy and pro-
grams since the 1950s.  Dr. Smith was the executive director of the National
Research Council for 13 years and has held senior positions in the White House
Office of Science and Technology Policy, the Office of Management and Budget,
and the National Science Foundation.  He was a member of the NRC Committee
on Science, Technology and Health Aspects of the Foreign Policy Agenda of the
United States, is a member of several current advisory committees for the Na-
tional Academies and the American Association for the Advancement of Science,
was an advisor to the Committee for Economic Development, and is a director at
Aurora Flight Sciences, Inc.

P. Roy Vagelos is retired chairman and CEO of Merck and Company, Inc.,
having served as chief executive officer for 9 years, from 1985 to 1994.  He was
first elected to the board of directors in 1984 and served as its chairman from
1986 to 1994.  He was previously executive vice president of the worldwide
health products company and before that president of its research division.  Ear-
lier, he served as chairman of the Department of Biological Chemistry of the
School of Medicine at Washington University in St. Louis and as founding direc-
tor of the university’s Division of Biology and Biomedical Sciences.  He had
previously held senior positions in cellular physiology and biochemistry at the
National Heart Institute.  Dr. Vagelos is a member of the National Academy of
Sciences, the Institute of Medicine, the American Academy of Arts and Sciences,
and the American Philosophical Society.  He received his M.D. degree from
Columbia University in 1954.  In 1995, he received the National Academy of
Science Award for Chemistry in Service to Society.

Vincent Vitto is the president and CEO of Charles Stark Draper Laboratory, Inc.,
which specializes in guidance, navigation and control, and autonomy and micro-
electronics.  His areas of expertise are communications and surveillance tech-
nologies.  As assistant director of the Lincoln Laboratory of the Massachusetts
Institute of Technology (MIT), he was responsible for programs in surface sur-
veillance and communications.  Prior to that position, Mr. Vitto was head of the
Communications Division, which included work on technology and system con-
cept development of military satellite communications systems.  Mr. Vitto has
been a member of many government advisory boards and panels; he currently is
vice chair of the Defense Science Board and chair of NRC’s Naval Studies
Board.

George M. Whitesides is Mallinckrodt Professor of Chemistry at Harvard Uni-
versity.  Professor Whitesides, a member of the National Academy of Sciences,
has a background in biological and physical sciences, including materials sci-
ence, organic chemistry, and biochemistry.  He is a leading chemist who received
the U.S. National Medal of Science in 1998.  His research interests include
surface chemistry, materials science, self-assembly, capillary electrophoresis,
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organic solid state, molecular virology, directed ligand discovery, and protein
chemistry.  He has served on numerous scientific boards and advisory commit-
tees including, most recently, a biological warfare defense study for the Depart-
ment of Defense.

R. James Woolsey is a partner at the law firm of Shea & Gardner in Washington,
D.C.  He returned to the firm in January 1995 after serving 2 years as director of
Central Intelligence.  He has practiced there for 21 years, on four occasions, since
1973.  Mr. Woolsey’s law practice has been in the fields of civil litigation,
alternative dispute resolution, and corporate transactions; increasingly his prac-
tice has been international.  He served recently as counsel for major U.S. and
overseas corporations in both commercial arbitrations and the negotiation of joint
ventures and other agreements.  He serves regularly as a neutral (both as an
arbitrator and a mediator) in commercial disputes between major companies.  Mr.
Woolsey is presently a member of the board of directors or board of managers of
Linsang Partners, LLC; BC International Corporation; Fibersense Technology
Corporation; Invicta Networks, Inc.; DIANA, LLC; and Agorics, Inc.  He is also
a member of the board of governors of the Philadelphia Stock Exchange.  He has
served in the past as a member of the boards of Sun HealthCare Group, Inc.;
USF&G; Yurie Systems, Inc.; Martin Marietta; British Aerospace, Inc.; Fairchild
Industries; Titan Corporation; and DynCorp.  Besides serving as director of Cen-
tral Intelligence, Mr. Woolsey has served in the U.S. government as ambassador
to the Negotiation on Conventional Armed Forces in Europe (CFE), Vienna,
1989-1991; Under Secretary of the Navy, 1977-1979; and General Counsel to the
U.S. Senate Committee on Armed Services, 1970-1973.  He was also appointed
by the President as delegate at large to the U.S.-Soviet Strategic Arms Reduction
Talks (START) and Nuclear and Space Arms Talks (NST), and served in that
capacity on a part-time basis in Geneva, 1983-1986.  During military service in
the U.S. Army he served as an adviser on the U.S. delegation to the Strategic
Arms Limitation Talks (SALT I), Helsinki and Vienna, 1969 to 1970.  Mr.
Woolsey has been a director or trustee of numerous civic organizations, including
the Smithsonian Institution, where he was chairman of the Executive Committee
of the Board of Regents, the Goldwater Scholarship Foundation, The Aerospace
Corporation, and Stanford University.  He has been a member of the National
Commission on Terrorism, 1999-2000; the Commission to Assess the Ballistic
Missile Threat to the U.S. (Rumsfeld Commission), 1998; the President’s Com-
mission on Federal Ethics Law Reform, 1989; the President’s Blue Ribbon Com-
mission on Defense Management (Packard Commission), 1985-1986; and the
President’s Commission on Strategic Forces (Scowcroft Commission), 1983.  He
is currently a trustee of the Center for Strategic and International Studies and
chairman of the Advisory Committee of the Clean Fuels Foundation.
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Staff

Ronald D. Taylor has been the director of the Naval Studies Board of the
National Research Council since 1995.  He joined the National Research Council
in 1990 as a program officer with the Board on Physics and Astronomy and in
1994 became associate director of the Naval Studies Board.  During his tenure at
the National Research Council, Dr. Taylor has overseen the initiation and produc-
tion of more than 40 studies focused on the application of science and technology
to problems of national interest.  Many of these studies address national security
and national defense issues.  From 1984 to 1990, Dr. Taylor was a research staff
scientist with Berkeley Research Associates, working on-site at the Naval Re-
search Laboratory on projects related to the development and application of
charged particle beams.  Prior to 1984, Dr. Taylor held both teaching and re-
search positions in several academic institutions, including assistant professor of
physics at Villanova University, research associate in chemistry at the University
of Toronto, and instructor of physics at Embry-Riddle Aeronautical University.
Dr. Taylor holds a Ph.D. and an M.S. in physics from the College of William and
Mary and a B.A. in physics from Johns Hopkins University.  In addition to
science policy, Dr. Taylor’s scientific and technical expertise is in the areas of
atomic and molecular collision theory, chemical dynamics, and atomic processes
in plasmas.  He has authored or coauthored nearly 30 professional scientific
papers or technical reports and given more than two dozen contributed or invited
papers at scientific meetings.

Elizabeth L. Grossman has been a program officer at the National Research
Council since March of 1997.  Past reports she has worked on include Black and
Smokeless Powders: Technologies for Finding Bombs and the Bomb Makers, a
study that examined the problems related to preventing the use of pipe bombs in
the United States, and Future Biotechnology on the International Space Station,
an examination of the plans for cellular biology and protein crystal growth re-
search on the space station.  Her regular position is with the Board on Assessment
of NIST Programs, which produces an annual report evaluating the broad array of
research programs at the National Institute of Standards and Technology.  She
holds a B.A. in physics and mathematics from Swarthmore College and a Ph.D.
in computational physics from the University of Chicago.



389

B

Panel Members and Staff

PANEL ON BIOLOGICAL ISSUES

Barry R. Bloom, Co-chair, Harvard School of Public Health
Joshua Lederberg, Co-chair, Sackler Foundation at the Rockefeller University
Ronald Atlas, University of Louisville
Ruth Berkelman, Emory University
Gail Cassell, Lilly Research Laboratories, Eli Lilly and Company
Thomas R. Cech, Howard Hughes Medical Institute
David Franz, Southern Research Institute
Claire Fraser, Institute for Genomic Research
David Galas, Keck Graduate Institute of Applied Life Sciences
CDR Shaun Jones, U.S. Navy
Robert A. Lamb, Howard Hughes Medical Institute/Northwestern University
Simon Levin, Princeton University
John Mekalanos, Harvard Medical School
Tom Monath, Acambis, Inc.
Randall Murch, Federal Bureau of Investigation
Edward D. Penhoet, University of California, Berkeley
David Relman, Stanford University
Peter Rosen, University of California, San Diego
Luis Sequeira, University of Wisconsin
Jeffery Taubenberger, Armed Forces Institute of Pathology
Dean Wilkening, Stanford University
Catherine Woteki, Iowa State University
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Staff

Andrew M. Pope, Director, Board on Health Sciences Policy
Cathy T. Liverman, Senior Program Officer, Board on Health Promotion and

Disease Prevention
Jennifer Kuzma, Senior Program Officer, Board on Life Sciences
Kathi E. Hanna, Consultant
Alden B. Chang, Administrative Assistant, Board on Health Sciences Policy

PANEL ON CHEMICAL ISSUES

John D. Baldeschwieler, Chair, California Institute of Technology
Lynn F. Schneemeyer, Vice Chair, Lucent Technologies (formerly)
Will D. Carpenter, Monsanto (retired)
Rolf Deininger, University of Michigan
Crispin Eley, Gilead Sciences
David Fontaine, ChevronTexaco
Victoria F. Haynes, Research Triangle Institute
Alexander MacLachlan, DuPont (retired)
Norman Singer, Ideas Workshop, Inc.
Timothy M. Swager, Massachusetts Institute of Technology
Charles Zukoski, University of Illinois

Staff

Chris Elfring, Director, Polar Research Board
Chadwick A. Tolman, Program Officer, Board on Environmental Studies and

Toxicology
Gregory H. Symmes, Associate Executive Director, Division on Earth and Life

Studies
Bryan P. Shipley, Senior Project Assistant, Board on Environmental Studies

and Toxicology

PANEL ON NUCLEAR AND RADIOLOGICAL ISSUES

William Happer, Chair, Princeton University
Harold M. Agnew, Los Alamos Scientific Laboratory (retired)
Michael R. Anastasio, Lawrence Livermore National Laboratory
Robert J. Budnitz, Future Resources Associates, Inc.
Richard L. Garwin, Council on Foreign Relations
Roger L. Hagengruber, Sandia National Laboratories
Glenn F. Knoll, University of Michigan
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George W. Ullrich, Office of the Deputy Under Secretary of Defense for
Science and Technology

Staff

Kevin D. Crowley, Director, Board on Radioactive Waste Management
Micah D. Lowenthal, Program Officer, Board on Radioactive Waste

Management
Darla J. Thompson, Senior Project Assistant/Research Assistant, Board on

Radioactive Waste Management

PANEL ON INFORMATION TECHNOLOGY

John L. Hennessy, Co-chair, Stanford University
David Patterson, Co-chair, University of California, Berkeley
Steven Bellovin, AT&T Research
W. Earl Boebert, Sandia National Laboratories
David Borth, Motorola Laboratories
William F. Brinkman, Bell Laboratories/Lucent Technologies (retired)
John M. Cioffi, Stanford University
W. Bruce Croft, University of Massachusetts, Amherst
William P. Crowell, Cylink
Jeffrey M. Jaffee, Lucent Technologies
Butler W. Lampson, Microsoft Corporation
Edward D. Lazowska, University of Washington
David E. Liddle, U.S. Venture Partners
Tom Mitchell, Carnegie Mellon University
Donald A. Norman, Nielsen Norman Group
Jeannette M. Wing, Carnegie Mellon University

Staff

Herbert S. Lin, Senior Scientist, Computer Science and Telecommunications
Board

Steven E. Woo, Program Officer, Computer Science and Telecommunications
Board

David Drake, Senior Project Assistant, Computer Science and
Telecommunications Board

PANEL ON TRANSPORTATION

Mortimer L. Downey, Chair, PB-Consult
H. Norman Abramson, Southwest Research Institute
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Lisa M. Bendixen, Arthur D. Little, Inc.
Anthony J. Broderick, Federal Aviation Administration (retired)
Noel K. Cunningham, Port of Los Angeles
John J. Fearnsides, George Mason University
CDR Stephen E. Flynn, U.S. Coast Guard
Francis B. Francois, American Association of State Highway and

Transportation Officials (retired)
Ernest R. Frazier, Sr., National Railroad Passenger Corporation
Robert E. Gallamore, Northwestern University
Henry L. Hungerbeeler, Missouri Department of Transportation
Brian M. Jenkins, RAND
Daniel Murray, ATA Foundation
Edmond L. Soliday, United Airlines (retired)
Richard A. White, Washington Metropolitan Area Transit Authority
James A. Wilding, Metropolitan Washington Airports Authority

Staff

Thomas R. Menzies, Jr., Senior Program Officer, Transportation Research
Board

PANEL ON ENERGY FACILITIES, CITIES, AND FIXED
INFRASTRUCTURE

Paul H. Gilbert, Chair, Parsons Brinckerhoff Quade and Douglas, Inc.
Edward V. Badolato, Contingency Management Services, Inc.
Gregory B. Baecher, University of Maryland
Benjamin S. Cooper, Association of Oil Pipe Lines
Jeremy Isenberg, Weidlinger Associates, Inc.
Lawrence T. Papay, Science Applications International, Corporation
Michael P. Ramage, ExxonMobil (retired)
Lawrence Spielvogel, Consulting Engineer
Joan B. Woodard, Sandia National Laboratories
John J. Wise, Liaison from Board on Energy and Environmental Systems,

Mobil Research and Engineering Company (retired)

Staff

James J. Zucchetto, Director, Board on Energy and Environmental Systems
Alan T. Crane, Senior Program Officer, Board on Energy and Environmental

Systems
Panola D. Golson, Senior Project Assistant, Board on Energy and

Environmental Systems
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PANEL ON BEHAVIORAL, SOCIAL, AND INSTITUTIONAL ISSUES

Neil J. Smelser, Chair, University of California, Berkeley (emeritus)
Robert McCormick Adams, University of California, San Diego
Lisa Anderson, Columbia University
Nazli Choucri, Massachusetts Institute of Technology
Eugene Hammel, University of California, Berkeley (emeritus)
Arie Kruglanski, University of Maryland
Ira Lapidus, University of California, Berkeley (emeritus)
Timothy McDaniel, University of California, San Diego
Phyllis Oakley, U.S. Department of State (retired)
Thomas C. Schelling, University of Maryland

Staff

M. Faith Mitchell, Deputy Director, Division of Behavioral and Social
Sciences and Education

Janet E. Garton, Program Associate, Board on Behavioral, Cognitive, and
Sensory Sciences and Education

Benjamin Woolsey, Project Assistant, Center for Social and Economic Studies

PANEL ON SYSTEMS ANALYSIS AND SYSTEMS ENGINEERING

Vincent Vitto, Chair, Charles S. Draper Laboratory, Inc.
David F. Andersen, State University of New York at Albany
Robert F. Brammer, TASC, Northrop Grumman Corporation
Ashton B. Carter, Harvard University
Paul K. Davis, RAND
Yacov Y. Haimes, University of Virginia
Daniel E. Hastings, Massachusetts Institute of Technology
M. Elisabeth Paté-Cornell, Stanford University
William B. Rouse, Georgia Institute of Technology
Andrew P. Sage, George Mason University
Robert J. Thomas, Cornell University
Samuel G. Varnado, Sandia National Laboratories
George M. Whitesides, Harvard University

Staff

Charles F. Draper, Senior Program Officer, Naval Studies Board
Sidney G. Reed, Consultant, Naval Studies Board
Mary G. Gordon, Information Officer, Naval Studies Board
Susan G. Campbell, Administrative Assistant, Naval Studies Board
Ian M. Cameron, Project Assistant, Naval Studies Board
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Panel Activities

PANEL ON BIOLOGICAL ISSUES

Co-chaired by STCT committee members Barry Bloom and Joshua
Lederberg, the Biological Panel consisted of 22 members with expertise in medi-
cine, public health, microbiology, cellular biology, virology, drug and vaccine
development, health policy, laboratory analysis, plant pathology, zoonotic dis-
ease, food-borne disease, molecular biology, genomics, emergency medical re-
sponse systems, infectious disease, bioterrorism, bioforensics, statistics, and epi-
demiological modeling.

The panel convened three times and communicated by e-mail and confer-
ence calls over a 3-month period.  During its meetings, the panel received brief-
ings on research and development activities within the U.S. Department of De-
fense as well as at the Department of Health and Human Services.  The panel
greatly appreciates the briefings it received from the following individuals: Wil-
liam Winkenwerder, Department of Defense; Kevin Tonat, Department of Health
and Human Services, Office of Emergency Preparedness; Anthony Fauci, Na-
tional Institute of Allergy and Infectious Diseases; Kathryn Zoon, Center for
Biologics Evaluation and Review, Food and Drug Administration;  David
Lipman, National Center for Biotechnology Information, National Library of
Medicine; Chuck Ludlum, Office of Senator Joseph Lieberman; and William
Dallas Jones, California Office of Emergency Services.

PANEL ON CHEMICAL ISSUES

Chaired by STCT committee member John D. Baldeschwieler and co-chaired
by Lynn Schneemeyer, the Chemical Panel consisted of 11 members with exper-
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tise in the areas of chemistry, chemical engineering, sensors, chemical weapons,
industrial chemistry, dispersion modeling, pharmaceutical manufacturing, food
safety, and water supply.  In addition, William F. Brinkman, a member of the
STCT committee, provided helpful input.

The panel met twice, in January and February, and then communicated by a
series of conference calls and e-mail exchanges.  The first meeting was held at
Irvine in conjunction with the Workshop on National Security and Homeland
Defense hosted by the NRC Board on Chemical Science and Technology.  At the
workshop the panel heard military, industrial, and civilian perspectives on secu-
rity by David R. Franz (Southern Research Institute), Scott D. Cunningham
(DuPont), and Richard L. Garwin (IBM).  At the second meeting, in Washington,
D.C., the panel heard a presentation by David Kontny, the Canine and Explosives
Program manager at the FAA.  The panel was also supplied with numerous
publications to serve as background and to inform its work.

PANEL ON NUCLEAR AND RADIOLOGICAL ISSUES

Chaired by STCT committee member William Happer, the Nuclear and
Radiological Panel consisted of eight members with expertise in nuclear weapons
design, capabilities, and use; nuclear weapons and materials protection, control,
and accounting; nuclear material detectors and sensors; conventional weapons
capabilities; and reactor safety.  The panel met four times and communicated by
e-mail and conference calls over a 3-month period.  During its meetings, the
panel received briefings from representatives of several agencies and organiza-
tions, including the Central Intelligence Agency, Department of Defense, Depart-
ment of Energy and its national laboratories, Federal Aviation Administration,
Nuclear Regulatory Commission, Office of Science and Technology Policy,
Nuclear Energy Institute, and NAC International.  More details on speakers and
topics are provided in the classified annex to this report.

PANEL ON INFORMATION TECHNOLOGY

Co-chaired by John L. Hennessy (STCT committee member) and David
Patterson, the Information Technology Panel consisted of 16 members with ex-
pertise in computer, information, Internet, and network security; computer and
systems architecture; computer systems innovation, including interactive sys-
tems; national security and intelligence; telecommunications, including wireline
and wireless; data mining, fusion, and information management; machine learn-
ing and artificial intelligence; automated reasoning tools; information processing
technologies; information retrieval; networked, distributed, and high-performance
systems; software; and human factors.  The panel met three times over 2 months
and communicated by e-mail and conference calls during the project.  During its
meetings, the panel heard from experts in cybersecurity and national security and
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intelligence, including (panel member) Bill Crowell, president and chief execu-
tive officer of Cylink, and John Hamre, president and chief executive officer of
the Center for Strategic and International Studies.

PANEL ON TRANSPORTATION

Chaired by STCT committee member Mortimer L. Downey, the Transporta-
tion Panel consisted of 16 members with expertise in transportation operations
and administration; research and technology; and safety, security, and law en-
forcement.  The panel convened twice and communicated by e-mail and confer-
ence calls over a 3-month period.  During its meetings, the panel received brief-
ings on the security-related R&D activities of most of the modal agencies within
the U.S. Department of Transportation. Thanks are due to Steven Ditmeyer,
Federal Railroad Administration; James O’Steen and Frits Wybenga, Research
and Special Programs Administration; David Price and Michael Trentacoste,
Federal Highway Administration; Douglas McKelvey, Federal Motor Carrier
Safety Administration; Lyle Malotky, Federal Aviation Administration; William
Siegel, Federal Transit Administration; Captain James Evans, U.S. Coast Guard;
and Richard John and Michael Dinning of the Volpe National Transportation
Systems Center.  Thomas Day, vice president for engineering, U.S. Postal Ser-
vice, also made valuable contributions to the panel’s considerations.

The panel also met with other experts outside government. Joseph Del Balzo,
JDA Aviation Technology Solutions, discussed technological possibilities for
computerized prescreening of passenger traffic to enhance aviation security. Tho-
mas Hartwick discussed the state of sensor and screening technologies and sys-
tems for improving aviation security.  Raja Parasuraman, Catholic University,
and Victor Riley, Honeywell Corporation, discussed the role of human factors in
the design, development, and deployment of security technologies and systems.
The panel extends its gratitude to all four for their valuable contributions.

In addition, the panel wishes to thank Stephen McHale, Deputy Under Secre-
tary for Transportation Security, and Paul Busick, Acting Associate Administra-
tor for Civil Aviation Security.  Both briefed the panel on the status of the newly
created Transportation Security Administration and welcomed panel member
ideas and comments.

PANEL ON ENERGY FACILITIES, CITIES,
AND FIXED INFRASTRUCTURE

Chaired by STCT committee member Paul H. Gilbert, the Energy Facilities,
Cities, and Fixed Infrastructure Panel consisted of nine members with experience
in the electricity, oil, and gas sectors, and in buildings and other structures, water
systems, and in vulnerability to attacks. The panel worked intensively, meeting
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three times in 3 months and communicating frequently by phone and e-mail.  The
panel drew on information provided by a number of briefings and from a variety
of other sources as well as on the panel members’ own expertise; the panel’s
contribution was crucial in the preparation of two chapters, “Energy Systems”
and “Cities and Fixed Infrastructure.”

Briefings to the panel were made by Massoud Amin, Electric Power Re-
search Institute; Harvey M. Bernstein, Civil Engineering Research Foundation;
Laurence W. Brown, Edison Electric Institute; Lynn Costantini, North American
Electric Reliability Council; Debra DeHaney, U.S. Conference of Mayors;
Stephen Gehl, Electric Power Research Institute; Bobby R. Gillham, Conoco,
Inc.; Miriam Heller, National Science Foundation; Larry Kezele, North Ameri-
can Electric Reliability Council; Fred Mower, University of Maryland; Sam
Varnado, U.S. Department of Energy; and Joe Vipperman, American Electric
Power Company, Inc.

PANEL ON BEHAVIORAL, SOCIAL, AND INSTITUTIONAL ISSUES

Chaired by STCT committee member Neil Smelser, the Behavioral, Social,
and Institutional Panel consisted of 10 members and included scholars from the
disciplines of anthropology, demography, economics, history, political science,
psychology and sociology.  Special areas of expertise of the panel members
included the history of Muslim societies, the contemporary Middle East, the
politics of the state, revolutionary social movements, deterrence and game theory,
the cognitive structure of beliefs, disaster studies, the politics of diplomacy and
peace-keeping, and social change.  The panel met twice in Washington, D.C.,
read a variety of materials in the exploding literature on terrorism, and between
the meetings exchanged materials and ideas by e-mail.

PANEL ON SYSTEMS ANALYSIS AND SYSTEMS ENGINEERING

Chaired by STCT committee member Vincent Vitto, the Systems Analysis
and Systems Engineering Panel consisted of 13 members with areas of expertise
in agent-based modeling, ergonomics and human factors, infrastructure modeling
and interdependencies, modeling and simulation, operations research, risk mod-
eling, systems analysis, systems dynamics, systems management, systems engi-
neering, and threat analysis.  The panel convened three times over a 2-month
period and communicated by e-mail.  During its meetings, the panel received
briefings on systems analysis and systems engineering initiatives within the fed-
eral government, including the Department of Defense.  Special thanks are due to
Frank Dixon, Joint Program Office for Special Technology Countermeasures;
Michael Evenson, Defense Threat Reduction Agency; and Miriam Heller, Na-
tional Science Foundation.

In addition, panel members provided the panel as a whole with briefings on
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the following topics:  analytic architecture for capabilities-based planning, mis-
sion system analysis, and transformation; centrality of the state variable in mod-
eling and its implications for critical infrastructure protection against terrorism;
complexity of modeling the interconnectedness and interdependencies of critical
infrastructures, as well as interdependencies of the military infrastructures (de-
fense infrastructure sectors) and the civilian infrastructures; decision support as a
function of modeling approach; human security consortium initiative; interde-
pendencies between the markets being designed for electric power systems and
their impact on the engineering (and vice versa), as well as the idea of hidden
failures and cascading events; modeling the interface of social science and engi-
neering; national infrastructure simulation and the analysis center initiative;
overarching model for threat assessment; role of governance and nature of deci-
sion making; symptoms of governance and decision-making problems; system of
systems and federation of systems characterizations; and trade-offs associated
with who can decide who decides.
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Acronyms and Abbreviations

3G third generation

AFOSR Air Force Office of Scientific Research
APHIS Animal and Plant Health Inspection Service
API American Petroleum Institute
ARO Army Research Office
ARPA Advanced Research Projects Agency
ASCE American Society of Civil Engineers
ASHRAE American Society of Heating, Refrigeration, and Air

Conditioning Engineers
ASTM American Society for Testing and Materials
ATF Bureau of Alcohol, Tobacco, and Firearms
ATP Advanced Technology Program (at NIST)

BW biological warfare

CBACI Chemical and Biological Arms Control Institute
CBIRF Chemical, Biological Incident Response Force
CBO Congressional Budget Office
CBRNE chemical, biological, radiological, nuclear, and explosive
CDC (United States) Centers for Disease Control and Prevention
CFD computational fluid dynamics
CFR Code of Federal Regulations
CHIPS Clearing House Interbank Payments System
CIA Central Intelligence Agency
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C3I command, control, communications, and information
CRS Congressional Research Service
CSTB Computer Science and Telecommunications Board
C-TPAT Customs-Trade Partnership Against Terrorism
CW chemical weapons

DARPA Defense Advanced Research Projects Agency
DDOS distributed denial-of-service (attack)
DI deionized
DNA deoxyribonucleic acid
DOC Department of Commerce
DOD Department of Defense
DOE Department of Energy
DOJ Department of Justice
DOT Department of Transportation
DSL digital subscriber line
DTRA Defense Threat Reduction Agency

EHV extra high voltage
EIA Energy Information Administration
EMP electromagnetic pulse
EOC emergency operations center
EOP Executive Office of the President
EPA Environmental Protection Agency
EPRI Electric Power Research Institute

FAA Federal Aviation Administration
FBI Federal Bureau of Investigation
FCC Federal Communications Commission
FDA Food and Drug Administration
FEMA Federal Emergency Management Agency
FERC Federal Energy Regulatory Commission
FFRDC federally funded research and development center
FOIA Freedom of Information Act

GIS geographic information system
GN&C guidance, navigation, and control
GNP gross national product
GOCO government-owned, contractor-operated
GTI Gas Technology Institute

HACCP Hazard Analysis and Critical Control Point (an FDA program)
HE high explosives
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HEPA high-efficiency particulate air (filter)
HEU highly enriched uranium
HHS Department of Health and Human Services
HSC Homeland Security Council
HVAC heating, ventilation, and air-conditioning

IAEA International Atomic Energy Agency
IEEE Institute of Electrical and Electronics Engineers
IMS ion mobility spectrometer
IND investigational new drug
IND improvised nuclear device
IOM Institute of Medicine
IPP independent power producers
IRS Internal Revenue Service
ISO independent system operator
IT information technology
IU intelligent information unit
IW information warfare

LAN local area network
LD50 lethal dose at which 50 percent of the exposed subjects die
LDC local distribution company
LNG liquefied natural gas

m2/g square meters per gram
MANET mobile ad hoc network
MIT Massachusetts Institute of Technology
MPC&A material protection, control, and accounting
MWS multisensor warning systems

14N the most common isotope of nitrogen
NARUC National Association of Regulatory Utility Commissioners
NASA National Aeronautics and Space Administration
NATO North Atlantic Treaty Organization
NDEA National Defense Education Act
NDMS National Disaster Medical System
NEHRP National Earthquake Hazards Reduction Program
NEI Nuclear Energy Institute
NFPA National Fire Protection Association
NIAID National Institute of Allergy and Infectious Diseases
NIH National Institutes of Health
NIOSH National Institute for Occupational Safety and Health
NIST National Institute of Standards and Technology
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NNSA National Nuclear Security Administration
NPC National Petroleum Council
NPP nuclear power plant
NQR nuclear quadrupole resonance
NRC National Research Council
NSF National Science Foundation
NSTC National Science and Technology Council

OHS Office of Homeland Security
OMB Office of Management and Budget
ONR Office of Naval Research
OPCW Organization for the Prohibition of Chemical Weapons
OSTP Office of Science and Technology Policy

PAL permissive action link
PCAST President’s Committee of Advisors on Science and Technology
PCCIP President’s Commission on Critical Infrastructure Protection
PCR polymerase chain reaction
PDD62 Presidential Decision Directive No. 62
PDD63 Presidential Decision Directive No. 63
picogram a trillionth (10-12) of a gram
PETN pentaerythritol tetranitrate, a high explosive
PPE personal protective equipment
PRA probabilistic risk assessment
Pu plutonium

QA quality analysis
QC quality control

R&D research and development
RAM-D reliability, availability, maintainability, and durability
RDD radiological dispersal device
RDT&E research, development, test, and evaluation
RDX 1,3,5-trinitro-1,3,5-triazacyclohexane, a high explosive
RF radio frequency
RTO regional transmission operator

S&T science and technology
SBIR Small Business Innovation Research
SCADA supervisory control and data acquisition
SEC Securities and Exchange Commission
SNM special nuclear material
SWIFT Society for Worldwide Interbank Financial Telecommunication
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TIC toxic industrial chemical
TMR tactical mobile robotics
TNT 2,4,6-trinitrotoluene, a high explosive
TSA Transportation Security Administration

USCOM U.S. Conference of Mayors
USDA U.S. Department of Agriculture
USNRC U.S. Nuclear Regulatory Commission

VX O-ethyl, S[2-(diisopropyl amino)
ethyl]methylphosphonothiolate, a nerve agent

WHO World Health Organization
WMD weapons of mass destruction
WWI World War I
WWII World War II

XML extensible markup language

Y2K year 2000
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A

Advanced Concept Technology Demonstration
program in DARPA, 117

Advanced Research Projects Agency (ARPA),
352

Advanced Technology Program (ATP) in
NIST, 117, 359

Aerospace Corporation, 345
Afghanistan campaign, 28–29
Agricultural systems. See Human and

agricultural health systems; Food
distribution systems

Aircraft as weapons,  6, 42, 47, 50, 60, 91, 210,
253, 256, 259–260

Air Force Office of Scientific Research
(AFOSR), 352

Air Force Research Laboratory (AFRL), 352
Al Qaeda, 26, 28
American Medical Association, 103
American Red Cross, 94, 280
American Society for Microbiology, 68
American Society of Heating, Refrigeration,

and Air Conditioning Engineers
(ASHRAE), 258

American Water Works Association, 250
Ammonium nitrate, 122
Animal and Plant Health Inspection Service

(APHIS) in USDA, 77–78, 93
Animal models, 81, 88, 101, 131, 355

Annual Report to Congress on Combating
Terrorism, 347, 350, 358n

Anthrax, 65–66, 72, 76, 85, 102, 254, 258, 358
Anthrax attacks, 7, 25, 27, 62, 66, 94–95, 109,

118, 270, 275, 285
Antibiotics, 81–82, 85–87, 88, 99–100, 102
Antitrust regulations, 102, 184, 204, 360, 362–

363
Army Corps of Engineers, 252
Army Research Laboratory (ARL), 352
Army Research Office (ARO), 352
Attribution, 28, 113, 146–147, 230–231, 323–

324
bioforensics (microbial forensics), 8, 70,

82–84,
of nuclear and radiological attacks, 5–6,

59–60
Aum Shinrikyo attack, 111
Authentication, 149–151, 156–157, 329, 361
Aviation and Transportation Security Act, 211,

231
Aviation security, 52, 114, 142, 166, 211, 212,

215, 219–221, 226, 231, 319–320

B

Bayh-Dole Act, 359
Behavioral and social issues. See Response of

people to terrorism; Human factors
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Bin Laden, Osama, 295
Biometrics, 217, 226, 320, 329–330, 361
Bioterrorism, 7-8, 32, 65-67, 84-85, 104, 315-

316. See also Human and agricultural
health systems

BLASTEX software, 255–256
Bomb Data Registry (FBI), 253, 257
Border Patrol, 213n
Bremer Commission, 336–337
Buildings, major and monumental, 252–258.

See also Cities and fixed infrastructure
Bureau of Alcohol, Tobacco, and Firearms

(ATF), 121, 253, 257
Bureau of Reclamation, 252
Bush, George W., 1, 211, 281, 339

C

Catastrophic terrorism, 26–27
Centers for Disease Control and Prevention

(CDC), 67–68, 75–77, 79–81, 85, 90,
101–102, 276, 354

Central Intelligence Agency (CIA), 318
Chemical agents. See also Toxic chemicals and

explosive materials
approximate toxicity of selected chemical

agents, 110
explosives, 49, 60, 112–113, 247, 257,

263
explosives detection, 114, 206, 228, 361
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