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Summary

u Security infrastructure is essential. An estimated $15 billion was lost in 2000 by corporations worldwide due to network
security breaches, viruses, and hacker attacks. Not only are security solutions essential for protecting information in a
networked economy; they are also critical enablers for the development of numerous multibillion-dollar markets, including e-
commerce, wireless communications, virtual private networks, application service providers, and storage area networks. The
pace of innovation in the information security industry remains strong as vendors work to combat an increasing and ever-
changing array of threats. Active areas of research and development include proactive systems to tackle distributed denial of
service (DDoS) attacks, threat management/response, policy management, gigabit firewalls and VPNs, low-cost multipur-
pose security appliances, and managed security services.

u Although near-term revenue visibility is low due to deteriorating economic conditions and the attacks of September
11, we believe that security will be among the sectors leading an eventual recovery in IT spending. We expect that, in
the wake of September 11, 2001, overall awareness of the need for both physical and information security is likely to increase,
resulting in favorable long-term growth prospects for security companies. We believe that growing budgets for information
security (currently estimated at less than 5% of IT spending), increasing mind share among IT managers, CIOs, and CEOs,
and a continually expanding threat/risk environment will be major factors driving the recovery.

u The long-term growth outlook for security solutions is strong, in our opinion, with the market expected to grow to
$31.8 billion in 2005 from $10.3 billion in 2000, a 25% CAGR. We estimate that during the next two years, seven
segments within the security market will cross the $500 million mark: Public Key Infrastructure (PKI) Services, Virtual
Private Networks (VPN) Software, Web-based Authorization, PKI Software, Content Security/Scanning, Vulnerability As-
sessment, Intrusion Detection, and Internet Access Control.

u Best-of-breed vendors will continue to gain market share. The market for security products is highly fragmented, with
14 major segments defining the landscape. Security is a multi-layered problem that needs to be addressed at every level of the
IT infrastructure. Corporations overwhelmingly prefer best-of-breed solutions to all-in-one suites, which have consistently
failed to deliver comprehensive, policy-based, multi-level security. We believe that, due to the heterogeneity of networks,
technologies, standards, and applications, best-of-breed vendors are well positioned to continue to gain market share.

u We expect the consolidation wave that started in 2000 with 34 prominent merger and acquisition (M&A) deals to
accelerate during the next 12-24 months. We expect public companies in the networking, network/systems management,
and security sectors to favor a �buy� rather than �build� approach as they look to build their presence in security. The
universe of potential acquisition targets is large; despite current market conditions, venture capital investment activity in the
sector has remained brisk. As of October 29, 2001, private companies and start-ups had raised more than $730 million in
2001, vs. approximately $1.8 billion in 2000. In this report, we identify more than 100 private companies that form part of this
highly dynamic industry.

u Valuations for best-of-breed public companies are extremely compelling. Along with the broader market, valuations for
security stocks have significantly contracted in recent months. We believe that established best-of-breed security companies
are currently trading at highly attractive valuations, creating a compelling buying opportunity for long-term investors. Our
favorite two names in this group are VeriSign, Inc. (Nasdaq: VRSN; Strong Buy-Aggressive; $42.82) and Check Point
Software Technologies Ltd. (Nasdaq: CHKP; Strong Buy-Aggressive; $32.05).
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Exhibit 1  ◆   Returns on Information Security Companies

Note: Companies included in the Internet Security Index: Baltimore (BALT), Bindview (BVEW), Certicom (CERT), Check Point (CHKP), Entrust
(ENTU), Internet Security Systems (ISSX), Netegrity (NETE), Network Associates (NETA), Rainbow (RNBO), RSA (RSAS), SCM Microsystems
(SCMM), SonicWALL (SNWL), Symantec (SYMC), Trend Micro (TMIC), Tumbleweed (TMWD), Valicert (VLCT), VeriSign (VRSN), WebSense
(WBSN), WatchGuard (WGRD)

Source: FactSet Data Systems

Investment Conclusions

Information security companies have provided above-market returns during the past
two years, a trend we believe will continue in both strong and weak economic
environments (Exhibit 1). During economic downturns, several security products (e.g.,
VPNs, access management solutions) offer �smart� spending options when companies focus
on high-ROI solutions and extracting more from their existing IT infrastructures. During
economic expansions, security solutions (e.g., trust services, B2B transaction security) play
a critical role as fundamental technology enablers for new business initiatives. Other security
solutions (e.g., firewalls, anti-virus software) are a �must have� for all types of economic
environments. Consequently, we believe that investing in information security companies
offers the potential for lower-than-market risks in a down cycle and higher-than-market
returns in an up cycle.
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However, spending on information security is certainly not immune to business
disruptions and IT budget constraints. We believe that security will be among the sectors
leading an eventual recovery in IT spending. Although security is a small portion (less than
5% according to our estimates) of overall IT budgets, security vendors have not escaped the
economic slowdown of the past two quarters. The tragic events of September 11 have
further clouded near-term visibility. We believe that information security vendors will benefit
from an elevated awareness of the overall security environment, as government and private
organizations beef up the security of their physical and digital assets. Pipelines for most
security vendors remain fairly strong, infrastructure vulnerabilities and hacker attacks continue
to accelerate, privacy issues are hitting prime time, and security related regulations (e.g.,
HIPAA, e-signature laws) are gaining momentum. We believe these factors, along with the
rollout of B2B applications and continued strong demand for VPNs, will act as major revenue
accelerators as the economy recovers.

Investors should stick with best-of-breed companies. We believe that selectivity is
especially warranted in this environment of low near-term visibility. The security sector is
currently trading at a median 2002 P/E of 48.2x and a median 2002 P/Rev multiple of 4.6x
(Exhibit 2). We believe that investors should stick with best-of-breed companies that are
well positioned to weather the current economic storm and gain market share. We look for
companies with the following characteristics: high-visibility business models (especially
recurring revenues), market dominant positions in growing segments, high barriers to entry,
solid brand recognition, mission-critical or mission-enabling product portfolios, experienced
management teams, solid balance sheets, and attractive valuations. Our favorite two names
in this group are VeriSign, Inc. and Check Point Software Technologies Ltd..
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Exhibit 2   ◆   Comparative Valuation of Information Security Companies

Shares Market
DRW Price 52-Wk 52-Wk 12/29/00 YTD CY00A CY01E CY02E CY00A CY01E CY02E Out Cap CY00 CY01 CY02

Company Ticker Rating 10/26/01 High Low Close Perf. Rev($M) Rev($M) Rev($M) EPS EPS EPS (M) ($M) P/Rev P/Rev P/Rev

CERTICOM CORP   CERT Neutral 1.54 37.00 1.07 $20 -92% 22 18 N/A -0.72 -1.12 N/A 30.8 $47 2.2x 2.6x NM
CHECK PT SFTWRE CHKP SB-Agg 32.05 115.25 19.56 $134 -76% 425 529 620 0.84 1.23 1.40 259.1 $8,305 19.5x 15.7x 13.4
INTERNT SEC SYS ISSX B-Agg 26.90 102.94 8.35 $78 -66% 195 222 279 0.43 0.21 0.55 48.6 $1,307 6.7x 5.9x 4.7
NETEGRITY INC   NETE B-Agg 13.20 80.00 7.90 $54 -76% 54 86 89 0.10 0.12 0.25 31.2 $412 7.6x 4.8x 4.6
TUMBLEWEED COMM TMWD Neutral 2.95 30.75 1.17 $17 -83% 37 29 44 -1.43 -1.38 -0.38 30.3 $89 2.4x 3.1x 2.0
VERISIGN INC    VRSN SB-Agg 42.82 146.44 26.25 $74 -42% 475 980 1413 0.33 0.64 1.18 210.8 $9,029 19.0x 9.2x 6.4
WATCHGUARD TECH WGRD Neutral 9.40 50.75 5.00 $32 -70% 61 70 87 0.04 -0.31 0.10 26.8 $252 4.2x 3.6x 2.9
ENTRUST INC     ENTU NR 5.40 33.44 2.55 $13 -58% 148 120 138 0.15 (0.68) (0.03) 63.1 $341 2.3x 2.8x 2.5
MACROVISION     MVSN B-Aggr 36.27 78.00 26.02 $74 -51% 80 106 137 0.64 0.82 1.03 51.7 $1,876 23.4x 17.7x 13.7
MCAFEE.COM CL A MCAF NR 23.20 25.40 1.81 $5 364% 47 61 84 (0.40) 0.11 0.22 44.8 $1,039 22.2x 17.0x 12.4
NETWORK ASSOC   NETA NR 20.43 21.00 3.25 $4 389% 746 749 835 (0.16) (0.04) 0.38 136.7 $2,793 3.7x 3.7x 3.3
RSA SECURITY    RSAS NR 12.18 44.33 6.79 $35 -65% 280 294 323 0.61 0.24 0.26 57.2 $697 2.5x 2.4x 2.2
SAFENET INC     SFNT NR 9.89 64.69 5.81 $47 -79% 29 18 25 0.61 (0.21) 0.21 7.1 $70 2.4x 3.9x 2.8
SECURE COMPT    SCUR NR 16.26 24.25 7.00 $10 65% 39 54 73 (0.76) (0.33) 0.13 27.9 $454 11.6x 8.4x 6.2
SONICWALL INC   SNWL NR 14.50 26.88 8.50 $16 -11% 69 110 159 0.35 0.32 0.40 63.6 $922 13.3x 8.4x 5.8
SYMANTEC CORP   SYMC NR 57.49 73.50 27.38 $33 72% 790 986 1,127 2.28 2.27 2.76 73.9 $4,249 5.4x 4.3x 3.8
VALICERT INC    VLCT NR 2.90 17.56 1.63 $7 -56% 12 26 41 (1.05) (1.00) (0.29) 22.8 $66 5.6x 2.6x 1.6
WEBSENSE INC    WBSN NR 23.86 24.88 7.38 $15 65% 17 36 59 (0.22) 0.15 0.31 19.8 $472 27.1x 13.2x 8.0

Group Median 6.1x 4.6x 4.6x
Group Mean 10.1x 7.2x 5.7x

Sourc e :  RBC Capita l Markets ’ Es timates , Fir s tc a ll and c ompany  repor ts .

2000 2001 2002
P/E P/E P/E

NM NM NM
38.0x 26.0x 23.0
62.3x 125.1x 49.2
135.7x 108.5x 53.8

NM NM NM
130.2x 66.8x 36.3
255.3x NM 98.5
36.0x NM NM
56.7x 44.2x 35.2
NM 210.9x 105.5
NM NM 53.8

20.0x 50.8x 46.8
16.2x NM 47.1
NM NM 125.1

41.4x 45.3x 36.3
25.2x 25.3x 20.8
NM NM NM
NM 159.1x 77.0

41.4x 58.8x 48.2x
74.3x 86.2x 57.7x
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Exhibit 3 ◆ Fundamental Trade-Off Between Connectivity and Security

Source: RBC Capital Markets
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Industry Overview

Imagine a perfect vault that can neither be broken into nor destroyed using any natural or
supernatural means. If such a vault did exist, any money inside it would be protected for
eternity. Would this perfectly protected money be of any value? The correct answer is “no.” As
long as the money stays inside the vault, it cannot be used and is completely worthless. Once
the money is freed and allowed to circulate (e.g., split-up, distributed, transformed between
currencies, invested, consumed), it acquires value. As consumers, we take for granted the
underlying infrastructure that makes this circulation possible: international monetary systems,
domestic and foreign financial institutions, public and private banks, investment companies,
taxation authorities, trading exchanges, and providers of numerous other financial products
and services. Freedom and flexibility of movement co-exist with constant concerns about
safety and security of money. Even though the monetary infrastructure has been around for
many years and users have a reasonable amount of trust in the encompassed policies, pro-
cesses, safeguards, and institutions, concerns about the safety of our money (or other valu-
ables for that matter), especially when in transition, still constantly surround us.

With the advent of the Internet, we have entered a digital age in which information continues to
gain ground as the currency of choice. Similar to pure money in our previous example, true
value of information (the new currency) will remain unrealized unless it is allowed to
flow in a secure, trusted, and controlled environment—uncontaminated. Currently, the
infrastructure to achieve this value creating flow of information centers on the Internet and is
supported by numerous intranets and extranets distributed across thousands of organizations
all over the globe. Even though these information and communication networks have seen
tremendous innovation during the past five years, they continue to remain in a state of peren-
nial modification due to their multi-layered, open standards-based architectures, heterogeneity
of hardware and software components, and lack of built-in security capabilities. While encour-
aging innovation, the flexible architectures invite new security risks with every iteration of
software and hardware upgrades, producing new waves of security vulnerabilities that simply
append to their predecessors and are never completely fixed. The end result is that the current
information infrastructure is riddled with more security holes than Swiss cheese.
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Looking ahead, the pace of innovation and complexity shows no signs of slowing (e.g., new
wireless devices, applications, and standards). We believe that while, on one hand, the Internet
will continue to attract record numbers of users, devices, connections, and applications, on
the other hand, the fundamental architecture itself will remain in a state of perpetual flux for
the foreseeable future. In other words, the load will continue to increase unabated even
while the supporting infrastructure components have not had adequate time to settle and be
fully debugged. Furthermore, this balancing act between the users and the infrastructure
will continue to come under constant pressure from hackers and miscreants who will continue
to gain easier access to increasingly potent hacking tools. Public and private networks will
continue to become more interconnected. As a result, the security of one network will more
closely depend on the security of the other, directly or indirectly connected, networks. As
build-out of the last mile of the Internet takes hold and high-speed, always-on connections
proliferate, the number of vulnerable small businesses, homes, public organizations, schools,
etc. will continue to increase. Finally, without physical boundaries and a plethora of non-
uniform laws (if any) across countries, it will remain difficult to apprehend and prosecute
computer criminals, at least in the near term. We believe these macro trends will be key
drivers for major infrastructure spending for information security solutions for the foreseeable
future (Exhibit 4).

Exhibit 4 ◆ Major Catalysts for Infrastructure Spending on Information Security

Source: RBC Capital Markets
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In what follows, we provide a brief overview of the user expectations from information
security infrastructure.
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u Expectations from
Information Security
Infrastructure Julius Caesar, the famous Roman emperor, was a cautious man. He did not trust messengers

when sending communiqués of a sensitive nature to his close friends and allies. Conse-
quently, he would replace every A by a D, every B by an E, and so on throughout the sent
messages. The result was that only someone who knew about the secret coding (cipher)
could decipher his original message. While many hundreds of years have passed since the
demise of the Roman Empire, security has remained a fundamental requirement for com-
mercial, military, and personal communiqués throughout the ages. Secret methods of mili-
tary communication reached their peak during World War II, when encryption machines
(the Enigma and the Purple Machine) used by the Axis forces caused havoc for the Allied
forces, until their secret codes were broken. More recently, on the commercial side, ATM
and banking networks proliferated during the past two decades with encryption and other
security technologies acting as key enabling components of the networking infrastructure.

Regardless of who has demanded security for exchanging information or executing
transactions�military organizations, legitimate bankers, illegitimate lovers, criminals, or private
citizens�the underlying security technologies and procedures have differed from one
communication and transaction infrastructure to the next. Sealing the official envelopes with
wax, guards accompanying mail-wagons, registered mail, PIN codes at ATM terminals,
money orders, identity cards, signatures, and user-names/passwords are some examples of
various security instruments that have played critical roles for the success of communication
infrastructures throughout history.

While communication and commerce infrastructures have changed dramatically, user
expectations of the security embedded in these infrastructures have remained relatively
unchanged. Today, we are at the leading edge of another infrastructure change brought on
by the Internet, which has become a dominating platform for communication and commerce.
We believe that once again, as a new infrastructure takes hold, the user expectations for
security remain unchanged and are merely being realized on new platforms using new
technologies. To understand these expectations, consider the sequence of events that takes
place when a simple credit card transaction is conducted in person:

1) The customer gives the credit card number to the merchant, expecting confidentiality
(i.e., non-disclosure of the number to a third party).

2) The customer also expects integrity (i.e., no change in transaction amount) from the
merchant.

3) Both the buyer and the seller usually require authentication to establish identity (i.e.,
vendor being authenticated based on the physical location and name, the customer being
authenticated based on a photo ID).

4) Subsequently, the merchant checks on the authorization amount (i.e., getting approval
for the purchase amount by a credit card clearinghouse).

5) The customer may expect some kind of assurance (i.e., business licenses) about the
validity of the merchant. Partial assurance is provided by the credit card company, which
acts as the trusted third party.

6) Post-transaction, the merchant expects non-repudiation (i.e., inability of the customer
to deny receipt of goods) for the transactions.

7) Post-transaction, the customer expects privacy (i.e., continued confidentiality of the
data provided during the transaction).
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Exhibit 5 ◆ End User Expectations of Information Security

Source: RBC Capital Markets
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1
Users should be able to identify who they are 
communicating and transacting with.

Authentication

2
Messages or information exchanged should remain 
between the involved parties.

Confidentiality 

3
Transmitted or stored information should not be modified. Data Integrity

4
Parties to a transaction should not be able to deny the 
transaction.

Non-repudiation

5
Unauthorized users must be prevented from accessing 
unauthorized devices or information.

Access Control

6
Existence of trusted third parties who perform the 
administration function for the whole infrastructure.

Administration

7
Ability to monitor for continued health of information 
assets and diagnose any problems.

Diagnostics and 
Monitoring

8
Ability to easily mange the security infrastructure and its 
components

Manageability

9
Private information should remain as such. Privacy

Comparable Examples From 
Daily Life

Use of drivers license for credit card transactions

Expecting that ones credit card number will not be 
disclosed to a third party.

Expecting that a merchant wont modify the 
transaction amount after the credit card slip has 
been signed.

Merchants expectation that a buyer won’t deny 
making a purchase.

Not allowing anyone else but students to view 
their grades.

Department of Motor Vehicles acting as a trusted 
third party issuing identifications.

Emission testing stations acting as trusted third 
parties to ensure vehicles meet the pollution 
standards.

Traffic police acting as managing authority to 
regulate traffic.

Medical records of a patient remaining private.
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As one adds up these expectations, a fairly complex yet fundamentally implied and time-
resistant security framework appears to emerge. Exhibit 5 tabulates these expectations and
the typical security solutions used to fulfill these requirements.

We would like to point out that the last three expectations, which while not core expectations
from a pure security point of view, are rapidly becoming must-haves either from an operational
point of view (diagnostics, monitoring, and manageability) or due to legislative concerns
about privacy. We believe these derivative expectations will play increasingly critical roles in
shaping the technologies and the policies governing the information security industry.

u IP Networks and
the Fundamental
Security Framework Communication between networked computers is a fairly complicated process. On a macro

level, information from one application on one computer has to travel to another application
on another computer via the network. While simple in concept, the actual exchange of
information takes place in several different steps that are executed in the hardware and the
software of the involved computers and the connecting networks. Specific functions are
performed at each step to transparently deliver information from one end to the other. As
information travels across the network, it undergoes several transformations, both in the
hardware and the software layers comprising the network. Complexity arises when the
computers in question are not the same, the operating systems are different, the software
applications themselves are different, and the computers may not be connected to the same
kind of networks to begin with. Ensuring security of the information in transit across het-
erogeneous hardware and software environments is an involved process. When two com-
puters exchange information, the original information is broken into pieces and each piece is
sent forward on the network along a different route. Traveling through disparate operating
and networking infrastructures, the pieces are then reassembled at the destination computer
to reconstruct the original message. This process is depicted in concept in Exhibit 6.

Exhibit 6 ◆ Packet-Based Exchange of Information Between Two Networked Computers

Source: RBC Capital Markets
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The OSI Model and Security
Because computer networks based on the Internet Protocol (IP) are dominant across networks
of all sizes, from medium-sized corporate LANs to the Internet backbone itself, we will
focus our discussion on IP networks. Despite its popularity and market dominance, the IP
architecture has fundamental gaps when it comes to security. Not only was the original IP
architecture not designed with security concerns in mind, it also had enough flexibility to
enable snooping and tampering with the data being transported. To understand how
communication is secured over IP-based networks, we will use the commonly used open
system interconnection (OSI) framework, which breaks up the information transmission
into different steps or layers. Exhibit 7 shows the original OSI stack of layers commonly
used to define network connections and the associated functions, units of data, protocols,
and applications for each of the layers.

Exhibit 7 ◆ Open System Interconnection (OSI) Framework for IP Networks

Source: RBC Capital Markets

Function Units of Data Protocols & Applications

7 Application What data should be sent to the partner ? Application messages
e-mail, newsgroups,web-apps,file transfer, host sessions, 
directory services, network management, file services.

6 Presentation What does the data look like ?
Encrypted data, 

compressed data
POP/SMTP, USENET,HTTP,FTP,Telnet, DNS, SNMP,NFS.

5 Session Who is the partner ? Session messages POP/25, 532, 80, 20/2, 23, 53, 161/162, RPC Portmaper.

4 Transport Where is the partner ? Multiple packets TCP, UDP

3 Network Which route do I follow to go there ? Packets IP, ARP

2 Data Link How do I make each step in that route ? Frames SLIP, PPP, 802.2 SNAP, Ethernet II

1 Physical How do I use the medium for that step? Bits
RS-X, CAT 1, ISDN, ADSL, ATM, FDDI, CAT 1-5, Coaxial 
cables.

OSI Stack

The information generated in one computer application travels from the top layer (the
application layer) of the OSI stack to the network interface layers (the data link layer and the
physical layer) across several intermediate layers. At this point, it is passed on through the
network wires to the destination computer; the whole process being reversed at the destination
(Exhibit 8).
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Since each layer in this framework has specific network functions, two entirely different
networks (e.g., UNIX and NT based) can exchange data using a specific layer as long as
each supports the functions of the layer common to both. Also, because the data created by
one layer on one device is transmitted for the same layer in a connecting device, intervening
layers do not modify the data but simply add to or subtract from (only that portion relevant
to them) the packets of data passing through. For our discussion, only layers three and
higher are relevant because they carry intelligence in the data being transported. We would
like to point out that the majority of attacks occur at one of the OSI layers. Accordingly, the
majority of security solutions involve monitoring and analyzing patterns of information at
one or more of the OSI layers, identifying the malicious or alien patterns, and taking corrective
defensive actions.

Over the years, as hackers have progressed up through the OSI layers, several countering
security frameworks have emerged that have later been adopted as standard practices by the
industry. Exhibit 9 provides a brief outline of the kind of attacks and the OSI layer in which
they occur.

Exhibit 8 ◆ Actual and Effective Information Flow
Across Various Layers of IP Networks

Source: RBC Capital Markets
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While the original stack had no security features built into it, various security protocols have
emerged that operate at different layers. Some of the common security protocols and their
places of implementation within the OSI stack are depicted in Exhibit 10.

Exhibit 9 ◆ Common Hacker Attacks on Various OSI Layers

Source: RBC Capital Markets

Examples of Common Attacks

7 Application ‘ Viruses, attack on Web applications and services, etc.

6 Presentation
Attacking data transmission by cracking encryption 
codes, etc.

5 Session
Unauthorized system access, stolen session passwords, 
root permissions, etc.

4 Transport

3 Network 

2 Data Link

1 Physical 

Denial of Service (DoS) attacks, fake TCP/IP addresses, 
Man-in-the-middle (interception) attack, etc.

Wiretapping, network sniffing, trojan horse programs, 
etc.

Type of Layer

Exhibit 10  ◆ Evolution of Security Protocols Across the OSI Stack

Source: RBC Capital Markets
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Exhibit 10 also shows various topologies for incorporating security in the IP network, including
security at the application layer only (e.g., SET- and PGP-based security), security spread
across multiple layers (e.g., S-HTTP, S/MIME), security at the session layer (e.g., SSL-
based security, which is currently the most popular), and security at the network layer (e.g.,
IP-based security, the fastest growing standard). A brief description of each of these security
protocols and related applications is given in Exhibit 11.

Name Brief Description Typical Application

S-HTTP                          
(Secure-HTTP)

An extension to the HTTP protocol. Designed 
to send individual messages securely. Not all 
web-browsers and servers support it.

Web - applications, 
browsers, and 
servers.

S/MIME                      
(Secure Multi-Purpose 
Internet Mail 
Extensions)

Secure protocol for sending e-mail using RSA 
encryption system. Included in latest version 
of Microsoft and Netscape browsers. Also 
endorsed by vendors of messaging products.

E-mail packages, 
messaging 
products, electronic 
data interchange 
(EDI).

SET                         
(Secure Electronic 
Transactions)

Operates at application layer. Utilizes some 
components of PKI infrastructure.  Supported 
by MasterCard, Visa, Microsoft, Netscape and 
others. 

Secure cards, 
transaction servers.

PGP                       
(Pretty Good Privacy)

Operates at application layer. Used to 
encrypt/decrypt e-mail and file storage. De-
facto standard for e-mail security. Most widely 
used privacy application by individuals and 
corporations. 

E-mail security, file 
encryption.

SSL                     
(Secure Sockets 
Layer)

SSL is an optional security layer above TCP. 
Originally developed by Netscape, it is 
currently supported by Microsoft and other 
client/server developers and included as part 
of Microsoft and Netscape browsers and most 
web server products. Uses public-and-private 
key encryption system from RSA. Also used 
as an alternative to the S/HTTP.

Client / Server 
Systems

IPSec                    
(Internet Protocol 
Security)

Unlike other security protocols that operate at 
the application layer, IPSec tackles security at 
the network layer.  A choice of two security 
services is available, Authentication Header 
(AH), which allows authentication of the 
sender of data, and Encapsulating Security 
Payload (ESP), which supports both 
authentication of the sender and encryption of 
data. 

Virtual Private 
Networks software 
and hardware, 
firewalls, remote 
access software 
and hardware.

Exhibit 11  ◆ Popular Security Standards and Typical Applications

Source: RBC Capital Markets
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As shown in Exhibit 10, several security standards have surfaced during the past decade.
We believe that some may already have matured and may face little growth (e.g., SET) while
others will continue to survive for the foreseeable future (e.g., PGP), and others still will
emerge as dominant protocols going forward (e.g., SSL and IPSec). Each of these protocols
is a product of changing communication needs and varying security requirements through
time. For example, the need to secure e-mail (perhaps the first major application of networks)
resulted in the emergence of PGP, one of the earliest security standards. As the World Wide
Web started to take hold, it created a need for secure communication between browsers and
Web servers�a need answered by the emergence of the secure socket layer (SSL) protocol.
It should be pointed out that given the heterogeneous nature of the Internet, not all devices
support all protocols for communication at all layers of the OSI stack. For example, a Web
server may or may not support S-HTTP or S/MIME. Almost all devices connected to the
Internet universally support the IP protocol.

A framework to secure communications over the IP networks is provided by the Internet
Protocol Security (IPSec) suite, which provides mechanisms for encrypting the information,
authenticating the communicating end-points, and negotiating the exchange of encryption
keys. It must be pointed out that just because applications support IPSec does not mean that
they are completely secure. IPSec is merely a framework (e.g., it supports multiple encryption
algorithms but does not specify one) and does nothing to alleviate fundamental weaknesses
in the components it supports. However, it is a good framework, in our opinion, and certainly
forces the vendors supporting it to bake a certain degree of security into their products,
consequently making the products incrementally more secure. This ability is reflected in the
increasing use of IPSec for virtual private network (VPN) applications in which, as information
travels from point A and point B, no assumptions are made about the intermediate support
for security at different levels in the OSI stack. The only assumption made is that all the
intermediate devices support the IPSec protocol.

The emergence and acceptance of various security topologies has been a gradual process
that continues to unfold. Due to their installed bases, backward compatibility issues, and the
sensitive nature of security, these topologies will likely continue to co-exist across networks
for the near future.

u The Security Mosaic�
No Single
Silver Bullet There is no single, all-encompassing solution for information security problems, and we

believe there will never be a single silver bullet. The numerous security solutions that exist
today are a direct outcome of the extremely heterogeneous hardware and software environ-
ments for information generation, storage, flow, and processing. We believe the entropy of
information systems and, consequently, information insecurity will continue to increase for
the foreseeable future.

The Security Mosaic Today
To understand the need for and the evolution of multiple solutions, it is important to understand
where they are deployed in the information networks. Exhibit 12 depicts a typical information
network with a central office, one branch office, mobile workforce, and business affiliates�
all connected by the Internet and an intranet. The exhibit also shows various security solutions
and services and where they exist in this network. For the sake of continuity, only a brief
functional explanation of the listed security solutions is given in Exhibit 13 with detailed
explanations in the Technology Overview section.
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Exhibit 12  ◆ Security Solutions and Points of Deployment in a Typical Network

Source: RBC Capital Markets
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Exhibit 13  ◆ Functional Explanation of Security Solutions

Source: RBC Capital Markets

Security Solution Function Comparable Daily Life Examples

Anti-Virus Software

Anti-virus software scans a computer’s memory and disk 
drives for viruses. If it finds a virus, the application informs 
the user and may clean, delete, or quarantine any files, 
directories, or disks affected by the malicious code.

Inoculation medicine and antidotes.

Encryption 
Solutions

Encryption solutions provide means to scramble and de-
scramble data. The scrambled data can be stored or moved 
over public networks without compromising privacy. 

Using a foreign language to conduct a dialogue 
in a public place where no one understands the 
language.

Firewalls

Firewalls prevent unauthorized access to or from a protected 
network. All data traffic entering or leaving the protected 
network goes through the firewall, which examines each 
message and blocks those that do not conform to a pre-
defined security policy.

Security fence or wall around a house. The 
policies can be thought of as rules of the 
house, which define who is allowed in the 
house, when the kids may go out, or when to 
open the front door.

Virtual Private 
Networks

Private networks that make use of public infrastructure to 
transfer information from one point to another. The 
transferred information is kept secure and secret as it moves 
across the public networks.

An armored van that transports valuables 
(money or information) from one location to 
another while traveling on public roads. 

PKI Software               
PKI Services

Public Key Infrastructure, or PKI, refers to the collective 
framework of standards, technologies, mechanisms, 
procedures, and policies that provide confidentiality, 
authenticity, integrity, and non-repudiation for Internet-based 
communications. The components of this framework may be 
implemented by an organization on its own or outsourced.

Passport authorities, postal services, banking 
system, credit checking organizations, and 
department of motor vehicle are some 
examples of PKI equivalent in real life. Each of 
these organizations act as trusted third parties 
and support a slew of commercial interactions.

Authentication 
Solutions

Authentication solutions are used to validate the identity of 
humans or machines and are based on one or more of the 
following: knowledge (e.g., passwords), possession (e.g., 
identity cards, digital certificates), or biometrics.

Driver’s license, employee badge, PIN 
numbers, and fingerprints are common 
examples. 

Authorization 
Solutions

Authorization solutions provide access control across a 
range of Web and application servers. Authorization is 
usually based on pre-defined access rights and security 
policies.

Usher at a wedding guiding relatives of the 
bride and the groom to the left or to the right of 
the aisle. An e-mail server granting access to 
only the account for which one has a valid 
username and password.

Intrusion Detection   
Vulnerability 
Assessment

Intrusion detection systems gather and analyze information 
from individual computers and networks in an effort to 
discover possible security breaches. The breaches could be 
attacks from an intruder  or  attacks from an insider. 
Vulnerability assessment (or scanning) solutions are used to 
assess the security of a computer system or network.

Burglar alarms and motion detecting sensors 
inside a house are similar to Intrusion Detection 
solutions. Having a security company inspect 
ones house for unguarded points of entry is 
similar to Vulnerability Assessment.

Internet Access 
Control

Internet access control products mange employee access to 
the Internet by selectively preventing and prohibiting 
connection to certain Web sites. Access control is based on 
multiple criterion including type of material, time of request, 
size of request material, etc.

Controlling access to R rated movies at a 
theater.

Content Security

Content security involves analyzing data as it flows in and 
out of a network and taking actions based the results of the 
analysis.  The policies governing these actions can cover a 
wide range, from simple forwarding of the data to deletion of 
offensive material.  

U.S. Customs Service, which inspects goods 
flowing in and out of the country.
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Evolution of the Security Mosaic
The evolution of the security mosaic depicted in Exhibit 12 has been a gradual process. As
security vulnerabilities have been exposed and exploited over the years, new products have
been added to this mosaic. Network security started with firewalls protecting the network
perimeter by inspecting inbound/outbound traffic. As the Internet took hold, users started to
download files and applications from remote locations to their desktops, creating the need to
scan for viruses at the firewall and at the desktop level. Viruses were the first highly publicized
and damaging computer-related �security issues.� Incidentally, the first known PC virus
(Brain Virus, January 1986), was designed to mark bootlegged software by putting copyright
notice on the floppy disks carrying the software. Interestingly, this was the only virus in
which the authors identified themselves completely. The rise of Web traffic and e-mail volume
resulted in the emergence of content filtering and e-mail scanning tools. Interdependence
of computer systems connected via the Internet also made them more vulnerable to attacks
via the Internet. To tackle this problem, Security Administrators Tool for Analyzing Networks
(SATAN) was released in 1993. SATAN is a tool to help system administrators by recognizing
common networking-related security problems and reporting them without actually exploiting
them. In the wrong hands, SATAN could cause havoc, and it did, creating the need for
vulnerability assessment and subsequently for intrusion detection. Clearly, computer-
related security issues have grown substantially complex over the years as threats, flaws,
and vulnerabilities continue to emerge on a regular basis and become a permanent part of the
security theater.

The Future Mosaic
New and innovative products to counter and manage waves of threats continue to regularly
enter the market, each with an incrementally different technology and approach to new and
existing security problems. There are two prime drivers of new products: new types of
attacks and increasing complexity. For example, a new type of malware results in constant
evolution of anti-virus solutions. During the past two years, the denial of service attacks
have evolved into the distributed denial of service attacks, creating demand for new
technologies and solutions. As traditional enterprise applications have opened up to the Web,
management of users accessing these applications via the Web has resulted in entirely new
types of products. For example, policy-based access management and provisioning solutions
are some of the newest areas of the security mosaic. Similarly, on the infrastructure services
side, trust services are starting to come into their own.

From a technology and innovation perspective, the industry is constantly moving toward
higher-performance platforms (multi-Gigabits per second processing range) with ultra-high
reliabilities (supported by coupled cluster architectures). Several new technologies are currently
in the early stages of moving from research labs into products, including honey pots, air-gap
devices, several types of biometric solutions, digital watermarking, new cryptosystems, and
acceleration algorithms, to name a few. Exhibit 14 depicts the growth of various dedicated
security solutions as their markets cross the $500 million per year mark.
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We estimate that as the security mosaic evolves, at least six new markets will cross the $500
million per year revenue mark within the next two to three years.

Best of Breed Dominates
In general, security customers have always preferred point solutions versus suite-based
packaged solutions, a preference we believe will continue for the near future. The types of
problems that security solutions tackle are fundamentally different compared to the problems
solved by mainstream software. Users expect mainstream software to cover a wide range of
requirements. Furthermore, they expect a malleable, platform-like, extensible product that
can be customized to changing requirements. Not surprisingly, productivity software,
databases, application development tools, CRM solutions, and integration solutions all ship
with macros, APIs, and add-on modules to facilitate customer creativity and solution
expansion. For these applications, simpler purchasing, ease of use, easier maintenance and
cost considerations outweigh considerations about latest technology, slower updates, lack
of the correct functionality, and inflexibility. On the other hand, for security solutions,
considerations about the robustness of solutions and the ability to quickly upgrade (and not
wait for the next release to plug a security hole) far outweigh numerous other factors such
as the cost and complexity of maintaining multiple point solutions. Exhibit 15 depicts these
and other pros/cons that have shaped the best-of-breed dominance for security solutions.

Exhibit 14  ◆ Waves of Security Solutions
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Finally, from a pure risk perspective, IT managers prefer using multiple vendors. The risks
are discovery of vulnerabilities in the product of one vendor and propagation of the vulnerability
through all other products from that same vendor�a disastrous scenario for any user who
may have standardized on firewalls, intrusion-detection systems, anti-virus applications, and
other security solutions, all from a single vendor. Case in point: Cisco Systems, Inc. (Nasdaq:
CSCO; Buy-Aggressive; $17.29) recently announced a major flaw in its proprietary IOS
operating software, which is used by multiple products across its routers and switches
product lines. We believe the practice (Exhibit 16) of multi-layered security (aimed at
minimum risk to the users and maximum difficulty to hackers) will continue for the near
future.
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Exhibit 16  ◆ Preferred Multi-Layered Security Topology:
Minimum Risk to Users, Maximum Difficulty for Intruders

Source: RBC Capital Markets

Increasing Entropy and Deteriorating Security
It is a mathematical fact that for any system, increasing the complexity of a system results
in increased unpredictability. The longer the path that information must travel from point A to
point B, the higher the unpredictability due to numerous intermediate points of connection.
From a security perspective, each additional intermediate point is a potential attack target. As
information travels from one computer to another, hardware platforms, operating systems,
network protocols, software applications, middleware, and the insecure layers of the OSI
are all potential attack targets (Exhibit 17). To make matters worse, each message has to
hop across multiple nodes, moving from one router/server to the next router/server to the
next router/server, and so on. For example, an average e-mail message may make as many
as 20-25 hops before reaching the final recipient.
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Window of Vulnerability
So what if there are multiple components and connections? Isn�t the technology improving
every day to make each of these IT components more reliable and safe? Consider the following
to understand the flaw in above thinking: Suppose there are only a few links dictating security
in the IT chain of an enterprise�s business process�let�s say 10 (this is a very conservative
number by any means but enough to illustrate our point). Each link represents one point of
vulnerability for the company or one point at which it could experience a security breach.
Let us assume that each link is 99.9% secure. In other words, each link is able to provide
perfect security 99.9% of the time and is vulnerable 0.1% of time. Based on these assumptions
and using laws of probability, we compute a window of vulnerability for such a system. The
window of vulnerability (measured in days per year) is a proxy for the number of days per
year that a system is insecure. The results of this exercise are depicted in Exhibit 18.

Exhibit 17  ◆ Moving Parts of the Communication Chain

Source: RBC Capital Markets
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Exhibit 18  ◆ Security Levels and Vulnerability Window of a 10-Link IT System

Source: RBC Capital Markets
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Even with a seemingly high security level (99.9%) at every link, the security level of the
system as a whole is only 99.6%. This translates into the system being open to attacks 4
days every year. Would any company be willing to live with 361 days of 100% security
along with 4 days of zero security? We believe the answer is no. Furthermore, most links in
IT systems are nowhere near 99.9% security, in our opinion. Consequently, no matter how
secure individual components are, every system collectively suffers from a window of
vulnerability during which it is open to attack. There are clear differences between actual
implementation and our theoretical example. First, real life IT systems are much more complex
and vulnerable. Second, the complexity is never contained within one single organization.
Consequently, not only is the security of the IT infrastructure (or the process it supports)
not completely controllable, it is usually not even completely measurable. Third, security
solutions can reduce the risk but can never completely eliminate it. The minute the weakest
security link is fortified in the IT chain, the security risks shift to another link, which then
becomes the new weakest link. Effectively, as long as changes and updates keep occurring
in any of the links, new security vulnerabilities will continue to emerge.

Managing the Complexity�The Holy Grail
Clearly, a rich and growing list of security solutions has resulted in management challenges.
Several factors further compound the manageability problem. First, individual solutions within
the security mosaic are fairly complicated to configure and maintain. Consider the case of
firewalls; a recent study by the Computer Security Institute found that 49% of security
breaches through firewalls could be attributed to mismanagement, 7% to inadequate
technology, and 44% to both. Second, within the IT industry, trained security personnel
continue to be a scarce resource. Third, even when security personnel are available, scalability
of security infrastructure is severely restricted due to lack of manageability. Finally, every
security product has its own user interface and configuration tools. While on the protocol
level, security solutions may talk to each other (e.g., an IPSec-compliant VPN gateway
from one vendor and an IPSec-compliant VPN client from another vendor) and follow
industry standard Simple Network Management Protocol (SNMP), the market is fragmented
when it comes to the Holy Grail of manageability�an integrated console. Most security
vendors will ship their products with a management console that is focused mainly on their
own products. The security administrator frequently ends up with multiple consoles, effectively
adding to the manageability problem. Check Point�s OPSEC alliance is perhaps the only
prominent and established industry-wide program that addresses interoperability of security
solutions, however, with limited exchange of device-specific information percolating up to
the management console. As discussed in the Industry Trends section, we believe that integrated
management of security infrastructure will be a major focus area for existing and new
players alike.
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u The Mission-Critical
Nature of
Security Solutions Traditionally, the need to protect critical information networks drove the market for security

solutions. As the economic value of these networks and that of the information they carry
has increased, so has the mission-critical status of security solutions. We believe that several
macro drivers are at work to ensure that these solutions will continue to enjoy a �must-have�
status within the IT budgets.

u First, billions of dollars are lost every year by businesses, governments, and individuals
due to inadequate information security measures buckling under hacker attacks. Some
of the recent loss figures are listed in Exhibit 19.

Exhibit 19  ◆ Recent Statistics on Information Security-Related Losses

Source: Statements are sourced above

Global damages due to hacks, viruses, and other information security breaches: more than
$15 billion  per annum. (Datamonitor)

7% of annual revenues are lost due to security gaps in corporate information systems (Omni
Consulting, according to a study of 3,000 companies)

By the time it burned out, the I Love You virus had cost companies $960 million  in clean-up
costs and $7.7 billion  in lost productivity. Damage caused in the first five days: $6.7 billion.
(Computer Economics)

Europeans lost $267.5 million  in 2000 to online credit card fraud resulting from poor Web
site security and security breaches. (European Union)

The average monetary loss per Internet fraud victim in 2000 was $665. (Internet Fraud Com-
plaint Center)

Industries around the world lost an estimated $1.2 billion  to the DDOS attacks on e-com-
merce in February 2000. (Yankee Group estimate based on lost capitalization, lost revenues,
and the costs of security upgrades)

217 of the richest Americans were cheated out of a combined $22 million  earlier this year by
a New York City busboy who used  the computers at his local library for identity theft.

Software vendors lost an estimated $12.2 billion 1999 due to software piracy. (International
Planning and Research) They estimate that one out of three pieces of software used by
businesses around the world are pirated copies.
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u Second, there are clear indications that the losses due to information security breaches
continue to get worse (Exhibits 20-21), and persistent fear of potential losses is ex-
pected to substantially deter e-commerce (Exhibit 22). We estimate these losses to grow
to $77 billion by 2004 from $15 billion a year in 2000 (Exhibit 23).

Exhibit 20  ◆ Average Losses Incurred by Surveyed U.S. Organizations

Source: CSI/FBI 2001 Computer Crime and Security Survey (losses due to security breaches)

Exhibit 21  ◆ Average Losses Incurred by Internet Fraud Victims

Source: National Consumers League, Internet Fraud Complaint Center (loss per individual victim)
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Exhibit 22  ◆ Loss of Online Sales Due to
Consumer Fears About Information Security

Source: Federal Trade Commission

Exhibit 23  ◆ Losses Due to Lack of Information Security

Source: RBC Capital Markets estimates
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u Third, the level of e-commerce activity is rapidly growing. In 2001, International Data
Corporation (IDC) estimates business-to-business (B2B) commerce will grow to over
$4 trillion market by 2005 from approximately $280 billion market in 2000, while busi-
ness-to-consumer (B2C) commerce will grow to over $700 billion in 2005 from ap-
proximately $70 billion in 2000. Today, among the non-dot-com companies, only a small
percentage of transactions are conducted electronically in the United States (Exhibit
24). We estimate this number to be less than 5% worldwide. As e-commerce takes hold
and organizations start to see positive impact on their bottom lines, we expect that par-
ticipation in electronic transactions will accelerate. Not surprisingly, security and associ-
ated issues are listed as top challenges for unlocking the multibillion-dollar B2B and B2C
opportunities (Exhibit 25).

Exhibit 24  ◆ Percent of Organizations' Transactions Conducted Electronically

Source: NetworkWorld 500 Survey, 2001

Exhibit 25  ◆ Major Challenges to Unlocking B2B and B2C Markets

Source: NetworkWorld 500 Survey, 2001
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u Finally, we believe that confidence levels in existing security solutions for e-business
initiatives are low, and lack of security, fears of breech in information networks, and loss
of data, enjoy top mind share with information officers and administrators. Exhibits 26-
28 support these conclusions.

Exhibit 26  ◆ Vulnerability of E-Business Activities to Security Breaches

Source: NetworkWorld 500 Survey, 2001

Exhibit 27  ◆ Percent of CTOs Stating Security and Integrity of
Their Systems/Databases as the Most Pressing Concern

Source: John J. Davis & Associates
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u Current Spending
Levels on Information
Security Are Low We believe that current spending levels on information security as a percentage of overall

information technology spending are surprisingly low across industries. Based on various
industry sources, we estimate security spending levels to be between 1%-5% of the overall
IT budget, and overall IT budgets to be between 2%-12% of revenues. This would suggest
that organizations spend anywhere from 0.02% to 0.6% of total revenues on information
security. Exhibit 29 shows security budgets by company size.

Exhibit 28  ◆ Top Concerns for Network/IS Professionals

Source: NetworkWorld 500 Survey, 2001
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Exhibit 29  ◆ Security Budget by Number of Employees

Source: Information Security Magazine, September 2000
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To put things in perspective, we have computed security budgets per person per year in
Exhibit 30. It is clear that for smaller organizations, security is relatively a much higher
expense because these organizations do not enjoy the economies of scale. These results
include salaries of employees involved with information security. If the salaries are excluded
(we estimate the average salary of trained security personnel to be $60,000-$80,000 per
year), the spending levels drop dramatically.

Exhibit 30  ◆ Security Budgets Per Employee Per Year

Source: Information Security Magazine, September 2000
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Exhibit 31  ◆ Information Security Spending Statistics

Sources indicated above

Other independent surveys (Exhibit 31) also point to low levels of spending on information
security.

$16.66 per person per year
Average per-annum funding for each federal law enforcement agent to fight cybercrime in
2000, based on a current budget of $10 million and staffing level of 600,000 agents.
(GAO).

Of global companies doing business online, 99% worry about online fraud, but 60% of
them spend less than 1% of their revenue to prevent it. (Worldwide E-Commerce Fraud
Prevention Network March 2001, 140 member survey.)

More than 50% of businesses worldwide spend 5% or less  of their IT budget on secur-
ing their networks. (Datamonitor, 2000)

In 2000, federal discretionary spending on law enforcement was estimated to be $17
billion. Of that, only  $10 million  was allocated for computer crime-related training,
staffing, and support—less than 0.1%  of all law enforcement-related spending. (Gartner)

It is clear that the relatively large burden faced by small- and medium-sized enterprises is a
strong catalyst for outsourced security services and simpler, easier-to-manage, multi-
functioned security appliances. Indeed, these catalysts are reflected in our growth projections
for managed services and security appliances, which are among the fastest-growing security
solutions.

Exhibit 32  ◆ Spending Levels Across Various U.S. Industries

Source: Information Security Magazine, September 2000
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Furthermore, the evidence suggests that information security budgets vary widely by industry,
with the consulting companies allocating budgets nearly 40x the budgets for companies in
the education industry. Exhibit 32 shows information security budgets for various U.S.
industries.

We are not surprised by the wide difference between the budgets of the consulting and
education industries. In our opinion, the more value an organization can store in its digital
assets or processes (versus its physical assets or physical processes), the more it will likely
spend on information security. For example, consulting organizations have virtually all their
wealth contained in their intellectual capital, which can be preserved or shared by digital
means. Similarly, the banking and finance industry is dominated by processes that utilize
information networks. Consequently, it cannot afford to have these processes shut down.
The healthcare industry, on the other hand, stores the majority of its wealth in physical
processes (we are not yet at a stage at which doctors can treat patients remotely) and hence
supports smaller budgets. We do expect the pace of IT adoption in the healthcare industry to
pickup because of recent regulations discussed later in this report. As we look ahead, we
believe that a shift from physical to digital assets will accelerate across all industries and
drive increasing information security budgets.

u Security Solutions as
ROI/Revenue-Enabling
Instruments Traditionally, security solutions have been viewed as preventive tools for which organiza-

tions have had to tolerate spending without being able to fully quantify or appreciate the
benefits they get in return. During the past year, security solutions are increasingly being
thought of as �smart� infrastructure investments that cut costs and provide new revenue
opportunities, thanks in large part to the economic downturn.

On the cost savings side, we provide the following examples (Exhibits 33-35) to highlight
how security-enabled solutions can directly impact a company�s bottom line. We would like
to point out that the numbers in the examples are on the conservative side because only
direct costs have been included. The savings could be much more if one considers peripheral
expenses such as the cost of maintaining multiple passwords (the top request to IT help
desks is for lost or forgotten passwords) or potential liability to an organization due to its
employees accessing inappropriate material.
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Exhibit 33  ◆ Cost Savings by Replacing Dial-Up Connections with VPN

Source: Cisco Systems, Inc.

Remote Users on 800 Line 50 Remote Local Users 50
Avg. 800 Hours/Week 10 Remote 800 Uesers       +   50
800 Number Cost/Minute   $0.03 Total Remote Users 100
Min/Hour * Weeks/Month 260 Per User ISP Cost $19.95
(constant)

Minimum Hardware Recommended: 
 -1 Cisco VPN 3005 Concentrator

Remote Users on 800 Line 500 Remote Local Users 500
Avg. 800 Hours/Week 20 Remote 800 Uesers      +  500
800 Number Cost/Minute   $0.03 Total Remote Users 1,000
Min/Hour * Weeks/Month 260 Per User ISP Cost $19.95
(constant)

Minimum Hardware Recommended: 
 -1 Cisco VPN 3030 Concentrator

Payback Period: 0.4 months

Direct Dial Monthly Total: $3,900.00

Direct Dial Monthly Total: $78,000.00

Monthly  Dail-Up Cost

VPN Monthly Total: $1,995.00

VPN Monthly Total: $19,950.00

Monthly  Dail-Up Cost Monthly VPN Cost

Monthly Savings: $58,050.00

Minimum Hardware cost: $22,000

Monthly VPN Cost

Monthly Savings: $1905.00

SMALL BUSINESS CASE ( 50 users)

LARGE BUSINESS CASE ( 500 users)

Minimum Hardware cost: $4,000

Payback Period: 2.1 months



34   Sigmond / Kaura

Safe and Sound: A Treatise on Internet Security November 1, 2001

Exhibit 34  ◆ Cost Savings from Implementing Single Sign-On

Source: RBC Capital Markets estimates

Typical User Single Sign-On

Number of passwords 5 1

Average minutes to sign on to a system 0.25 0.25

Number of sign-ons per user per day 1 1

Number of working days 245 245

Hours/year spent signing on 5.1 1.0

Average salary of employee $50,000 $50,000

Sign-on cost per employee per year $123 $25

Number of employees 500 500
Total sign-on cost $61,348 $12,270

Number of employees 15,000 15,000
Total sign-on cost $1,840,445 $368,089

Without Access 
Control

With Access 
Control

Average hours/day spent surfing the net 1 0.5
Number of working days 245 245
Hours/year spent surfing the net 245 123
Average salary of employee $50,000 $50,000
Cost to the employer $5,889 $2,945

Number of employees 100 100
Total sign-on cost $588,942 $294,471

Number of employees 1,000 1,000
Total sign-on cost $5,889,423 $2,944,712

Exhibit 35  ◆ Cost Savings from Implementing Access Control

Source: RBC Capital Markets estimates

As stated earlier, we believe that without proper security solutions, the digital revolution will
never measure up to its full potential. The central role of security solutions as revenue-
generating instruments is clearly evident if we consider the top three growth areas of
technology: storage area networks (SANs), handheld/mobile devices, and application service
providers (ASPs). Exhibits 36-38 clearly suggest the critical role security solutions will play
in unlocking these new markets.
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Exhibit 36  ◆ Percent Indicating That a Factor Is "Very Important" or "Important"
When Selecting Storage Architecture

Source: NetworkWorld 500 Survey, 2001
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Exhibit 37  ◆ Percent Indicating That a Factor Is "Very Important" or "Important"
in Purchase of Handheld Devices

Source: NetworkWorld 500 Survey, 2001
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Exhibit 38  ◆ Percent Indicating That a Factor Is "Very Important" or "Important"
When Selecting an ASP

Source: NetworkWorld 500 Survey, 2001
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Exhibit 39  ◆ Market for Information Security Solutions

Source: RBC Capital Markets estimates

Market Segmentation and Growth Outlook

The overall market for information security solutions reached approximately $10.3 billion in
2000, and we are projecting the market to grow at a CAGR of 25% during the next five
years, reaching approximately $31.8 billion by 2005. Exhibit 39 highlights the current size
and growth projections for primary segments in the security market.
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u Market for Security
Solutions Is
Highly Segmented End users generally prefer a multi-layered approach to information security. Consequently,

the security market is highly segmented. Based on the methods of delivery, security solu-
tions may be divided into four main segments: security software, security appliances, man-
aged / outsourced security services, and peripheral services.

u Security Software: We define this segment as containing pure software products that
are licensed to users. Examples of such products include software for firewalls, intru-
sion detection, VPNs, authorization, and PKI among others. These products typically
run on off-the-shelf servers/workstations/desktops running standard operating systems.

u Security Appliances: We define this segment to include purpose-built hardware per-
forming one or more security functions. Examples of such products include appliances
for firewalls, VPNs, intrusion detection, and content filtering. Security appliances typi-
cally have a hardened (better secured) version of on off-the-self operating systems,
Linux being a popular choice because it is free. Although traditional networking equip-
ment such as routers and switches have security features to some extent, we do not
consider them �security appliances� and are excluding them from our analysis.

u Managed/Outsourced Security Services: We define this segment to include services
that involve either managing a customer�s installed security solution (e.g., firewalls and
VPNs) or providing a pure service (e.g., trust services such as outsourced PKI service).

u Peripheral Security Services: We define this segment to include services that are sup-
portive in nature to the other three segments. These peripheral services include consult-
ing services, implementation services, and training services. Given the complex nature
of security solutions, limited understanding of the involved issues, and lack of trained
personnel (especially in small- and mid-sized businesses), a healthy market has devel-
oped for peripheral services. In addition to several vendors having consulting practices
for peripheral services, it is very common for product vendors to offer these services in
conjunction with their other product/service offerings. While we mention this segment
for completeness, it is not the focus of this report.

From a functional perspective, we divide the market into 14 primary and six secondary
segments, each generally representing a unique solution (e.g., firewalls, authentication,
encryption, etc.). Exhibit 40 shows our market projections for various segments in detail.
For the purpose of this report, we will limit our focus on the 14 primary segments shown in
Exhibit 39.



Sigmond / Kaura  39

November 1, 2001 Safe and Sound: A Treatise on Internet Security

Exhibit 40  ◆ Detailed Segmentation of the Information Security Market

Source: RBC Capital Markets estimates and International Data Corporation (IDC)

Overall Security Market ($ Millions) 2000 2001 2002 2003 2004 2005 CAGR

Function Based Segmentation

Primary Segments
Anti Virus Software $1,390 $1,613 $1,871 $2,152 $2,453 $2,772 15%
Encryption Software $184 $213 $248 $289 $326 $365 15%
Firewall Software $736 $934 $1,112 $1,279 $1,432 $1,561 16%
VPN Software $302 $501 $802 $1,203 $1,624 $2,014 46%
PKI Software $301 $391 $489 $586 $674 $742 20%
PKI Services $203 $305 $442 $618 $834 $1,085 40%
Other Authentication Software $261 $314 $370 $425 $468 $515 15%
Authorization / Web SSO $200 $360 $504 $705 $952 $1,238 44%
Intrusion Detection $234 $281 $393 $511 $614 $737 26%
Vulnerability Assessment $252 $303 $424 $551 $689 $861 28%
Internet Access Control $162 $272 $408 $520 $636 $744 36%
Content Security / Scanning $125 $188 $329 $494 $691 $898 48%
Security Appliances $1,253 $1,947 $2,846 $3,692 $4,439 $5,138 33%
Managed Security / Response Services $840 $1,260 $1,827 $2,430 $3,037 $3,645 34%
Total Market - Primary Segments $6,443 $8,880 $12,064 $15,455 $18,869 $22,312 28%

Secondary Security Segments
Legacy SSO $1,109 $1,153 $1,177 $1,194 $1,206 $1,206 2%
Host SSO $50 $55 $61 $66 $71 $75 8%
Consulting Services $869 $1,042 $1,182 $1,438 $1,787 $2,227 21%
Implementation Services $1,176 $1,423 $1,629 $1,908 $2,392 $3,007 21%
Education & Training $342 $419 $516 $641 $890 $1,237 29%
Network/Security Management Software $359 $481 $665 $930 $1,289 $1,759 37%
Total Market - Secondary Segments $3,905 $4,573 $5,230 $6,177 $7,635 $9,511 19%

TOTAL SECURITY MARKET $10,348 $13,453 $17,294 $21,631 $26,505 $31,824 25%

Delivery Based Segmentation

Security Software $4,148 $5,368 $6,950 $8,715 $10,559 $12,445 25%
Security Appliances $1,253 $1,947 $2,846 $3,692 $4,439 $5,138 33%
Managed/Oursourced Security services $1,043 $1,565 $2,269 $3,048 $3,872 $4,730 35%
Peripheral Services / Legacy Business $3,905 $4,573 $5,230 $6,177 $7,635 $9,511 19%

TOTAL SECURITY MARKET $10,348 $13,453 $17,294 $21,631 $26,505 $31,824 25%
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u Primary Market
Segments We analyze the overall market for security solutions, including segmentation analysis, iden-

tifying key players, market drivers, and consolidation trends, and provide revenue and growth
projections until 2005.

u Anti-Virus Software The anti-virus software market is the biggest and perhaps the most mature of the security
solutions markets. Four players, including Network Associates, Symantec, Computer Asso-
ciates International, Inc. (NYSE: CA; Neutral), and Trend Micro dominate this market,
which is roughly split 70%/30% between corporate and consumer segments. Name brands
in this market include McAfee, Norton Antivirus, and Dr. Solomon. Some of the more recent
and notorious viruses have included Melissa, LoveBug, Naked Wife, and Anna Kournikova.
Exhibit 41 gives the geographic and vendor-based market share data for 2000.

Exhibit 41   ◆  Anti-Virus Software Market Share Based on Vendors and Geography

Source: IDC
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Market Penetration
The market for anti-virus software is fairly well penetrated. A recent study by IDC suggests
that nearly 90% or more of North American businesses use some sort of anti-virus software
for both desktops and servers. We estimate this number is in the 60%-70% range on a global
basis.

Market Outlook
According to IDC estimates, the market for anti-virus software will grow into a $2.8 billion
per year opportunity by 2005, representing a 15% CAGR from $1.4 billion in 2000. These
growth projections are depicted in Exhibit 42.
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Exhibit 42  ◆ Growth Projections for the Anti-Virus Software Market

Source: RBC Capital Markets estimates and IDC

Market Drivers
u More than 53,000 known viruses are currently in circulation according to McAfee. Many

of these viruses are designed to trigger/reappear on a specific day. In other words, on
any given day, the danger from multiple viruses is a fact of life. Exhibit 43 shows
various viruses that triggered according to schedule during the month of September
2001.
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Exhibit 43  ◆ Known Viruses That Triggered in September 2001

1 Jerusalem.Sunday.A 21 WScript.KakWorm.B 41 10_past_3 

2 W97M.Eight941.I  22 WM.ShowOff  42 Npox-963.A 

3 W97M.FF.B 23 W97M.ZMK.J 43 W95.CIH  

4 Wscript.KakWorm 24 INIT 1984 44 WM.Twno.B 

5 WM.Theatre:Tw 25 INIT M 45 WM.Twno.C 

6 WM.MDMA 26 Jerusalem.1808 46 W97M.No_va.d 

7 SMEG.Pathogen 27 Dr&Et.1710 47 W97M.Title 

8 Flip 28 Xeram.1664 48 Boza 

9 W97M.Jim.A 29 W95.Smash 49 Avalon 

10 Satria.A  30 W97M.Class.B 50 V5M.Unstable.A 

11 W32.Plage.Worm 31 W97M.Class.C 51 W32.White.Worm 

12 XM.Delta  32 W97M.Class.D 52 W97M.Cali.A 

13 SevenDust E 33 W97M.Este.A 53 W97M.Chantal.A 

14 SevenDust F 34 VBS.Rabbit.A 54 W97M.Chantal.B 

15 SevenDust G 35 VBS.Rabbit.C 55 W97M.Class.A 

16 W95.HPS 36 WM.Twno.D 56 VBS.Winter 

17 Jeru.Suriv1.01.Argent 37 W97M.Class.E 57 Form 

18 W97M.Nono.A 38 W97M.Cont.A 58 W97M.Marker.EI 

19 WM.Helper 39 BAT911.Worm   

20 W97M.Celebrate.A 40 WM.Outlaw    

Source: http://www.symantec.com/avcenter/calendar/sep_2001.html
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u New viruses continue to emerge at an estimated rate of 100-300 per month.

u Major outbreaks cause substantial losses in productivity. Example: LoveBug caused an
estimated $6.6 billion in damages in the first six days alone.

u We believe that the game of cat and mouse between virus writers and virus fighters is
going to continue with better technology and tools available to both sides. For example,
a freely available virus-generation kit called Visual Basic Work Generator was used to
create the recent Anna Kournikova virus.

u We believe international markets represent a major untapped opportunity. As the rate of
Internet adoption accelerates globally, we believe anti-virus vendors will find a ready
market.

u In addition, demand for anti-virus software will also be helped by the proliferation of
mobile and wireless devices. While viruses for the Palm-OS have emerged recently, the
emergence of viruses for mobile telephones has the potential to be a major catalyst for
anti-virus software for mobile devices. However, in such constrained environments, we
do not see anti-virus software in each and every device but more likely on the wireless
gateways.

Market Trends
During the past year, the software-based model has given way to the service-based model,
a trend that we feel will gain strength with the service being bundled as part of devices or
applications being sold (e.g., service contracts for getting one�s PDA/laptop/database/storage
network inspected and cleaned remotely). In 2000, the market was split 73%, 25%, and 2%
between desktop, server, and subscription-based implementations, respectively.

u Encryption Software Encryption algorithms sit at the core of most security solutions, including PKI, VPNs, se-
cure messaging, and privacy applications. Encryption vendors typically license their algo-
rithms and provide toolkits to implement these algorithms. Due to a low position in the value
chain, the encryption market is the smallest and the slowest growing segment of the overall
security market. RSA-based encryption technology currently dominates the market and is
sold by RSA Security, Inc. and other vendors. Exhibit 44 gives the geographic and vendor-
based market share data for 2000.

Exhibit 44   ◆  Encryption Software Market Share Based on Vendors and Geography

Source: IDC
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Market Penetration
We estimate that the market for encryption software is approximately 20%-30% penetrated
on a global basis. Our estimates are based on a technology adoption trend study conducted
by IDC for the North American market. Despite their low penetration rate, encryption tools
by themselves are not high value items, resulting in a small market size.

Market Outlook
We believe the market for encryption software will grow into a $365 million per year
opportunity by 2005, representing an 15% CAGR from $184 million in 2000. Our growth
projections are depicted in Exhibit 45.

Exhibit 45  ◆ Growth Projections for the Encryption Software Market

Source: RBC Capital Markets estimates and IDC

Market Drivers
u The growth of security solutions using encryption technologies directly impacts the

encryption market. Notable strong drivers include markets for digital signatures, VPN,
wireless/mobile applications, data storage, and privacy issues.

u The recent easing of export restrictions for encryption products will further help en-
cryption vendors tap the under-penetrated global markets.

u While new cryptosystems are frequently introduced to the market, the process to get
them accepted by regulatory bodies is long and arduous, typically spreading over several
years. For this reason, the introduction of new commercial products is a relatively slow
process, and existing vendors are likely to maintain their leadership positions.

Market Trends
The need to balance security with performance should drive innovation of more secure and
efficient cryptosystems. As microprocessor computation speed increases, the existing
cryptosystems become more vulnerable to brute force cracking. Incidentally, despite the
abundance of raw computing power in today�s servers/gateways/desktops, the encryption/
decryption processes remain the most resource intensive activities and are often offloaded
to dedicated hardware. Several companies provide hardware-based accelerators or hardware/
ASIC-based cryptographic engines. Andes Networks and Ingrian Networks are two notable
vendors in this area. While Andes has SSL acceleration technology for processing transactions
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at Gbps speed, Ingrian has integrated caching, content switching, and SSL acceleration
operations into a common platform. Overall, one crypto-technology does not fit all situations.
We believe that future crypto-technologies will aim for a balance between speed and security.
One vendor that has successfully done this is Certicom, which has established a leadership
positions in wireless security arena based on its patented implementations of elliptic curve
cryptography (ECC); a technology particularly well suited for constrained environments.
We believe other vendors such as NTRU Cryptosystems, Inc. are working toward establishing
additional cryptosystems well suited for wireless environments.

u Firewall Software/
Firewall Appliances One of the most mature security products, firewalls are thought of as the quintessential

security solution. The firewall market is dominated by Check Point Software with more than
40% of the market share. Firewall software is typically licensed to run either on generic off-
the-shelf operating systems (e.g., Windows NT, UNIX) or on dedicated and special purpose
appliances (e.g., hardened versions of Linux). Major trends in the firewall market include the
rise of hardware-based solutions and integration of other security functionality (e.g., VPN,
content filtering, and load balancing) into firewall platforms. Exhibit 46 gives the geographic
and vendor-based market share data for 2000.

Exhibit 46  ◆  Firewall Software Market Share Based on Vendors and Geography

Source: RBC Capital Markets estimates and IDC
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Market Penetration
While the market for firewalls is fairly well penetrated in the United States and Canada,
international penetration remains low. According to a recent study by Infonetics, 66%, 83%,
94% of small, medium, and large organizations, respectively, in North America indicated
firewall deployments. Equivalent numbers for overall penetration in Europe range from 43%
in France to 81% in Scandinavia. We estimate the global market for firewalls to be 60%-70%
penetrated. However, this estimate may prove to be optimistic for two reasons. First, network
expansion creates demand for additional firewalls, and networks are certainly expanding.
Second, deteriorating security environments, especially as networks become more open,
necessitate deployment of firewalls at multiple levels, versus a single firewall around the
entire organization.
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Market Outlook
u We believe the market for firewall software will grow into a $1.6 billion per year oppor-

tunity by 2005, representing a 16% CAGR from $736 million in 2000. Our growth
projections are depicted in Exhibit 47.

Exhibit 47  ◆ Growth Projections for the Firewall Software Market

Source: RBC Capital Markets estimates and IDC

Exhibit 48  ◆ Growth Projections for the Firewall Appliance Market

Source: RBC Capital Markets estimates and IDC
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u We believe the market for appliances, which have firewall as a predominant or sole
function, will grow into a $4 billion per year opportunity by 2005, representing a 34%
CAGR from $942.8 million in 2000. Our growth projections are depicted in Exhibit 48.
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Market Drivers
u Adoption of the Internet and low penetration levels in the global markets are key drivers

for firewalls. International Web sites are becoming popular intrusion points and deface-
ment targets for hackers. We believe that as businesses become more global and distrib-
uted, the inequality between headquarter-based networks and branch-based networks
will rapidly evaporate, resulting in rapid adoption of the firewall solutions in far-flung
international markets.

u High demand for firewall appliances is primarily being driven by ease of use and manage-
ability (more important to smaller customers), and high performance levels (more im-
portant to larger customers). We believe the former will be particularly true in a majority
of the international markets where the level of user sophistication remains far below that
of their North American and Western European counterparts. In the lowest end of the
market, we believe the firewall solutions will ultimately be embedded in the always-on
DSL/Cable boxes. We further discuss the emergence of hardware-based appliances in
the Industry Trends section.

Market Trends
Firewalls have traditionally served as the central enforcement points for security policies, a
role we believe it will continue in for the near future. While PC-based personal firewalls have
proliferated during the past year, especially due to deployments of cable/DSL connections,
we believe firewalls remain complex to use for the average PC user. For this reason, we are
likely to see low-level firewalls embedded into other pieces of software such as Windows
XP or deployed as part of security appliances. Professional-level, software-based firewalls
continue to be deployed on generic servers and are likely to remain focal points of security
policies. We believe that in addition to better performance, software-based firewalls will
continue to improve on the reliability and manageability fronts, especially when it comes to
synchronized operations with other firewalls and security solutions. For a detailed discussion
of appliance-based firewalls please see the Industry Trends section.

u VPN Software/
VPN Appliances VPN solutions are among the fastest-growing, security-enabled solutions. Similar to firewalls,

VPN functionality can be deployed on multiple platforms, including off-the-shelf servers,
dedicated VPN gateways/appliances (as part of firewalls), and VPN-enabled routers. Not all
these options are equal when it comes to performance and security. For this report, we are
considering dedicated VPN appliances and VPN software only, with security as the primary
consideration. The software-based VPN market is dominated by Check Point Software,
which is estimated to have over 65% of the market share. Exhibit 49 gives vendor-based
market share data for second quarter 2001.

Exhibit 49  ◆ VPN Software Market Share Based on Vendors

Source: Infonetics
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Market Penetration
We believe that the market for VPN solutions is currently under-penetrated, on both the
domestic and the international fronts. According to a recent study by Infonetics, 13%, 31%,
and 52% of small, medium, and large organizations in North America deploy remote access
VPNs, respectively. These numbers are expected to grow to 50%, 72%, and 86%,
respectively, by 2005. Equivalent numbers for overall penetration in Europe range from 10%
in France to 23% in the U.K. We estimate the global market for VPNs to be 10%-15%
penetrated.

Market Outlook
We believe the market for VPN software will grow into a $2 billion per year opportunity by
2005, representing a 46% CAGR from $302 million in 2000. Our growth projections are
depicted in Exhibit 51.

Exhibit 50  ◆ VPN Hardware Market Based on Vendors

Source: Infonetics
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Exhibit 51  ◆ Growth Projections for VPN Software Market

Source: RBC Capital Markets estimates and IDC

The VPN appliance market is lead by Nokia Corporation (NYSE: NOK; Strong Buy-
Aggressive; $21.58), Nortel Networks Corporation (NYSE: NT; Buy-Speculative; $6.25),
and Cisco Systems. Exhibit 50 gives the vendor-based market share data for second quarter
2001.
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We believe the market for VPN appliances that have VPN as the predominant or sole function
will grow into a $1.7 billion per year opportunity by 2005, representing a 50% CAGR from
its current level of $221 million per year. Our growth projections are depicted in Exhibit 52.

Market Drivers
u Strong ROI incentives, including cost savings (versus dial-up connections or leased

lines), increased speed (due to service level agreements being part of most VPN based
services), and enhanced security, are key market drivers.

u We believe that remote access VPNs, site-to-site VPNs, and extranet VPNs are benefit-
ing from growth in telecommuters, distributed enterprises, and B2B connections, re-
spectively.

u Finally, for VPN client software in particular, we believe that growth of mobile devices
and adoption of mobile commerce will be major growth drivers. In the wireless area, we
estimate that VPN clients could present a $3 billion dollar plus opportunity by 2005 if
they continue to be sold as separate entities (versus being bundled with WAP or VPN
gateways).

Market Trends
Typically, speed and tight security go against each other for VPNs. Driven by their attractive
ROI proposition, VPNs have become a hot favorite of service providers who aim to offer
VPN-based services for distribution of audio, video, text, and voice content at a high level of
service quality. Service providers typically deploy dedicated hardware-based VPN boxes
that offer ultra high performance and scalability without sacrificing speed on account of
strong encryption requirements. Emergence of new router technologies such as Multi-Protocol
Label Switching (MPLS) has given service providers the tools to provide high-quality service
levels. While these routers are �VPN enabled,� the reader should not confuse them as potentially
replacing dedicated VPN gateways. The VPN-enabled routers do not have strong encryption
and security wrappings for the data they carry. We expect the VPN gateways and VPN-
enabled routers to coexist in the foreseeable future. Key players in the VPN-enabled router

Exhibit 52  ◆ Growth Projections for VPN Appliance Market

Source: RBC Capital Markets estimates and IDC
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Exhibit 53  ◆ PKI Services and PKI Software Market Share Based on Vendors

Source: IDC
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market include Cisco, Lucent, and Enterasys, among others. In addition, several new companies
(e.g., Imperito, eTunnels, OpenReach) have recently emerged to offer VPN-based services
based on their private networks, which combine the best of existing VPN technologies. For
further discussion of the trends in the VPN market, please see the Industry Trends section.

u Authentication: PKI
Software and Services Dominated by VeriSign (70% plus market share), PKI services are one of the fasted-grow-

ing security segments with 40% CAGR projected over the next four years. Entrust is the
leading vendor of PKI software solutions, with nearly 40% market share. Exhibit 53 gives
the estimated vendor-based market share data for PKI products and PKI services for 2000.

Market Penetration
Among various PKI instruments, market penetration for server certificates, client certificates
issued to employees, and client certificates issued to affiliates enjoy an estimated 35%, 25%,
and 15% penetration in North American markets, respectively. We estimate the overall PKI
market is 10%-15% penetrated on a global basis.

Market Outlook
u We believe the market for PKI services will grow into a $1.1 billion per year opportunity

by 2005, representing a 40% CAGR from $203 million in 2000. Our growth projections
are depicted in Exhibit 54.

u We believe the market for PKI software will grow into a $742 million per year opportu-
nity by 2005, representing a 20% CAGR from $301 in 2000. Our growth projections are
depicted in Exhibit 55.



Sigmond / Kaura  51

November 1, 2001 Safe and Sound: A Treatise on Internet Security

Exhibit 54  ◆ PKI Services Growth Projections

Source: RBC Capital Markets estimates and IDC
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Exhibit 55  ◆ Growth Projections for PKI Software Market

Source: RBC Capital Markets estimates and IDC

Market Drivers
u The growing volume of B2B transactions and the need for associated trust infrastructure

are the drivers of PKI solutions, which are being used as fundamental infrastructure
tools among trading partners. We believe this trend will grow on par with the prolifera-
tion of B2B commerce.

u PKI solutions are also increasingly finding homes in other applications such as VPNs,
distributed firewalls, and user and content management. In all of these applications, the
PKI framework is being used to authenticate a human/machine for administration, con-
trol, or transaction purposes. We believe a shift from manual to automatic management
of users and systems will be a key enabler for PKI solutions.

u Increased regulations such as HIPPA and the e-sign act have created circumstances
favoring an accelerated adoption of PKI solutions. We expect HIPPA and its inherent
privacy issues could be a real wild-card catalyst for PKI adoption.

$188

$301

$391

$489

$586

$674

$742

$0

$100

$200

$300

$400

$500

$600

$700

$800

1999 2000 2001 2002 2003 2004 2005

m
ill

io
n

s



52   Sigmond / Kaura

Safe and Sound: A Treatise on Internet Security November 1, 2001

Exhibit 56  ◆ Growth Projections for Non-PKI Authentication Market

Source: RBC Capital Markets estimates and IDC
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Market Trends
We believe that outsourced PKI services will continue to far outpace the in-house PKI
solutions. Our conversations with end users lead us to believe that in-house deployment and
management of PKI implementations is a task suitable primarily for large organizations with
sufficient resources. We believe that as small- and medium-sized businesses enter the e-
business fold they would be natural candidates for outsourced PKI services. This trend is
already starting to have an impact with PKI product vendors, many of which have started
initiatives toward hosted PKI services.

u Authentication:
Non-PKI Solutions The non-PKI-based authentication market is one of the smallest segments of the overall

market. This segment is fairly fragmented and includes vendors for software tokens (one-
time passwords), support software for hardware tokens, and smart cards. Prominent ven-
dors are Arcot, Rainbow Technologies, RSA Security, Vasco and several others.

Market Outlook
We believe the market for non-PKI-based authentication solutions will grow into a $515
million per year opportunity by 2005, representing a 15% CAGR from $261 million in 2000.
Our growth projections are depicted in Exhibit 56.

Market Penetration
Based on a recent IDC survey of the North American market, we estimate that the global
market for tokens and smart cards is 15%-20% penetrated. Certain industries such as financial
services, retail, government, and manufacturing are 50% or more penetrated.

Market Drivers
While the overall market is small, we believe the simplicity of solutions and low up-front
infrastructure costs (for most solutions) to organizations are attractive features

Market Trends
We believe that demand for sophisticated authentication mechanisms will parallel the overall
deterioration in security environment. This demand will manifest itself in greater use of
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Exhibit 57  ◆ Growth Projections for Web-Based Authorization/SSO Market

Source: RBC Capital Markets estimates and IDC

existing mechanisms (e.g., multi-factor authentication using tokens, passwords, and smart
cards) and increasing use of sophisticated authentication methods (e.g., biometrics) for
special applications, such as airports and military installations. We believe that possession
and knowledge-based authentication mechanisms will continue to dominate for the near
future, until biometric-based technologies improve sufficiently in cost and accuracy.

u Authorization
Software Authorization software solves the problem of managing policy-based access control and

provisioning rights of multiple users trying to access multiple applications. Traditionally, this
market has focused on providing single sign-on (SSO) capabilities to multiple, host, or
legacy-based applications with a limited number of users within the enterprise. The Internet
has made it mandatory that enterprise applications be Web-based and available to thousands
of customers, partners, and suppliers. Consequently, several vendors centered on providing
SSO for Web-based applications have emerged in recent years. Netegrity dominates this
segment; some of the other players are Oblix, RSA/Securant, Entrust/Encommerce, Novell,
IBM/Tivoli Systems, and OpenNetwork Technologies. Major players in the host and legacy-
based SSO markets include NEC Corp, Vasco, Hewlett-Packard and others. Adjacent to
authorization solutions, a new market for provisioning solutions is rapidly emerging. Major
provisioning players include Access360 and Business Layers. Please see the Industry Trends
section for detailed discussion of provisioning solutions.

Market Penetration
We estimate that the host and legacy-based segments of this market are over 80% penetrated
while the Web-based SSO segment offers major opportunity with less than 25% penetration.

Market Outlook
We believe the overall market for authorization solutions will grow into a $2.5 billion per year
opportunity by 2005, representing a 13% CAGR from its current level of $1.4 billion per
year. Notably, the Web-based SSO market is expected to grow from $200 million in 2000 to
$1.2 billion by 2005, a 44% CAGR. Our growth projections for the Web-based market are
depicted in Exhibit 57.

Market Trends
The evolving role of authorization is discussed in detail in the Industry Trends sections of this
report.
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Exhibit 58  ◆ ID Solutions Market Share Based on Vendors

Source: IDC
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u Intrusion Detection
Software/Intrusion
Detection Appliance Intrusion detection (ID) solutions monitor networks or devices for malicious activity. Simi-

lar to firewalls, they can be implemented on generic servers or dedicated hardware appli-
ances. In either case, an ID appliance or an ID software agent continuously analyzes streams
of data for malicious signatures. Depending on their point of deployment, ID solutions are
classified as host-based (usually deployed on servers and desktops) or network-based (usu-
ally deployed at various network points). Exhibit 58 gives estimated 2000 market shares for
ID products.

Market Penetration
We estimate that the global market for ID products is approximately 30%-40% penetrated
with banking and communications industries enjoying 80%-plus penetration levels.

Market Outlook
We believe the overall market for ID software will grow into a $737 million per year
opportunity by 2005, representing a 26% CAGR from $234 million in 2000. Our growth
projections for ID software are depicted in Exhibit 59.
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Exhibit 59  ◆ Growth Projections for ID Software Market

Source: RBC Capital Markets estimates and IDC
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Exhibit 60  ◆ Growth Projections for ID Appliance Market

Source: RBC Capital Markets estimates and IDC
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We believe the overall market for ID appliances will grow into a $243 million per year
opportunity by 2005, representing a 32% CAGR from its current level of $60 million per
year. Our growth projections for ID appliances are depicted in Exhibit 60.

Market Drivers
The primary market drivers for ID products include high reliability and integrity of information
networks. In addition, ID solutions offer security at multiple levels, including operating
systems, applications, and network components. Finally, perhaps the most publicized driver
is the prevention of distributed denial of service attacks from a user�s network. Ease of use,
simplicity, speed, and multiple functionality are some of the drivers for ID appliances.
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Exhibit 61  ◆ VA Market Share Based on Vendors

Source: IDC
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Market Trends
We believe that proactive rather than reactive intrusion detection remains the holy grail of
any ID system, with the solution constantly trying to detect and react in real time rather than
quasi-real time. Toward this end, we expect real-time updates of the attack signatures,
increased cross-network correlation (the ability to detect attacks across networks), high
scalability (the need to monitor thousands of agents from a single console), and integration
with network management and integrity applications to be key market trends.

u Vulnerability
Assessment Vulnerability assessment (VA) market is growing almost in step with the market for ID

solutions. VA solutions examine the configuration and attribute settings of various devices
(firewalls, routers, servers, etc.) connected to the network, looking for known security
holes. At times, these solutions also perform tests to explore vulnerabilities in devices under
test. Similar to ID solutions, the VA solutions may be host or network based. Exhibit 61
gives estimated vendor-based market share data for 2000.

Market Penetration
We estimate that the global market for VA products is approximately 30%-40% penetrated
with banking and communications industries enjoying 80%-plus penetration levels.
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Exhibit 62  ◆ Growth Projections for Vulnerability Assessment Software Market

Source: RBC Capital Markets estimates and IDC

Market Outlook
We believe the overall market for VA software will grow into a $861 million per year
opportunity by 2005, representing a 28% CAGR from $252 million in 2000. Our growth
projections for VA software are depicted in Exhibit 62.

Market Drivers
u Growing frequency and potency of Distributed Denial of Service attacks.

u Increasing complexity, frequent updating of networks, and consequently the need to
assure consistently high reliability and integrity.

Market Trends
Similar to intrusion detection solutions, we expect vulnerability assessment solutions to be
tightly integrated with policy management and network management solutions. In addition,
we believe that increased scalability and quasi-automation (e.g., directing the administrator
to the Web site for a software patch after identifying the vulnerability) will be key product
trends going forward. To provide a vulnerability assessment over a wider network footprint,
companies such as Qualys and Foundstone are starting to offer remote vulnerability assessment
solutions.

u Internet Access
Control One of the youngest and rapidly growing security segments, the Internet access control

market is divided primarily in three verticals: consumer, education, and corporate. The cor-
porate vertical, the largest and the fastest growing, supports several vendors. Exhibit 63
gives estimated vendor-based and industry-based market share data for 2000.
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Exhibit 63  ◆ Internet Access Control Market Share
Based on Industry Verticals and Vendors

Source: IDC
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Exhibit 64  ◆ Growth Projections for Internet Access Control Market

Source: RBC Capital Markets estimates and IDC

Market Penetration
We estimate that the overall market for Internet access control solutions is 20%-30%%
penetrated worldwide.

Market Outlook
We believe the overall market for Internet access control software will grow into a $744
million per year opportunity by 2005, representing a 36% CAGR from $162 million in 2000.
Our growth projections are depicted in Exhibit 64.
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Exhibit 65  ◆ Content Security Market Share Based on Vendors and Geography

Source: IDC
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Market Drivers
u Major growth drivers include the easy access and increasing use of the Internet during

work hours, and the resulting loss of productivity.

u Cost savings (productivity and bandwidth) by implementing Internet access control poli-
cies. Growing awareness among management of legal risks and loss of productivity due
to uncontrolled access.

u Proliferation of Internet access in international markets, which enjoy a plethora of social/
moral standards restricting free access to information.

Market Trends
Internet access control solutions are increasingly being positioned as productivity-
enhancing applications rather than access control applications. We believe this shift in
positioning resonates well with employers, and going forward, these applications should
continue to add functionality that guides users toward work-related material on the
Internet or corporate Intranet.

u Content Security/
Scanning Among the fastest growing security segments, content security involves policy-based checking

of e-mail traffic and Web content for prohibited/confidential/offensive material. These solu-
tions typically have the ability to examine encrypted/unencrypted traffic and malicious code
(e.g., executable macros sent as attachments). Exhibit 65 depicts estimated market share
for 2000 by geography and vendors.
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Exhibit 66  ◆ Growth Projections for Content Security Software Market

Source: RBC Capital Markets estimates and IDC

Market Penetration
We estimate that the overall market for Internet access control solutions is 20%-30% penetrated
worldwide.

Market Outlook
We estimate that the overall market for content security software will grow into a $898
million per year opportunity by 2005, representing a 48% CAGR from $125 million in 2000.
Our growth projections are depicted in Exhibit 66.
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Market Drivers
u Major drivers include loss prevention of intellectual property and protection from mali-

cious code.

u Easy access and increasing use of the Internet during work hours and a growing aware-
ness among management, of legal risks related to sharing inappropriate e-mails.

u Loss of system and employee resources in dealing with non-work related information
exchange.

u Proliferation of Internet access in International markets, which enjoy a plethora of so-
cial/moral standards restricting free access to information.

Market Trends
We expect the markets for Internet access control and content security will increasingly
overlap. In addition, we believe the technology will rapidly evolve more from content-based
solutions (e.g., flag words in e-mail that match entries in a proscribed word list) to context-
based solutions (e.g., enable human resource departments to visit job-related sites but disallow
IT employees from visiting the same sites).
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Exhibit 67  ◆ Growth Projections for Managed Security Services
(Ongoing Services Only)

Source: RBC Capital Markets estimates and IDC
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Market Drivers
u A tight labor market for trained security personnel and economies of outsourcing.

u Growing complexity and types of security solutions making management more difficult
in the absence of a single management console for the numerous point solutions.

Market Trends
We believe that over the long run, only a few MSPs may survive. The majority will likely be
absorbed by large service organizations or go out of business. We believe the survivors will
rely on proprietary technologies to scale operations and operate in low margin environments.
Intellectual capital and strategic partnerships (versus direct selling) could help the new entrants
to quickly develop customer bases and build defensible positions. A detailed discussion of
MSPs is provided in the Industry Trends section.

u Managed Security
Services A detailed overview of the Managed Security Services (MSS), including market drivers and

major trends, is presented in the Industry Trends section. For this report, we are primarily
focusing on the monitoring/management/response services.

Market Outlook
We estimate that the overall market for MSS services will grow into a $3.6 billion per year
opportunity by 2005, representing a 34% CAGR from $840 million in 2000. Our growth
projections are depicted in Exhibit 67.
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Industry Trends

Given the highly segmented nature of the security market, rapidly changing customer
requirements, and continuously evolving threat model, it is no surprise that at any given time
multiple macro trends are shaping the security market. In the following, we highlight several
major trends that we believe will dominate the security market during the next 12-18 months.

u Industry Consolidation
Will Accelerate We believe that consolidation activity in the security industry will accelerate during the next

12-18 months. More than 60 significant merger and acquisition (M&A) transactions worth
a total of more than $8.5 billion have closed since 1999. Exhibit 68 shows the major M&A
deals during this period.

We believe several catalysts will fuel M&A activity in the near term. First, as security issues
continue to have a larger impact on adjacent areas of traditional networking (e.g., network
availability), we expect more non-security vendors to participate in the M&A activity. NetIQ
Corporation (Nasdaq: NTIQ; Buy-Aggressive; $27.83), which recently acquired WebTrends,
is now in a position to offer a comprehensive and tightly integrated suite of solutions for the
management of networks and security solutions�areas that have traditionally remained
segregated. More recently, Nokia�s Internet Communications Group (the division that sells
security appliances) took an equity stake in F5 Networks, Inc. (Nasdaq: FFIV; Buy-
Aggressive; $xx), a load balancing and traffic management solutions vendor. Nokia�s
acquisition was aimed at supporting its growing security appliances business. Second, given
the valuation contraction during the past six months and poor near-term visibility, many
early stage companies are finding it difficult to survive and scale up to be standalone and
profitable businesses. Consequently, they are eager to collaborate with established players or
to be outright acquired. Third, existing security vendors in low-growth areas (e.g., anti-
virus) are moving toward emerging high-growth areas such as authorization, appliances,
and content security for added revenue streams (e.g., Symantec�s purchase of Axent,
Baltimore�s purchase of Content Technologies, RSA�s purchase of Securant). Finally, the
security market continues to experience innovative solutions, many of which have a better
chance at survival as parts of existing solutions. For example, we believe that DDoS solutions
have a much better chance of survival as next-generation components of intrusion detection
solutions or value-added components from a network equipment provider, rather than as
isolated security solutions.
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Exhibit 68  ◆ Major M&A Activity in Security Industry Since 1999

Source: RBC Capital Markets estimates

Date Closed Acquirer Target Transaction Value ($ in mils.)
Pending ActivCard Authentic8 International $15
Pending BIZ Interactive Zone Litronic Inc. (Nasdaq:LTNX) NA
Pending Cisco Systems Allegro Systems $181.0
9/5/2001 RSA Security Securant Technologies $136.5
8/21/2001 NetUPDATE DocuTouch Corporation NA
6/11/2001 RSA Security 3-G International $12.0
6/10/2001 RedSiren Technologies Secure360 (Carnegie Mellon) NA
6/6/2001 Internet Security Systems Network ICE, Inc. $208.7
4/17/2001 Counterpane Internet Security Security Design International (subsidiary of Cylink) NA
4/13/2001 VIGILANTe Networks Vigilance (subsid of Cyrano) NA
3/6/2001 SonicWALL Ignyte Technology $8.6
2/27/2001 Phoenix Technologies Integrity Sciences NA
2/20/2001 Vigilinx LogiKeep NA
2/6/2001 Avaya VPNet Technologies $120.0
2/15/2001 Digital Biometrics (now Visionics) Visionics Corporation $38.1
2/12/2001 RSA Security Xcert International $67.5
1/31/2001 Enterasys Networks (Cabletron) Indus River Networks $179.2
1/28/2001 Vigilinx IF SEC NA

12/19/2000 Symantec Axent Technologies $1,047.9
12/15/2000 ValiCert Receipt.com NA
11/14/2000 SonicWALL Phobos $207.8
10/30/2000 PentaSafe Security Technologies Baseline Software NA
10/25/2000 Baltimore Technologies Content Technologies Holdings $1,046.8
10/16/2000 RedCreek Communications Internet Dynamics NA
10/4/2000 Baltimore Technologies Nevex Software technologies $43.3
10/4/2000 Gemplus Celo Communications NA
10/4/2000 WatchGuard Technologies Qiave Technology $86.1
9/13/2000 Red Hat C2Net Software $41.8
9/12/2000 Certicom DRG Resources Group $16.8
9/7/2000 Enterasys Networks (Cabletron) Network Security Wizards $14.0
8/31/2000 Cylink Corporation Celotek Corporation $27.6
8/29/2000 Trintech Group PLC Checkline PLC $62.4
8/16/2000 JAWS Technologies 4COMM.com $41.9
8/16/2000 JAWS Technologies General Network Services $14.2
8/14/2000 Hi/fn Apptitude $62.1
7/31/2000 PentaSafe Security Technologies BrainTree Security Software NA
6/26/2000 Entrust Technologies enCommerce $469.4
6/13/2000 Entegrity Solutions Gradient Technoloiges $42.0
5/15/2000 Mission Critical Sfotware, Inc. Ganymede Software $171.2
5/15/2000 SecureWorks Avalon Communications NA
4/17/2000 Verdicom Skytale Data Security Solutions NA
4/11/2000 NetIQ Corporation Mission Critical Sfotware $1,676.8
3/30/2000 Cisco Systems Altiga Networks $213.9
3/28/2000 Baltimore Technologies GTE Cybertrust Solutions $166.8
3/24/2000 Cisco Systems Compatible Sytems $350.6
3/14/2000 Entrust Technologies CygnaCom Solutions $16.0
3/9/2000 Baltimore Technologies NSJ Corporation $24.9
3/9/2000 Symantec Corporation L-3 Network Security $20.0
2/29/2000 VeriSign Signio $758.0
2/15/2000 McAfee.com Signal9 Solutions Canada $16.8
2/10/2000 Exodus Communications Professional Services Division of Network-1 Security Solutions $4.0
2/1/2000 VeriSign Thawte Consulting $571.0
1/31/2000 Tumbleweed Corporation WorldTalk Corporation $150.6
1/26/2000 Certicom Trustpoint $10.4
1/24/2000 Entact Information Security SOS Data & Software A/S NA

12/22/1999 Entegrity Solutions Chromatix NA
11/23/1999 Critical Path XETI $22.1
11/17/1999 Interliant Triumph Technologies $16.3
11/10/1999 Telenisus Corporation Tri-Sage NA
10/19/1999 WatchGuard Technologies BeadleNet $9.2
8/31/1999 Internet Security Systems Netrex Secure Solutions $66.8
5/12/1999 Rainbow Technologies Systematic Systems Integration $11.1
3/10/1999 Symantec Quarterdeck $80.7
1/13/1999 Axent Technologies Internet Tools $25.8
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u Security Appliances
Becoming
Mainstream Security appliances have arrived. Hardware based and easy to manage, these purpose-built

appliances are available across a wide range of prices, performance levels, and features.
Total unit shipments are expected to grow to more than 4 million units per year by 2004
from an estimated 600,000 units per year in 2000, a 48% CAGR. We estimate that the
associated revenues will grow to over $5 billion by 2005 from $1.2 billion in 2000, a 33%
CAGR.

The Appliances
A typical security appliance is an all-encompassing combination of hardware and software
that utilizes a hardened operating system (more secure, with limited system or I/O
functionality). The combined package, optimized for performance and security, typically
utilizes open-source operating systems such as Linux. To achieve high throughput, the appliance
manufacturers commonly prefer proprietary ASICs (application specific ICs) versus off-
the-shelf microprocessors. The appliances perform one or more of the common security
functions, including firewall, VPN, intrusion detection, content filtering, bandwidth
management, load balancing, and virus scanning. In addition, high-end appliances (targeted
at data centers and ISP/ASP type clients) contain additional, common add-on functionality
features such as fault tolerant/resilient hardware, architectural redundancy, and redundant
power supplies. Most appliances with VPN functionality also provide for optional acceleration
cards that offload computation-intensive cryptographic functions from the main appliance
processor and consequently enhance total throughput. Virtually all appliances allow remote
access and management functions.

Highly Dynamic and Competitive Landscape
The appliance market is highly fragmented with multiple vendors offering multiple solutions
over a wide price range. Security appliances start at less than $300 per unit for the residential
market and go beyond $50,000 per unit for the carriers/data-center market. Exhibit 69
shows various market segments based on price range, their respective CAGR estimates, and
dominant players for each segment.

As indicated in Exhibit 69, the appliance landscape is in an expansion mode. Notable recent
moves have come from NetScreen and Nokia, both aimed at expanding beyond areas of
traditional strength. While NetScreen is strengthening position in mid- and low-range markets
after establishing leadership in the Gigabit-plus market, Nokia is headed in the other direction
and aiming at the highest end of the market. Furthermore, mid- and lower-tier leaders such
as WatchGuard and SonicWALL have both introduced products aimed at high-end enterprise
markets. Several new vendors (security players and outsiders) are positioning to enter this
market during the next 6-12 months. The flurry of activity by existing vendors to fill their
product lines is understandable. Increasingly, the highest-end firewall/VPN gateways (typically
sold for operation at headquarters) are being bundled with mid- and small-range appliances
for subdivision or remote offices. These medium-to-small boxes are also popular with managed
service providers who deploy them at customer sites (customer premise equipment [CPE])
and offer them as part of a managed security services package.
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Exhibit 69  ◆ Security Appliance Market Segments
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The Next-Generation Appliances
One of the major trends affecting the security appliance market is the abundance of bandwidth.
With Internet connection speeds increasing across the board and bandwidth shortages easing
off, service providers are starting to offer high-quality services incorporating data, voice,
and video content. These high-speed services have upped the speed and scale requirements
for the underlying security infrastructure.

At the lowest end of the market, we believe the security appliances of today are headed
down the path of modems from yesteryear�starting out as separate, stand-alone appliances
and ultimately surviving as embedded solutions. As new Internet-based appliances evolve,
the majority is likely to have some form of embedded security. For example, a home
networking center, which provides a DSL/cable connection to a local ISP, may contain an
embedded firewall. Furthermore, the communication center in a sports utility vehicle (SUV)
may be able to establish a transparent VPN connection with the home networking center.

At the higher end of the market, scalability, speed, and cost are the major driving factors.
Gigabit-per-second performance is the current benchmark for top of the line appliances.
Recent products from NetScreen and Nokia/Check Point have raised that benchmark to
multiple-Gigabit per second processing speed. Large enterprises and managed service providers
are big consumers of security appliances in the high-end market and typically have multiple
firewall deployments, which are usually managed from a central console. At the highest end,
the appliances can host multiple firewall/VPN sessions in parallel within the same box. The
MSSPs buy large appliances with massive security capabilities (e.g., 200,000 simultaneous
firewall sessions, 25,000 simultaneous VPN tunnels) and repackage them for multiple
customers. We believe these appliances are only going to get bigger and faster. The market
is just starting to see announcements from vendors (e.g., Crossbeam Systems) for application-
neutral �appliance platforms� that can host both security and non-security applications. We
expect these platform vendors to offer a menu of software modules/services that customers
can deploy on these platforms. It is, however, too early to call the long-term success of such
application-neutral platforms. In the mid-market, the appliances are likely to see increased
functionality such as intrusion detection, content filtering, and access policy management
combined with firewalls and VPNs. To facilitate multiple deployments, we also expect to see
system-level functionality (load balancing and traffic management) become an integral part
of the high-end appliances. Finally, we believe that as newer solutions continue to emerge,
many of them will start out as dedicated, stand-alone appliances and ultimately become part
of the mainstream appliances. Two recent examples are appliances based on air-gap technology,
in which the protected network is physically separated from the public network across an
air gap, and appliances for combating Distributed Denial of Service attacks.

Who Benefits?
In our opinion, several vendors will continue to compete in the appliance market in the near
term. We expect vendors with proprietary software/hardware offering to fill out their product
lines across market segments. Key vendors in this category include NetScreen, Cisco,
WatchGuard, and SonicWALL. We believe that Nokia, with its hardware platform and
software from Check Point, Internet Security Systems, Inc. (Nasdaq: ISSX; Buy-
Aggressive; $26.90), and others will continue to offer fierce competition. We like Check
Point�s �Secured by Check Point� strategy of collaborating with multiple hardware vendors
across the appliance market. We believe this strategy allows Check Point to penetrate both
the major and minor, mainstream and specialized market segments of security appliances.
Two recent Check Point partners include Crossbeam Systems and RapidStream. Crossbeam
Systems recently unveiled the industry�s fastest appliance platform with firewall throughput
of 2.5 Gbps, scalable to over 10 Gpbs. High-value, high-functionality appliance manufactures
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such as Andes Networks (for combined security, traffic management, load balancing
appliances), Chrystalis-ITS (hardware-based key management solutions and VPN/SSL
accelerators), NFR Security (high-speed intrusion detection systems), TopLayer (ASIC-
based firewall and DDoS solutions), and Whale Communications (air gap technology-
based appliance) are prominent companies well positioned to benefit from the growing
appliance market.

u VPNs Everywhere There has been a significant amount of confusion during the past six months regarding IP-
based virtual private networks (IP-VPNs), one of the most promising outcomes of the IP
protocol. The confusion stems from the lack of a commonly agreed upon VPN definition
and is further compounded by multiple implementation topologies involving firewalls, rout-
ers, or dedicated gateways. Furthermore, while customers have traditionally associated the
term VPN with security vendors, telcos, and router manufacturers, ISPs are getting more
vocal on IP-VPN equipment and services. Consequently, every announcement relating to
IP-VPNs from a non-security vendor (e.g., WorldCom, Juniper Networks, Inc. [Nasdaq:
JNPR; Strong Buy-Aggressive; $25.00]) is seen as a harbinger of increasing competition for
security vendors.

VPN: Two Different Perspectives
Virtual private networks have two broad interpretations. The first, typically used by network-
centric and Quality of Service (QoS) minded vendors and customers, relates to VPNs being
closed networks that connect a selected group of locations across the Internet. A set of
sites connected by Frame Relay or asynchronous transfer mode (ATM) connections, and
point-to-point leased lines are examples of this interpretation. While these networks are
closed, they do not provide a high level of security. Speed and reliability of connection and,
consequently, QoS are the top priorities in such networks. The second interpretation, which
is generally preferred by security-centric vendors and customers, relates to VPNs being
secure networks that connect multiple locations across the Internet. Such networks are
expected to provide a closed channel for communication over the public Internet (or across
parts of a private network) and to provide security features such as integrity, confidentiality,
and authentication. Security is the top priority in these networks, and they are typically
limited to delivering �best-effort� QoS.

Telcos, ISPs, and IP-VPNs
Until recently, the conventional wisdom dictated that security requirements were too
cumbersome for IP networks; therefore IP networks were not able to deliver the same QoS
as non-IP closed networks. However, during the past two years, IP networks have improved
in performance (although still not to the same reliability and QoS level as closed networks),
and the security vendors have aggressively addressed security requirements, with IPSec
becoming the de facto standard for VPN security and cross compatibility. During the same
period, closed network owners have seen a fundamental shift in their businesses away from
selling raw bandwidth (which is becoming a commodity, thanks to the improvements in IP
networks) to selling value-added services. With the whole world shifting to IP-based
networks, IPSec being widely accepted, closed networks being at a cost disadvantage
compared to public IP networks, the service providers have no choice but to embrace IP
networks. Consequently, Internet service providers (ISPs), telcos, and traditional long distance
companies have reinvented themselves and are now offering IP-VPNs.
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IP-VPNs and QoS Issues
Public IP networks still need to overcome problems related to bandwidth and QoS. In their
present condition, the public IP networks are limited to making a �best effort� and not
offering QoS guarantees when it comes to voice and video traffic. Two rapidly emerging
technologies including multi-protocol label switching (MPLS) and differentiated services
(DiffServ), promise to address QoS issues for IP networks. MPLS is a technology to speed
up traffic and enhance its manageability. MPLS essentially helps a router by putting a tag on
each packet, consequently eliminating the need for any MPLS-enabled router to decipher the
complete address for forwarding the packet. The MPLS tag plays a role similar to zip code
on postal addresses. MPLS works with the IP, ATM, and Frame Relay protocols and allows
most packets to be forwarded at the layer 2 (switching or data link) level rather than layer 3
(routing or network) level. DiffServ is a protocol for classifying network traffic so that
certain types of traffic get precedence. For example, voice traffic, which requires a relatively
uninterrupted flow of data, might get precedence over data traffic. The market is already
starting to see products supporting both of these technologies, a trend we believe will accelerate
as IP networks increasingly carry a more diverse traffic mixture.

IP-VPN implementation�Several Choices
On the implementation front, VPNs (Exhibit 70) broadly involve two aspects: establishing
tunnels across networks (public or private) and providing desired level of security for the
tunnels and the tunnel ends.

Exhibit 70  ◆ Basic VPN Topologies

Source: RBC Capital Markets
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Exhibit 72  ◆ VPN Tradeoffs for Speed, Scale, and Security
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Exhibit 71  ◆ Options for Implementing VPN Functionality

Source: RBC Capital Markets

Three generic methods are used to implement VPN functionality: as an add-on to a firewall,
as an add-on to a router, or as a dedicated VPN Gateway. For example, Check Point Software
Technologies Ltd. and WatchGuard Technologies, Inc. (Nasdaq: WGRD; Neutral) have
firewalls with VPN support; Cisco Systems, Inc., and 3Com have routers with VPN support;
and NetScreen and Nokia have dedicated boxes designed to be VPN gateways (Exhibit 71).

We would like to underscore that VPN gateways can also, to some extent, perform firewall
and routing functions, but that is not their primary function. For example, one may configure
the Cisco router to also be a VPN gateway but would likely never use a NetScreen VPN
gateway as a general-purpose router. The best solution depends on the situation at hand and
the desired speed, functionality, and security. For most site-to-site VPNs, using a new gateway
may be better than overloading the router or firewall that already exist. On the other hand, if
a small branch office is to be connected and performance demands are not high, adding a
VPN option to the existing router may be more economical. Similarly, a router would typically
not provide a high degree of security in its basic configuration (without add-ons) while a
gateway will generally handle it without a problem (Exhibit 72).
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Exhibit 73  ◆ Increasing Requirements for Network Intelligence

Source: RBC Capital Markets and Intel Corp.
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Overall, we believe the IP networks will continue to become more intelligent by incorporating
technologies such as MPLS and DiffServ. However, the level of security intelligence far
exceeds the level of network intelligence at the router level (Exhibit 73). Furthermore, the
level of processing power at the router level is currently not adequate to host full-scale
security intelligence. Each new virus and each new hacker attack further raises the bar for
hosting security intelligence. Consequently, we believe that dedicated security solutions such
as firewalls and VPN gateways are not likely to be overrun by routers and other traditional
networking devices in the near term.
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u Application-Layer
Security Comes
of Age When it comes to the security of Web-based applications, a combination of multiple firewalls,

intrusion detection systems, and content filters frequently fails to provide adequate applica-
tion-level security, particularly for Web-enabled applications. As new Web-based applica-
tions are deployed or legacy applications are Web-enabled, organizations end up punching
holes in their firewalls to allow Web-based users to access these applications. In other
words, hacker attacks more frequently bypass the lower levels of the OSI stack and go
directly against applications and data at the higher levels (Exhibit 74).

Exhibit 74  ◆ Opening of Lower OSI Layers Threatens Applications and Data
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Source: RBC Capital Markets

A Web-enabled server essentially provides an unobstructed path to HTTP traffic, which
flows on the application layer of the OSI stack, straight through the firewall. If the Web-
enabled server is connected to other internal servers (e.g., database servers), the end users
(coming in through the Web) can directly or indirectly touch those other servers as well.
Hackers invariably exploit poor common gateway interface (CGI) coding or poor application
coding to exploit internal applications because CGI is a standard way for a Web server to
pass an external user�s request to an internal application program (and forward the obtained
data back to the user). In other words, the incoming, �clever� commands are too clever for
the CGI gateway or for the internal application. Consequently, the internal application either
crashes or provides information it should not and the web server ends up passing this
information back to the user. Exhibit 75 depicts this process for a normal user and a hacker.
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Several vendors have started to offer products to address application-level security. Notable
products to prevent Web and application tampering come from Sanctum, Entercept, and
Gilian. Sanctum�s approach involves finding security holes and programming mistakes in
applications and preventing application tampering (e.g., changing the price of a purchased
item), buffer overflows, configuration changes, and cookie poisoning among several other
attacks. Entercept�s approach involves interception of all requests to an operating system
and comparing them against defined and generic attack behaviors in real time. Detection of
an attack may trigger a number of events ranging from simple logging to termination of the
connection. Gilian�s approach focuses on using digital signatures to detect bad outbound
data and proactively replaces it with archived good data. All these approaches uniquely
attack the problem of application-level security. WatchGuard has also recently released
products that protect against Web site defacements and unauthorized content changes.

As explained earlier, we believe the problem of Web defacements and application tampering
is going to get worse, a trend that bodes well for the aforementioned vendors among others
focused on application- and Web-level security.

Exhibit 75  ◆ Exploiting CGI Vulnerabilities

Source: RBC Capital Markets
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u B2B Applications and
Web Services Broaden
the Scope of Security Currently, some of the fastest-growing security challenges are those related to the growth of

business-to-business (B2B) interactions and upcoming Web services. Two core infrastruc-
ture enablers for B2B and Web services are solutions for management of users/applications/
transactions and trust services.

During the past two years, as enterprises have opened their Internet-based communication
and commerce channels to customers, partners, employees, and affiliates, numerous Internet-
and Intranet-based portals have emerged. These portals have thousands or even millions of
Web visitors requiring access to a wide range of content and applications. From an operations
perspective, the challenge has been to securely mange access to the content and applications
for which respective users are entitled. Netegrity, the first vendor to address this challenge,
currently dominates this market for Web-based authorization solutions. Oblix is another
prominent vendor with additional solutions coming from OpenNetwork, Entegrity, Entrust,
RSA/Securant, and IBM/Tivoli among others.

Even bigger challenges are emerging with the morphing of portals into B2B networks. First,
security solutions must evolve from intra-site to cross-site across multiple networks. As
business networks evolve, user requirements are maturing from transparent redirections
and log-on between Web sites, which exists today and is often called single-sign-on (SSO),
to seamless transfer of their attributes and privileges as the users traverse across networks
seeking content and services. For example, a customer signing on at Otis Web site today
(say to purchase elevator control equipment) may be transparently connected to the local
system integrator�s Web site to schedule deployment of the purchased equipment. However,
the customer is still subjected to separate financial due-diligence by Otis and the system
integrator. Security infrastructure is evolving to make separate due-diligence (and similar
Web-based processes) redundant. Second, when scaling to support millions of users across
a network of networks, the user management responsibility cannot be localized but needs to
be distributed among administrators in the relevant sub-network (Otis� administrator should
not be burdened with the maintenance of access rights for the system integrator employees).
This concept of distributed administration with a central policy control is depicted in Exhibit
76, which shows the architecture for Netegrity�s Delegated Management Services.
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Looking ahead, we are embarking upon an era of portable and instant trust. The portability
should enable users to establish financial or transactional privileges with a minimal number
of organizations, and leverage those privileges with other organizations without prior
relationships�all in real time. Instant and transparent verification of privileges will be enabled
by a combination of XML and PKI solutions. Two of the prominent and relatively mature
standards initiatives in this arena are SAML and XKMS.

u Security Assertions Markup Language (SAML) defines an XML framework for ex-
changing security information between business partners over the Internet. Using SAML,
users have a common framework to exchange authentication, authorization, and profile
information between multiple policy-based security systems, Java application servers,
XML document exchange frameworks (SOAP, Biztalk, and ebXML), and multiple oper-
ating platforms. The final draft of SAML, a derivative of two previous efforts�S2ML
(led by Netegrity and others) and AuthXML (led by Securant and others)�is currently
being reviewed by the Organization for the Advancement of Structured Information
Standards (OASIS). A SAML-based transaction involving two exchanges is depicted in
Exhibit 77.

Exhibit 76  ◆ Central Policy Control with
Delegated Management of Access Privileges

Source: Netegrity Inc.
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u XML Key Management Specifications (XKMS) is an open specification aimed at
simplifying integration of PKI and digital certificates with XML applications. XKMS is
designed to let applications delegate authentication, digital signature, and encryption ser-
vices (e.g., certificate processing, revocation status checking) to trusted servers, versus
building this PKI-related logic within the applications. The applications can delegate most
functions related to XML digital signatures to XKMS-compliant Web services. In other
words, the application is required to do basic functions such as a digital signature, signa-
ture verification, and private key management while offloading complicated functions
such as retrieval, parsing, and validation of X.509 digital certificates.

It should be pointed out that SAML and XKMS are complementary frameworks. A business
may use SAML to find out about the financial health of a potential customer and then use
XKMS to actually verify a transaction document received from the potential customer. VeriSign
and Entrust are already offering XKMS services. We believe many XKMS-compliant services
will be offered in the future to support a multitude of trust services.

In a majority of the cases, current authorization solutions and trust services involve a human
on one end and a server on the other. As B2B takes hold, transactions among servers,
applications, and appliances will far outpace those requiring human intervention. A strong
catalyst for these machine-to-machine business interactions will likely be the rollout of Web
services. We expect Web-service deployments will enter the market in late 2002. Looking
further ahead, we envision multiple Web-based directories listing a wide range of Web-
service components (pieces of software with a specific purpose). Application developers
will be able to pull required service components from different directories to construct an
entire Web service in real time. Similar in their importance for B2B transactions, authorization
solutions, and trust services will play a critical role for Web services. We believe that Netegrity
and VeriSign are the best-positioned vendors to compete in this opportunity.

Exhibit 77  ◆  SAML-Based Transaction Involving Two Exchanges

Source: RBC Capital Markets
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u The Age of Distributed
Denial of Service
Attacks (DDoS) Starting in early morning hours on May 4, 2001, Web page requests to www.whitehouse.gov

started to go unanswered. The FBI soon declared the WhiteHouse Web site under a Distrib-
uted Denial of Service (DDoS) attack. Multiple Web properties of Microsoft Corporation
(Nasdaq: MSFT; Buy-Aggressive; $62.60), arguably the most powerful software company
in the world and a perennial favorite of hackers, came under repeated DDoS attacks in late
January. Similar attacks had crippled several top e-commerce sites including Yahoo,
Amazon.com, Inc. (Nasdaq: AMZN; Buy-Speculative; $7.56), eBay Inc. (Nasdaq: EBAY;
Buy-Aggressive; $57.00), E*Trade, and CNN in February 2000. These are neither isolated
nor rare examples of DDoS attacks, perhaps the most powerful and the most difficult to
defeat hacker strategy of recent times.

From DoS to DDoS
DDoS attacks are derivates of Denial of Service (DoS) attacks but leverage the Internet�s
distributed architecture and millions of connected computers.

The primary aim in a DoS attack is to render the target system completely useless. This can
be done using two strategies. The first strategy, a flood attack, involves flooding the target
with spurious traffic and overloading it. Consequently, any legitimate traffic, which becomes
a fraction of the total traffic, is denied service. For example, a legitimate buyer may not be
able to complete a transaction at Amazon.com because the Amazon servers are too busy
processing illegitimate information requests. Basically, the flood of fake traffic tries to �max
out� the network bandwidth, causing routers, application/information servers, load balancers,
and firewalls to overload and effectively fail. The second strategy, a logic attack, exploits
known software bugs on the target system in an effort to take it offline. Common flood
attacks include ICMP attack, SYN attack, Smurf attack, and Fraggle attack. Some of the
common logic attacks are Ping of Death, Teardrop, Land, and Chargen.

A DDoS attack has the same impact on a target as does a DoS attack. A DDoS attack differs
in that the spurious traffic originates from multiple machines on the Internet versus originating
from a single machine as in a DoS attack. Consequently, DDoS attacks have a much quicker
impact and are more difficult to fight. From an implementation perspective, the attacker
generally hunts for insecure user computers and impregnates them with either Zombie
software or Handler software. Both pieces of software enable the attacker to take control
of the impregnated computers at a later time. Zombie software is used to directly attack the
target, while Handler software is used to control the zombies. This complete process�from
initial search for insecure computers to their transformation into handlers and zombies�can
be highly automated. Basic topology of these attacks is depicted in Exhibit 78.
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How Big is the Impact?
One method to gauge the impact of DDoS/DoS attacks is to look at the financial damage
caused by such attacks. Exhibit 79 shows DDoS-related loss estimates from various industry
sources. Clearly, as organizations become more dependent on the Web for revenue generation,
the financial stakes will continue to grow.

ATTACKER

Handler Handler Handler

Zombi e Zombi e Zombi e Zombi e Zombi e Zombi e

TARGET

Exhibit 78  ◆  Basic Topology of DoS and DDoS Attacks

Source: RBC Capital Markets

Exhibit 79  ◆  Financial Damage Due to DDoS

Cost of losses from the Feburary 2000 Attacks $1.2 billion

Estimated lost business from DDoS at Amazon.com $200-$300K/hour

Estimated costs of 24-hour outages:
Brokerage Firm $156 million
Cisco $30 million
eBay $4.5 million
Airline $2.1 million

Source: Forrester, IDC, and Yankee Group

Another approach to estimate the potential impact is to understand how widespread these
attacks are. In 2000, 36% of the respondents to CSI/FBI annual surveys indicated experiencing
DDoS/DoS attacks, up from 27% in 1999. The first academic study on this subject (Inferring
Internet Denial-of-Service Activity, Moor, Voelker and Stefan, 2001) suggests that as many
as 4,000 DDoS attacks happen across the Internet each week. What�s more alarming in this
study are the estimated attack rates. Exhibit 80 shows the cumulative distribution of estimated
attack rates in packets per second. Other studies have shown that an attack rate of 500
packets per second is enough to overwhelm a commercial server. When specialized firewall
designs are used to resist such attacks, a flood of 14,000 packets per second can disable the
server. As shown in Exhibit 80, 40% of all attacks in this study had estimated attack rates of
500 packets per second or higher, and 2.4% of all attacks could break through highly tuned/
optimized firewalls.
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Exhibit 80  ◆  Estimated Attack Rates in Packets/Sec.

Source: RBC Capital Markets, based on “Inferring Internet Denial-of-Service Activity,” Moor,
              Voelker and Stefan, 2001

DDoS, the Next Generation�Already!
While the Internet community is still struggling with tackling DoS and DDoS attacks, the
hackers are busy creating even smarter versions. Consider new types of DoS attacks that do
not result in denial of service but cause degradation of service. These attacks are even
more difficult to find because the target server is never shut down completely but is �always
slow.� The server owner notices increased bandwidth cost for the increased traffic, without
any accompanying increase in revenues. Another version of attack involves pulsating zombies,
which are active only on a periodic basis in short bursts versus normal zombies that are
always on. It is much harder to detect them because the pulsating zombies are never active
for sufficiently long durations. Yet another new type of attack involves reflectors, which
are essentially IP hosts that return a packet in response to a packet being sent to them. For
example, the sent packet could be a SYN packet and the returned packet could be a SYN
acknowledge packet. All Web servers, DNS servers, and routers are reflectors. In this attack,
the zombies (a couple hundred) send packages to reflectors (hundreds of thousands) after
spoofing the victim�s source address. The reflectors think the packets are coming from the
victim (because the victim�s source address was spoofed) and end up sending reply packages
to the victim. These attacks are more potent because they can be massively scaled-up by
using ubiquitous network devices (routers, Web servers, DNS servers, etc.) versus regular
attacks that require more effort at detecting zombies and handlers.

Tackling DDoS
There are three aspects to tackling DDoS: detection, identification of the source, and
solution. The toughest part of reliable detection is separating normal traffic from spurious
traffic. Several algorithms are used for detection, including signature analysis (comparing
traffic against a known attack signature), protocol anomaly analysis (looking for traffic that
is stepping out of an expected behavior pattern), and trend analysis (e.g., abnormally high
traffic in the middle of the night). Identification of the source involves backward tracing the
path of attack and identifying the key devices (routers, servers, etc.) that are responsible for
the spurious traffic. The solutions aspect is multidimensional and may involve filtering the
traffic and/or the complete/partial shut down of a certain network path.
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Clearly, all these actions require highly coordinated efforts across multiple networks and
involve several infrastructure owners (backbone operators, ISPs, and carriers). We believe
that the current level of security-related coordination among the infrastructure owners is
relatively low. Consequently, there is no shared incentive for them to open their networks for
a coordinated effort against DDoS attacks�an effort that will only directly benefit the end
customer. We believe that as DDoS attacks become more prevalent, large customers such
as Amazon will force their hosting partners or ISPs to fortify their systems against DDoS
attacks. Such catalysts have the potential of triggering a network effect, forcing the keepers
of Internet infrastructure to take preventive measures.

Who Benefits?
During the past year, several companies have announced products that respond to DDoS
attacks. Prominent pure play DoS/DDoS solution providers include Arbor Networks, Asta
Networks, Captus Networks, and Mazu Networks. These companies take similar
approaches�gathering traffic samples and data from routers at the core and at the edge of
the network, analyzing this information to detect attacks, and triggering counter measures.
The majority of counter measures are designed to assist network administrators tackle the
problem as quickly as possible. As coordination among network owners increases, we believe
the counter measures will likely move toward a higher degree of automation. An innovative
approach comes from Recourse Technologies, which offers solutions to covertly trap
hackers within a dummy host (i.e. a honey pot) and monitor their moves to facilitate appropriate
counter actions.

u Managed Security
Services:
A Sustainable Trend
or a Passing Fad? No segment of the information security market has attracted more investor interest during

the past 12 months than managed security services (MSS). We estimate that 50-60 managed
security service providers (MSSPs) currently offer a multitude of services. We believe more
than $200 million in venture funding has gone to MSSPs this year alone. There are three
main reasons for such a high degree of interest in MSSPs. First, a continued shortage of
trained security personnel has forced organizations to look for outside help. Second, due to
multiple-point solutions in the security solutions market, organizations (especially small- to
medium-sized organizations) find it enormously difficult to define, design, and implement a
multi-pronged security strategy on their own. Acceleration of e-commerce initiatives has
made this situation even more pressing as enterprises have demanded quick deployment of
the security infrastructure. Third, as explained in the The Hacker Factor section, the macro
environment for information security continues to deteriorate, resulting in elevated aware-
ness for security/privacy issues and consequently an urgency to address them.

What Do the MSSPs Do?
The services offered by MSSPs typically fall into one of four categories, which include
security assessment, pre-implementation services, implementation services, and ongoing
monitoring/management/response services. A brief overview of common services offered in
each of these categories is given in Exhibit 81.
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Exhibit 81  ◆ Managed Security Services Offerings

Source: RBC Capital Markets
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MSSPs have evolved from a variety of backgrounds, including network management
companies with established security practices, security-related OEMs, offshoots of security
equipment and software vendors, IT consulting spin-offs, telcos, and security-focused ASPs.
Barring the monitoring/managing/response functions previously listed, the other three areas
are very similar to mainstream IT consulting and tend to thrive when industries are undergoing
fundamental shifts in business models or absorbing newer technologies. The monitoring/
management/response services, on the other hand, are ongoing and usually subscription
based�similar in nature (but technically more complex) to services provided by ADT Security
Services Inc. for home monitoring. The costs of such services are based on a number of
factors, including the number of IP addresses, the number of devices/servers/network nodes
being monitored, the type of reporting and analysis, and the frequency of scan. These services
could range from $2,000 per IP address on the lower end to enterprise-level service bundles
costing over $75,000 at the higher end. Monitoring may involve periodic scanning of the
watched equipment and notification to the end customer in case of unusual activity.
Management services broaden the scope by placing the responsibility of software upgrades,
vulnerability patching, and service-level agreements for response time on the service provider.
The actual implementation of services may involve using the equipment already purchased
by the customer or installing MSSP-owned equipment at customer premises.

The Business Case for MSSPs
Typically, the biggest ongoing expenses for an in-house security organization are the employee
salaries. On average, employees with security expertise command premium salaries with the
IT industry because they are relatively difficult to find. Consider the savings in salary costs
for in-house security solutions versus outsourced security solutions (Exhibit 82). The main
assumption in this example is that the outsourced services are not the core competencies of
the organization and more economically handled by the MSSPs that are better qualified to
handle them and enjoy economies of scale. For example, the MSSPs can use common
research on vulnerabilities, reuse training material, and leverage policy design templates across
their entire customer base.
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Exhibit 83  ◆ Current and Future Use of Managed Security Services
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Component In-house MSS
Hardware/Software $65,000 $65,000
Setup/Installation (one time) NA $18,000
Management NA $75,000
Employee Salaries $180,000 NA
Employee Training $24,000 NA
Total $269,000 $158,000

Estimated Savings - Year 1 $111,000

Hardware/Software $8,000 $8,000
Management NA $75,000
Employee Salaries $180,000 NA
Employee Training $24,000 NA
Total $212,000 $83,000

Estimated Savings - Year 2 $129,000

Source: Internet Security Systems

Exhibit 82  ◆ Savings from Managed Security Services

Recent industry surveys support these assumptions with a significant percentage of
respondents indicating current utilization of and future interest in outsourcing of managed
security services (Exhibit 83). Not surprisingly, interest is expected to grow the fastest in
more difficult-to-manage areas such as intrusion detection and VPN services.
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The Business Case Against MSSPs
Consider the arguments against long-term feasibility of MSSPs. As long as the MSSPs
remain cost competitive and/or provide distinguished, value-added services, we believe they
will survive. Today, the biggest driver of MSSPs is the in-house salary cost. If the history of
IT services is any indication, one can expect two macro trends to impact the supply of
trained security personnel in future. First, more people will get trained on security products.
Already, we are starting to see numerous certification programs for security training. Similarly,
certification programs resulted in mass production of �Cisco Trained� or �Microsoft Certified�
networking professionals, driving salaries down. Second, we believe that tools able to easily
manage security products will continue to improve and get cheaper. Several security vendors
are moving in the direction of having vendor-neutral security consoles to manage multiple
security installations in real time, similar to what Hewlett-Packard�s OpenView does for
general networking equipment. Both of these trends will likely drive the price of in-house
security management lower. Furthermore, due to the sensitive nature of information security,
many customers are not comfortable placing confidential data in the hands of MSSPs and
will continue to favor in-house solutions.

While it is too early to call the fate of monitoring and management services, we believe that
only a handful of MSSPs that exist today will survive as independent entities. We expect the
majority of them to either be absorbed by larger service organizations, merge with other
vendors, or simply go out of business, starting with those who do no more than resell third-
party solutions. We believe the survivors in a potentially low-margin environment will rely on
proprietary technologies to scale their operations and cut down fixed costs, leverage their
trust relationships with their business partners, offer value-added services with proprietary
intellectual capital, and use indirect/strategic channels to rapidly build and maintain their
customer base. Whatever the fate of MSSPs in the long run, we believe they present a
rapidly growing market during the next several years. While these factors may impact the
growth rates more or less positively than anticipated, we believe certain sectors within the
economy will have to rely on MSSPs. One such area in the immediate future promises to be
the healthcare sector, which, driven by recent legislation related to security and privacy, is
being forced to seek outside help for all types of security services.

Among the public companies, Internet Security Systems is the recognized leader in the
MSSP space offering a wide verity of services, including assessment, policy enforcement,
intrusion detection management, consulting, and education services. On the private side,
prominent pure-play security consulting companies include @stake and TruSecure. In the
monitoring/management/response area, two particularly interesting companies are
SecureWorks and Riptech. While SecureWorks� solution is focused on the small- to �
medium-enterprise market, Riptech is aggressively pursuing customers across all market
segments. We believe that Riptech goes beyond simple monitoring services by providing
data mining, event correlation analysis, severity/cost based security event prioritizing, trend
analysis, and new vulnerability identification.
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u E-Mail and
Instant Messaging:
Popular, Not Private E-mail and instant messages (IMs) are hardly ever private. These transmissions are usually

sent in a non-encrypted, readable format and are regularly replicated/backed-up at numerous
points between the sender and the receiver. Despite deletion of messages by the sender and
the receiver, copies of these communications remain alive for days or months.

E-mail is routed using Simple Mail Transfer Protocol (SMTP), which relays messages from
host-to-host from source-to-destination. Consequently, multiple copies of these messages
exist at intermediate locations that are outside the control of the sender and the receiver. Due
to varying policies regarding their treatment, the e-mail messages may not be deleted for a
long time. Instant messaging has seen an explosion during the past year lead by solutions
from AOL Time Warner (NYSE: AOL; Buy-Aggressive; $37.50), Yahoo, and Microsoft
Corporation for consumer markets. In the corporate market, the charge has been lead by
Research In Motion Limited (Nasdaq: RIMM; Buy-Aggressive; $17.86) and Motorola, Inc.
(NYSE: MOT; Neutral) pagers and other forms of PDAs. Instant messages are sent to the
receiver via a third-party server (e.g., AOL server), making them vulnerable to copying and
storage. For example, AOL stores all IMs passing through its servers for 10 days. Going
forward, we believe that as storage costs decline, storage durations will continue to lengthen.

Two companies, Sigaba and Omniva (formally Disappearing Inc.) currently offer products
to address issues of privacy and indeterminate life for e-mail. Solutions from both companies
use cryptographic techniques to encrypt the sent e-mail. The receiver uses encryption keys
(managed by the Sigaba and Omniva) to decrypt the message (Exhibit 84). Omniva�s solution
is different in that the keys to read the e-mail expire at a predetermined time. In other words,
after a predetermined time, the messages cannot be read at all�irrespective of where the
encrypted version of the e-mail resides. On the IM side, Novell and Mercury Prime offer
encrypted IM systems. We believe additional IM providers will start to offer encryption
options in the near future.
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In this era of 24x7 connectivity, explosive growth is expected in both modes of communication.
According to IDC estimates, the average number of e-mails is expected to grow to 35 billion
per day by 2005 from 9.7 billion per day in 2000. IDC also predicts that the number of
corporate users for instant message applications will grow to nearly 230 million by 2005
from 6.5 million in 2000, a 104% CAGR. Given growing concerns about privacy, it is no
surprise that security issues for e-mail and IMs will continue to gain higher visibility. We
believe early adoption of such applications will come from financial, healthcare, and legal
industries, industries in which the cost of litigation resulting due to privacy violation could be
prohibitive.

Guaranteed Message Delivery
In addition to privacy issues, guaranteed message delivery can be even more critical under
certain conditions. If the message is being sent within the same mail system (e.g., one AOL
member to another AOL member), it is possible to find out when the message was delivered/
read and a return receipt can also be requested. However, the sender has no guarantee that
the message was actually delivered to the destination server. In other words, for the sender,
there is no distinction between the message getting lost and the message being ignored by
the receiving party. Slam Dunk Networks provides a unique service under which message
delivery is guaranteed. In addition to the insurance associated with the delivery guarantee,
the solution also incorporates sender/receiver authentication, in-transit security, delivery
tracking, and auditing functions. This service is based on a proprietary global network.
Exhibit 85 depicts guaranteed delivery of messages using the Slam Dunk Network.

Exhibit 84  ◆  Secure E-Mail Delivery Architecture

Source: RBC Capital Markets
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Exhibit 85  ◆  How Guaranteed Delivery of Messages Works

Source: Slam Dunk Networks Inc.
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u Convergence of
Security and
Network Management With the growing complexity of IT infrastructure, the need for an integrated solution to

manage heterogeneous components is becoming pressing. These heterogeneous compo-
nents include routers, switches, databases, servers, applications, gateways, and other com-
puting and communication resources. As IT networks have become more open, the overall
security risk has been enhanced due to vulnerabilities in each of these components. As a
result, security-related monitoring and management can no longer be limited to pure security
devices (e.g., firewalls) and must include other networking components that pose a security
threat (Exhibit 86). We believe the solutions for security and network management are in
the early stages of convergence, with emerging solutions providing an integrated view of the
entire IT infrastructure. IDC estimates that the combined market for management software
will grow to $1.8 billion in 2005 from $359 million in 2000, a 37% CAGR. While network
management software is the dominating component of this market, we believe that security
management software will become an increasingly important portion going forward.

Exhibit 86  ◆ Unified Monitoring and Management of
Security and Non-Security IT Components

Source: RBC Capital Markets
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is also attributable to Check Point�s dominance of the firewall market; firewalls are one of
the earliest and one of the most essential security components.

Outside the security industry, other vendors such as Computer Associates and BMC Software,
Inc. (NYSE: BMC; Neutral) have expanded their network management product lines to
include security management solutions. However, when it comes to security, products from
these vendors are point solutions bundled together (e.g., separate software modules to mange
firewalls, content filtering, intrusion detection) rather than integrated security solutions.

We believe that demand for integrated security management solutions is strong in the
enterprise and the MSS markets, both of which deal with a diverse set of network devices
and solutions. We believe that there are four paths toward integrated security management
solutions. First, existing security management vendors could expand their products to include
traditional networking devices. In our opinion, Check Point/OPSEC has the best chance to
successfully undertake such an initiative. However, we believe this scenario is unlikely,
given OPSEC�s sharp focus on security. Second, traditional network management vendors
could expand their products for better and easier integration with security specific solutions.
Vendors such as Computer Associates, BMC Software, and Hewlett Packard fall into
this category. Until now, these vendors have left tighter integration of security solutions up
to the end user. Third, new architectures for security integration and middleware could
emerge. Vendors in this category include e-Security, Intellitactics, and OpenService,
which provide an agent-based, integrated architecture to accommodate both security and
non-security solutions. Finally, we are likely to see additional mergers between networking
and security vendors such as the acquisition of WebTrends by NetIQ and the acquisition of
Network Security Wizards by Enterasys.

From Network Security to Network Integrity
One way to ensure the health of IT infrastructure is to prevent it from contamination by
keeping unauthorized users away, seeking out and patching vulnerabilities, and deploying
various security solutions as preventive measures. This approach works to some extent but
is neither fool proof nor 100% effective. The problem of good network health is compounded
due to constant evolution in the IT infrastructure�changing network configurations, product
revisions, patches across numerous heterogeneous components, and dynamic organizational
requirements. Tripwire, Inc. has a unique approach that complements the preventive solutions
and attacks the issue from network management, risk mitigation, and security perspectives
(Exhibit 87).

Exhibit 87  ◆  Data and Network Integrity

Source: TripWire Inc.
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Tripwire approaches the problem as an integrity issue versus a security issue. This approach
assumes that, despite best efforts, the integrity of one�s data and IT infrastructure will
invariably deteriorate over time. The scope of this assumption is not only restricted to the
security solutions but is applicable to any kind of IT deployment. This integrity-based approach
monitors for a variety of changes (e.g., size, access flags, configuration data, and read/write
times) in all kinds of files related to network infrastructure. Any changes are analyzed and
reported, with unexplained deviations marked as drifts from a �good state� to indicate
deterioration in integrity. Once such deterioration is identified, the files can be restored to
their original �good state.� This approach is a catch all for any contamination that originates
either inside or outside an organization and is either intended or unintended. This approach
allows quick identification of abnormalities and enables a quick recovery via deployment of
back-up files. We expect this approach to become increasingly popular for managing IT
infrastructures, either as a stand-alone solution or as an embedded component in a broader
infrastructure management package.

u Morphing of
Authorization and
Provisioning Solutions Access control architectures are traditionally built around authorization engines and are sup-

ported by authentication mechanisms. Users are authenticated by any number of options,
including username/passwords, tokens, and digital certificates. Once the user is authenti-
cated, the authorization engine grants access to the requested application or content. Infor-
mation about entitlements typically resides in a standard directory structure (e.g., LDAP,
ODBC, NT Domain, ADSI). Exhibit 88 shows a simplified topology.

Exhibit 88 ◆  A Typical Topology for Internet/Intranet-Based Access Management

Source: RBC Capital Markets
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Granting, modifying, and canceling access rights to various applications is a seemingly
never-ending task and highly labor intensive for system administrators. Every time an employee
is added, deleted, or moved within an organization, a sequence of changes affecting the
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entitlement repositories is triggered. The system administrator has to update entitlements for
each of the applications using separate tools. Needless to say, this is an extremely time
consuming process and is certainly not a top priority of the system administrators.
Consequently, new employees may have to wait several days before the applications they
need are fully set-up for their use. Besides nuisance and lost productivity, this manual
processing leaves the organization open to security risks, especially when the employees
leave and their entitlements and access rights remain active for several days after their
departure. Since the repositories for entitlements are usually part of separate applications in
separate departments, their maintenance, synchronization, and coordination with central
policy directives pose significant challenges.

These issues become maintenance nightmares as the number of users and the number of
applications grow. Typical examples of such scenarios would be opening of back-end
applications to business partners or consolidating access to all human resource applications
(retirement, 401K, insurance, etc.) around an employee portal. Consequently, system
administrators are looking for provisioning solutions to help manage access to resources.
New classes of pure-play resource provisioning solutions are starting to enter the market.
These solutions manage the provisioning of enterprise resources to employees throughout
the employees� respective stays with the organization. Exhibit 89 shows the general topology
of these solutions and how they interact with authorization engines.

Exhibit 89 ◆  A Typical Resource Provisioning Solution
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The value of provisioning solutions is not limited to enterprises; we believe the value is also
universally applicable to any environment with multiple users desiring access to multiple
resources. We believe that momentum in B2B applications and Web-services will be the
major demand drivers for provisioning solutions. Access360 and Business Layers are two
pure-play provisioning solution providers that are best positioned to take advantage of these
growing opportunities, in our opinion.

u Data Privacy
Concerns�Ready
for Primetime Until now, the Federal government and other regulatory agencies have lagged in providing

regulatory impetus for information security spending. We believe that the looming Gramm-
Leach-Bliley Act of 1999 (GLBA), Health Insurance Portability and Accountability Act of
1996 (HIPAA), Safe Harbor regulations, and numerous other national and international pri-
vacy acts are about to change that track record. As organizations embrace Web-based tech-
nologies, outsourcing of data-related services is becoming more prevalent. Consequently,
legislative bodies are addressing concerns about the security and the privacy of data that is
frequently passed between several organizations. A growing number of organizations are
realizing that the current limitations to the deployment of granular access controls at the data
level, along with super-user privileges enjoyed by IT administrators, need to be addressed to
comply with new legislation. In most cases, fine access control at the data level and encryp-
tion technologies are starting to be deployed to address the privacy concerns.

HIPAA mandates regulations governing privacy, security, and administrative simplification
standards for healthcare information. We believe that HIPAA will have a far-reaching impact
on every department of every entity that provides or pays for healthcare. There are severe
penalties for non-compliance, including fines of $25,000 per compliance failure (up to a
maximum of $250,000 a year) and jail time. Several requirements of this act went into effect
in October 2000 and final versions of other requirements are currently being reviewed for
release later this year. Medical care organizations with annual revenues greater than $5 million
have until the end of 2002, and smaller organizations until the end of 2003, to make their
systems compliant. While we do not expect the Federal government to assess financial
penalties for non-compliance immediately after the deadline (except for the most flagrant
violations), HIPAA is clearly on the mind of healthcare IT executives as indicated by the
results of a recent survey shown in Exhibit 90.

Exhibit 90  ◆  Top Priorities for HIPAA Related IT Spending in the Next 12 Months

Source: HIMSS Leadership Survey, 2001
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GLBA requires financial institutions to protect and audit their data and take special care
when sharing it with their affiliates. Under the act, financial institutions are mandated to
safeguard personally identifiable financial information and reveal their privacy policies to
new customers, regardless of whether the financial institution will share the customer
information. Major steps to ensure compliance include ensuring security and confidentiality
of customer information, and the protection against unauthorized access to or use of such
information. More than 25 additional privacy-related acts are under review by Congress in
addition to a significant number of international privacy acts that have been passed
internationally. Some of the prominent laws stem from Safe Harbor agreements to allow
U.S. companies to conduct online business involving private data transfers, the EU Data
Protection Directive, the Canadian Bill C6, the UK Data Protection Act, the Australian Privacy
Amendment Bill 200, and Japanese guidelines for computer-processed data in the private
sector.

Size of the Opportunity
It is estimated that spending related to HIPAA alone will range from $15-$30 billion during
the next two to three years. It is also estimated that for any organization, HIPAA-related IT
spending will likely require 1x-4x the amount previously spent on the Y2K problem per
organization. With information security typically accounting for 5%-10% of overall IT spending
in most organizations, we estimate up-front, security-related spending due to HIPAA alone
to be in the $750 million to $3 billion range during the next one to two years. These estimates
may be on the conservative side due to relatively backward or non-existent information
security infrastructure in the healthcare sector. While spending on information security is a
top priority, the uncertainty surrounding HIPAA-related deployment stems from a lack of
clarity on how strictly the policies will be enforced by government and, perhaps more
important, who will cover compliance costs. While it is hard to quantify the impact of other
legislation, we believe security legislation, collectively, will serve as a positive catalyst for the
information security industry.

Who Benefits?
We believe that HIPAA-triggered spending will benefit all players in the security value chain
given the state of information technology in a typical hospital. Initial beneficiaries will likely
be security consulting companies, which help hospitals evaluate and design their security
infrastructure, followed by standard security solutions vendors (e.g., firewalls, intrusion
detection systems, PKI infrastructure, virus protection software, etc.). In the long term, we
believe managed security service vendors, auditing service providers, and, most notably,
trust providers (e.g., certification authorities) will be the major beneficiaries. We believe
additional government legislation will have a similar impact on the security industry.

u Securing Mobile
Commerce: New
Challenges and
Opportunities Driven by the explosion of mobile devices and supporting services, the center of gravity for

communications and transactions is rapidly shifting toward the wireless and mobile do-
mains, away from the wired domain. With wireless data traffic expected to grow 10x faster
than voice traffic during the next four years (CAGR of 140% vs. 13.5%, respectively), it is
no surprise that mobile commerce transactions are expected to explode to $21 billion per
year by 2004, up from $29 million per year in 2000. We believe this growth will not be
possible without the security of the underlying infrastructure.
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When it comes to the wireless world, security issues come up in two relatively mature
application areas: 1) securing transactions between a customer and a merchant and 2) securely
accessing Web-based or back-office applications. Buying stocks using a cell phone is an
example of the former; a doctor accessing a patient�s medical records over a VPN using a
wireless PDA is an example of the latter. These applications are typical examples of the end-
user requirements driving the adoption of mobile e-commerce (m-commerce). As a result,
wireless devices (e.g., cell phones, personal digital assistants) are increasingly expected to
host new and powerful applications, provide seamless access to information, deliver around-
the-clock connectivity, and securely enable high-value transactions due to these and other
emerging activities (e.g., games and secure messaging). However, these devices are
fundamentally challenged by design on several fronts, including form factor, computing
power, bandwidth requirements, and power consumption. In addition, the traditional security
technologies for the wired environments do not port well to the wireless environments,
leaving a security gap between full-fledged security expectations carried over from the wired
world and the realities of the constrained devices.

Wireless-Related Security Issues
To understand major issues related to wireless security, consider Exhibit 91, which shows
a simple network deployment with wireless components.

Exhibit 91  ◆  A Typical Network Configuration for Wireless Applications

Source: RBC Capital Markets
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u Security is a bigger issue for cell phones and PDAs than for desktops because mobile
devices are generally more prone to physical loss. This requirement translates into the
need for mutual authentication when conducting financial transactions. In other words,
device owners would like to know that they are connected to an authentic Web server
(e.g., before providing their credit card numbers on request), and the Web servers in
turn would like to know the users/devices are not imposters (e.g., before accepting an
order to short 1,000 shares of IBM). Authentication in this situation requires that the
digital certificates and the supporting PKI infrastructure be mindful of the constrained
environment of operation to keep acceptable levels of QoS.

u When it comes to digital certificates, WTSL certificates (standard for the wireless envi-
ronment and supported by WAP-enabled servers/clients) are not the same as X.509
certificates (standard for the wired environment and supported by SSL-enabled servers/
clients) and cannot be used interchangeably. Furthermore, encryption algorithms and the
associated public keys, which are both parts of a digital certificate, pose performance
problems for mobile devices. In the wired world, RSA encryption algorithm is the de
facto standard. However, digital certificates based on this algorithm are too bulky and the
algorithm itself is too resource intensive for use in digital signatures.

u Another security issue arises at the WAP gateway, which takes incoming information
from the wireless domain and changes it into its original form by decrypting and decap-
sulating it. At this point the information is essentially unsecured, albeit for only a few
milliseconds. The information is then encapsulated and encrypted for the wired domain
and the process reversed for incoming information from the wired domain.

u For VPN applications, encryption algorithms play a critical role both for the VPN device
client and for the VPN gateway. VPN client software for wireless devices based on
PalmOS and WinCE devices are just starting to hit the market, and support for wireless
applications among VPN gateway vendors has been minimal until now. We believe that,
as more back-end applications are Web enabled for wireless devices, wireless VPNs will
experience rapid growth.

The Opportunity
We believe that rapid deployment of security in the wireless world will be spearheaded by
new and innovative core technologies and security services aimed at wireless users. Already,
smart cards and PKI-based technologies are starting to make inroads into the wireless market.
Currently, smart cards are offered via subscriber identity module (SIM) cards for GSM
telephones on a limited basis. We believe VPN-based applications will be another major
growth area. On the technology front, a significant amount of work is underway in research
labs across the globe to provide stronger and faster cryptosystems (encryption/decryption
being one of the most resource-intensive, security-related activities, even for the wired
Internet).

On the services front, while server-based digital certificates are well embedded into the e-
commerce fabric, client-based digital certificates are just getting started. We believe that as
wireless device usability improves (larger screens, more functionality, voice interface), they
will become the preferred instruments for e-commerce transactions. Consequently, the need
for PKI instruments (digital certificates) and services (certification authorities) for millions
of these devices should accelerate as well.
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Who Benefits?
We believe that companies such as Certicom and VeriSign are well positioned to benefit
from spending on wireless security infrastructure. Certicom has championed and
commercialized elliptic curve cryptography (ECC) technology, which is a less resource-
intensive alternative to the traditional RSA cryptography technology. VeriSign is leveraging
both of these technologies by issuing hybrid digital-certificates (combining ECC and RSA
encryption technologies) for its trust services, thus providing the best of both worlds, in our
view.

u Toward Centralized
Policy Management While not as glamorous as firewalls, intrusion detection systems, and other weapons of

information security, policies play an equally (if not more) important role in any organization�s
overall security strategy. Security policies enter the picture at the very inception of the
security infrastructure and become an integral part of the daily security process thereafter
(Exhibit 92).

Exhibit 92  ◆  Security Policy Life Cycle

Source: RBC Capital Markets
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Individual policies have never existed in isolation and have frequently been affected by the
adjacent/overlapping policies related to people, devices, and networks. For example, a router
with firewall capabilities is impacted both by network policies and by firewall policies. Exhibit
93 partially depicts the complexity and interconnectivity of several of the IT policies.
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Exhibit 93  ◆  Overlapping Policy Requirements

Source: RBC Capital Markets

It should be pointed out that despite implications across department boundaries, policies are
frequently designed, administered, and monitored independent of each other in departmental
pockets across organizations. Furthermore, industry studies suggest that the effort put into
active policy management beyond initial deployment is inadequate. A recent survey by
securitysearch.com indicated that more than 50% of the respondents� organizations don�t
have a written security policy, more than 50% of those with a policy have update cycles of
one year or longer, and nearly 40% never check for security compliance. Clearly, all of these
scenarios enhance the security risk for any organization. In the absence of unified policy
management adoption, it is no surprise that more than 50% of the respondents also indicated
human errors as one of the biggest security challenges in security policy management.

We believe that centralized policy management will become a greater imperative in the overall
business management as organizations open their respective IT perimeters, invite frequent
interactions, and manage dynamic relationships with their employees, suppliers, partners,
and other affiliates (Exhibit 94).
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Exhibit 94  ◆  Growing Role of Unified Policy Management

Source: RBC Capital Markets
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Most security solutions have a certain degree of built-in policy management capability. However,
certain vendors offer unified policy management solutions for security/network products
from multiple vendors. Such solutions typically help assess, audit, and administer corporate
security policies across various network and security devices. Solutions from network
management vendors such as BindView, Axent, and BMC Software do include policy
components; however, these components do not support solutions from other vendors.
PentaSafe Security Technologies offers a more policy-oriented and people-focused solution
that bridges traditional policy-related gaps between business needs, IT systems, and people.
We believe that since people are the weakest links in the policy chain, people-focused solutions
incorporating policy training, auditing, and enforcement will continue to gain momentum.



Sigmond / Kaura  97

November 1, 2001 Safe and Sound: A Treatise on Internet Security

The Hacker Factor

The age of innocence on the Internet is behind us, and the near future for information
security looks challenging. We believe the environment for information security will continue
to deteriorate for the next several years before showing signs of improvement. This degradation
will prolong due to inherent security holes in the Internet infrastructure, proliferation of
hacking technology, explosive growth and dependence of commerce on the Internet, hunger
for data and electronic interactions, lack of security experts, and hoards of unsecured software
applications that regularly enter the computing landscape. We believe that for the near future,
these factors will continue to outweigh the balancing forces of prevention and deterrence,
including security products/services and legislative disincentives.

u Hackers:
From Script Kiddies
to Cyber Terrorists In 1972, John T. Draper started making free telephone calls using a toy whistle that he got in

a Cap�n Crunch cereal box. The whistle emitted a 2.6 KHz tone that gave him access to the
telephone company�s authorization system. Using another tone-emanating device called �blue-
box,� Draper could dial long distance without paying. His repeated arrests for phone tamper-
ing throughout the 1970s later earned him the handle �Captain Crunch.� Draper�s certainly
wasn�t the first effort to circumvent conventional protocols and avoid payments, but it was
much publicized and was perhaps the harbinger of the modern hacking movement that
initially focused on avoiding payments and occasionally causing malicious damage. Those
were the good old days of electronic hacking.

The lone hacking enthusiasts of the past have given way to a dynamic, heterogeneous, and
class-conscious society of hackers. Not all hackers have malicious intent. On one extreme
are those who work for companies or governments to secure their systems and notify
vendors about discovered vulnerabilities. On the other extreme are those who live to find the
next vulnerability and exploit it�frequently for nothing else but pure disruption and mayhem.
Overall, there are several groups in the hacking ecosystem, each with varying numbers of
members at multiple skill levels. Exhibit 95 depicts our interpretation of the hacker ecosystem.
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Looking at the popular press, one may come to the conclusion that most hackers are teenagers
who hack out of curiosity. While these �Script Kiddies� may get all the media attention, the
most dangerous hackers are the ones who work quietly. Even more threatening are cyber
terrorists (mercenaries for hire), hacktivists (driven by political ideology), and cyber soldiers
(backed by national defense organizations). The recent incident involving a U.S. surveillance
plane resulted in defacement of numerous government and commercial sites in the United
States. Internet Security Systems Inc. reported that attacks originating from Chinese domains
against U.S. sites increased seven-fold at the height of the crisis. The situation escalated to
such a level that the National Infrastructure Protection Center issued a warning to U.S.
network administrators about potential attacks, both in the military and the commercial
sector. Not surprisingly, the attacks went both ways with nearly 400 Chinese Web sites
defaced. Even though the cyber shots were limited to Web site defacements this time, there
is no reason why the cyber skirmishes won�t extend beyond defacements the next time
around. Cross-country cyber wars are regular occurrences between India and Pakistan,
Israel and the PLO, and China and Taiwan, to name a few.

While cyber wars are extremely efficient for the attacker from a risk/cost perspective, they
can be potentially as damaging for the attacked party as physical wars. The Center for
Strategic and International Studies (CSIS) estimates that 95% of U.S. military communications
run through civilian phone networks. Clearly, an attack on these networks would devastate
military communications. On the civilian side, we point to the Federal Aviation Administration
(FAA) information systems; FAA information systems are a complicated mesh of a large
number of sub-systems. For example, the en-route centers alone (Exhibit 96) rely on more
than 50 subsystems for information processing, navigation, surveillance, communications,
and weather monitoring.

Exhibit 95  ◆ The Hacker Ecosystem

Source: RBC Capital Markets

Hundreds

Thousands

Tens of

Thousands

Millions

Population

S
ki
ll 

Lev
el

s

Bad Guys Good GuysUndecided

1

2

3

4

5

6 7

8

1 Curious Joes

2 Script Kiddies

3 Wannabes

4 Black Hats

5 Cyber Terrorists

6 Grey Hats

7 White Hats

8 Counter Terrorists



Sigmond / Kaura  99

November 1, 2001 Safe and Sound: A Treatise on Internet Security

Systems from different facilities also have to interact continuously with each other to execute
the complete air traffic control (ATC) process. In its September 2000 report on FAA Computer
Security, the GAO stated the following:

�FAA�s agency wide computer security program has serious, pervasive problems.�

�As FAA continues to modernize its ATC systems, computer security will become
even more critical. Newer systems use digital computer networking and
telecommunications technologies that can expose the NAS to new vulnerabilities and
risks that must be assessed and mitigated to ensure adequate protection. New
vulnerabilities also result from the FAA�s increasing reliance upon commercially
available hardware and software, as well as growing interconnectivity among computer
and communication systems.�

It is not only the aviation system that could be a potential target for hackers. Numerous other
civil infrastructure organizations are also critical for normal functioning in daily life (Exhibit
97).

Exhibit 96  ◆ Summary of an Air Traffic Control System Over Land and Sea

Source: GAO/T-AIMD-00-330 FAA Computer Security, September 27, 2000
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As these infrastructure components become increasingly interconnected, without proper
coordination, there is no telling what may appear as a series of accidents may really be
outside the realm of coincidence on any given day (Exhibit 98).

Exhibit 97  ◆ Increasing Dependence of Civil Infrastructure
Components on Computer Networks

Source: CERT and RBC Capital Markets

Exhibit 98  ◆ Coincidence or Attack?

Source: GAO
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To highlight our point about the dependence of national infrastructure on IT security, we end
this section with a recent headline that captured our attention (Exhibit 99).

Exhibit 99  ◆ Hackers Hit Computers Running Caliornia’s Power Grid

Source: Reuters

u The Danger Within The majority of hacker attacks do not originate from outside organizations. Disgruntled
employees, recently laid-off workers, and their friends/family are also major instigators of
security breaches. Various industry estimates contend that approximately 50%-80% of se-
curity break-ins are affiliated with disgruntled employees. Exhibit 100 shows the results of
a survey on likely sources of hacker attacks from the past two years.

Exhibit 100  ◆  Likely Sources of Hacker Attacks

Source: CSI/FBI Computer Crime and Security Survey, 2001
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Hackers Hit Computers Running Calif.’s Power Grid 

SACRAMENTO, Calif. (Reuters) Saturday June 9 3:46 PM ET- A computer system that 
controls much of the flow of electricity across California was under siege from hackers 
for at least 17 days during the height of the state’s ongoing power crisis, the Los Angeles 
Times reported on Saturday. 

The cyber attack, while apparently limited, exposed security lapses in the system that the 
California Independent Systems Operator (Cal-ISO) uses to oversee most of the state’s 
massive electricity transmission grid and connect to the grid for the western United 
States. … 
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Considering the large number of lay-offs this year in U.S. companies and signs of the economic
weakness shifting to international markets, the number of disgruntled employees, especially
in the high technology industry, will continue to increase, in our opinion. We believe that
given the accelerating pace with which the economy triggers modification to business models
and the consequent churn in employees, disgruntled employees will continue to remain a
significant source of hacker attacks.

u Technology:
A Hacker�s
Best Friend Before the advent of the Internet, hacking was an art form practiced by a small number of

highly skilled computer enthusiasts for the most part. With the proliferation of the Internet,
the technology and tools of hacking have been unleashed for consumption by anyone with a
computer, a modem, and an Internet connection. During the past decade, a clear pattern
related to inception, availability, and mass dissemination of newer and more damaging hack-
ing tools has emerged. In Exhibit 101, we depict the life cycle of a software bug as it births
an attack tool for mass utilization.

Exhibit 101  ◆  Morphing of a Software Bug into an Attack Tool

Source: RBC Capital Markets

Needless to say, thousands of attack tools live happily in cyberspace, and new attack tools
are added almost daily. Similar to guns, these tools have a potentially devastating impact
whether used by experts or novices. A major challenge for any information security personnel
is keeping up with all the vulnerabilities that could potentially impact their systems and patch
these holes in a timely manner. Today, the Internet is littered with Web sites offering tools
and tips for neophytes on a variety of exploits. As an example, we point to Exhibit 102,
which shows one of the numerous variety packs available for hacking. The barriers to
entering the hacking world have literally been reduced to a mildly curious mind and $100 to
spare.
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Exhibit 102  ◆  A Typical “Hacking Software Collection”

Source: www.hackershomepage.com

HACKING SOFTWARE COLLECTION #1 
Receive the following software products on 1 CD-ROM…………………………………..$100.00  

• MEMBERSHIP SITES PASSWORD HACKER Use this software to hack into most Internet sites that use membership 
sign-on screens. 

• REMOTE HARD DRIVE DOWNLOADING SOFTWARE Use this software to get into other people’s hard drive while on 
chat channels. Once connected to the hard drive you can copy and save any software you'd like. Also includes many 
other useful chat channel-related software programs including “punters.” 

• KEY CAPTURE SOFTWARE This disk, when loaded onto your favorite computer, will capture and record all keystrokes, 
including passwords. 

• PASSWORD HACKING SOFTWARE This disk includes many programs to extract and generate valid passwords that 
can be used for all types of applications, including e-mail hacking, Web page hacking, and general computer hacking. 

• PORNO WEB SITE PASSWORD HACKER This manual and software are easy to use and will allow you to hack the 
passwords needed to gain full access to over 90% of the porno Web sites on the Internet. It will usually take under 2 
minutes to hack the password. 

• H@TMAIL & WEB-BASED E-MAIL HACKING Easy methods to hack into someone’s H@TMAIL, y@HOO, EUD@RA, 
and other Web-based e-mail accounts to view their e-mail. 

• A@L HACKING Easy methods to hack A@L and chat. Dozens of texts and programs on how to hack everything A@L 
related, all on disk. 

• BBS CRASHING Information on how to crash a BBS. 

• SOFTWARE BOOTLEGGER Become a software bootlegging pirate for profit. 

• COMPUTER HACKING General computer hacking information on disks. Over 7 megabytes of information. 

• FREE WINDOWS 95/98 TECH SUPPORT This manual will tell you how you can easily obtain free tech support from 
Microsopht (misspelled purposely). Windows 95/98 comes with 90 days free tech support, but after that time you must 
pay $35.00 per incident. This method easily gets you around the fees. 

• ARE YOU BEING WATCHED Running a business on the side while at work? Cheating on your spouse? Accessing 
Internet sites you're not permitted? Find out if you are being monitored at work or at home while you're on the computer. 
This method detects if products similar to our #718 is being used on you. 

• PARENTAL BLOCK PASSWORD HACKING Use this method and software to get around that parental block that your 
parents put on your computer. View any Internet sites you want. 

• WAR DIALERS Eighteen different sequential modem dialer programs on disk. 

• TONE BOX PROGRAMS This disk produces every color box imaginable used by phreaks and hackers. 

• CRACKING SOFTWARE This disk includes many programs to unlock all kinds of locked programs. It can manipulate 
codes and keys to unlock limited shareware programs. It's a must for anyone who doesn't want to pay full price for 
software. 

• UNIX HACKING Includes all the software utilities and texts needed to hack UNIX system computers. 

• NOVELL HACKING Includes all the software utilities and texts needed to hack the NOVELL network. 

• DONGLE CRACKSThis disk offers methods and software fixes to most dongle protected programs so that software can 
be copied and used on any computer. Dongles are hardware devices by which software can only be run on one 
computer. 

• WEB ADS AND BANNER KILLER Do you hate those Web ads that pop up on your screen while your surfing? This 
software eliminates them. 
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The overall trend toward increasing sophistication of attacks and the rapidly decreasing
levels of intruder knowledge required to launch these attacks is shown in Exhibit 103. We
believe this trend is likely to continue well into the future.

Exhibit 103  ◆   Rising Attack Sophistication
   Along with Falling Intruder Knowledge

Source: CERT Coordination Center

Beyond the easy availability of sophisticated hacking technology, the interconnectivity due to
the Internet has had another detrimental impact: the speed and propagation of hacker attacks
and malware (malicious software) is accelerating along with rapid growth in resulting financial
damages. Exhibit 104 shows an example of this phenomenon for viruses during the past
decade.

Exhibit 104  ◆  Accelerating Speed of Malware Propagation
  and Rising Financial Costs
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When it comes to computer viruses, undeniably the oldest and most pervasive forms of
digital demons, technology has already reached an unprecedented level. Several tool kits are
freely available on the Internet that can be used to create new viruses. These toolkits, which
go by such names as Instant Virus Production Kit, Satanic Brain Virus Tools, The Trojan
Horse Construction Kit, and The Virus Factory, come with easy-to-use interfaces and pop-
up help files to walk would-be hackers through the complete process of virus creation�
from selecting a name through choosing a method of propagation. Some tool kits let users
choose from different options for end results, including self-replication and network crashes.
While most of these kits rely on formal methods for creating viruses and taking basic steps
can minimize dissemination, billions of dollars are still lost every year due to viruses. One of
these kits was used with its default setting to generate the Anna worm, which spread earlier
this year. Exhibit 105 shows the menu of virus generation kits at one of the numerous free
Web sites.

Exhibit 105  ◆  A Web Site in Western Europe
 Hawking Free Virus-Generation Toolkits

Source: http://209.126.175.34/dlvk.htm
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Exhibit 106  ◆  Growth of Web Defacements

*as of May 17, 2001
Source: Attrition.org

u The Damaging
Trends Continue Driven by a plethora of freely available tools, low barriers to entry into hacking, and inad-

equate network defenses, it is no surprise that instances of hacker attacks, viruses, Internet
fraud, and network intrusions continue to grow at a brisk pace across the board for com-
mercial, private, and military networks. We believe the following statistics clearly indicate a
strong trend away from a kinder, gentler Internet. We also believe that this trend is not likely
to reverse any time soon.

Web defacements increased by 55% from 1999 to 2000. By May 17, attrition.org had recorded
5,315 defacements for 2001 vs. 5,822 for full year 2000 (Exhibit 106). Attrition.org, a
volunteer organization that keeps track of the hacker activity, stopped recording defacements
after May 17, 2001, citing overwhelming volume. After accounting for the growth in the
total number of computers, virus-infected computers have grown at approximately 74%
CAGR since 1996 (Exhibit 107).

Exhibit 107  ◆  Monthly Rate of Virus Infections Per 1,000 PCs*

*for the first two months of each year from 1996 through 2000
Source: ICSA Labs
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Exhibit 108  ◆  Sampling of Web Defacements

Source: Attrition.org
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Exhibit 108 gives examples of defaced Web sites for Intel, Microsoft, and RSA. In the case
of RSA, Domain Name Servers (DNS) were poisoned so that visitors to the RSA site were
redirected to a Web site in Columbia.

The number of reported vulnerabilities for various operating systems have grown at 78%
CAGR since 1997. Exhibits 109-110 depicts these trends for several prominent operating
systems. While the increase in reported vulnerabilities could also mean that more people are
using the product, we believe it highlights two issues. First, major operating systems remain
vulnerable years after their initial release. Second, no one really knows how many bugs still
remain or are being exploited without disclosure.

Exhibit 109  ◆  Total Vulnerabilities Reported in 26 Operating Systems

Source: BUGTRAQ
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Exhibit 110  ◆  Reported Vulnerabilities in Major Operating Systems

Source: BUGTRAQ
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Finally, not surprisingly, it is the Internet connection that is cited as a frequent point of attack
(Exhibit 112). As was depicted in Exhibit 3, we believe that deployment of security
infrastructure is the only way organizations can simultaneously achieve openness along with
better information security.

Exhibit 112  ◆  Percent of Respondents Indicating
  the Internet as Frequent Point of Attack

Source: CSI/FBI Survey 2001
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The number of security incidents reported to CERT reflects the increasing number of
vulnerabilities. If the trend seen in first half of 2001 continues, the total reported incidents
for 2001 would exceed reported incidents for 2000 by 113% (Exhibit 111).

Exhibit 111  ◆  Growing Number of Security Incidents Reported to CERT

Source: CERT
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u Just the Tip of
the Iceberg? While the previously presented statistics clearly indicate increasing hacker activity and over-

all deterioration in information security environments, they are all based on reported inci-
dents. Could the problem be more severe than depicted by public disclosures? We believe
there are strong indications that when it comes to information security, the reported inci-
dents may just be the tip of the hacker iceberg.

On behalf of the U.S. Department of Defense (DOD), the Defense Information Systems
Agency (DISA) conduced a series of penetration attacks over the Internet to test the
vulnerability of various defense computer networks. Over a period of four years (1992-
1996), the DISA launched 38,000 attacks. The results were disclosed in a 1996 DOD report
and are presented in Exhibit 113.

Exhibit 113  ◆  DISA Vulnerability Assessment Results

Source: DISA and RBC Capital Markets
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It can be seen that only approximately 1 in 140 successful attacks drew an active response
from the organization under test. The DISA has not released similar results since 1996. The
DOD issued the following statement in a follow-up report in 1999.

�Serious weaknesses in DOD information security continue to provide both hackers
and hundreds of thousands of authorized users the opportunity to modify, steal,
inappropriately disclose, and destroy sensitive DOD data.�

�Our current review found that some corrective actions have been initiated in response
to the recommendations our 1996 reports made to address pervasive information
security weaknesses in DOD. However, progress in correcting the specific control
weaknesses identified during our previous reviews have been inconsistent across the
various DOD components involved and weaknesses persist in every area of general
controls.�
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Exhibit 115  ◆  Reasons for Not Reporting Intrusions

Source: CSI/FBI Survey 2001
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Exhibit 114  ◆  Majority of CIOs May Not Be Reporting Hacker Attacks

Source: CIO Magazine, 2001
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On the commercial side, consider the results of a recent poll by CIO Magazine. It is clear
that strong incentives are in place for management not to report hacker attacks (Exhibit
114). Other surveys echo similar results, indicating multiple reasons why organizations don�t
report intrusions (Exhibit 115).
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Denials of service (DoS) attacks attract much attention when prominent sites like Yahoo!
Inc. and eBay, Inc. are involved. If the attacked organizations won�t report these attacks, it
becomes difficult to gauge their volume and, consequently, their impact. A recent study by
the San Diego Supercomputing Center reported 12,805 attacks on 5,000 distinct Internet
hosts belonging to more than 2,000 distinct organizations over a period of three weeks. This
translates into 38 DoS attacks per hour across the Internet.

u Crime and
Punishment When it comes to cyber crimes, both national and international legal frameworks are lack-

ing. Archaic regulations coupled with weak enforcement mechanisms are contributing to an
overall poor environment for information security in general and e-commerce in particular. A
survey by McConnell International indicated that 33 out of the 52 countries surveyed had no
updated laws related to cyber crimes (Exhibit 116). The survey finds that even among the
countries with updated cyber laws, little uniformity exists in terms of which types of crimes
have been tackled through updated laws (Exhibit 117). For example, data theft is a crime, in
some cases, only if it relates to one�s religion or health. Additionally, heterogeneity of inter-
pretation exists within countries due to the varying legislative bodies of the member states.

Exhibit 116  ◆  Extent of Progress on Updating Cyber Crime Laws

Source: McConnell Int., December 2000
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Exhibit 117  ◆   Countries with Updated Cyber Laws

Source: McConnell Int., December 2000
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Not surprisingly, one can expect the punishments for cyber crimes to span a wide range
among nations of the world. While a disparity in definitions of what constitutes a cyber
crime and the resulting punishments is to be expected, the problem is unique and enormously
complex because these crimes can be executed against country A while sitting in country B.
We believe that cross-country and intra-country issues related to cyber crimes, jurisdiction,
classification, and punishment will only get more entangled going forward.
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u Hacker Insurance:
The Last Resort? Perhaps the best indicator that the information security environment will continue to deterio-

rate comes from the insurance industry. During the past year, several insurance companies
have started offering Internet-related insurance, which is typically not part of the overall
business insurance. Coverage can include loss of business income, public relations, intellec-
tual property, difference in conditions, interruption of service, and electronic publishing
liability. In general, companies with revenues of $1 billion or less can expect to pay premi-
ums of approximately $25,000-$125,000 for at least $25 million in coverage. Insurance is
also available for smaller companies with premiums of approximately $4,000 per $1 million
in revenue lost due to hacker attacks.

The insurance companies are also starting to give discounts or charge premiums for specific
IT products, depending on their security record. For example, J.S.Wurzler, one of the first
companies to offer hacker insurance, recently began charging its clients 5%-15% more for
using Microsoft�s Windows NT software in their Internet operations. On the other hand,
AIG recently announced that it would cut premiums up to 10% for clients that use a new
security device made by Invicta Networks. We believe such quality-based discounting trends
will quickly spread to other insurance providers. The Insurance Information Institute estimates
that, while virtually non-existent in 2000, the market for hacker insurance could generate
$2.5 billion in annual premiums by 2005. For security vendors, all these trends are healthy
because the insurance companies demand a certain level of security and do not offer insurance
unless the IT environment is thoroughly audited. Our conversations with industry
representatives lead us to believe that in most cases the customers lack adequate security
and end up purchasing additional security products en route to hacker insurance.
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Technology Overview

u Public Key
Infrastructure Any public communications infrastructure has to live up to several security and privacy

expectations. Exhibit 5 listed these expectations for Internet-based communications. Confi-
dentiality, authenticity, integrity, and non-repudiation are among the main requirements for
Internet-based communications. Public key infrastructure, or PKI, refers to the collective
framework of standards, technologies, mechanisms, procedures, and policies that address
these requirements. A PKI framework enables security and privacy of a variety of applica-
tions such as financial transactions, e-mail, and binding legal and business transactions.
Exhibit 118 depicts an overview of the main components that comprise a PKI. We briefly
describe some of the core PKI components.

Exhibit 118  ◆  The PKI Ecosystem

Source: RBC Capital Markets
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Cryptography
Cryptography is one of the core technologies for information security that involves two
main processes, encryption (encoding) and decryption (decoding). Encryption refers to
the conversion of a readable message (called plaintext or cleartext) into an incomprehensible,
meaningless form of data called ciphertext. Encryption ensures confidentiality by making
the original data unintelligible to anyone for whom it is not intended, even those who might
have access to the encrypted data. Decryption is the reversal of encryption; it is the process
of transforming encrypted data back into an intelligible message. The encryption and decryption
processes require a key along with an algorithm/method called a cipher. Two main types of
encryption systems are private key systems and public key systems.
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Private key systems, also called symmetric key systems, use the same key, usually a
large random number, for encrypting and decrypting messages (Exhibit 119). The longer
the key, the more difficult it is to break the encrypted message. Irrespective of its length, the
two involved parties, to ensure confidentiality and authentication of messages, must keep
the key secret.

Exhibit 119  ◆  Basic Process in a Private Key System

Source: Netscape

Exhibit 120  ◆  Basic Process in a Public Key System

Source: Netscape

Public key systems, also called asymmetric systems, use a pair of keys (a public key and
a private key) that are completely different and not derivable from one another (Exhibit
120). The owner of the key pair publishes the public key and keeps the private key a secret.
Data encrypted with a public key can be decrypted only with the corresponding private key.

Private key systems are simple and fast but difficult to scale because they require one key
per business partner. Public key systems are easier to scale (one party has only one key pair
irrespective of the number of business partners with whom they transact) but involve
algorithms that are more complex and slower to execute. In practice, a hybrid solution that
combines the best of both systems is the norm. In a hybrid system, one uses a public-key
algorithm to encrypt a randomly generated symmetric key (because the symmetric key is
small and a public system is more efficient for smaller messages), and the random key
encrypts the actual message using a private key (because the actual message is long and a
private system is more efficient for longer messages).

The cipher (algorithm) in any cryptosystem essentially involves solving a complex mathematical
problem. The tougher the problem involved, the more time it takes for that cipher to solve it
for a given input. For example, if one was asked to factorize 15, the answer is 15=3x5=15x1.
On the other hand, if one has to factorize 158,976, the answer is not easy to come by and
there are many possibilities. The longer it takes, using the best algorithm, to solve a
mathematical problem, the more secure is the cryptosystem based on that problem.
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Some of the widely used private key algorithms are RC4, DES, 3DES, and AES (based on
Rijndael). The relative strength of a private key algorithm is a function of the key size. For
example, with a 56-bit DES key, there are 256 (72 quadrillion) possible combinations. To find
the combination, all one has to do is to start counting from zero, and eventually one would
find the right key. Because computing power is becoming cheaper every day, 56-bit key is
not considered safe any more. The recently launched AES standard starts at 128-bit keys.

Some of the widely used public key algorithms are RSA (industry standard dominant algorithm
based on integer factorization problem), DSA and ElGamal (based on discrete logarithms),
and ECC (based on elliptic curves and discrete logarithm systems). All these algorithms
deploy keys of varying sizes to provide equivalent security. For example, it is common to
use 1,024-bit keys for RSA algorithm and 163-bit keys for ECC algorithm.

Major PKI Mechanisms
Digital Signatures
While encryption provides privacy of documents traveling over public networks, digital
signatures provide non-repudiation and information integrity. Digital signatures bind the sender
of the information to the sent information (non-repudiation) and provide verification against
information tempering. To ensure the integrity of the sent document, a one-way mathematical
function called a �hash function� is used. When a hash function operates on a document, it
produces a unique fingerprint of the document. If the original document is modified (even
by a single character), the hash function produces a different fingerprint. Exhibit 121 shows
how digital signatures ensure integrity of data sent over public networks.

Exhibit 121  ◆  Using Digital Signature to Ensure Data Integrity

Source: Netscape

The basic process involves sending the original document along with an encrypted (using
sender�s private key) fingerprint (using the hash function) of the original document. The
receiver decrypts (using sender�s public key) the received fingerprint, in addition to recreating
it from the original document (using the same hash function that was used by the sender).
One can verify the integrity of the data by matching the recreated and the decrypted fingerprints.
Furthermore, because the processes of encryption and decryption use a public/private key
pair, the verified data ties to the sender�s public key.

Digital Certificates and Certification Authorities: Suppose that you�re interested in sending
someone a private e-mail message. In order to encrypt the message so that no interloper can
decode it, your e-mail package uses public key encryption software. You therefore need to
know the public key of the party on the receiving end of the message. However, how do you
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know that a certain public key really corresponds to the proper individual or organization?
You could look up the key in a public directory, but you have no reason to trust the directory�
someone could have impersonated your intended recipient and entered a fraudulent listing.
Alternatively, someone could trick you into using a fake directory. In daily life, these examples
are similar to having a fake ID or a credit card with someone else�s particulars. To overcome
this problem on the Internet, digital certificates and certification authorities enter the picture.

While digital signatures enable data integrity and tie a specific public/private key pair to the
data that is encrypted/decrypted using this key pair, digital certificates prove the binding
between the identity of the holder of the digital certificates (a person, device, or an
organization) and the public key contained in the digital certificate (Exhibit 122).

Exhibit 122  ◆  Bindings Between Documents,
 Public/Private Key Pairs, and Individuals or Organizations

Source: RBC Capital Markets
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Digital certificates (Exhibit 123) are issues by a trusted third party called the certification
authority (CA) and provide recognized proof of the subject�s identity in the digital world. A
CA is like the Department of Motor Vehicles, which verifies a driver�s identity, ability to
drive, address, and other information before issuing a drivers license. CAs can be independent
third parties (e.g., VeriSign) or organizations that issue their own certificates using certificate-
issuing server software. Depending on the policies of the CA, the amount of verification
preceding the issuance of the certificate may vary over a wide range. A digital certificate
typically includes the name of the entity (subject) it is identifying, the expiration date of the
certificate, a serial number, the name of the CA that issued the certificate, public key of the
subject, digital signature of the CA (created using CA�s own private key), and other pieces of
information. Certificates may be issued for a variety of functions, including Web user and
Web server authentication, secure e-mails using (S/MIME), IP Security, Secure Sockets
Layer/Transaction Layer Security (SSL/TLS), and code signing. There are many different
types of certificates in existence. The most common format is defined by the X.509 version
3 (X.509v3) international standard.
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Because the CA is a trusted entity with a widely publicized public key, verifying the CA�s
digital signature using its public key can authenticate the digital certificate. A CA publishes
the digital certificates it issues on an online repository, thus enabling large-scale PKI
deployment. If a digital certificate accompanies a digitally signed message, the receiver can
verify the sender�s digital certificate with the issuing CA. Upon verification, the recipient can
obtain the sender�s public key from the certificate and use it to verify the sender�s digital
signature. If a digital certificate does not accompany a digitally signed message, the recipient
can obtain the sender�s digital certificate from the repository of the issuing CA. Exhibit 124
depicts the lifecycle of a typical digital certificate.

Exhibit 123  ◆  Example of a Digital Certificate

Source: RBC Capital Markets

Certificate: 
    Data: 
        Version: v3 (0x2) 
        Serial Number: 3 (0x3) 
        Signature Algorithm: PKCS #1 MD5 With RSA Encryption 
        Issuer: OU=Ace Certificate Authority, O=Ace Industry, C=US 
        Validity: 
            Not Before: Fri Oct 17 18:36:25 1997 
            Not  After: Sun Oct 17 18:36:25 1999 
        Subject: CN=Jane Doe, OU=Finance, O=Ace Industry, C=US 
        Subject Public Key Info: 
            Algorithm: PKCS #1 RSA Encryption 
            Public Key: 
                Modulus: 
                    00:ca:fa:79:98:8f:19:f8:d7:de:e4:49:80:48:e6:2a:2a:86: 
                    ed:27:40:4d:86:b3:05:c0:01:bb:50:15:c9:de:dc:85:19:22: 
                    43:7d:45:6d:71:4e:17:3d:f0:36:4b:5b:7f:a8:51:a3:a1:00: 
                    98:ce:7f:47:50:2c:93:36:7c:01:6e:cb:89:06:41:72:b5:e9: 
                    73:49:38:76:ef:b6:8f:ac:49:bb:63:0f:9b:ff:16:2a:e3:0e: 
                    9d:3b:af:ce:9a:3e:48:65:de:96:61:d5:0a:11:2a:a2:80:b0: 
                    7d:d8:99:cb:0c:99:34:c9:ab:25:06:a8:31:ad:8c:4b:aa:54: 
                    91:f4:15 
                Public Exponent: 65537 (0x10001) 
        Extensions: 
            Identifier: Certificate Type 
                Critical: no 
                Certified Usage: 
                    SSL Client 
            Identifier: Authority Key Identifier 
                Critical: no 
                Key Identifier: 
                    f2:f2:06:59:90:18:47:51:f5:89:33:5a:31:7a:e6:5c:fb:36: 
                    26:c9 
    Signature: 
        Algorithm: PKCS #1 MD5 With RSA Encryption 
        Signature: 
            6d:23:af:f3:d3:b6:7a:df:90:df:cd:7e:18:6c:01:69:8e:54:65:fc:06: 
            30:43:34:d1:63:1f:06:7d:c3:40:a8:2a:82:c1:a4:83:2a:fb:2e:8f:fb: 
            f0:6d:ff:75:a3:78:f7:52:47:46:62:97:1d:d9:c6:11:0a:02:a2:e0:cc: 
            2a:75:6c:8b:b6:9b:87:00:7d:7c:84:76:79:ba:f8:b4:d2:62:58:c3:c5: 
            b6:c1:43:ac:63:44:42:fd:af:c8:0f:2f:38:85:6d:d6:59:e8:41:42:a5: 
            4a:e5:26:38:ff:32:78:a1:38:f1:ed:dc:0d:31:d1:b0:6d:67:e9:46:a8: 
            dd:c4 



120   Sigmond / Kaura

Safe and Sound: A Treatise on Internet Security November 1, 2001

Registration Authorities
There are several additional requirements to the certification process than just issuance. The
CA performs these functions in-house or outsources them. These functions include operations
such as registration for certification, real-time validation of certificate, certificate retrieval,
certificate renewal, certificate revocation, and key backup and recovery. Certificate registration
is a key function. Different CAs use different means to verify an identity before issuing a
certificate. Sometimes the registration function may reside in a separate entity called the
registration authority (RA). The RA essentially acts as a CA�s front end by receiving
requests for certificates and authenticating them before forwarding them to the CA. After
receiving a response from the CA, the RA notifies the requester of the results. RAs can be
helpful in scaling a PKI across departmental, geographic, and operational units that enjoy a
diverse set of authentication requirements.

Exhibit 124  ◆  Lifecycle of a Digital Certificate

Source: RBC Capital Markets
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Key Management
Significant effort is required to manage the entire life cycle of cryptographic keys. Security
and proper methodology is paramount when generating a key pair. Typically, applications
generate key pairs and store the private key on the local computer or on smart cards and
other electronic devices. One application may generate the keys while the other may use
them. In such cases, the keys are safely distributed from one location to another using
several key exchange mechanisms. These mechanisms involve generating an initial key and
using this initial key to encrypt the real key for safe distribution. Private keys are like passwords
and may be stored in a number of different ways, including computers, diskettes, and smart
cards, among other ways. Clearly, security is the paramount concern in selecting any storage
mechanism. Recovery (from a backup copy), termination (at the end of expiration), and
archiving (storing copy of terminated key) of keys are some of the other management
functions in the lifecycle of keys.

Certificate Revocation
The CAs control the lifetime of digital certificates and frequently publish certificate
revocation lists (CRLs). There are several reasons for certificate revocation, including key
compromise, CA compromise, and change in affiliation, among others. The CRL typically
lists serial numbers of certificates that are no longer valid along with the date for change in
status. During signature verification, applications check the CRL as an additional validation
step for the certificate.

Directory Services in PKI
Directories are used to store and organize many components of a PKI, including digital
certificates, CRLs, and encrypted private keys. Not all PKIs require directories to store such
information. However, directories are useful to scale a PKI operation and extend it to legacy
and mobile environments. When extended to legacy applications, directory services can add
certificate-based authentication. A PKI can include wireless devices by placing private keys
of the wireless devices in a separate directory and enabling users to remotely access these
keys. Typically, private keys are stored on a user�s hard drive, an option not possible for
wireless devices due to memory constraints. PKI-enabled directories must support storage
of X.509 v3 certificates, CRLs, and lightweight directory access protocol (LDAP). Two
popular directories meeting these criteria are Microsoft�s Active Directory and Novell�s NDS
eDirectory.

Time Stamps
Correct and trusted time sources play a critical role in preventing replay attacks. In a replay
attack, a lack of time stamping enables repeated execution of the same digital transaction
because one transaction is indistinguishable from the next. A replay attack may proceed as
follows: Alice digitally signs a check to Bob and Bob takes the check to Alice�s bank. The
bank verifies Alice�s certificate and digital signature and transfers the money into Bob�s
account. Without a time stamp, Bob can go back to the bank and replay the previous request
(as long as Alice�s digital certificate remains valid) for transfer of funds. Without a time
stamp, the bank would have no reason to deny the request in the face of Alice�s valid digital
certificate.
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Similar to a digital signature, a time stamp assures the integrity of the stamped object. Time
stamps are synchronized with a trusted and secure time source, either internal to the
organization or outsourced from a third party. Reference time is frequently kept using global
positioning systems (GPS) and timeservers. A prominent example of time stamping and
synchronization outside the PKI world is the requirement for all NASD brokers to stay
within three seconds of UTC in their system clocks. CertifiedTime is one of the vendors
providing outsourced time services for PKI deployments.

Hardware Components
While a majority of the PKI components are software based, hardware does play an important
role in PKI implementations when it comes to security of the private keys and performance
related to encryption processing. For a majority of applications, private keys are stored in
users� hard drives. However, software-based storage of private keys is considered open to
attacks, and hardware-based solutions are preferred for higher levels of security (e.g., a
CA�s private key).

Hardware-based security is provided by a hardware storage module (HSM). HSMs come in
several form factors, including PCMCIA cards, hardware modules, peripheral devices, and
smart cards. The HSM generates the private key, which never leaves the HSM unencrypted.
The data, which requires encryption, decryption, or digital signatures, is passed to the HSM
for processing. Following processing, the data is returned to the server that requested the
processing. To minimize risk, several HSMs allow key-related operations such as signing
and recovery to require authorization from several people. The common standard against
which security of any particular HSM is judged is called the Federal Information Processing
Standard (FIPS) 140-1. This standard rates products from Level 1 at the lowest security
level to Level 4 at the highest security level. These levels are based on multiple factors,
including implementation of HSM, physical storage, network and personnel access, and
reliability, to name a few. Private keys of CAs are typically held at Level 3 or Level 4 security
grades.

Standards
The key standard in PKI is the X.509 v3 standard that specifies the digital certificate format.
RSA has a set of Public Key Certificate Standards (PKCS) that define formats for several
of the PKI components, including digital signatures. The Public Key Infrastructure
Working Group (PKIX) of IETF has also created a set of proposals to promote
interpretability among different implementations that make use of X.509 certificates. There
is a certain amount of overlap between the PKCS and PKIX standards, both of which are
likely to co-exist for the near future.
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u Firewalls A firewall protects a private network from external attacks by sitting at the junction of
private and public network. It may be implemented on a dedicated hardware appliance  or in
software that executes on a generic host computer (Exhibit 125).

Exhibit 125  ◆  Firewalls: Dedicated Hardware on Generic Server

Exhibit 126  ◆  Basic Firewall Operation

Source: RBC Capital Markets

Source: RBC Capital Markets
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If the traffic (both inbound and outbound) passing through the firewall does not meet certain
criteria, it is stopped. In addition to acting as a traffic cop, a firewall can also be used to
manage access to internal resources, monitor access attempts, trigger alarms, and perform
other logging functions. The basic firewall operation is depicted in Exhibit 126.
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The lowest layer at which a firewall can work is layer three at which level the firewall only
checks if the information packets are from a trusted source and is not involved with the
content of the packets. The firewalls operating at the transport layer block/allow traffic
based on more sophisticated criteria. The firewalls at the application layer know even more
about the information packet and can be very selective in blocking/allowing traffic. We
would like to point out that just because they are more discriminating, the firewalls functioning
at a higher level in the OSI stack are not necessarily superior in every respect. The lower in
the stack the packet is intercepted, the more secure the firewall. If the intruder cannot get
past level three, it is impossible to gain control of the operating system.

There are four different types of firewall technologies, which operate at different levels of
the OSI layers and use different criteria to block/allow traffic:

Packet-Filtering Firewalls
Packet-filtering firewalls work at the network level and are usually part of a router (Exhibit
127). These firewalls compare each packet to a set of criteria and accordingly drop/forward
the message. Rules can include source and destination IP address, source and destination
port number, and protocol used. These firewalls are cheap and have low impact on network
performance. Most routers support packet filtering.

Exhibit 127  ◆  Packet-Filtering Firewall

Source: RBC Capital Markets
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Circuit-Level Firewalls
Circuit-level firewalls work at the session layer and monitor TCP handshaking between
packets to determine a session�s legitimacy (Exhibit 128). These firewalls hide information
about the network they are protecting because to the external network, the information
appears to originate from the firewall and not from an address inside the protected network.
These firewalls do not filter individual packets.

Exhibit 128  ◆  Circuit-Level Firewall

Source: RBC Capital Markets
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Application-Level Firewalls (Gateways or Proxies)
Application-level gateways or proxies filter packets at the application layer and allow traffic
meant only for specific applications (Exhibit 129). For example, a gateway configured to be
a Web proxy may not allow FTP or telnet traffic. These gateways can filter application-
specific commands and log user activity and logins. Because they offer security at a high
level, they are performance intensive and usually require manual configuration of each client
computer.

Exhibit 129  ◆  Application-Level Firewall

Source: RBC Capital Markets
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Exhibit 130  ◆  Stateful Inspection Firewall

Source: RBC Capital Markets
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Stateful Inspection Firewalls
Stateful-inspection firewalls operate at multiple levels, filtering packets at the network layer,
determining the legitimacy of session packets, and evaluating packet contents at the application
layer (Exhibit 130). These firewalls offer a high level of security, good performance, and
transparency to end users. However, they are expensive, complex, and potentially less secure
if not administered properly. Check Point has extensively patented this technology.
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u Intrusion Detection
and Vulnerability
Assessment Intrusion detection (ID) systems collect information from multiple points and devices in a

system, analyze the information, and either automatically take action based on the analysis or
relay the analysis to a third party. Exhibit 131 depicts the conceptual structure of an ID
system. Data collected from network, host, application, and operating system sensors is
passed to network and application analyzers. The analyzers present the results to a manage-
ment console, which may relay the data/results to other parties.
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Exhibit 131  ◆  Sample Deployment of an Intrusion Detection System

Source: RBC Capital Markets

Intrusion detection technologies can be broadly classified into two sets�signature-based
detection and anomaly-based detection. In signature-based detection, one is essentially
searching for a recognizable or known pattern/signature of attack. Signatures may vary
from specific patterns of information packets flowing through a particular network junction
or device to patterns assimilated from multiple sensors distributed across a network. One
may use various techniques to design signatures, including manual analysis/decomposition
of attack and automatic pattern generation. Signature-based detection, which is limited to
known patterns, is inherently unable to detect new attacks. It also suffers from the false
positive problem, which occurs when the signature matches both valid and invalid patterns.
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In anomaly-based detection, one is essentially searching for �abnormal� patterns or states,
which are then taken as indications of intrusion. This method is much more complex and
thorough than signature-based analysis and frequently involves algorithms from statistics,
neural networks, artificial intelligence, and the human immune system. While they are able to
recognize previously unknown attacks, anomaly-based systems need careful tuning to avoid
false positives.

Depending on the location of their deployment and investigative approach, intrusion detection
systems may be classified as network-based systems, host-based systems, application-based
systems, target-based systems, and integrated systems. Network-based systems look at
packets flowing to and from segments of a network. Because of their location of deployment,
they can monitor multiple devices and hosts. While they are easy to deploy and generally do
not affect the network performance, they can suffer from performance issues related to the
speed and scale of the network segments being monitored. The faster a network, the more
data needs processing; the larger a network segment, the larger the variety of data generated
by various devices.

Host-based systems monitor the activity of a specific host. Inspected activity may include
data logs, application interaction with the operating systems of the host, and information
related to other host systems. These systems can monitor application-specific activity (that
can not be monitored by the network-based systems), and low-level host-based activity that
does not create an observable action at the network level. Because these systems reside on
the host, they are a burden on the resources of the host and can substantially affect the
performance of other applications running on that host.

Application-based systems focus on monitoring the application level. Examples of monitored
information include logs generated by database management software, Web servers, firewalls,
and routers.

Target-based systems utilize integrity analysis, which focuses on analyzing the outcome of
attack rather than analyzing the details of the attack. This approach looks for changes in
system files and configuration objects to spot deviations from a �good state� and marks the
unauthorized deviations as intrusions. Such a system does not depend on historic data of
traffic patterns and thus does not have to be tuned. Because these systems monitor for
changes in files, they directly identify affected files, making for an easy recovery by not
forcing a complete reinstall of the system software. Finally, such systems require little
processing power and communication bandwidth. This approach has two main disadvantages.
First, depending on the number of files and objects monitored, and the size of the network,
the �good� databases could grow large and complex. Second, because this approach monitors
the outcome of the attack and not the attack as it progresses, it has limited suitability for
preventing the attack.

Hybrid systems combine aspects from several of the aforementioned approaches. While
such systems can generate much richer data from host, network, and application sensors,
which can be co-related for patterns of attack over time, these systems are more difficult to
deploy. Furthermore, lack of industry standards for intrusion detection makes it more
challenging to integrate and manage components from different vendors.
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Vulnerability assessment (VA) solutions (sometimes called scanners) are complementary
to ID systems. VA products conduct proactive checks of the system under test to locate
security vulnerabilities. The outcome is a detailed report listing the number, nature, and
severity of detected security exposures. Similar to ID systems, VA products are application-
based, host-based, system-based, or target-based. Exhibit 132 gives an overview of these
methods.

Exhibit 132  ◆  Overview of Various Intrusion Detection Methods

Source: RBC Capital Markets

Name Approach Pros Cons

� Active and invasive. � Platform independent. � Misses platform specific 
� Simulates variety of attack scenarios. � Easy to deploy. vulnerabilities.
� Often used for penetration testing of 

network elements (e.g., firewall). 

� May affect network 
operation/performance.

� Passive and non-invasive. � � Host specific.
� Check system settings and configurations � Platform specific.

(e.g., file permissions, ownership 
information, OS bug patches). 

� More complex to deploy 
than Network-based 
solutions.

� Passive and non-invasive. � �

� Check application settings and 
configurations for known errors.

� Passive and non-invasive. � � More complex.
� Checks for integrity  of system, data files, 

and objects.

� Operate at file and object 
level.

� Typically, use hash algorithms to watch for 
file changes (even if the checksum has not 
changed).

Application specific.

Target-based Highly accurate.

Network-based

Host-based Straight forward and 
accurate.

Application-based Straight forward and 
accurate.
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u Virtual Private
Networks A virtual private network (VPN) is a private network that uses public infrastructure such as

the Internet for private and secure data transfer. Unlike private networks of owned or leased
lines that provide privacy and security by virtue of their closed design, VPNs tunnel through
public networks while providing security and privacy (Exhibit 133). The concept of tunnel-
ing is explained later in this section.
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Network 

Logical 
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Virtual Private Network 

Exhibit 133  ◆  Virtual Private Network

Source: Microsoft Corporation and RBC Capital Markets

Traditionally, organizations procured expensive dedicated lines to connect their remote offices.
Most companies, barring very large ones, �leased� these lines and paid a monthly charge
(thousands of dollars) for exclusive use of cables. These leased-line WANs supported e-
mail, data sharing, and videoconferencing, with selective access for business partners. Using
public networks, VPNs provide the same functionality, better scalability, and flexible
administration�all at a fraction of the price. We discussed the business case for VPNs
earlier in this report.
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Types of VPN Applications
VPNs generally use three main configurations: remote access, site-to-site, and business-to-
business. Remote access VPNs involve connections between remote or mobile users on
one end and corporate networks on the other end. Exhibit 134 shows a VPN used to
connect a remote user to a corporate Intranet. In this configuration, the user calls a local ISP
(rather than making a long distance or 1-800 call over leased lines), which then establishes a
virtual link to the corporate network over the Internet.
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Dedicated Link to ISP Dedicated Link to ISP 

Exhibit 134  ◆  Remote Access VPN

Source: Microsoft Corporation

Exhibit 135  ◆  Site-to-Site VPN

Source: RBC Capital Markets
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Site-to-site VPNs involve connections between one branch office and another, both being
part of the same Intranet (Exhibit 135). Additionally, these VPNs may also securely connect
a select group of hosts on multiple LANs of the same company. For example, site-to-site
VPNs may connect the finance departments of different divisions of the same company.
These types of connections are common when there is a physical disconnect between highly
sensitive servers (e.g., those serving the finance departments) from the rest of the company�s
LAN.
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Business-to-business VPNs connect business partners over the public Internet (Exhibit
136). Both the partners dial in to their respective local ISPs using a dedicated line, and the
ISPs complete the remainder of the VPN connection.

Exhibit 136  ◆  Business-to-Business VPN

Source: RBC Capital Markets
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Exhibit 137  ◆  Basic Tunneling

Source: Microsoft Corporation and RBC Capital Markets
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Basic VPN Requirements
Any VPN solution must provide the following, minimum requirements:

u Authentication: Verify user identity, ensure authorized access, and maintain auditing
records;

u Integrity checks: Ensure that the data was not modified while in transit;
u Encryption: Prevent eavesdropping and copying of sensitive information;
u Address Management: Assign addresses to clients (on the private network) and ensure

their privacy;
u Key Management: Generate encryption keys for the client and the server; and
u Multi-protocol Support: Handle common protocols (e.g. IP, IPX).

Tunneling
Tunneling involves taking packets of data (or payload) and encapsulating them with additional
headers, sending the encapsulated bundles over the communication network, and un-
encapsulating the bundle at the receiving end. This method creates a virtual tunnel between
the sending and the receiving points on the network (Exhibit 137).
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There are several tunneling technologies in existence:

u SNA tunneling: System network architecture (SNA) traffic is sent across a corporate
IP network by encapsulating the SNA frame in a UDP and IP header.

u IPX tunneling: IPX packets sent to a Novell NetWare server or IPX router are packed
in UDP and IP headers, and sent over IP networks. The process is reversed at the
receiving end and original IPX packets are recovered.

u Layer 2 tunnels: There are two main protocols for tunneling at Layer 2 of the OSI
model: Point-to-Point Tunneling Protocol (PPTP) and IETF standard Layer 2 Tunneling
Protocol (L2TP). PPTP allows encryption and encapsulation of IP, IPX, or NetBEUI
traffic in an IP header. In essence, PPTP provides authenticated, encrypted access from
Windows desktops on one end to Microsoft or third-party remote access servers on the
other end. L2TP allows IP, IPX, or NetBEUI traffic to be encrypted and sent over any
medium supporting point-to-point data link (PPP) connections including IP, X.25, Frame
Relay, and ATM. L2TP does not provide data integrity and confidentiality by itself and
must be combined with IPsec for these functions.

u Layer 3 tunnels: The main tunneling protocol at layer 3 of the OSI model is IPSec. At
layer 3, IP packets are encapsulated inside IETF-defined headers that provide data integ-
rity and confidentiality. Using Internet Key Exchange (IKE) protocols, the encapsulated
messages can be authenticated and encrypted using a number of algorithms, including
DES, 3DES, MD5, and SHA1. Site-to-site VPNs establish tunnels from one LAN to
another using IPsec enabled routers, firewalls, or appliances. Remote access VPNs es-
tablish tunnels between client software and the VPN gateways.

Non tunnel-based technologies such as Secure Shell (SSH), Secure Sockets Layer (SSL),
and Transport Layer Security (TLS) also provide VPN-type functionality to access single
applications. SSH can be used to enable an authenticated, encrypted connection between an
SSH-enabled client and an SSH-enabled server. SSL can be used to secure HTTP connections
between browsers and servers without requiring any client software. SSL/TSL are commonly
used to conduct secure transactions using a browser (e.g., booking a ticket online) and can
provide digital certificate-based authentication and confidentiality. The authentication may
be one sided (browser authenticating the server) or mutual (both the browser and the server
authenticating each other). Exhibit 138 shows how a secure channel is established using
SSL.

Exhibit 138  ◆  Establishing Secure Channels Using SSL

Source: RBC Capital Markets
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u Anti-Virus Software Computer viruses are programs that attach themselves to other executable programs. When
one executes the infected program, the virus also starts executing without the knowledge of
the PC user. Most viruses are relatively harmless and may be present on a computer for
years without causing noticeable damage. Others may cause significant damage by using
memory, consuming processing power, or deleting useful information. As indicated earlier in
the report, viruses cause billions of dollars in damages every year, either directly through lost
information or indirectly through lost productivity. There are several different types of vi-
ruses, including boot sector viruses, Active X malicious code, COM and EXE file infectors,
Java malicious code, Macro viruses, VBScript, JavaScript or HTML viruses, and Joke pro-
grams. In addition, there are several destructive non-virus programs, including worms,
Trojan horses, and logic bombs. Please see the glossary section for a definition of each of
the previously mentioned malware.

Anti-Virus Technologies
Three main technologies are generally used for virus detection: signature scanning, heuristic
scanning, and, to a lesser extent, change detection. Signature scanning is used when a
virus signature is known. The detection program (scanner) looks for the pattern of bytes
found in the virus but not in normal programs. This method can occasionally lead to false
positives, similar to the false positives found by certain intrusion detection solutions. Because
tens of new viruses come out every month, the biggest challenge with this method is keeping
the signature file up to date. Many companies offer subscription-based updating of these
signature files.

Heuristic scanning identifies unknown viruses by recognizing the actions of a virus rather
than its signature pattern. This method may look for unusual operations not commonly
conduced by normal programs (e.g., unusual writing attempts to hard disks). These methods
are also prone to false positives.

Change detection looks for changes in certain files to detect the presence of potential
viruses. Because files can change for a number of reasons, a good understanding of anticipated
versus unanticipated changes is necessary to prevent false positives.

Types of Scans
Two types of scans are commonly supported by the anti-virus software: real-time scans and
batch scans. Real-time scans detect viruses as they enter the memory or are saved on the
computer memory. The aim of such a scan is to prevent the spread of the virus. Because
these scans are performed real-time, they consume CPU resources. On a desktop, such
scans may be running in the background. Batch scans are conducted on demand or according
to a predetermined schedule. These scans typically hog the CPU for their active duration. On
a desktop, such scans may be conducted the first time the PC is powered.

Place of Deployment
In the earliest days, anti-virus software was deployed mainly on desktops because floppy
disks were the primary medium of information exchange and very few computers were
networked. Today, the focus of anti-virus software has expanded beyond the desktop to
include servers, firewalls, e-mail gateways, and other special network locations. Server-
based anti-virus solutions, which are especially designed for NT, Novell, or Unix servers,
are extremely important given the current server-centric computing environment. Firewall-
based anti-virus software inspects incoming HTTP, FTP, and SMTP traffic. This software
runs either on the same machine as the firewall software or on a separate machine that is tied
to the firewall. Several of the appliance-based firewalls support anti-virus functionality. Anti-
virus products for e-mail gateways scan e-mail attachments, including compressed files.
Gateways do not scan encrypted attachments, which are typically decrypted and scanned
by ion plug-in software.
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u Authentication
Solutions There are three main types of authentication technologies: knowledge based, possession

based, and biometric based. Knowledge-based solutions use a shared secret as the basis for
authenticating an entity (machine or human). Common examples of knowledge-based solu-
tions include network logon passwords and personal identification numbers (PIN) for credit
cards. Possession-based solutions use devices or objects as the basis for authentication.
Common examples of possession-based solutions include door keys, driver�s licenses, em-
ployee badges, tokens, smart cards, and cryptographic keys. Biometric-based solutions
use a variety of human characteristics as the basis for authentication, including fingerprints,
iris patterns, voice, hand geometry, facial images, handwritten signatures, retinal patterns,
and typing patterns. As listed in Exhibit 139, each of the authentication approaches has
strengths and weaknesses.

Exhibit 139  ◆  Pros and Cons of Various Authentication Approaches

Source: RBC Capital Markets
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Knowledge-based � Easy to use
authentication � Ubiquitous

(e.g., passwords) � Low cost

Possession-based � Widespread use

authentication � Reliable

(e.g., smart cards) � Expensive to duplicate

Biometrics-based � Easy to use

authentication � Can’t be lost or loaned
(e.g., fingerprint scans) � Difficult to forge

Weaknesses

� Prone to memory loss, 
guessing, poor administration, 
social engineering

� Difficult to use
� Prone to loss
� Can be duplicated
� Require active asset management

� Limited market
� Problem of false matches
� Difficult to manage

In general, the most effective solution usually involves a combination of two or more methods.
Authentication may be single- or multi-factored depending on the number of authentication
methods used. Additionally, a full-fledged authentication system usually requires support
from additional technologies, including encryption, IPSec, PKI, authentication servers, among
others based on the type of authentication device deployed.

Tokens
Tokens are electronic devices that supplement or replace password-based authentication.
Tokens come in several different shapes and sizes, and are based either in hardware or in
software (Exhibit 140). Tokens may be �dumb� or �smart.� Dumb tokens display a random
number that changes every so often, with the change time synchronized with an authentication
server. Smart tokens, commonly called hand-held authentication devices (HHADs), have
a certain level of built-in intelligence. The system that requests authentication engages the
token directly (electronically) or via a �challenge-and-response� mechanism involving the
user. With simple tokens, the user enters the number on the token, which changes periodically
at random, and a password as part of the authentication process. HHADs, which are physically
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Exhibit 140  ◆  Authentication Tokens

Source: RSA Security Inc.

 

 

tamer-resistant and protected by a PIN, are used in conjunction with software on a host
computer to provide a strong level of authentication. An authentication process with HHAD
proceeds as follows:
u A user initiates the login sequence by entering a valid username;
u The authentication system selects a random number, �the challenge,� and displays it to

the user at the terminal;
u The user enters a special PIN to open the HHAD and enters the �challenge number� into

the HHAD. The HHAD responds by displaying a �response number�;
u The user enters the response number into the PC terminal; and
u The host checks the �response number,� ending the authentication process.

Smart Cards
Smart cards are identical in size and feel to credit cards. Unlike credit cards, which use a
magnetic strip to store information, smart cards use embedded microprocessors with storage
and program memory for this purpose. The stored information could be of any kind, including
stored monetary value for vending machines, medical records, passwords, and application-
specific information. Depending on the capabilities of the microprocessor, new information
may be added to the card.

Smart cards may be contactless or contact based. Contactless cards have an antenna coil
within the card that derives its power from a nearby transaction point. Contact-based cards
are read by inserting them in a smart card reader. Information is typically stored in erasable
programmable read-only memory (EPROM) or electrically erasable programmable read-
only memory (EEPROM). Subject to the amount of program memory, smart cards may
incorporate several software functions, including encryption and decryption. Similar to
HHADs, smart cards are tamper resistant and hard to duplicate.
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u Content Security Content security involves analyzing data as it flows in and out of a network and taking
actions based on the results of the analysis. The policies governing these actions can cover
a wide range, from simple forwarding of the data to deletion of offensive material. Potential
actions taken by content security solutions include quarantine (placing suspect data in a
separate holding area), parking (e.g., holding very large attachments until later in the day),
cleaning (removing malware), lexical analysis (examining for specific words in messages),
and blocking (preventing access to offensive data), among several others.

Exhibit 141  ◆  A Representative Content Security System

Source: RBC Capital Markets
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Exhibit 141 depicts a typical implementation of content security solution. Firewall and caching
servers communicate with and route traffic to the content security engine. The content
security engine, essentially a server, works by scanning e-mail messages and attachments,
Web pages, Java applets, and active-x components. The security engine typically relies on a
database of policies defined by the end user. These databases may be local or hosted by the
vendor. The vendors usually offer several different service bundles that, upon deployment,
are fine-tuned by the customer. For example, the vendor may offer a generic option to
restrict access to all sports related Web sites. Subsequently, the customer may grant limited
access to some of the sports sites. The solution maintains a log of the sifted data for detailed
report generation and analysis.

Content filters can block any type of content based on its classification. A common content
rating system is the Platform for Internet Content Selection (PICS) system. PICS specification
enables labels (metadata) to be associated with Internet content. It was originally designed to
help parents and teachers control what children access on the Internet, but it also facilitates
other uses for labels, including code signing and privacy. The PICS platform also forms the
basis of several other rating systems including the Recreational Software Advisory Council
on the Internet (RSACi), which has been incorporated into Netscape and Microsoft browsers.
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Public Company Profiles
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Internet Infrastructure CENASDAQ Certicom Corporation
(NASDAQ: CERT) - Neutral Stephen H. Sigmond (612) 313-1223

Vikram Kaura (612) 313-1235
     Certicom Corporation

Management Equity Information
Recent Price (10/26/01): $1.54

Chairman: Phillip Deck Price Target: N/A
CFO: Gregory Capitolo Dil. Shares Out. (M): 30.77

Market Cap. (M): $47.4
Enterprise Value (M): NA

Address 52-Week High: $37
25801 Industrial Blvd. 52-Week Low: $1.1
Haywood, CA 94545 Insider Ownership: 14%
Phone (510) 780-5400 Institutional Ownership: 19%
www.certicom.com Float (M): 26.60

Average Daily Volume: 55K
Book Value: NA
Fiscal Year End: Apr
3 Year EPS Growth Rate: N/A
Current Quarter Estimate: ($0.27)

Investment Characteristics
Source: FactSet
Customers

CY Financial Information 1999 2000 2001E
Revenues ($M) 8.9 21.5 18.4
EPS -0.35 -0.72 -1.12
Gross Margin 79.4% 73.3% 63.1%
Operating Margin -85.6% -90.4% -190.1%
Market Cap./ Rev. 5.3x 2.2x 2.6x
P/E N/A N/A N/A

Key Metrics (FY) Q3 01 Q4 01 Q1 02
Q/Q Revenue growth 24.7% 21.0% 0.5% -66.8%
Deferred Revenue ($M) 2.1 2.4 2.2 2.3
DSO 97 111 93 190

Investment Risks

Valuation

Macro Drivers: With wireless data traffic expected to grow 10x faster than voice traffic 
during the next four years (CAGR of 140% vs. 13.5%, respectively), it is no surprise that 
mobile commerce transactions are expected to explode to $21 billion per year by 2004, up 
from $29 million per year in 2000.  

We believe this growth will not be possible without the underlying security infrastructure.  
With stringent requirements for bandwidth, computing resources, and power consumption, 
the existing security solutions for the wired Internet are not portable to the wireless markets.  
Based on its patented ECC technology, Certicom provides solutions for the wireless and 
mobile infrastructure.  this performance gap head-on.  We believe Certicoms addressable 
market will evolve into a $5 billion-plus opportunity during the next four years, a 67% CAGR.

Products and Services: Certicom offers solutions in the following areas: 

Enabling technologies: Trustpoint products and toolkits for PKI, WTSL Plus and SSL plus 
encryption toolkits, Secuirty Builder tools for encryption and digital signatures, and Chrysalis 
Luna Tokens for hardware based protection of digital certificate issuance process.
Enterprise Applications: movianVPN (a VPN client for PDAs),  movianCrypt (for encrypting 
data on PDA’s), and Certifax (for encrypting and authenticating fax transmissions).
Trust Services: MobileTrust, an outsourced certification authority hosted by Certicom. 

Distribution: Certicom sells the enabling technologies and trust services directly to OEM 
customers through dedicated technical sales representatives.  Recently, the company has 
started to build its direct sales force for enterprise customers. The company had 40 quota-
reps at the end of April-quarter.

Recent Events:  Certicom recently switched from a perpetual license-based  pricing model 
to a subscription-based pricing model.  This change should provide increased visibility for 
future revenues while enabling the customers to buy into relatively new wireless security 
technologies at a lower initial cost. 

Certicom is the leading encryption technology company sepecializing in security solutions 
for mobile computing, mobile commerce, and wireless data markets. Its patented 
solutions use less processing power and bandwidth than conventional encryption 
technologies, making them a natural choice for handheld computers, mobile phones, two-
way pagers, and other wireless Internet appliances. 
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Market Adoption of Wireless Commerce: By focusing on wireless and mobile 
markets, at least for now, Certicom has aligned its growth with that of the wireless 
markets. Toward this end, while we believe the wireless and mobile Internet is rapidly 
evolving, a change in the rate of adoption can potentially effect the rate at which 
Certicom's products are accepted.

Managing Growth While Executing: The wireless markets are growing at a faster 
rate in Europe and Asia than in the United Stated. In some of these markets, the 
wired infrastructure is either still in its infancy or didn't get the opportunity to mature 
before being run over by the wireless alternative. Given these circumstances, we 
believe it is very important for the company to continue to focus not only on the U.S. 
market but also on the international markets by increasing overseas presence directly 
or via strategic alliances. 

Certicom has more than 150 customers including Cisco Systems, Inc., Handspring 
Inc., Motorola, Inc., Nortel Networks, Openwave Systems, Inc., Palm, Inc., 
QUALCOMM, Inc., Research In Motion Ltd. and Sony International (Europe) GmbH.  
Five customers comprised approximately 42% of total revenues for the fiscal year 
ended April 30, 2001.

We rate CERT shares Neutral.

RBC Dain Rauscher Inc. makes a market in this security and may act as principal with regard to 
sales or purchases. In addition, RBC Dain Rauscher Inc. managed or co-managed a public offering 
of this security within the past three years.
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Exhibit 142  ◆   Certicom Corporation Pro Forma Income Statement

(Data in thousands, except per share)

July Oct Jan Apr July Oct Jan Apr July Oct Jan Apr
Q1/00 Q2/00 Q3/00 Q4/00 Q1/01 Q2/01 Q3/01 Q4/01 Q1/02 Q2/02E Q3/02E Q4/02E

Revenues $2,148 $2,612 $3,309 $3,971 $5,053 $6,301 $7,627 $7,666 $2,544 $2,913 $4,136 $6,742
Products $950
Services $1,594

Cost of Revenues: 331 548 688 1,092 1,251 1,704 2,212 1,837 1,535 1,531 1,730 1,761
Consulting & System Integration (Svc) 322 382 502 874 1,019 1,481 1,972 1,708 1,459 1,456 1,655 1,686
Hardware (Prod) 9 166 186 218 232 223 240 129 76 75 75 75

Gross Profit 1,817 2,064 2,621 2,879 3,802 4,597 5,415 5,829 1,009 1,381 2,407 4,982
Operating Expenses: 3,615 3,662 4,171 6,663 8,037 10,119 13,508 14,468 11,363 9,816 9,758 9,830

R&D 810 722 1,034 1,830 2,428 3,020 3,558 3,832 2,776 2,330 2,358 2,360
Sales and Marketing 1,272 1,466 1,676 2,202 3,138 4,340 5,030 7,222 5,610 4,923 4,922 4,989
General and Administrative 1,533 1,474 1,461 2,631 2,471 2,759 4,920 3,414 2,977 2,563 2,478 2,481

Operating Income (loss) (1,798) (1,598) (1,550) (3,784) (4,235) (5,522) (8,093) (8,639) (10,354) (8,435) (7,351) (4,848)
Depreciation and Amortization 1,730 1,780 1,854 2,497 2,860 4,345 4,430 4,852 22,937 22,837 23,287 23,737
Purchased, in-process R&D 0 0 535 0 0 0 0 0 0 0 0 0
Interest Income (expense) (70) 49 9 (347) 952 873 407 597 716 150 75 50

Pretax Income (loss), ex. noncash charges (1,868) (1,549) (1,541) (4,131) (3,283) (4,649) (7,686) (8,042) (9,638) (8,285) (7,276) (4,798)

Income Taxes (pro forma) 78 56 0 200 80 55 0 0 0 0 0 0

Net Income (loss), ex. noncash charges (1,946) (1,605) (1,541) (4,331) (3,363) (4,704) (7,686) (8,042) (9,638) (8,285) (7,276) (4,798)

Fully Taxed EPS, reported ($0.17) ($0.15) ($0.18) ($0.30) ($0.24) ($0.35) ($0.46) ($0.46) ($1.06) ($1.00) ($0.97) ($0.89)
Fully Taxed EPS, ex. noncash charges ($0.09) ($0.07) ($0.07) ($0.19) ($0.13) ($0.18) ($0.29) ($0.29) ($0.31) ($0.27) ($0.23) ($0.15)
Fully diluted shares outstanding 21,832 22,032 22,232 22,951 25,571 25,974 26,239 27,773 30,772 31,172 31,572 31,972

Deferred Revenues N/A N/A 778 909 1,122 2,103 2,418 2,168 2,343
DSO N/A N/A 129 135 102 97 111 93 190

% of Revenues
Gross Margin 84.6% 79.0% 79.2% 72.5% 75.2% 73.0% 71.0% 76.0% 39.7% 47.4% 58.2% 73.9%
Consulting & System Integration Costs 15.0% 14.6% 15.2% 22.0% 20.2% 23.5% 25.9% 22.3% 57.4% 50.0% 40.0% 25.0%
Hardware Costs 0.4% 6.4% 5.6% 5.5% 4.6% 3.5% 3.1% 1.7% 3.0% 2.6% 1.8% 1.1%
R&D 37.7% 27.6% 31.2% 46.1% 48.1% 47.9% 46.7% 50.0% 109.1% 80.0% 57.0% 35.0%
Sales and Marketing 59.2% 56.1% 50.6% 55.5% 62.1% 68.9% 65.9% 94.2% 220.5% 169.0% 119.0% 74.0%
General and Administrative 71.4% 56.4% 44.2% 66.3% 48.9% 43.8% 64.5% 44.5% 117.0% 88.0% 59.9% 36.8%
Operating Margin -83.7% -61.2% -46.8% -95.3% -83.8% -87.6% -106.1% -112.7% -407.0% -289.6% -177.7% -71.9%
Interest Income, net -3.3% 1.9% 0.3% -8.7% 18.8% 13.9% 5.3% 7.8% 28.1% 5.1% 1.8% 0.7%
Pretax Income (loss), ex. special charges -87.0% -59.3% -46.6% -104.0% -65.0% -73.8% -100.8% -104.9% -378.9% -284.4% -175.9% -71.2%
Tax Rate 3.63% 2.14% 0.00% 5.04% 1.58% 0.87% 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%
Net Income (loss), ex. special charges -90.6% -61.4% -46.6% -109.1% -66.6% -74.7% -100.8% -104.9% -378.9% -284.4% -175.9% -71.2%

% Changes Quarter/Quarter
Revenues 38.7% 21.6% 26.7% 20.0% 27.2% 24.7% 21.0% 0.5% -66.8% 14.5% 42.0% 63.0%
Gross Profit 57.7% 13.6% 27.0% 9.8% 32.1% 20.9% 17.8% 7.6% -82.7% 36.9% 74.2% 107.0%
R&D 19.5% -10.9% 43.2% 77.0% 32.7% 24.4% 17.8% 7.7% -27.6% -16.1% 1.2% 0.1%
Sales and Marketing -12.5% 15.3% 14.3% 31.4% 42.5% 38.3% 15.9% 43.6% -22.3% -12.3% 0.0% 1.4%
General and Administrative 14.8% -3.8% -0.9% 80.1% -6.1% 11.7% 78.3% -30.6% -12.8% -13.9% -3.3% 0.1%
Operating Income (loss) -22.3% -11.1% -3.0% 144.1% 11.9% 30.4% 46.6% 6.7% 19.9% -18.5% -12.9% -34.0%
Pretax Income (loss) -19.9% -17.1% -0.5% 168.1% -20.5% 41.6% 65.3% 4.6% 19.8% -14.0% -12.2% -34.0%
Net Income (loss) -17.2% -17.5% -4.0% 181.1% -22.4% 39.9% 63.4% 4.6% 19.8% -14.0% -12.2% -34.0%

Source: Certicom Corporation, and RBC Capital Markets estimates

2000 by Quarter 2001 by Quarter 2002 by Quarter

2000 2001 2002E 1999 2000 2001E
$12,040 $26,647 $16,335 $8,883 $21,513 $18,423

2,659 7,004 6,556 1,831 5,751 6,794
2,080 6,180 6,255 1,436 4,856 6,384

579 824 301 394 895 410

9,381 19,643 9,779 7,052 15,762 11,629

4,396 12,838 9,824 3,174 9,995 11,696
6,616 19,730 20,444 5,813 13,592 22,713
7,099 13,564 10,499 5,667 11,628 12,246

(8,730) (26,489) (30,988) (7,601) (19,453) (35,026)
7,861 16,487 92,798 7,041 13,273 67,627

535 0 0 357 178 0
(359) 2,829 991 60 1,752 1,649

(9,089) (23,660) (29,997) (8,018) (21,384) (36,675)

334 135 0 165 335 0

(9,423) (23,795) (29,997) (7,706) (18,036) (33,377)

($0.80) ($1.52) ($3.92) ($0.69) ($1.26) ($3.32)
($0.42) ($0.90) ($0.96) ($0.35) ($0.72) ($1.12)
22,262 26,389 31,372 21,849 24,850 29,878

77.9% 73.7% 59.9% 79.4% 73.3% 63.1%
17.3% 23.2% 38.3% 16.2% 22.6% 34.7%

4.8% 3.1% 1.8% 4.4% 4.2% 2.2%
36.5% 48.2% 60.1% 35.7% 46.5% 63.5%
55.0% 74.0% 125.2% 65.4% 63.2% 123.3%
59.0% 50.9% 64.3% 63.8% 54.1% 66.5%

-72.5% -99.4% -189.7% -85.6% -90.4% -190.1%
-3.0% 10.6% 6.1% 0.7% 8.1% 8.9%

-75.5% -88.8% -183.6% -90.3% -99.4% -199.1%
2.77% 0.51% 0.00% 1.86% 1.56% 0.00%

-78.3% -89.3% -183.6% -86.8% -83.8% -181.2%

197.9% 121.3% -38.7% 142.2% -14.4%
181.7% 109.4% -50.2% 123.5% -26.2%

35.7% 192.0% -23.5% 214.9% 17.0%
8.7% 198.2% 3.6% 133.8% 67.1%

66.0% 91.1% -22.6% 105.2% 5.3%
-15.0% 203.4% 17.0% 155.9% 80.1%

-1.8% 160.3% 26.8% 166.7% 71.5%
2.8% 152.5% 26.1% 134.0% 85.1%

Calendar YearFiscal Year
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Internet Infrastructure CHNASDAQ Check Point Software Technologies Ltd.
(NASDAQ: CHKP) - Strong Buy-Aggressive Stephen H. Sigmond (612) 313-1223

Vikram Kaura (612) 313-1235
     Check Point Software Technologies Ltd.

Management Equity Information

Chiarman/CEO: Gil Shwed Recent Price (10/26/01): $32.05
Pres: Jerry Ungerman Price Target: $45
CFO: Eyal Desheh Dil. Shares Out. (M): $259

Market Cap. (M): $8,304.9
Price Target: $6,792.5

Address 52-Week High: $115
Three Lagoon Drive 52-Week Low: $20
Suite 400 Insider Ownership: 29%
Redwood City, CA 94065 Institutional Ownership: 48%
Phone (650) 628-2000 Float (M): 163.5
www.checkpoint.com Average Daily Volume: 8619K

Book Value: $3.44
Fiscal Year End: Dec
3 Year EPS Growth Rate: 30%
Current Quarter Estimate: $0.29

Investment Characteristics

Source: FactSet
Customers

FY Financial Information 1999 2000 2001E 2002E
Revenues ($M) $219.57 $425.28 $529.05 $620.21
EPS $0.39 $0.84 $1.23 $1.40
Gross Margin 89.8% 91.7% 94.7% 95.0%
Operating Margin 44.1% 53.9% 63.6% 62.2%
Market Cap./ Rev. 39.3x 20.3x 16.3x 13.9x
P/E 86.3x 39.6x 27.0x 23.9x

Key Metrics 4Q00 1Q01 2Q01 3Q01
Q/Q Revenue growth 21.1% 3.3% -2.0% -16.9%
Deferred Revenue ($M) 121.2 123.4 109.6 100.3

Catalysts DSO 54 54 55 59
Firewall installed based (K) 186 203 220 232
VPN installed base (K) 80 90 100 108
% Revenues - NA / EU / AP 48, 35, 17 46, 36, 18 47, 36, 17 46, 35, 19

Investment Risks

Valuation

Macro Drivers: The environment for information security continues to deteriorate.  An estimated 
$15 billion was lost in information security-related breaches in 2000, up from $10 billion in 1999.  
This trend has continued for 2001 with acceleration in the denial of service attacks, data thefts, 
Internet fraud, and computer viruses.  Firewalls and Virtual Private Networks (VPNs) are two of the 
core solutions for information security.  The markets for Firewall software, VPN software, and 
security appliances are expected to grow to $1.6 billion, $2 billion, and $5.1 billion by 2005, up from 
$736 million, $302 million, and $1.2 million in 2000, with CAGRs of 16%, 46%, and 33%, 
respectively. Check Point is a leading player in each of these markets. 
 
Products and Services are offered in three major categories: 
· VPN/Security, which includes VPN-1 and Firewall-1 software products. 
· Network Performance/Availability, which includes Flood Gate-1 for bandwidth management, 
high-availability modules, VPN accelerator cards, and load balancing solutions. 
· Network Management, which includes Visual Policy Editor, SecureUpdate (centralized license 
management), Real-Time Monitor, Meta IP (dynamic IP address management), Provider-1 (for 
MSPs), UserAuthority (for application authentication), and SiteMinder-1 and (MSP platform for SME 
market).

Distribution/Alliances: Check Point’s products and services are built around its Open Platform for 
Security (OPSEC), which provides an integration and interoperability framework for security 
vendors.  More than 300 security vendors are part of the OPSEC alliance.  Check Point has more 
than 1,500 channel partners including Distributors, OEMs, Resellers, OPSEC partners, and MSPs. 
In addition, more than 40 telcos and ISPs use Check Points products worldwide. 

Check Point Software Technologies Ltd. is the leading provider of enterprise network 
security solutions for intranets, extranets, and the Internet.
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Check Point’s major customers include Fortune 100 and other leading companies 
and government agencies across the globe. With more than 86,000 customers, 
Check Point is estimated to have more than 41% of the firewall software market and 
more than 60% of the VPN software market. 

Next Generation Now Shipping: The Next Generation (NG) product started shipping in 
July. The NG line delivers higher performance, better user interface, and better management 
functionality. The NG line includes software modules that are expected to be priced at 
$3,000 per module. With more than 81,000 installed customers, we expect a large upsell 
opportunity from these modules.  We expect NG based revenues to start in Q4.

More OEM Appliances To Follow: On the low-end enterprise market (less than $2,000 per 
unit), recent appliance introductions have come from Nokia, Compaq, and Intrusion.com. 
Check Point recently tested its firewall/VPN software on a generic $400 PC and indicated 
that it is also working on a $50 security appliance. On the higher end, Crossbeam Systems 
recently introduced a 2 Gbps firewall (scalable to up to 10 Gbps) in early September. We 
expect several additional OEM partners (including IBM) to introduce security appliances 
based on Check Point’s technology over the next six months. 

RBC Dain Rauscher Inc. makes a market in this security and may act as principal with regard to 
sales or purchases. 

Economic: In the near term, visibility remains low due to the current economic 
slowdown. With its large exposure to International markets, the company could be 
impacted if the U.S. slowdown spreads to international markets.
Competitive: While we believe that Check Point has gained market share and 
remains the market leader in software-based firewall/VPN market, the competitive 
environment remains dynamic. Several low-end appliance manufacturers are moving 
into the high-end market while new players continue to provide additional competition. 
Managed Security Services Opportunity Still Emerging: The overall MSS market, 
while potentially large, is still emerging. The company must continue to find new and 
complementary partners and enhance existing services, either directly or with 
partnership with OEMs. 

Our 12-month price target of $45 is based on an EPS growth rate of 30%, implied 2002 P/E 
of 47x, which is in line with the peer group, and an implied 2002 PEG of 1.1x.
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Exhibit 143  ◆   Check Point Software Technologies, Ltd. Income Statement (including Metainfo)

(data in thousands, except per share) 2000 by Quarter 2001 by Quarter 2002 by Quarter
Mar Jun Sep Dec Mar Jun Sep Dec Mar Jun Sep Dec

Q1/00 Q2/00 Q3/00 Q4/00 Q1/01 Q2/01 Q3/01 Q4/01E Q1/02E Q2/02E Q3/02E Q4/02E
Revenues $78,166 $90,668 $116,014 $140,435 $145,010 $142,071 $118,032 $123,934 $130,130 $147,047 $158,811 $184,221
Cost of Revenues 7,644 8,006 9,407 10,208 10,078 6,464 5,368 6,197 6,507 7,352 7,941 9,211
Gross Profit 70,522 82,662 106,607 130,227 134,932 135,607 112,664 117,737 123,624 139,695 150,870 175,010
Operating Expenses:
   Research and Development 6,175 6,659 8,344 9,131 9,320 9,049 7,511 8,056 8,458 9,558 10,323 11,974
   Sales and Marketing 24,218 27,733 28,467 29,585 30,382 28,714 23,500 25,406 26,677 30,880 34,938 45,134
   General and Administrative 5,199 4,502 5,094 5,614 6,538 6,145 4,877 4,957 5,205 5,882 6,352 8,290
Operating Income (loss) 34,930 43,768 64,702 85,897 88,692 91,699 76,776 79,318 83,283 93,375 99,257 109,611
Interest income, net 5,494 6,411 7,800 9,442 10,101 11,574 11,440 11,800 12,200 12,600 13,000 13,600
Pretax Income (loss) 40,424 50,179 72,502 95,339 98,793 103,273 88,216 91,118 95,483 105,975 112,257 123,211

Reported Income Taxes (benefit) 5,545 6,508 10,858 14,320 15,115 16,472 13,911 14,579 15,277 16,956 17,961 19,714

Net Income (loss) 34,879 43,671 61,644 81,019 83,678 86,801 74,305 76,539 80,206 89,019 94,296 103,498

Earnings Per Share $0.13 $0.17 $0.23 $0.31 $0.32 $0.33 $0.29 $0.29 $0.31 $0.34 $0.36 $0.39
Fully Diluted Shares Outstanding 258,504 263,637 264,281 263,982 261,779 260,440 259,124 260,124 261,124 262,124 263,624 265,124

Days Sales Outstanding 66 64 61 54 54 55 59
Deferred Revenue $72,421 $93,161 $105,381 $121,202 $123,375 $109,647 $100,316

Margins on Revenue
Gross Margin 90.2% 91.2% 91.9% 92.7% 93.1% 95.5% 95.5% 95.0% 95.0% 95.0% 95.0% 95.0%
Research and Development 7.9% 7.3% 7.2% 6.5% 6.4% 6.4% 6.4% 6.5% 6.5% 6.5% 6.5% 6.5%
Sales and Marketing 31.0% 30.6% 24.5% 21.1% 21.0% 20.2% 19.9% 20.5% 20.5% 21.0% 22.0% 24.5%
General and Administrative 6.7% 5.0% 4.4% 4.0% 4.5% 4.3% 4.1% 4.0% 4.0% 4.0% 4.0% 4.5%
Operating Margin 44.7% 48.3% 55.8% 61.2% 61.2% 64.5% 65.0% 64.0% 64.0% 63.5% 62.5% 59.5%
Interest Income, net 7.0% 7.1% 6.7% 6.7% 7.0% 8.1% 9.7% 9.5% 9.4% 8.6% 8.2% 7.4%
Pretax Income (loss) 51.7% 55.3% 62.5% 67.9% 68.1% 72.7% 74.7% 73.5% 73.4% 72.1% 70.7% 66.9%
Tax Rate 13.7% 13.0% 15.0% 15.0% 15.3% 15.9% 15.8% 16.0% 16.0% 16.0% 16.0% 16.0%
Net Income (loss) 44.6% 48.2% 53.1% 57.7% 57.7% 61.1% 63.0% 61.8% 61.6% 60.5% 59.4% 56.2%

% Changes Quarter/Quarter
Revenues 15.0% 16.0% 28.0% 21.1% 3.3% -2.0% -16.9% 5.0% 5.0% 13.0% 8.0% 16.0%
Revenues (Y/Y) 78.6% 81.2% 100.7% 106.7% 85.5% 56.7% 1.7% -11.8% -10.3% 3.5% 34.5% 48.6%
Gross Profit 14.9% 17.2% 29.0% 22.2% 3.6% 0.5% -16.9% 4.5% 5.0% 13.0% 8.0% 16.0%
Research and Development 9.6% 7.8% 25.3% 9.4% 2.1% -2.9% -17.0% 7.3% 5.0% 13.0% 8.0% 16.0%
Sales and Marketing 12.6% 14.5% 2.6% 3.9% 2.7% -5.5% -18.2% 8.1% 5.0% 15.8% 13.1% 29.2%
General and Administrative 44.3% -13.4% 13.1% 10.2% 16.5% -6.0% -20.6% 1.6% 5.0% 13.0% 8.0% 30.5%
Operating Income (loss) 14.0% 25.3% 47.8% 32.8% 3.3% 3.4% -16.3% 3.3% 5.0% 12.1% 6.3% 10.4%
Reported EPS 16.1% 22.8% 40.8% 31.6% 4.2% 4.3% -14.0% 2.6% 4.4% 10.6% 5.3% 9.1%

Source: Check Point Softw are Technologies, Ltd., and RBC Capital Markets estimates

Calendar Year

2000 2001E 2002E
$425,283 $529,047 $620,209

35,265 28,107 31,010
390,018 500,940 589,199

30,309 33,936 40,314
110,003 108,002 137,629

20,409 22,517 25,729
229,297 336,485 385,527

29,147 44,915 51,400
258,444 381,400 436,927

37,231 60,077 69,908

221,213 321,323 367,018

$0.84 $1.23 $1.40
262,601 260,367 262,999

91.7% 94.7% 95.0%
7.1% 6.4% 6.5%

25.9% 20.4% 22.2%
4.8% 4.3% 4.1%

53.9% 63.6% 62.2%
6.9% 8.5% 8.3%

60.8% 72.1% 70.4%
14.4% 15.8% 16.0%
52.0% 60.7% 59.2%

94% 24% 17%

98% 28% 18%
60% 12% 19%
61% -2% 27%
56% 10% 14%

137% 47% 15%
118% 47% 13%
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Internet Infrastructure IS NASDAQ Internet Security Systems, Inc.
(NASDAQ: ISSX) - Buy-Aggressive Stephen H. Sigmond (612) 313-1223

Vikram Kaura (612) 313-1235
     Internet Security Systems, Inc.

Management Equity Information

Chairman/Pres: Thomas Noonan Recent Price (10/26/01:) $26.90
CFO:Richard Macchia Price Target: $35

Dil. Shares Out. (M): 48.6
Market Cap. (M): $700.0
Enterprise Value (M): $541.8

Address 52-Week High: $103
6600 Peachtree-Dunwoody Road 52-Week Low: $8
300 Embassy Row, Suite 500 Insider Ownership: 56%
Atlanta, GA 30328 Institutional Ownership: 78%
Phone(678) 443-6000 Float (M): 21.0
www.iss.net Average Daily Volume: 2234K

Book Value: #N/A
Fiscal Year End: Dec
3 Year EPS Growth Rate: 40%
Current Quarter Estimate: $0.08

Investment Characteristics

Source: FactSet
Customers

FY Financial Information 1999 2000 2001E 2002E
Revenues ($M) 116.5 195.0 222.0 278.6

License and Product 63.6% 61.4% 54.4% 50.3%
Subscriptions 20.7% 21.4% 30.4% 35.8%
Professional Services 15.7% 17.2% 15.2% 13.9%

EPS 0.25 0.43 0.21 0.55
Gross Margin 67.6% 69.5% 70.8% 73.7%
Operating Margin 5.2% 11.1% 4.3% 12.9%
Market Cap./ Rev. 11.8x 7.1x 6.2x 4.9x
P/E 114.1x 65.7x 131.9x 51.9x

Key Metrics 4Q00 1Q01 2Q01 3Q01
Q/Q Revenue Growth 15.2% 2.5% -15.4% 2.0%

Catalysts Deferred Revenue ($M) 31.7 33.6 44.5 48.3
DSO 85 82 95 100
% Rev - NA / EMEA / AP 75, 15, 10 73, 15, 12 72, 15, 13 71, 15, 14
MSS Rev (%) 5% 6% 6% 7%
MSS Book/Bill n/a n/a n/a 1.5

Investment Risks

Valuation

Poor Near-term Visibility: The overall economic environment is expected to remain 
tough for at least remainder of this year. Given the tight IT budgets, intrusion 
detection products are not always considered a must-have by customers. 
Capturing New Opportunities: While the company is extremely strong with large 
enterprises and financial institutions, to maintain this strength and benefit from the 
growing SOHO/SME markets it must continue to invest in developing new products 
and sophisticated partners to accelerate the rate of market adoption.
MSS Opportunity Still Emerging: The overall MSS market, while potentially large, 
is still emerging. The company must continue to find new and complementary 
partners and enhance existing services directly or with partnership with OEMs. 

Macro Drivers: The environment for information security continues to deteriorate.  An estimated 
$15 billion was lost in information security-related breaches in 2000, up from $10 billion in 1999.  
This trend has continued for 2001 with acceleration in the denial of service attacks, Web-
defacements, Internet fraud, and computer viruses.  The market for Intrusion Detection and 
Vulnerability Assessment software is expected to grow to $1.4 billion by 2005 from $486 million in 
2000, a 24% CAGR. ISS is the leading player in these markets. 
Products and Services:
Products are offered around SAFEsuite security management platform, which includes the 
following components: 1) SAFEsuite Security Assessment for comprehensive security analysis of 
the enterprise environment, identifying and correcting vulnerabilities, and helping enforce security 
policies (components include Internet Scanner, System Scanner, and Database Scanner); 2) 
SAFEsuite Intrusion Detection to enable monitoring of  networks and systems around the clock for 
attacks and misuse (built around the RealSecure system); and 3) SAFEsuite Security Management 
Applications for an integrated view, analysis, and integrated decision making for an organization’s 
security landscape.

Service offerings include the Managed Security Services (providing remote management of  best-of-
breed security technology—including firewalls, VPNs, routers, anti-virus, authentication, URL 
filtering software, and intrusion detection systems—from Internet Security Systems, Check Point, 
Trend Micro, and RSA) and  consulting/education services.

Distribution: In addition to a direct sales force, ISS uses indirect sales channels, including security 
consultants, resellers, OEMs, system integrators, and resellers.
Key strategic partners for distribution of core monitoring technology include BellSouth, Check Point, 
IBM, MCI WorldCom, Microsoft, Nokia, GTE, and others.

Internet Security Systems, Inc. (ISS) is the leading provider of enterprise security 
management solutions.
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More than 9,000 customers, including 68% of the Fortune 50, 21 of the 25 largest 
U.S. commercial banks, 10 of the largest telecommunication companies, and more 
than 35 government agencies. Representative customers include Microsoft, Qwest, 
Citibank, Swiss Bank/Warburg Dillon Read LLC, Metropolitan Life, BellSouth, and 
the U.S. Army. 

Catalysts for 2002: ISS continues to execute on its universal agent strategy (deploy software 
agents across network devices and remotely monitor/manage the security environment). The 
first component (RealSecure 6.0 combined intrusion detection and vulnerability assessment 
software) of this initiative, called Diamond, started shipping in the June quarter. The next 
component, SiteProtector, is expected in 4Q01. SiteProtector integrates a policy editor, event 
manager, and incident response center around a central management console. Later in 
2002, the company expects to integrate real-time alerts from equipment of other vendors 
(e.g., Check Point, Cisco Systems, and Symantec) into SiteProtector. We believe all of these 
products will be incremental revenue drivers for 2002. 

Our price target is based on our CY2001 and CY2002 revenue/EPS estimates of 
$222m/$0.21 and $279m/$9.55, respectively, an implied PEG of 1.6, assumed EPS growth 
rate of 40%, and an implied CY2002 P/E of 64x; a valuation that is in line with comparable 
infrastructure companies. 

RBC Dain Rauscher Inc. makes a market in this security and may act as principal with regard to sales or 
purchases. 
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Exhibit 144  ◆   Internet Security Systems, Inc. Income Statement (including Netrex)

(data in thousands, except per share) 2000 by Quarter
Mar Jun Sep Dec Mar Jun Sep Dec Mar Jun Sep Dec

Q1/00 Q2/00 Q3/00 Q4/00 Q1/01 Q2/01 Q3/01 Q4/01E Q1/02E Q2/02E Q3/02E Q4/02E 2000 2001E 2002E
Revenues $39,291 $44,217 $51,787 $59,680 $61,155 $51,710 $52,734 $56,428 $60,391 $66,448 $71,763 $80,029 $194,975 $222,027 $278,631
   License and Product 24,778 26,331 31,770 36,824 36,176 28,088 27,435 29,081 30,826 33,909 35,875 39,463 119,703 120,780 140,073
   Subscriptions 8,089 9,537 10,938 13,142 15,136 15,460 17,663 19,253 20,985 23,273 26,066 29,506 41,706 67,512 99,830
   Professional Services 6,424 8,349 9,079 9,714 9,843 8,162 7,636 8,094 8,580 9,266 9,822 11,060 33,566 33,735 38,728
Cost of Revenues 11,988 13,039 16,409 17,988 18,382 17,064 14,189 15,236 16,306 17,609 18,658 20,807 59,424 64,871 73,380
Gross Prof it 27,303 31,178 35,378 41,692 42,773 34,646 38,545 41,192 44,086 48,839 53,105 59,221 135,551 157,156 205,250
Operating Expenses:
   Research and Development 6,802 7,566 8,449 8,499 8,315 8,940 9,276 8,521 9,059 9,967 10,406 11,204 31,316 35,052 40,635
   Sales and Marketing 14,284 15,658 17,406 20,684 21,634 23,913 23,449 23,700 24,760 25,915 26,552 28,010 68,032 92,696 105,237
   General and Administrative 2,884 3,491 3,429 4,677 4,511 5,085 5,509 4,796 5,133 5,582 6,100 6,482 14,481 19,901 23,297
Operating Income (loss) 3,333 4,463 6,094 7,832 8,313 (3,292) 311 4,176 5,133 7,376 10,047 13,525 21,722 9,508 36,081

Interest Income & Other 1,742 2,165 1,790 2,387 1,707 1,761 1,205 1,600 1,650 1,700 1,750 1,800 8,084 6,273 6,900
Amortization and Non-Cash Charges 248 248 289 368 3,076 7,986 13,606 2,000 350 350 350 350 1,153 26,668 1,400
Pretax Income (loss) 4,827 6,380 7,595 9,851 10,020 (1,531) 1,516 5,776 6,783 9,076 11,797 15,325 28,653 (10,887) 41,581
Income Taxes , normalized 1,757 2,299 2,740 3,542 3,679 (551) 546 2,079 2,442 3,267 4,247 5,517 10,338 5,753 15,473
Net Income (loss), reported 3,070 4,081 4,855 6,309 6,341 (980) 970 3,696 4,341 5,808 7,550 9,808 18,315 10,027 27,508
Net Income (loss), ex. Non-cash chgs. 3,318    4,329    5,144    6,677    6,341      (980)      970       3,696    4,341    5,808    7,550    9,808    19,468    10,027    27,508   

EPS (fully taxed), ex. non-cash items $0.07 $0.10 $0.11 $0.15 $0.14 ($0.02) $0.02 $0.08 $0.09 $0.12 $0.15 $0.19 $0.43 $0.21 $0.55
Shares Outstanding (fully diluted) 44,843 45,326 45,099 45,219 44,556 44,392 48,574 49,074 49,574 50,074 50,574 51,074 45,122 46,649 50,324

Deferred Revenue 19,661 24,133 25,596 31,675 33,555 44,453 48,295
Days Sales Outstanding 71 78 74 85 82 95 100

Revenue Mix
License and Product 63.1% 59.5% 61.3% 61.7% 59.2% 54.3% 52.0% 51.5% 51.0% 51.0% 50.0% 49.3% 61.4% 54.4% 50.3%
Subscriptions 20.6% 21.6% 21.1% 22.0% 24.8% 29.9% 33.5% 34.1% 34.7% 35.0% 36.3% 36.9% 21.4% 30.4% 35.8%
Professional Services 16.3% 18.9% 17.5% 16.3% 16.1% 15.8% 14.5% 14.3% 14.2% 13.9% 13.7% 13.8% 17.2% 15.2% 13.9%

Margins on Revenue
Gross Margin 69.5% 70.5% 68.3% 69.9% 69.9% 67.0% 73.1% 73.0% 73.0% 73.5% 74.0% 74.0% 69.5% 70.8% 73.7%
Research and Development 17.3% 17.1% 16.3% 14.2% 13.6% 17.3% 17.6% 15.1% 15.0% 15.0% 14.5% 14.0% 16.1% 15.8% 14.6%
Sales and Marketing 36.4% 35.4% 33.6% 34.7% 35.4% 46.2% 44.5% 42.0% 41.0% 39.0% 37.0% 35.0% 34.9% 41.7% 37.8%
General and Administrative 7.3% 7.9% 6.6% 7.8% 7.4% 9.8% 10.4% 8.5% 8.5% 8.4% 8.5% 8.1% 7.4% 9.0% 8.4%
Operating Margin 8.5% 10.1% 11.8% 13.1% 13.6% -6.4% 0.6% 7.4% 8.5% 11.1% 14.0% 16.9% 11.1% 4.3% 12.9%
Interest Income 4.4% 4.9% 3.5% 4.0% 2.8% 3.4% 2.3% 2.8% 2.7% 2.6% 2.4% 2.2% 4.1% 2.8% 2.5%
Pretax Income (loss) 12.3% 14.4% 14.7% 16.5% 16.4% -3.0% 2.9% 10.2% 11.2% 13.7% 16.4% 19.1% 14.7% -4.9% 14.9%
Tax Rate 36.4% 36.0% 36.1% 36.0% 36.7% 36.0% 36.0% 36.0% 36.0% 36.0% 36.0% 36.0% 36.1% -52.8% 37.2%
Net Income (loss) 7.8% 9.2% 9.4% 10.6% 10.4% -1.9% 1.8% 6.6% 7.2% 8.7% 10.5% 12.3% 9.4% 4.5% 9.9%

% Changes Quarter/Quarter
Revenues 8.4% 12.5% 17.1% 15.2% 2.5% -15.4% 2.0% 7.0% 7.0% 10.0% 8.0% 11.5% 67% 14% 25%
   License and Product 8.8% 6.3% 20.7% 15.9% -1.8% -22.4% -2.3% 6.0% 6.0% 10.0% 5.8% 10.0% 62% 1% 16%
   Subscriptions 7.0% 17.9% 14.7% 20.1% 15.2% 2.1% 14.2% 9.0% 9.0% 10.9% 12.0% 13.2% 73% 62% 48%
   Professional Services 9.2% 30.0% 8.7% 7.0% 1.3% -17.1% -6.4% 6.0% 6.0% 8.0% 6.0% 12.6% 83% 1% 15%
Gross Prof it 13.2% 14.2% 13.5% 17.8% 2.6% -19.0% 11.3% 6.9% 7.0% 10.8% 8.7% 11.5% 72% 16% 31%
Operating Income 25.5% 33.9% 36.5% 28.5% 6.1% -139.6% -109.4% 1242.7% 22.9% 43.7% 36.2% 34.6% 261% -56% 279%
Net Income -12.1% 32.9% 19.0% 29.9% 0.5% -115.5% -199.0% 281.1% 17.4% 33.8% 30.0% 29.9% 69% -45% 174%
Source: Internet Security Systems, Inc., and RBC Capital Markets estimates

2001 by Quarter 2002 by Quarter Calendar Year
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Internet Infrastructure NENASDAQ Netegrity, Inc.
(NASDAQ: NETE) - Buy-Aggressive Stephen H. Sigmond (612) 313-1223

Vikram Kaura (612) 313-1235
     Netegrity, Inc.

Management Equity Information
President/CEO: Barry Bycoff Recent Price (10/26/01): $13.20

Price Target: $18
Dil. Shares Out. (M): 31.2
Market Cap. (M): $366.3
Enterprise Value (M): $259.3

Address 52-Week High: $80
245 Winter Street 52-Week Low: $8
Wltham, MA 02154 Insider Ownership: 48%
Phone (781) 890-1700 Institutional Ownership: 95%
www.netegrity.com Float (M): 16.2

Average Daily Volume: 1641K
Book Value: #N/A
Fiscal Year End: Dec
3 Year EPS Growth Rate: 35%
Current Quarter Estimate: $0.00

Investment Characteristics

Source: FactSet
Customers

FY Financial Information 1999 2000 2001E 2002E
Revenues ($M) 12.7 54.0 85.5 89.5

SiteMinder Produts 70% 70% 63% 58%
SiteMinder Services 6% 23% 32% 38%

EPS -0.31 0.10 0.12 0.25
Gross Margin 72.7% 77.5% 79.2% 80.1%
Operating Margin -49.3% -5.6% -0.9% 6.9%
Market Cap./ Rev. 28.7x 6.8x 4.3x 4.1x
P/E NM NM NM 53.8x

Key Metrics 4Q00 1Q01 2Q01 3Q01
Q/Q Revenue growth 40.0% 21.3% -4.9% -32.5%
DSO 66 65 78 86
Deferred Revenues ($M) 8.48 9.73 11.24 11.19
% Rev - Domestic / Intr. 26, 74 21, 79 14, 86 39, 61
New customer wins 63 66 52 50
% Prod Rev - follow on deals 25% 50% 45% 35%

Catalysts Investment Risks

Valuation

Managing Growth: The back-end processes required to provide seamless 
integration of applications and authorization solutions are complex and technically 
challenging. Frequently, the customers look toward Netegrity for direction and 
guidance. We believe, to harness future opportunity and ensure wide compatibility of 
its products, Netegrity must continue to strengthen and leverage its relationship with 
OEMs, system integrators, and channel partners. 
Competition: While Netegrity has limited competition at present, we believe that a 
growing focus on portal-centric personalization of content and services may attract 
additional competition to the authorization solutions market. We believe that 
because of its open architectured solution, first-mover advantage, and 
comprehensive product offering, Netegrity is well positioned to defend and grow its 
leadership position.  

Macro Drivers: Web sites are rapidly evolving from static, information repositories to 
dynamic platforms for e-business applications that cater to a diverse population of users.  
These trends pose a huge challenge when it comes managing thousands of users desiring 
access to multiple Web-based and legacy applications via Web-portals.  This challenge is 
further complicated due to user expectations for transparent access to affiliated sites after 
logging and being authenticated at one site. Netegrity provides industry-leading solutions to 
address the aforementioned problems.  
Products: Netegrity currently offers the following products with several new products 
scheduled to launch in the coming months.
* SiteMinder: A software platform of shared services including single sign-on, authentication 
management (who are you), and entitlement management (what are you allowed to do on 
the site).
* Delegated Management Services (DMS): A software solution to centrally define and 
manage security policies while delegating the user management to particular individuals or 
partners most capable of managing different user groups.
* SiteMinder Security Bridge: A solution to provide access to legacy databases via LDAP 
protocol.  Security Bridge, along with SiteMinder and DMS, allows customers to integrate 
data buried within their OS/390 repositories into their e-business security framework.
* A new Secure Relationship Management (SRM) Platform: Leveraging technology 
acquired from DataChannel, a new SRM platform will integrate access control, single sign-
on, identity management, portal, and provisioning services—all aimed at building and 
managing portals. A completely integrated product is expected mid-2002. 
Distribution: In addition to its direct sales force, Netegrity also uses indirect channels to 
market its solutions, including alliance partners, hosted service providers, system integrators, 
resellers, and other co-marketing partners.

Netegrity is a global e-commerce infrastructure company that provides solutions for securely 
managing and personalizing e-commerce portals for Global 2000 corporations, dot-coms, and 
service providers. Netegrity’s flagship product, SiteMinder, is a scalable platform for centrally 
managing and securing B2B, B2C, and intranet portals and their affiliates. 

We rate NETE shares Buy-Aggressive. Our 12-month price target is $18 and is based on an 
EPS growth rate of 35% and an implied 2002 P/E of 72x, which is in line with the peer group, 
and an implied 2002 PEG of 2x. 
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RBC Dain Rauscher Inc. makes a market in this security and may act as principal with regard to 
sales or purchases. In addition, RBC Dain Rauscher Inc. managed or co-managed a public 
offering of this security within the past three years.

We believe that all the recently announced products including AffiliateMinder, MobileMinder, 
Reverse Proxy Server, and SiteMinder 5.0 remain on track to ship in early 2002, followed by 
TransactionMinder in mid-2002 and SRM in 3Q02.  Along with newly released DMS v2, we 
expect these products to be major catalysts for incremental revenues, larger deal sizes, and 
additional repeat business. 

Netegrity has more than 483 large, large, and distributed organizations as its 
customers across multiple verticals, including financial services, high-tech, 
government, insurance, retial, and telcos. Representative customers include, GE, 
Merrrill Lynch, Carrier, Akamai, At&T, GTE, Cisco, LUcent, Ingram Micro, Compaq, 
and State Farm, among others.
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Exhibit 145  ◆   Netegrity, Inc. Income Statement

(data in thousands, except per share) Calendar Years
Mar Jun Sep Dec Mar Jun Sep Dec Mar Jun Sep Dec

Q1/00 Q2/00 Q3/00 Q4/00 Q1/01 Q2/01 Q3/01 Q4/01E Q1/02E Q2/02E Q3/02E Q4/02E 2000 2001E 2002E
Revenues $6,746 $10,496 $15,333 $21,461 $26,036 $24,760 $16,704 $18,039 $19,127 $21,046 $22,727 $26,586 $54,036 $85,539 $89,487

SiteMinder $6,016 $9,547 $14,508 $20,309 $24,965 $23,967 $15,796 $17,239 $18,327 $20,246 $21,927 $25,786 $50,380 $81,967 $86,287
   Product 4,762 6,848 10,586 15,491 18,772 16,054 9,016 10,459 11,086 12,173 13,207 15,584 37,687 54,301 $52,050

Services 1,254 2,699 3,922 4,818       6,193 7,913 6,780 6,780 7,241 8,074 8,720 10,202 12,693 27,666 $34,236
   Firewall / Other 730 949 825 1,152 1,071 793 908 800 800 800 800 800 3,656 3,572 $3,200
Cost of Revenues 1,488 2,651 3,467 4,526 5,468 4,696 3,685 3,968 4,017 4,209 4,432 5,184 12,132 17,817 $17,842
Gross Profit 5,258 7,845 11,866 16,935 20,568 20,064 13,019 14,070 15,110 16,837 18,295 21,402 41,904 67,721 71,645
Operating Expenses:
   Selling, General, and Admin. 5,570 7,466 9,956 12,810 14,448 13,893 12,275 11,671 11,763 11,891 12,159 13,027 35,802 52,287 $48,841
   Research and Development 1,486 1,862 2,788 2,968 3,956 4,053 4,460 3,698 3,730 4,104 4,318 4,520 9,104 16,167 $16,672
Operating Income (loss) (1,798) (1,483) (878) 1,157 2,164 2,118 (3,716) (1,299) (383) 842 1,818 3,855 (3,002) (733) 6,132

Other Income, net 1,216 1,316 1,789 1,782 1,500 1,275 1,324 1,150 1,200 1,250 1,320 1,400 6,103 5,249 5,170
Pretax Income (loss) (582) (167) 911 2,939 3,664 3,393 (2,392) (149) 817 2,092 3,138 5,255 3,101 4,516 11,302
Income Taxes (benefit) 0 0 0 75 315 292 0 (13) 245 628 941 1,577 75 594 3,391
Net Income (loss) (582) (167) 911 2,864 3,349 3,101 (2,392) (135) 572 1,464 2,197 3,679 3,026 3,923 7,912

Earnings Per Share ($0.02) ($0.01) $0.03 $0.08 $0.10 $0.09 ($0.08) ($0.00) $0.02 $0.05 $0.07 $0.11 $0.10 $0.12 $0.25
Shares Outstanding 27,174 29,147 34,008 34,064 33,274 32,962 31,203 31,503 31,803 32,103 32,403 32,703 31,098 32,236 32,253

Days Sales Outstanding 83 75 70 66 65 78 86
Deferred Revenues N/A N/A 5,953 8,479 9,731 11,243 11,190

Revenue Mix
SiteMinder Product 70.6% 65.2% 69.0% 72.2% 72.1% 64.8% 54.0% 58.0% 58.0% 57.8% 58.1% 58.6% 69.7% 63.5% 58.2%
SiteMinder Services 18.6% 25.7% 25.6% 22.5% 23.8% 32.0% 40.6% 37.6% 37.9% 38.4% 38.4% 38.4% 23.5% 32.3% 38.3%
Firewall 10.8% 9.0% 5.4% 5.4% 4.1% 3.2% 5.4% 4.4% 4.2% 3.8% 3.5% 3.0% 6.8% 4.2% 3.6%

Margins on Revenue
Gross Margin 77.9% 74.7% 77.4% 78.9% 79.0% 81.0% 77.9% 78.0% 79.0% 80.0% 80.5% 80.5% 77.5% 79.2% 80.1%
Selling, General, and Admin. 82.6% 71.1% 64.9% 59.7% 55.5% 56.1% 73.5% 64.7% 61.5% 56.5% 53.5% 49.0% 66.3% 61.1% 54.6%
Research and Development 22.0% 17.7% 18.2% 13.8% 15.2% 16.4% 26.7% 20.5% 19.5% 19.5% 19.0% 17.0% 16.8% 18.9% 18.6%
Operating Margin -26.7% -14.1% -5.7% 5.4% 8.3% 8.6% -22.2% -7.2% -2.0% 4.0% 8.0% 14.5% -5.6% -0.9% 6.9%
Other Income, net 18.0% 12.5% 11.7% 8.3% 5.8% 5.1% 7.9% 6.4% 6.3% 5.9% 5.8% 5.3% 11.3% 6.1% 5.8%
Pretax Income (loss) -8.6% -1.6% 5.9% 13.7% 14.1% 13.7% -14.3% -0.8% 4.3% 9.9% 13.8% 19.8% 5.7% 5.3% 12.6%
Tax rate (reported) 0.0% 0.0% 0.0% 2.6% 8.6% 8.6% 0.0% 9.0% 30.0% 30.0% 30.0% 30.0% 2.4% 13.1% 30.0%
Net Income (loss) -8.6% -1.6% 5.9% 13.3% 12.9% 12.5% -14.3% -0.8% 3.0% 7.0% 9.7% 13.8% 5.6% 4.6% 8.8%

% Changes Quarter/Quarter
Revenues 43.0% 55.6% 46.1% 40.0% 21.3% -4.9% -32.5% 8.0% 6.0% 10.0% 8.0% 17.0% 324% 58% 5%

SiteMinder 56.0% 58.7% 52.0% 40.0% 22.9% -4.0% -34.1% 9.1% 6.3% 10.5% 8.3% 17.6% 417% 63% 5%
Product 56.1% 43.8% 54.6% 46.3% 21.2% -14.5% -43.8% 16.0% 6.0% 9.8% 8.5% 18.0% 322% 44% -4%
Services 55.8% 115.2% 45.3% 22.8% 28.5% 27.8% -14.3% 0.0% 6.8% 11.5% 8.0% 17.0% 1477% 118% 24%

Firewall -15.4% 30.0% -13.1% 39.6% -7.0% -26.0% 14.5% 6.0% 0.0% 0.0% 0.0% 0.0% 22% -2% -10%
Gross Profit 47.2% 49.2% 51.3% 42.7% 21.5% -2.5% -35.1% 8.1% 7.4% 11.4% 8.7% 17.0% 352% 62% 6%
Operating Income (loss) NM NM NM NM 87.0% -2.1% NM NM NM NM NM NM NM NM NM
Pretax Income (loss) NM NM NM 222.6%  -7.4% NM NM NM NM NM NM NM NM NM
EPS NM NM NM 213.9% 19.7% -6.5% -181.5% -94.4% -518.7% 153.5% 48.6% 65.9% -131% 25% 102%

Source: Netegrity, Inc., and RBC Capital Markets Inc.

2000 by Quarter 2001 by Quarter 2002 by Quarter
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Internet Infrastructure TMNASDAQ Tumbleweed Communications Corporation
(NASDAQ: TMWD) - Neutral Stephen H. Sigmond (612) 313-1223

Vikram Kaura (612) 313-1235
     Tumbleweed Communications Corporation

Management Equity Information
Chrmn/Pres/CEO: Jeffrey Smith Recent Price (10/26/01): $2.95
CFO: Joseph Consul Price Target N/A

Dil. Shares Out. (M): 30.30
Market Cap. (M): $89.4
Enterprise Value (M): $45.2

Address 52-Week High: $31
700 Saginaw Drive 52-Week Low: $1
Redwood City, CA 94063 Insider Ownership: 29%
(650) 216-2000 Institutional Ownership: 47%
www.tumbleweed.com Float (M): 20.9

Average Daily Volume: 102K
Book Value: $1.67
Fiscal Year End: Dec
3 Year EPS Growth Rate: N/A
Current Quarter Estimate: (0.26)

Investment Characteristics

Source: FactSet

Customers

FY Financial Information 2000 2001E 2002E
Revenues ($M) 37.3 28.8 43.9

Products N/A 60% 67%
Services N/A 40% 33%

EPS -1.43 -1.38 -0.38
Gross Margin 65.3% 57.3% 71.9%
Operating Margin -114.0% -152.8% -30.9%
Market Cap./ Rev. 2.4x 3.1x 2.1x

Key Metrics 1Q01 2Q01 3Q01
Q/Q Revenue growth -51.0% 91.2% 6.2%
Deferred Revenue ($M) 5.6 6.5 7.4
DSO 105 119 97

Investment Risks

Valuation

We maintain our Neutral rating on TMWD shares.

Company Overview: Tumbleweed is a leading provider of advanced messaging solutions 
for business communications. Its products and services enable companies to create and 
manage secure online communication channels that leverage established e-mail networks 
and enterprise applications. 

Products and Services: Tumbleweed offers the following messaging solutions:
- Integrated Messaging Exchange (IME) enables businesses to create a secure, interactive 
communications channel to reach their customers and partners. 
- Messaging Management System (MMS) provides e-mail management services that 
extend groupware’s capabilities by allowing businesses to protect valuable corporate 
information as it leaves the enterprise to travel over the Internet. 

Distribution: The company sells its solutions mainly via a direct sales force that focuses on 
signing key enterprise customers and additional service providers, as well as further 
penetrating existing accounts by selling them new applications

September-Quarter Results on the Right Track:  The company delieverd 6% sequential 
revenue growth with revenues of $8.2 million and pro forma EPS of ($0.29) vs. our estimates 
of $8.8 million and ($0.35). In addition, it reduced its cash burn to $5.6 million and reaffirmed 
its goal of reaching cash flow breakeven by the December quarter. 

Secure Guardian—New Positioning and Business Model:  From a product perspective, 
Tumbleweed appears to be gaining customer traction with its new “secure content 
management” positioning and the recent launch of Secure Guardian, which integrates 
numerous former point products (IME, MMS, etc.) into a single policy engine for securing 
internal and external communications. We believe Tumbleweed has a unique product 
offering; in our view, the critical issue facing the company is the timing and volume of 
enterprise customer demand. Tumbleweed has reinvented itself as an enterprise software 
company as opposed to a transaction-based secure e-mail service; we believe the 
company's main objective (and challenge) going forward will be increasing its penetration 
within its base of more than 1,000 legacy customers. In the September quarter (before the 
launch of Secure Guardian), Tumbleweed added 27 new customers in 11 vertical markets 
and ended the quarter with 40 quota-carrying sales reps.

Tumbleweed is a leading provider of secure messaging solutions for e-businesses.
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Competitive Environment:  Tumbleweed has rapidly emerged as the leading 
provider of secure messaging solutions.  Given the highly attractive and under-
penetrated nature of the secure messaging market,  Tumbleweed may face a 
growing number of competitors over the long term.

Slowdown in IT Spending:    In recent quarters Tumbleweed has missed revenues 
and earnings estimates due to softening demand for its services and an overall 
slowdown in IT spending.   The company recently restructured its revenue model to 
a subscription based model with greater deferred revenue visibility.   To the extent 
that the subscription based model and collection efforts are unsuccessful, we 
foresee additional revenue and earnings volatility. 

RBC Dain Rauscher Inc. makes a market in this security and may act as principal with regard to sales or 
purchases. In addition, RBC Dain Rauscher Inc. managed or co-managed a public offering of this security 
within the past three years.

Tumbleweed  has over 400 customers in enterprise and service provider markets, 
including  ABN Amro Bank, American Century, American Express, Inc., Amgen, 
Beckman Coulter, Inc.,  Diners Club, the FDA, Gap, Merck, Nippon Telegraph & 
Telephone Corporation, Norway Post, Pitney Bowes, Inc., Swiss Post, Toyo 
Information Systems, United States Postal Service, and UPS.
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Exhibit 146  ◆   Tumbleweed Communications Corporation Income Statement

(data in thousands, except per share) 2000 by Quarter 2001 by Quarter 2002 by Quarter Calendar Year
Mar Jun Sep Dec Mar Jun Sep Dec Mar Jun Sep Dec

Q1/00 Q2/00 Q3/00 Q4/00 Q1/01 Q2/01 Q3/01 Q4/01E Q1/02E Q2/02E Q3/02E Q4/02E 2000 2001E 2002E
Previous Revenue Model $6,610 $10,090 $12,434 $8,204 $37,338
   Licenses 4,356 6,824 7,607 3,703 22,490
   Transactions 730 1,518 2,328 2,087 6,663
   Services 1,524 1,748 2,499 2,414 8,185
New Revenue Model
Revenues $6,610 $10,090 $12,434 $8,204 $4,017 $7,679 $8,155 $8,910 $9,199 $9,614 $10,908 $14,132 $37,338 $28,761 $43,853
   Products 1,694 5,059 4,958 5,553 5,775 6,122 7,346 10,284 17,264 29,527
   Services 2,323 2,620 3,197 3,357 3,424 3,492 3,562 3,847 11,497 14,326
Cost of Revenue 2,248 3,192 3,559 3,968 3,052 3,085 3,013 3,118 3,036 2,980 3,054 3,250 12,967 12,268 12,321
Gross Profit 4,362 6,898 8,875 4,236 965 4,594 5,142 5,791 6,163 6,634 7,854 10,881 24,371 16,492 31,532
Operating Expenses:
   Research and Development 2,843 3,171 4,205 4,659 3,704 4,419 3,615 3,386 3,200 3,100 3,000 3,000 14,878 15,124 12,300
   Sales and Marketing 7,192 9,742 10,777 12,775 9,291 10,221 8,472 8,464 6,000 6,100 6,200 6,300 40,486 36,448 24,600
   General and Administrative 1,645 2,343 2,911 4,673 2,238 2,013 2,285 2,317 2,200 2,000 2,000 2,000 11,572 8,853 8,200
Operating Income (loss) (7,318) (8,358) (9,018) (17,871) (14,268) (12,059) (9,230) (8,375) (5,237) (4,566) (3,346) (419) (42,565) (43,932) (13,568)

Stock compensation expense 0 0 0 (1,374) (1,334) (656) (617) (500) (500) (500) (500) (500) (1,374) (3,107) (2,000)
Amortization / In Process R&D (11,872) (1,479) (7,265) (8,284) (7,844) (1,739) (1,487) 0 0 0 0 0 (28,900) (11,070) 0
Goodwill Impairment 0 0 0 0 (50,983) 0 0 0 0 0 0 0 0 (50,983) 0
Restrucuring Charge 0 0 0 0 (8,870) (69) 0 0 0 0 0 0 0 (8,939) 0
Other Income (expense) 656 365 991 1,292 931 474 486 475 450 475 500 525 3,304 2,366 1,950
Pretax Income (loss) (18,534) (9,472) (15,292) (26,237) (82,368) (14,049) (10,848) (8,400) (5,287) (4,591) (3,346) (394) (69,535) (115,665) (13,618)
Income Taxes (benefit) 88 150 95 42 26 35 (4) 0 0 0 0 0 375 57 0
Minority Interest 0 94 30 43 (100) (120) 47 0 0 0 0 0 167 (173) 0
Net Income (loss) (18,622) (9,528) (15,357) (26,236) (82,294) (13,964) (10,891) (8,400) (5,287) (4,591) (3,346) (394) (69,743) (115,549) (13,618)
Net Income (loss), excluding charges (6,750) (8,049) (8,092) (16,578) (13,263) (11,500) (8,787) (7,900) (4,787) (4,091) (2,846) 106 (39,469) (41,450) (11,618)

Reported EPS ($0.73) ($0.37) ($0.55) ($0.89) ($2.76) ($0.46) ($0.36) ($0.28) ($0.17) ($0.15) ($0.11) ($0.01) ($2.56) ($3.83) ($0.42)
EPS (excluding charges) ($0.26) ($0.31) ($0.29) ($0.56) ($0.45) ($0.38) ($0.29) ($0.26) ($0.16) ($0.13) ($0.09) $0.00 ($1.43) ($1.38) ($0.38)
Shares Outstanding 25,588 26,068 27,872 29,457 29,800 30,100 30,296 30,500 30,700 30,900 31,100 38,300 27,246 30,174 32,750

DSO 124 105 119 97
Deferred Revenue 2,557 5,600 6,501 7,430

Revenue Mix
License 65.9% 67.6% 61.2% 45.1%
Transactions 11.0% 15.0% 18.7% 25.4%
Services 23.1% 17.3% 20.1% 29.4%

Products 42.2% 65.9% 60.8% 62.3% 62.8% 63.7% 67.3% 72.8% 0.0% 60.0% 67.3%
Services 57.8% 34.1% 39.2% 37.7% 37.2% 36.3% 32.7% 27.2% 0.0% 40.0% 32.7%

Margins on Revenue
Gross Margin 66.0% 68.4% 71.4% 51.6% 24.0% 59.8% 63.1% 65.0% 67.0% 69.0% 72.0% 77.0% 65.3% 57.3% 71.9%
Research and Development 43.0% 31.4% 33.8% 56.8% 92.2% 57.5% 44.3% 38.0% 34.8% 32.2% 27.5% 21.2% 39.8% 52.6% 28.0%
Sales and Marketing 108.8% 96.6% 86.7% 155.7% 231.3% 133.1% 103.9% 95.0% 65.2% 63.4% 56.8% 44.6% 108.4% 126.7% 56.1%
General and Administrative 24.9% 23.2% 23.4% 57.0% 55.7% 26.2% 28.0% 26.0% 23.9% 20.8% 18.3% 14.2% 31.0% 30.8% 18.7%
Operating Margin -110.7% -82.8% -72.5% -217.8% -355.2% -157.0% -113.2% -94.0% -56.9% -47.5% -30.7% -3.0% -114.0% -152.8% -30.9%
Pretax Income (loss) -280.4% -93.9% -123.0% -319.8% -2050.5% -183.0% -133.0% -94.3% -57.5% -47.8% -30.7% -2.8% -186.2% -402.2% -31.1%
Tax Rate 0.0% 0.0% 0.0% 0.0% 0.0% -0.2% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% -0.5% 0.0% 0.0%
Net Income (loss) -281.7% -94.4% -123.5% -319.8% -2048.6% -181.8% -133.5% -94.3% -57.5% -47.8% -30.7% -2.8% -186.8% -401.8% -31.1%
Net Income (loss), excluding charges -330.2% -149.8% -107.7% -88.7% -52.0% -42.6% -26.1% 0.8% -105.7% -144.1% -26.5%

% Changes Quarter/Quarter
Revenues 52.6% 23.2% -34.0% -51.0% 91.2% 6.2% 9.3% 3.2% 4.5% 13.5% 29.5% -23.0% 52.5%
   Licenses 56.7% 11.5% -51.3%
   Transactions 107.9% 53.4% -10.4%
   Services 14.7% 43.0% -3.4%

   Products 198.6% -2.0% 12.0% 4.0% 6.0% 20.0% 40.0%
   Services 12.8% 22.0% 5.0% 2.0% 2.0% 2.0% 8.0%
Research and Development 11.5% 32.6% 10.8% -20.5% 19.3% -18.2% -6.3% -5.5% -3.1% -3.2% 0.0%
Sales and Marketing 35.5% 10.6% 18.5% -27.3% 10.0% -17.1% -0.1% -29.1% 1.7% 1.6% 1.6%
General and Administrative 35.5% 10.6% 18.5% -27.3% 10.0% -17.1% -0.1% -29.1% 1.7% 1.6% 1.6%

Source: Tumbleweed Communications Corp., and RBC Capital Markets estimates
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Internet Infrastructure VRNASDAQ VeriSign, Inc.
(NASDAQ: VRSN) - Strong Buy-Aggressive Stephen H. Sigmond (612) 313-1223

Vikram Kaura (612) 313-1235

Management Equity Information      VeriSign, Inc.

Pres/CEO: Srtatton Sclavos Recent Price (10/26/01): $42.82
CFO: Dana Evan Price Target: $80

Dil. Shares Out. (M): 210.8
Market Cap. (M): $9,028.6
Enterprise Value (M): $7,975.2

Address 52-Week High: $150
1350 Charleston Road 52-Week Low: $26
Mountain View, CA 94043 Insider Ownership: 22%
(650) 961-7500 Institutional Ownership: 84%
www.verisign.com Float (M): 158.2

Average Daily Volume: 48153K
Book Value: $27.39
Fiscal Year End: Dec
3 Year EPS Growth Rate: 50%
Current Quarter Estimate: $0.19

Investment Characteristics

Source: FactSet
Customers

FY Financial Information 1999 2000 2001E 2002E
Revenues ($M) 84.8 474.8 980.4 1,412.8
EPS (excluding noncash items) 0.04 0.33 0.64 1.18
Gross Margin 62.4% 65.8% 66.2% 67.0%
Operating Margin -3.9% 9.3% 16.1% 22.6%
Market Cap./ Rev. 106.5x 19.0x 9.2x 6.4x
P/E 1159.2x 130.2x 66.8x 36.3x
Key Metrics 4Q00 1Q01 2Q01 3Q01

Catalysts Q/Q Revenue growth 14.0% 8.1% 8.3% 10.4%
Deferred Revenue ($M) 508 542 570 585
DSO 58 68 74 81
Enterprise customers (K) 3,000 3,120 3,330 3,775

Average annual revenue (K) $40 $43 $45 $52
Affiliates 35 37 38 46

Average annual revenue (K) $2,200 $1,900 $2,200 $2,700
Registrars 77 82 84 93

Average annual revenue (K) $1,100 $1,200 $1,300 $1,400
Domain names - registery (K) 28,200 30,600 32,400 32,000

Renewal rate 70% 65% 60% 52%
Web presence customers(K) 6,300 6,500 6,500 6,500

Average annual revenue $70 $74 $77 $73
Website certificates(K) 90 95 102 108

Average annual revenue $636 $660 $670 $700
B2C payment customers (K) 15 20 50 56

Average annual revenue $360 $336 $350 $360

Valuation Investment Risks

Market Adoption: Services for trusted and secure electronic commerce and 
communications over IP networks is a new and rapidly evolving market. While we 
believe VeriSign’s technology will achieve market acceptance, new technologies or 
market requirements could effect the level of which the company’s products are 
accepted.
Competition: The market for services for domain registration and trusted infrastructure 
is intensely competitive. Increased competition could result in pricing pressures, reduced 
margins, or failure to reach market potential.

VeriSign, Inc. is the leading provider of digital trust services for the Internet, intranets, and 
extranets. 
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Millions

We believe VeriSign is now entering a period of stabilizing quarterly revenue growth 
combined with massive operating margin expansion. We believe that up-selling to the 
existing customer base and new services based on DNS will be key revenue drivers in the 
near term.  Although investors are still valuing VeriSign based on domain name unit growth, 
up-selling is the most important fundamental driver of the business.  Given VeriSign’s 
business model, even a moderate amount of up-selling could generate significant operating 
leverage.  VeriSign has made steady progress in up-selling in recent quarters – and much 
more progress is still possible because penetration rates are very low.  The emerging Web 
Services area could represent a major catalyst for higher digital certificate up-sell rates over 
the next several years.

VeriSign has a unique and hugely leveragable technology asset in DNS that we expect will 
drive many new service offerings in the future.  VeriSign has a tremendous amount of 
proprietary intellectual property related to the DNS, making it a unique industry player and 
long-term leader.  eNUM, payment processing, WebNum, and natural-language Web 
navigation and messaging all represent potential new ways for VeriSign to monetize the 
DNS in the coming years.

Macro Drivers: VeriSign is the leading global provider of Internet infrastructure services, 
including domain name registration, authentication, validation, and payment services, to 
consumers, businesses, and service providers around the world.  From its initial beginnings 
as a “certificate authority” for e-commerce, VeriSign, over the past two years, has evolved 
into Internet’s first and only true utility.  VeriSign has millions of customers who use at least 
one of its services while performing virtually any activity on the Internet, including Web 
browsing, e-mail, and shopping. 

Mass Market / Retail Services:  For the retail markets, VeriSign offers SSL certificates for 
servers, payment services, domain rame registration services, web authoring tools, secure e-
mail certificates, IDs for documents and software.  This division accounted for 56% of the 
total revenues in the June -quarter.

Enterprise Services: Services offered for Enterprise markets include SSL certificates for 
multiple servers, authentication and PKI services, authorization services, payment services, 
on-line brand protection services, and DNS services. This division accounted for 46% of the 
total revenues in the June -quarter.

The company has thousands of customers in the enterprise, service provider, and mass 
market segments.  Please see Key Metrics for details. 

RBC Dain Rauscher Inc. makes a market in this security and may act as principal with regard to sales 
or purchases. In addition, RBC Dain Rauscher Inc. managed or co-managed a public offering of this 
security within the past three years.

We rate VRSN shares  Strong Buy-Aggressive. Our 12-month price target of $80 is based in 
our five-year DCF model with a WACC of 20%, revenue CAGR of 36%, exit-year operating 
margin of 33%, and exit-year EBIT multiple of 25. 
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Exhibit 147  ◆   VeriSign, Inc. Income Statement (Including Signio, Thawte, NSOL)

(data in thousands, except per share) 2000 by Quarter 2001 by Quarter 2002 by Quarter
Mar Jun Sep Dec Mar Jun Sep Dec Mar Jun Sep Dec

Q1/00 Q2/00 Q3/00 Q4/00 Q1/01 Q2/01 Q3/01 Q4/01E Q1/02E Q2/02E Q3/02E Q4/02E 1999
Pro Forma Revenues $132,242 $144,000 $173,086 $197,355 $213,413 $231,197 $255,155 $280,671 $305,931 $336,524 $366,811 $403,492 $305,587
Revenues $34,071 $70,254 $173,086 $197,355 $213,413 $231,197 $255,155 $280,671 $305,931 $336,524 $366,811 $403,492 $84,776
Cost of Revenues 12,462 22,570 59,939 67,268 72,635 78,608 86,166 94,025 102,487 111,053 121,048 131,135 31,898
Gross Profit 21,609 47,684 113,147 130,087 140,778 152,589 168,989 186,646 203,444 225,471 245,763 272,357 52,878
Operating Expenses:
   Research and Development 4,429 7,114 14,485 15,228 19,557 20,329 21,319 22,454 24,474 26,922 27,511 28,244 13,303
   Sales and Marketing 13,633 28,885 57,974 66,171 63,427 64,317 66,847 72,974 78,012 84,131 89,869 96,838 34,145
   General and Administrative 3,682 8,154 23,869 24,642 30,484 34,163 37,277 37,891 39,771 42,065 44,017 46,402 8,740
Operating Income (loss) (135) 3,531 16,819 24,046 27,310 33,780 43,546 53,327 61,186 72,353 84,367 100,873 (3,310)
Cash Flow From Operations 2,615 64,442 84,002 40,938 66,043 49,503

Goodwill amortization / In-process R&D (61,014) (409,216) (1,362,606) (1,356,114) (1,374,769) (11,269,036) (459,724) (450,000) (60,000) (60,000) (60,000) (60,000) 0
Realized investment gains 32,623 0 2,373 0 0 0 0 0 0 0 0 0 0
Interest and other income, net 2,224 6,804 19,229 22,785 21,527 19,151 16,556 12,500 10,000 10,500 11,000 11,500 6,429
Pretax Income (loss) (26,302) (398,881) (1,324,185) (1,309,283) (1,325,932) (11,216,105) (399,622) (384,173) 11,186 22,853 35,367 52,373 3,119
Income Taxes (pro forma) 0 4,134 15,368 18,732 19,535 21,172 24,041 26,331 21,356 24,856 28,610 33,712 0

Net Income (loss) before minority interest (26,302) (403,015) (1,339,553) (1,328,015) (1,345,467) (11,237,277) (423,663) (410,504) (10,170) (2,003) 6,757 18,661 3,119
Minority interest in subsidiaries (147) 57 0 1,294 210 309 405 400 400 400 400 400 (836)
Net Income (loss) (26,155) (403,072) (1,339,553) (1,329,309) (1,345,677) (11,237,586) (424,068) (410,904) (10,570) (2,403) 6,357 18,261 3,955
Net Income (loss), excl. non-cash items 2,236 6,144 23,053 26,805 29,092 31,450 35,656 39,096 49,430 57,597 66,357 78,261 3,955

EPS (excl. non-cash items, fully taxed) $0.02 $0.04 $0.11 $0.13 $0.14 $0.15 $0.17 $0.19 $0.23 $0.27 $0.31 $0.36 $0.04
EPS (reported) ($0.21) ($2.60) ($6.22) ($6.23) ($6.40) ($53.12) ($2.01) ($1.95) ($0.05) ($0.01) $0.03 $0.08 $0.04
Shares Outstanding (pro forma) 124,438 155,252 215,219 213,479 210,329 211,540 210,849 211,000 211,000 212,000 214,000 216,000 107,070

Deferred revenue $42,538 $478,944 $490,863 $508,288 $541,689 $570,002 $584,821
   Short term (<=1 year) 0 384,158 422,726 452,713 435,340 435,252 442,625
   Long term (>1 year) 42,538 94,786 68,137 55,575 106,349 134,750 142,196
Sequential growth 34% NM 2% 4% 7% 5% 3%
DSO 58 68 74 81
Cash and equivalents $1,235,420 $1,243,659 $1,256,297 $1,186,599

Detailed Revenue Model & Metrics
Enterprise and Service Provider Division $70,425 $75,715 $85,663 $112,675 $128,025 $143,325 $162,750 $182,500 $201,125
   % of total revenues 36% 35% 37% 44% 46% 47% 48% 50% 50%
Enterprise Customers 3,000 3,120 3,330 3,775 4,200 4,600 5,200 5,800 6,500
   Average annual revenue (K) $40 $43 $45 $52 $56 $60 $65 $70 $73
Affiliates 23 28 34 35 37 38 46 48 49 51 52 54
   Average annual revenue (K) $2,200 $1,900 $2,200 $2,700 $2,800 $2,900 $3,000 $3,000 $3,000
Registrars 77 82 84 93 95 97 100 105 105
   Average annual revenue (K) $1,100 $1,200 $1,300 $1,400 $1,500 $1,600 $1,600 $1,600 $1,600
Domain names - registry (K) 13,400 19,000 24,200 28,200 30,600 32,400 32,000
   Total paid transactions (K) 6,100 5,500 5,800 5,800 5,200
   Renewal rate 70% 65% 60% 52%

Mass Market Division $125,919 $137,597 $146,585 $142,565 $152,094 $161,663 $173,881 $185,825 $201,719
   % of total revenues 64% 65% 63% 56% 54% 53% 52% 50% 50%
Web Presence Customers (K) 6,300 6,500 6,500 6,500 6,700 6,900 7,100 7,300 7,500
   Average annual revenue $70 $74 $77 $73 $75 $77 $79 $81 $83
   Domain names - registrar (K) 9,700 11,800 13,700 15,100 15,500 16,000 14,500
   Total paid transactions (K) 2,800 2,600 2,200 2,400 1,950
   Renewal rate (registrar) 70% 70%
Web Site Certificate Customers (K) 90 95 102 108 115 120 135 150 175
   Average annual revenue $636 $660 $670 $700 $725 $750 $775 $800 $825
   Web site certificates (K) 210 225 238 250
   Total certificates including ESP division (K) 305 327 348
   Renewal rate 87% 87% 87%
B2C Payment Customers (K) 5 7 11 15 20 50 56 60 65 75 80 100
   Average annual revenue $360 $336 $350 $360 $375 $390 $400 $400 $400
   Renewal rate 80-85%

Margins on Revenue
Gross Margin 63.4% 67.9% 65.4% 65.9% 66.0% 66.0% 66.2% 66.5% 66.5% 67.0% 67.0% 67.5% 62.4%
Research and Development 13.0% 10.1% 8.4% 7.7% 9.2% 8.8% 8.4% 8.0% 8.0% 8.0% 7.5% 7.0% 15.7%
Sales and Marketing 40.0% 41.1% 33.5% 33.5% 29.7% 27.8% 26.2% 26.0% 25.5% 25.0% 24.5% 24.0% 40.3%
General and Administrative 10.8% 11.6% 13.8% 12.5% 14.3% 14.8% 14.6% 13.5% 13.0% 12.5% 12.0% 11.5% 10.3%
Operating Margin -0.4% 5.0% 9.7% 12.2% 12.8% 14.6% 17.1% 19.0% 20.0% 21.5% 23.0% 25.0% -3.9%
Interest Income, net 6.5% 9.7% 11.1% 11.5% 10.1% 8.3% 6.5% 4.5% 3.3% 3.1% 3.0% 2.9% 7.6%
Tax Rate (pro forma) 0.0% 40.0% 40.0% 40.0% 40.0% 40.0% 40.0% 40.0% 30.0% 30.0% 30.0% 30.0% 0.0%
Net Income (loss) 6.6% 8.7% 13.3% 13.6% 13.6% 13.6% 14.0% 13.9% 16.2% 17.1% 18.1% 19.4% 4.7%

% Changes Quarter/Quarter
Pro Forma Revenues 27.6% 8.9% 20.2% 14.0% 8.1% 8.3% 10.4% 10.0% 9.0% 10.0% 9.0% 10.0%
Pro Forma Revenues (Y/Y) 146.2% 117.4% 111.0% 90.5% 61.4% 60.6% 47.4% 42.2% 43.4% 45.6% 43.8% 43.8%
Revenues 23.1% 106.2% 146.4% 14.0% 8.1% 8.3% 10.4% 10.0% 9.0% 10.0% 9.0% 10.0% 157%
Operating Income (loss) NM NM 376.3% 43.0% 13.6% 23.7% 28.9% 22.5% 14.7% 18.3% 16.6% 19.6%
Source: VeriSign, Inc., and RBC Capital Markets estimates

Calendar Year

2000 2001E 2002E
$646,683 $980,436 $1,412,758
$474,766 $980,436 $1,412,758

162,239 331,434 465,722
312,527 649,002 947,036

41,256 83,659 107,152
166,663 267,565 348,850

60,347 139,815 172,255
44,261 157,963 318,778

191,997

(3,188,950) (13,553,529) (240,000)
34,996 0 0
51,042 69,734 43,000

(3,058,651) (13,325,832) 121,778
38,235 91,079 108,534

(3,096,886) (13,416,911) 13,245
1,204 1,324 1,600

(3,098,090) (13,418,235) 11,645
58,237 135,294 251,645

$0.33 $0.64 $1.18
($17.49) ($63.61) $0.05
177,097 210,930 213,250

$508,288
452,713

55,575

$402,078 $689,700
41% 49%

3,000 4,200 6,500

35 48 54

77 95 105

$578,840 $723,088
59% 51%

6,300 6,700 7,500
70 75 83

90 115 175
636 725 825

15 60 100
360 375 400

65.8% 66.2% 67.0%
8.7% 8.5% 7.6%

35.1% 27.3% 24.7%
12.7% 14.3% 12.2%

9.3% 16.1% 22.6%
10.8% 7.1% 3.0%
-1.3% -0.7% 89.1%
12.3% 13.8% 17.8%

% Changes Year/Year
112% 52% 44%

460% 107% 44%
257% 102%
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Internet Infrastructure W NASDAQ WatchGuard Technologies, Inc.
(NASDAQ: WGRD) - Neutral Stephen H. Sigmond (612) 313-1223

Vikram Kaura (612) 313-1235
     WatchGuard Technologies, Inc.

Management Equity Information
CEO/Chairman: Christopher Slatt Recent Price (10/26/01): $9.40
CFO: Michael McConnell Price Target: NM

Dil. Shares Out. (M): 26.9
Market Cap. (M): $248.9
Enterprise Value (M): $133.5

Address 52-Week High: $55.1
505 Fifth Ave. 52-Week Low: $5.0
Suite 500 Insider Ownership: 51.0%
Seattle, WA 98104 Institutional Ownership: 53.0%
Phone: (206) 521-8340 Float (M): 13.2
www.watchguard.com Average Daily Volume: 192K

Book Value: $5.86
Fiscal Year End: Dec
3 Year EPS Growth Rate: 30.0%
Current Quarter Estimate: (0.04)

Investment Characteristics

Source: FactSet
Customers

FY Financial Information 1999 2000 2001E 2002E
Revenues ($M) $20.62 $60.70 $69.66 $86.75

Product 84.0% 85.7% 75.3% 72.5%
Services (Subscriptions) 16.0% 14.3% 24.7% 27.5%

EPS -$0.69 $0.04 -$0.31 $0.10
Gross Margin 61.4% 63.9% 61.2% 63.4%
Operating Margin -56.4% -8.8% -20.3% -1.8%
Market Cap./ Rev. 12.7x 4.3x 3.7x 3.0x
P/E -14.1x 263.2x -31.5x 101.6x

Key Metrics 4Q00 1Q01 2Q01 3Q01
Sequential Growth 15.6% -14.2% 2.4% -1.4%
Deferred Revenue ($M) 11.9 12.9 14.9 16.9
DSO 69 65 69 64
Units Shipped 10,000 11,000 11,000 13,000
Installed Base 51,000 62,000 73,000 86,000
% Rev - Domest. / Intr. 45, 55 43, 57 42, 58 47, 53

Investment Risks
Catalysts

Valuation

Competition: In recent months, WatchGuard has introduced products that will 
enable it to move up-stream into the large enterprise market. Other players have 
also been attracted to this market including SonicWall, Nokia, and NetScreen. 
Traditional players in the large enterprise market have also made moves to the 
SME/SOHO market, which is the stronghold of WatchGuard. 

International Exposure: With more than 50% of its revenues coming from outside 
the United States, a potential slowdown in the international markets could strongly 
impact revenues.

MSS Opportunity Still Emerging: The overall MSS market, while potentially large, 
is still emerging. The company must continue to find new and complementary 
partners and enhance existing services, directly or in partnership with OEMs. 

Macro Drivers: The environment for information security continues to deteriorate.  An 
estimated $15 billion was lost in information security-related breaches in 2000, up from $10 
billion in 1999. This trend has continued for 2001 with acceleration in the denial of service 
attacks, data thefts, Internet fraud, and computer viruses. The deteriorating security 
environment has severe implications for small/medium enterprise (SME) customers that 
typically do not have in-house security experts, demand low-maintenance security solutions, 
and are more price sensitive than large-enterprise customers. Security appliances, which fill 
these requirements, are often the preferred security solutions in the SME market. The market 
for firewall/VPN security appliances is expected to grow to $5.1 billion by 2005 from $1.2 
million in 2000, a 33% CAGR. The SME segment of this market remains under penetrated 
with less than 20% of SMEs, estimated at more than 10 million, having a firewall. 
WatchGuard is a leading provider of security appliances in the SME market. Recently, the 
company has also introduced software-based security products for servers and enterprise 
applications.  
 Products and Services: WatchGuard offers the following products and services.
WatchGuard Firebox System: An appliance-based security solution for small, medium, and 
large distributed enterprises that includes hardware-based firewall/VPN, centralized 
management, and  subscription-based LiveSecurity Service. 
WatchGuard SOHO: An appliance-based security solution for SOHO markets including 
small offices, branch offices, and telecommuters that use DSL, cable modem, or ISDN 
connections. 
WatchGuard ServerLock: A software solution that makes servers inaccessible for 
administrative changes, except after strong authentication. 
WatchGuard AppLock/Web: A software solution that prevents unauthorized changes to 
Web sites based on Windows NT, Windows 2000, or Microsoft IIS servers. 
WatchGuard for MSS: A bundled offering that gives service providers the necessary tools to 
build low-cost, easy-to-manage security services

Distribution: WatchGuard sells its solutions directly and indirectly to service providers and 
indirectly to end-users through more than 400 distributors and resellers in more than 60 
countries.

WatchGuard offers software- and hardware-based security products and security services 
for large distributed enterprises, small- and mid-sized businesses, and DSL, cable 
modem, and ISDN users. 

We rate WGRD shares Neutral.
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As of September 2001, WatchGuard had shipped more than 86,000 security 
appliances worldwide. WatchGuard currently has more than 60 service providers 
using its products. Prominent service providers include AlphaNet, AT&T Global 
Network Services Hong Kong Limited (AGNS Ltd.), Deutsche Telekom, Genuity, 
Internet Initiative Japan, Internet Security Systems, Interpath Communications, KPN, 
Nextcom, Sunrise Communications and UUNet. 

RBC Dain Rauscher Inc. makes a market in this security and may act as principal with regard to sales or 
purchases. In addition, RBC Dain Rauscher Inc. managed or co-managed a public offering of this security 
within the past three years.

Key product catalysts in the near term include Firebox III appliances, ServerLock software, 
and AppLock/Web software. 
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Exhibit 148  ◆   WatchGuard Technologies, Inc. Income Statement

(data in thousands, except per share) 2000 by Quarter 2001 by Quarter 2002 by Quarter
Mar Jun Sep Dec Mar Jun Sep Dec Mar Jun Sep Dec

Q1/00 Q2/00 Q3/00 Q4/00 Q1/01 Q2/01 Q3/01 Q4/01E Q1/01E Q2/01E Q3/01E Q4/01E
Revenues $9,802 $13,740 $17,235 $19,926 $17,102 $17,508 $17,268 $17,786 $18,862 $20,851 $22,159 $24,879
   Product 8,494 12,000 14,782 16,734 13,284 13,255 12,806 13,101 13,756 15,131 16,039 17,964
   Service 1,308 1,740 2,453 3,192 3,818 4,253 4,462 4,685 5,107 5,720 6,120 6,916
Cost of Revenues 3,523 4,898 6,187 7,311 6,643 6,983 6,664 6,759 7,017 7,715 8,088 8,957
Gross Profit 6,279 8,842 11,048 12,615 10,459 10,525 10,604 11,027 11,846 13,136 14,071 15,923
Operating Expenses
   Research and Development 2,521 3,262 3,413 4,704 5,271 4,740 4,129 4,180 4,244 4,337 4,454 4,478
   Sales and Marketing 5,559 5,967 5,849 6,838 8,171 7,690 7,380 7,381 7,451 7,506 7,756 7,961
   General and Administrative 1,154 1,249 1,703 1,895 1,870 1,865 2,060 2,045 2,075 2,085 2,105 2,115
Operating Income (loss) (2,955) (1,636) 83 (822) (4,853) (3,770) (2,965) (2,579) (1,924) (792) (244) 1,368

Amortization (604) (596) (561) (14,873) (7,244) (8,170) (4,192) (3,167) 0 0 0 0
Interest and Other Income (expense) 863 1,854 1,812 1,986 1,701 1,622 1,292 1,350 1,400 1,500 1,650 1,800
Pretax Income (loss) (2,696) (378) 1,334 (13,709) (10,396) (10,318) (5,865) (4,396) (524) 708 1,406 3,168
Income Taxes (benefit) 0 0 0 215 84 84 28 0 0 269 534 1,204
Net Income (loss) (2,696) (378) 1,334 (13,924) (10,480) (10,402) (5,893) (4,396) (524) 439 872 1,964

Earnings Per Share (reported) ($0.13) ($0.01) $0.05 ($0.48) ($0.40) ($0.39) ($0.22) ($0.16) ($0.02) $0.02 $0.03 $0.07
EPS (excluding amortization) ($0.10) $0.01 $0.07 $0.03 ($0.12) ($0.08) ($0.06) ($0.04) ($0.02) $0.02 $0.03 $0.07
Fully Diluted Shares Outstanding 21,243 27,446 27,809 28,880 26,348 26,673 26,839 27,589 28,089 28,589 29,089 29,589

Deferred Revenue 5,492 7,716 9,869 11,874 12,855 14,940 16,910
Days Sales Outstanding 58 57 61 69 65 69 64

Margins on Revenue
Product % of revenue 86.7% 87.3% 85.8% 84.0% 77.7% 75.7% 74.2% 73.7% 72.9% 72.6% 72.4% 72.2%
Service % of revenue 13.3% 12.7% 14.2% 16.0% 22.3% 24.3% 25.8% 26.3% 27.1% 27.4% 27.6% 27.8%
Gross Margin 64.1% 64.4% 64.1% 63.3% 61.2% 60.1% 61.4% 62.0% 62.8% 63.0% 63.5% 64.0%
Research and Development 25.7% 23.7% 19.8% 23.6% 30.8% 27.1% 23.9% 23.5% 22.5% 20.8% 20.1% 18.0%
Sales and Marketing 56.7% 43.4% 33.9% 34.3% 47.8% 43.9% 42.7% 41.5% 39.5% 36.0% 35.0% 32.0%
General and Administrative 11.8% 9.1% 9.9% 9.5% 10.9% 10.7% 11.9% 11.5% 11.0% 10.0% 9.5% 8.5%
Operating Margin -30.1% -11.9% 0.5% -4.1% -28.4% -21.5% -17.2% -14.5% -10.2% -3.8% -1.1% 5.5%
Other Income (Expense) 2.5% 2.0% 2.3% 2.5% 1.5% 2.0% 2.3% 2.5% 2.5% 2.5% 2.5% 2.5%
Pretax Income (loss) -27.5% -2.8% 7.7% -68.8% -60.8% -58.9% -34.0% -24.7% -2.8% 3.4% 6.3% 12.7%
Tax Rate 0.0% 0.0% 0.0% -1.6% -0.8% -0.8% -0.5% 0.0% 0.0% 38.0% 38.0% 38.0%
Net Income (loss) -27.5% -2.8% 7.7% -69.9% -61.3% -59.4% -34.1% -24.7% -2.8% 2.1% 3.9% 7.9%

% Changes Quarter/Quarter
Revenues 50.3% 40.2% 25.4% 15.6% -14.2% 2.4% -1.4% 3.0% 6.1% 10.5% 6.3% 12.3%
   Product 54.5% 41.3% 23.2% 13.2% -20.6% -0.2% -3.4% 2.3% 5.0% 10.0% 6.0% 12.0%
   Service 27.5% 33.0% 41.0% 30.1% 19.6% 11.4% 4.9% 5.0% 9.0% 12.0% 7.0% 13.0%
Gross Profit 52.2% 40.8% 24.9% 14.2% -17.1% 0.6% 0.8% 4.0% 7.4% 10.9% 7.1% 13.2%
Research and Development 6.0% 29.4% 4.6% 37.8% 12.1% -10.1% -12.9% 1.2% 1.5% 2.2% 2.7% 0.5%
Sales and Marketing 45.6% 7.3% -2.0% 16.9% 19.5% -5.9% -4.0% 0.0% 0.9% 0.7% 3.3% 2.7%
General and Administrative 12.0% 8.2% 36.3% 11.3% -1.3% -0.3% 10.5% -0.7% 1.4% 0.5% 1.0% 0.5%

Source: WatchGuard Technologies, Inc., and RBC Capital Markets

Calander Year

2000E 2001E 2002E
$60,703 $69,664 $86,751

52,010 52,446 62,889
8,693 17,218 23,862

21,919 27,049 31,776
38,784 42,615 54,975

13,900 18,320 17,513
24,213 30,622 30,674
6,001 7,840 8,380

(5,330) (14,167) (1,592)

(16,634) (22,773) 0
6,515 5,965 6,350

(15,449) (30,975) 4,758
215 196 2,007

(15,664) (31,171) 2,751

($0.59) ($1.16) $0.10
$0.04 ($0.31) $0.10

26,345 26,862 28,839

85.7% 75.3% 72.5%
14.3% 24.7% 27.5%
63.9% 61.2% 63.4%
22.9% 26.3% 20.2%
39.9% 44.0% 35.4%

9.9% 11.3% 9.7%
-8.8% -20.3% -1.8%
10.7% 8.6% 7.3%

-25.5% -44.5% 5.5%
-1.4% -0.6% 42.2%

-25.8% -44.7% 3.2%

194% 15% 25%
200% 1% 20%
164% 98% 39%
206% 10% 29%

95% 32% -4%
79% 26% 0%
65% 31% 7%
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Internet Infrastructure ENNASDAQ Entrust, Inc.
(NASDAQ: ENTU) - Informational Summary: Not Rated

Entrust, Inc.

Management Equity Information*
Chrmn/CEO/Pres: F. William Conner Recent Price (10/26/01): $5.40
Co-CEO, CFO: David Thompson Dil. Shares Out. (M): 63.34
Co-CEO, Pres: Albert Yepez Market Cap. (M): $342.1

Enterprise Value (M): $172.4
52-Week High: $33

Address 52-Week Low: $3
4975 Prestom Park Blvd. Suite 400 Insider Ownership: 31%
Plano, TX 75093 Institutional Ownership: 28%
Phone: (972) 943-7300 Float (M): 43.8
www.entrust.com Average Daily Volume: 660K

Market Liquidity Ratio: 10.4x
Book Value: $2.18
Fiscal Year End: Dec
3-Year EPS Growth Rate: 45%

Source: FactSet

Company Profile Customers

FY Financial Information* 1999 2000 2001E 2002E
Earnings Per Share $0.11 $0.15 ($0.68) ($0.03)
Revenues (millions) $85.21 $148.38 $120.15 $137.79
P/E 49.1x 36.0x -7.9x -180.0x

Quarterly Information* Q4 00 Q1 01 Q2 01 Q3 01
Earnings Per Share $0.03 ($0.32) ($0.23) ($0.08)
Revenues (millions) $47.81 $31.51 $30.02 $28.02

North America 64% 70% 67%
Europe, Asia, and other 36% 30% 33%

Gross Margins 72% 55% 58% 61%

*First Call Concensus estimates

Company Overview
Entrust, Inc. is a leading provider of Internet security solutions and services for identification, 
entitlements, verification, privacy, and security management capabilities. 

Products and Services
Entrust offers multiple software components that customers can use to self-manage an 
internal PKI infrastructure for digital certificates and associated keys. The company also 
offers supporting professional services via direct and channel partners. 

- Entrust/PKI is the core offering for customers wanting to issue and manage their own digital 
certificates and secure data across several applications, including e-mail, VPN, and ERP 
applications. 
- Entrust/Authority provides the basic ability to create and manage electronic key pairs and 
certificates throughout their entire life cycle. 
- Entrust/RA is used for day-to-day management of user related tasks.
- Entrust/Roaming is used to provide digital certificates and keys portability across multiple 
computing stations.
- Entrust@YourService is a fully managed digital certificate service.
- Entrust.net is a Web-based certification authority service for issuing and managing Web 
server certificates for SSL and WAP applications.
- GetAccess is the authorization product line acquired from enCommerce acquisition. This 
product line offers Web-based single sign on and policy based access management. 

Note: Entrust is currently in the process of renaming its product line.

Distribution Channels
Entrust distributes its products and services mainly via a direct sales model, which is 
supplemented by channel partnerships with value-added resellers (e.g., Alcatel, Compaq, 
IBM, etc.), consultants, and system integrators (e.g., Ernst & Young, EDS, etc.), application 
developers (e.g., SAP, PeopleSoft, etc.), and managed service providers.

Entrust, Inc. is a leading global provider of Internet security solutions and services for 
identification, entitlements, verification, privacy, and security management. 
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Entrust has more than 1,500 customer across several industry verticals, including 
financial, health care, telecommunications, and large manufacturing organizations 
across over 40 countries. 
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Sector Name MCNASDAQ MCAFEE.COM CORP
(NASDAQ: MCAF) - Informational Summary: Not Rated

     MCAFEE.COM CORP

Management Equity Information*
Pres/CEO: Srivats Sampath Recent Price (10/26/01): $23.20
CFO: Evan Collins Dil. Shares Out. (M): 45.18

Market Cap. (M): $1,048.1
Enterprise Value (M): $959.1
52-Week High: $25

Address 52-Week Low: $2
535 Oakmead Parkway Insider Ownership: 79%
Sunnyvale, CA 94085 Institutional Ownership: 13%
Phone: (408) 992-8100 Float (M): 9.4
www.mcafee.com Average Daily Volume: 633K

Market Liquidity Ratio: 14.0x
Book Value: $1.25
Fiscal Year End: Dec
3-Year EPS Growth Rate: 57%

Source: FactSet

Company Profile Customers

FY Financial Information* 1999 2000 2001E 2002E
Earnings Per Share ($0.57) ($0.40) $0.11 $0.22
Revenues (millions) $46.87 $61.30 $84.00
P/E -40.7x -58.0x 210.9x 105.5x

Quarterly Information* Q4 00 Q1 01 Q2 01 Q3 01
Earnings Per Share ($0.06) ($0.03) $0.03 $0.06
Revenues (millions) $12.14 $9.99 $14.41 $16.17

Subscriptions 49% 51% 61%
License 29% 28% 30%
Advertising/Sponsorship 22% 21% 9%

Gross Margins 58% 92% 79% 77%
Operating Margins -50% 8% 4% 18%

*First Call Consensus estimates
**Network Associates, Inc. owns approximately 80% of all outstanding shares.

Company Overview
McAfee.com Corporation is a leading Internet Application Service Provider (ASP) of online 
security and management services. It delivers online applications through an Internet 
browser, eliminating the need to install, configure, and manage software technology on a 
user’s local PC. Software applications are hosted by the company, and services are provided 
via its mcafee.com portal.

Products and Services
McAfee.com sells a wide variety of products and services in the following categories: Anti-
Virus, Internet Security, and PC maintenance. 

- Anti-virus line includes McAfee.com Clinic, VirusScan Online, and VirusScan Wireless 
products. 
- Internet Security line includes Personal Firewall and Privacy Service. 
- PC Maintenance line includes products and services that make owning a PC easier on a 
day-to-day basis, including EasyRecovery, EasyRecovery Pro, First Aid Online, Oil Change 
Online, and UnInstaller Online.

In addition, the company offers supporting services, including Free Virus News, Internet 
Connection Speedometer, and World Virus Map. 

Distribution Channels
McAfee.com distributes its services via its Web site. In addition, the company has strategic 
relationships with resellers (Beyond.com) and OEMs (e.g., Compaq, Hewlett Packard, 
Microsoft). 

McAfee.com Corporation is a leading Internet Application Service Provider (ASP) of 
online security and management services. 
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McAfee.com has over 1.1 million paid subscribers for its services. Approximately 30% 
of the subscribers are based in international markets. 
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Internet Infrastructure NENASDAQ Network Associates, Inc.
(NASDAQ: NETA) - Informational Summary: Not Rated

Network Associates, Inc.

Management Equity Information*
Chrmn/CEO/Pres: George Samenuk Recent Price (10/26/01): $20.43
CFO: Stephen Richards Dil. Shares Out. (M): 137.38

Market Cap. (M): $2,806.6
Enterprise Value (M): $2,791.4
52-Week High: $21

Address 52-Week Low: $3
3965 Freedom Circle Insider Ownership: 4%
Santa Clara, CA 95054 Institutional Ownership: 58%
Phone: (408) 988-3832 Float (M): 131.9
www.nai.com Average Daily Volume: 5085K

Market Liquidity Ratio: 37.0x
Book Value: $2.84
Fiscal Year End: Dec
3-Year EPS Growth Rate: 20%

Source: FactSet

Company Profile Customers

FY Financial Information* 1999 2000 2001E 2002E
Earnings Per Share (0.45) (0.16) (0.04) $0.38
Revenues (millions) 683.70 745.69 749.22 $834.5
P/E -45.4x -127.7x -510.8x 53.8x

CY Financial Information* Q4 00 Q1 01 Q2 01 Q3 01
Earnings Per Share ($0.87) ($0.17) ($0.02) $0.05
Revenues $58.8 $157.5 $181.5 $192.9

Domestic 70% 67% 63% 67%
International 30% 33% 37% 33%

McAfee anti-virus 54% 54% 57%
Sniffer 28% 24% 27%
PGP 6% 9% 10%
Magic 6% 6% 6%

Gross Margin 13% 81% 81% 81%
Operating Margin -363% -26% -6% 2%

* First Call Consensus estimates and company disclosures.

Company Overview 
Network Associates is a leading provider of software solutions for security and network 
management. 

Products and Services
The company offers the products and services under the following names:
- PGP Technologies include security solutions, including encryption /authentication, firewall 
(Gauntlet), intrusion protection (CyberCop), and VPN (PGP VPN). 
- McAfee Active Virus Defense solution is built around a common management console 
and provides anti-virus software for desktops, servers, and gateways for the enterprise 
markets. 
- McAfee Software solutions include anti-virus and computer management software for the 
consumer market. Popular brand names include VirusScan, Nuts & Bolts, Guard Dog, and 
First Aid. The company offers PC self-management solutions via its McAfee.com subsidiary, 
of which it is a majority shareholder. 
- Sniffer product line offers network management solutions to monitor, identify, diagnose, 
and resolve network and application issues. 
- Magic Solutions enterprise software is a browser-based, first-service desk solution built 
around the Microsoft Windows Distributed Internet Applications (Windows DNA) architecture. 
- Global Professional Services include consulting, education, and product support services. 

Distribution Channels
The company distributes its products and services via a direct sales force, which is 
augmented by corporate resellers, OEMs, distributors, and retailers. Representative 
distribution partners include Ingram Micro, Tech Data, Comp USA, and Best Buy, among 
others.

Recent Events
The company is in the process of dissolving its PGP Technologies business and integrating 
a few of its products into the McAfee and Sniffer product lines. 

Network Associates is a supplier of security and availability solutions for e-business. Its 
products focus on two primary areas—network security and network management.
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The company has over 60 million customers across the globe in the enterprise and 
consumer markets.  



156   Sigmond / Kaura

Safe and Sound: A Treatise on Internet Security November 1, 2001

Internet Infrastructure RSNASDAQ RSA SECURITY INC
(NASDAQ: RSAS) - Informational Summary: Not Rated

     RSA SECURITY INC

Management Equity Information*
Pres/CEO: Arthur Coviello Jr. Recent Price (10/26/01): $12.18
CFO: John Kennedy Dil. Shares Out. (M): 56.27

Market Cap. (M): $685.3
Enterprise Value (M): $620.1
52-Week High: $44

Address 52-Week Low: $7
36 Crosby Drive Insider Ownership: 26%
Bedford, MA 01730 Institutional Ownership: 79%
Phone: (781-301-5000 Float (M): 41.4
www.rsasecurity.com Average Daily Volume: 10991K

Market Liquidity Ratio: 195.3x
Book Value: $6.54
Fiscal Year End: Dec
3-Year EPS Growth Rate: 30%

Source: FactSet

Company Profile Customers

FY Financial Information* 1999 2000 2001E 2002E
Earnings Per Share $0.68 $0.61 $0.24 $0.26
Revenues (millions) $218 $280 $291 $321
P/E 17.9x 20.0x 50.8x 46.8x

Quarterly Information* Q4 00 Q1 01 Q2 01 Q3 01
Earnings Per Share $0.18 $0.16 $0.17 ($0.10)
Revenues (millions) $78.1 $76.3 $80.7 $62.5

Keon $10.7 $13.3 $7.7
SeureID $52.6 $54.3 $47.0
BSAFE $13.0 $13.2 $6.8
ClearTrust N/A N/A $1.0

Gross Margin 81% 73% 80% 75%
Operating Margin 13.4% 7.7% 12.0% -8.5%

* First Call Consensus estimates and company disclosures.

Company Overview
RSA Security Inc. is a leading player in the market for e-security, providing solutions for PKI, 
authentication, encryption, and privilege management.

Products

- Public Key Infrastructure—RSA Keon is a family of interoperable, standards-based PKI 
products for managing digital certificates and providing an environment for authenticated, 
private, and legally binding electronic communications and transactions. RSA also offers 
VeriSign’s outsourced CA service under and exclusive reseller relationship.
- Authentication—RSA SecurID solutions provide centrally managed, strong, two-factor 
user authentication services for enterprise networks, operating systems, e-commerce Web 
sites, and other IT infrastructure, and support a range of authentication devices, including 
hardware tokens, key fobs, smart cards, and software tokens. SecurID installations are 
managed through RSA ACE/Server authentication management software.
- Encryption—RSA BSAFE is a family of crypto-security development tools that enable 
corporate and commercial software developers to reliably incorporate security into a wide 
variety of applications. 
- Privilege Management—RSA ClearTrust  authorization solution is a rules-based solution 
to control and manage user access privileges to Web-based resources based on definable 
user attributes, business rules, and security policies. RSA acquired this business recently 
from Securant. 

Distribution Channels
RSA has established a multi-channel distribution and sales network to serve the enterprise 
and data security markets. The company sells and licenses its products directly to end users 
through its direct sales force and indirectly through an extensive network of OEMs, VARs, 
and distributors. 

RSA Security Inc. is a leading provider of e-security solutions offering a range of 
authentication, encryption, and PKI-based solutions.
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RSA has more than 7,000 customers worldwide, across telecommunications, 
pharmaceutical, financial, government, and healthcare industries. Its BSAFE 
products are licensed by more than 900 organizations and is embedded into several 
products from companies like Microsoft,  Intuit, and Nokia, among others.
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Internet Infrastructure SNNASDAQ SonicWALL, Inc.
(NASDAQ: SNWL) - Informational Summary: Not Rated

SonicWALL, Inc.

Management Equity Information*
Chrmn: Sreekanth Ravi Recent Price (10/26/01): $14.50
CEO: Cosmo Santullo Dil. Shares Out. (M): 64.96
CFO: Michael Sheridan Market Cap. (M): $942.0
CTO: Sudhakr Ravi Enterprise Value (M): $708.4

52-Week High: $27
Address 52-Week Low: $9
1160 Bordeaux Drive Insider Ownership: 38%
Sunnyvale, CA 94089 Institutional Ownership: 39%
Phone: (408) 745-9600 Float (M): 40.3
www.sonicwall.com Average Daily Volume: 795K

Market Liquidity Ratio: 12.2x
Book Value: $7.01
Fiscal Year End: Dec
3-Year EPS Growth Rate: 39%

Source: FactSet

Company Profile Customers

FY Financial Information* 1999 2000 2001E 2002E
Earnings Per Share $0.07 $0.35 $0.32 $0.40
Revenues (millions) N/A $69.45 $110.40 $158.92
P/E 207.1x 41.4x 45.3x 36.3x

Quarterly Information* Q4 00 Q1 01 Q2 01 Q3 01
Earnings Per Share $0.07 $0.08 $0.08 $0.08
Revenues (millions) $21.16 $24.57 $26.56 $27.76

Products 79% 77%
Services 21% 23%

US 46% 45%
EMEA 36% 35%
Asia 18% 20%

Gross Margins 69.5% 71.3% 71.4% 76.6%
Operating Margins 15.9% 18.7% 19.4% 20.6%

* First Call Consensus estimates and company disclosures.

Company Overview
SonicWALL is a leading provider of Internet security solutions, including access security 
products, value-added security services, and transaction security products. 

Products and Services
SonicWALL’s solutions are built around a family of hardware-based security appliances. In 
addition to core firewall functionality, these appliances form a platform for additional 
subscription-based, value-added services, including network anti-virus, virtual private 
networking (VPN), strong authentication, content filtering, and security management. The 
transaction security products include Secure Sockets Layer (SSL) accelerators for speeding 
up e-commerce transactions.

SonicWall has traditionally been a strong player in the low-end, high-volume appliance 
market. Recently, it has aimed at mid- to high-end enterprise markets with its Gbps firewall 
and high-speed VPN solutions. 

Distribution Channels
SonicWALL distributes its products via domestic and international distributors and OEMs. 
Ingram Micro, Access Networks, 3Com, Tech Data, Sumitomo Metal Systems, Cisco, 
Westcon Group, Tekdata Ltd, and  Network Associates are some of its key channel partners.

SonicWALL designs, develops, manufactures, and sells Internet security infrastructure 
products designed to provide secure Internet access to the company’s broadband 
customers and processes secure transactions for enterprise and service providers.
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SonicWALL sell its products to customers in the small- to medium-sized enterprise, 
e-commerce, service provider, branch office, and telecommuter markets. It currently 
has an installed base of more than 190,000 security appliances worldwide.
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Internet Infrasturcture SYNASDAQ SYMANTEC CORP
(NASDAQ: SYMC) - Informational Summary: Not Rated

     SYMANTEC CORP

Management Equity Information*
Chrmn/CEO/Pres: John Thompson Recent Price (10/26/01): $57.49
CFO: Greg Myers Dil. Shares Out. (M): 74.22

Market Cap. (M): $4,266.9
Enterprise Value (M): $3,795.5
52-Week High: $74

Address 52-Week Low: $27
20330 Stevens Creek Blvd. Insider Ownership: 11%
Cupertino, CA 95014 Institutional Ownership: 76%
Phone: (408) 253-9600 Float (M): 65.4
www.symantec.com Average Daily Volume: 3003K

Market Liquidity Ratio: 40.5x
Book Value: $16.65
Fiscal Year End: Mar
3-Year EPS Growth Rate: 19%

Source: FactSet

Company Profile Customers

FY Financial Information* 2000 2001 2002E 2003E
Earnings Per Share $1.88 $2.35 $2.30 $2.86
Revenues (millions) $745.7 $944.2 $1,022.7 $1,162.3
P/E 39.5x 31.6x 32.3x 26.0x

FY Quarterly Information* Q3 01 Q4 01 Q1 02 Q2 02
Earnings Per Share $0.52 $0.62 $0.44 $0.56
Revenues (millions) $241.75 $250.61 $228.04 $242.37

Consumer 39% 34% 29% 31%
Enterprise Administration 22% 23% 26% 22%
Enterprise Security 38% 42% 44% 46%
Services & other 1% 1% 2% 2%

North America 56% 55%
EMEA 27% 28%
ROW 17% 17%

Gross Margins 86% 88% 85% 85%
Operating Margin 21% 22% 17% 21%

* First Call Consensus estimates and company disclosures.

Company Overview
Symantec provides virus protection, vulnerability assessment, intrusion prevention, Internet 
content and e-mail filtering, remote management technologies, and security services to 
individuals and organizations.

Products and Services
Symantec offers solutions under five operating segments: Consumer Products, Enterprise 
Security, Enterprise Administration, Services, and Other. 

- Consumer Products segment focuses on delivering security and problem-solving products 
to individual users, home offices, and small businesses. Norton and pcAnywhere are two 
popular brands in this segment.
- Enterprise Security segment focuses on providing organizations with Internet security 
technology, services, and response capabilities. 
- Enterprise Administration segment focuses on offering products that enable companies 
to be more effective and efficient within their IT departments. 
- Services segment is focused on providing information security solutions that incorporate 
best-of-breed technology, security best practices, and expertise. 
- Other segment is comprised of sunset products and products nearing the end of their life 
cycle.

Distribution Channels
Symantec uses several sales and distribution channels, including distributors, retail, mail 
order, corporate resellers, Internet-based resellers or "e-tailers," value added resellers, 
original equipment manufacturers, educational institutions, ISPs, and direct sales force. 

Symantec Corp provides a broad range of content and network security solutions to 
individuals and enterprises. The company provides virus protection, vulnerability 
assessment, intrusion prevention, Internet content, and e-mail filtering, remote 
management technologies, and other security services to its customers.
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Symantec provides Internet security products, solutions, and services for more than 
100 million customers around the world ranging from some of the world’s largest 
corporate enterprises, government agencies, and higher education institutions to small 
businesses and individuals. 
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Internet Infrastructure W NASDAQ Websense, Inc.
(NASDAQ: WBSN) - Informational Summary: Not Rated

Websense, Inc.

Management Equity Information*
Chrmn/CEO/Pres: John Carrington Recent Price (10/26/01): $23.86
CFO: Douglas Wride Dil. Shares Out. (M): 20.03

Market Cap. (M): $477.8
Enterprise Value (M): $384.0
52-Week High: $25

Address 52-Week Low: $7
10240 Sorrento Valley Road Insider Ownership: 38%
San Diego, CA 92121 Institutional Ownership: 73%
Phone: (858) 320-8000 Float (M): 12.4
www.websense.com Average Daily Volume: 1324K

Market Liquidity Ratio: 66.1x
Book Value: $3.38
Fiscal Year End: Dec
3-Year EPS Growth Rate: 100%

Source: FactSet

Company Profile Customer

 

FY Financial Information * 2000 2001E 2002E 2003E
Earnings Per Share ($0.22) $0.15 $0.31 $0.60
Revenues (millions) $17.44 $35.70 $59.14 $101.40
P/E -108.5x 159.1x 77.0x 39.8x

Quarterly Information * Q4 00 Q1 01 Q2 01 Q3 01
Earnings Per Share ($0.02) ($0.01) $0.01 $0.09
Revenues (millions) $5.78 $6.86 $8.20 $9.55

Subscription 99% 99% 99%
Other 1% 1% 1%

Gross Margins 87% 88% 90% 90.5%
Operating Margins -35% -21% -11% 11.4%

*First Call Consensus estimates

Overview
Websense is  a leading provider of employee Internet management software. Its solutions 
enable businesses to monitor, report and manage how their employees use the Internet. The 
solutions are aimed at  improving employee productivity, conserving network bandwidth, and 
mitigating legal liability. 

Products and Services
Websense Enterprise software intercepts all requests for Web pages passing through 
firewalls, proxy servers, and caching devices. Each request is checked against defined 
policies for access control. Websense Reporter, working in conjunction with Websense 
Enterprise, acts as a software based reporting tool. The company has a database of URLs to 
assign individual Web pages into categories, such as Religion, Entertainment, and Sex. This 
proprietary database, called Master Database, currently contains 2.5 million Web sites, 
covering 5 billion Web pages. In addition to basic blocking capabilities, the company offers 
Premium Groups that can offer higher granularity of Internet access control around selected 
themes such as sports, music downloads, streaming media downloads, and instant message 
blocking, among many others. The company offers its solutions primarily on a subscription 
basis.

Distribution Channels
Websense has a network of 740-plus domestic and 140-plus international resellers in more 
than 70 companies. Key strategic partners include CacheFlow, Check Point, Cisco Systems, 
Inktomi, Microsoft, NetScreen, and Novell.

Websense provides employee Internet management products that enable businesses to 
monitor, report, and manage how their employees use the Internet. The Websense 
Enterprise gives businesses the ability to rapidly implement and configure Internet access 
policies in support of their efforts to improve employee productivity and conserve 
bandwidth.
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The company serves more than 14,000 customers, ranging in size from 100-person 
firms to global-sized corporations. Websense’s customers include half of the 
Fortune 500, 69 of the Nikkei 225, and 42 of the FTSE 100, encompassing more 
than 8.9 million employees worldwide. 
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@stake, Inc.

Founded January 1999

Headquarters Cambridge, Massachusetts

Officers Christopher Darby, President & CEO

Jeffrey Siegal, EVP & CFO

URL www.atstake.com

Industry Segment Security Services

Headcount Approximately 130

Business Overview @stake provides digital security consulting services for businesses whose success and profitability
depends upon developing secure electronic relationships with customers, suppliers, partners, and
employees. The firm integrates technical and business expertise to build security solutions that
look beyond the network to the security of applications and data, and future business goals. With
its SmartRisk Enterprise Services and Centers of Excellence, @stake applies its people with
pioneering research to build strategic security solutions that enable long-term electronic business
objectives.

Customers ATG, Bertelsmann mediaSystems, Blackstone Technology Group, Exodus Communications,
Predictive Networks, RSA Security

Competitors Atomic Tangerine, Foundstone

Sales Not Disclosed

Market Focus Global 2000, Financial Services, Communication Service Providers, e-Markets

Investors Battery Ventures, Madison Dearborn Partners

Funding to date: $36 million

Most recent round: $26 million in 12/00



162   Sigmond / Kaura

Safe and Sound: A Treatise on Internet Security November 1, 2001

Access360

Founded January 1999

Headquarters Irvine, California

Officers Yuri Pikover, CEO

Mark St. Clare, CFO

URL www.access360.com

Industry Segment Resource Provisioning

Headcount Approximately 185

Business Overview Access360 is a provider of policy-based provisioning solutions, which enable companies to
automate the process of granting employees, contractors and business partners with access rights
to the applications they need, whether inside or outside the corporate firewall. Access360�s software
and services enable companies to act instantaneously to business and relationship changes, while
maintaining corporate policies, individual privacy and security, whether provisioning user accounts
within the enterprise or across complex B2B relationships in an extended or virtual enterprise.

Customers Over 30 domestic and international customers, including: BP Amoco, E*Trade, Marriott, Nokia,
OppenheimerFunds, Sony, Overseas Union Bank

Competitors BMC Software, Business Layers, Thor Technology

Sales Not Disclosed

Market Focus Large Enterprises

Investors Alcatel Ventures, Amerindo Investment Advisors, Crosspoint Venture Partners, Oracle Corporation,
Storm Ventures, VeriSign, Inc.

Funding to date: $81.5 million

Most recent round: $50.5 million in 12/00
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Andes Networks

Founded February 2000

Headquarters Mountain View, California

Officers Paul Gordon, President & CEO

Joseph A. Prezioso, CFO

URL www.andesnetworks.com

Industry Segment SSL Acceleration

Head Count Approximately 50

Business Overview Andes Networks develops innovative hardware and software solutions that improve throughput
for secure data transmission on the Internet. The company has introduced a new technology
platform called Packetized SSL (delivered in the form of a rack-mounted piece of data center equipment
designed to work with all major Web servers, Web switches, and data caching systems). This
patented technology all but eliminates the overhead of the TCP/IP stack, providing for dramatic
performance improvements.

Customers Not Disclosed

Competitors Ingrian Networks, Intel, Rainbow Technologies, SonicWALL

Sales Not Disclosed

Market Focus Data Centers, Large Enterprises

Investors Infinity Capital Venture Fund, PacRim Venture Partners, Sun Microsystems, VantagePoint Venture
Partners

Funding to date: $26 million

Most recent round: $22 million in 10/00



164   Sigmond / Kaura

Safe and Sound: A Treatise on Internet Security November 1, 2001

Arbor Networks Inc.

Founded January 2001

Headquarters Waltham, Massachusetts

Officers Dr. Farnam Jahanian, Chief Scientist & Co-Founder

Ted Julian, Chief Strategist & Co-Founder

Dr. G. Robert Malan, CTO & Co-Founder

URL www.arbornetworks.com

Industry Segment Intrusion Detection / Denial of Service

Head Count Approximately 40

Business Overview Arbor Networks� solution uses network topology data and fine-grained traffic statistics to detect,
trace, and filter network threats, such as denial of service attacks. Built for carrier-class networks,
Arbor�s innovative solution generates detailed information about network anomalies to speed
remediation with other Web hosts and other service providers. Based on a fully distributed
architecture, the company�s system protects the edge of the network and the network core. As a
result, Arbor�s solution addresses Web site attacks as well as threats to routers and other
components of the Internet infrastructure.

Customers Not Disclosed

Competitors Asta Networks, Captus Networks, Mazu Networks

Sales Not Disclosed

Market Focus Large Enterprises, Service Providers

Investors Battery Ventures, Cisco

Funding to date: $11 million

Most recent round: $11 million in 12/00
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Arcot Systems, Inc.

Founded September 1997

Headquarters Santa Clara, California

Officers Chet Silvestri, President & CEO

Marv Burkett, CFO

URL www.arcot.com

Industry Segment Authentication

Head Count Approximately 130

Business Overview Arcot Systems provides authentication and access control solutions for securing e-business in
Internet-scale and wireless environments. The company provides a cost-effective, software-based
solution for authenticating payment systems, B2B extranets, Web portals, and virtual private
networks. Arcot�s solutions meet the business need for strong transactional security while providing
the customer with a user-friendly experience with anytime, anywhere convenience. Leaders in
financial services, healthcare, and e-commerce are using Arcot�s solutions to protect their customers�
privacy and reduce fraud.

Customers Not Disclosed

Competitors ClearCommerce, Cybersource, Trintech

Sales Not Disclosed

Market Focus Financial Services, Healthcare, e-Commerce, Telco/ISP, Enterprises

Investors Accel Partners, First Union, Novell, Onset Ventures, Oracle Venture Fund, Raza Ventures, SEBanken,
Visa International

Funding to date: $59 million

Most recent round: $20 million in 8/01
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BioNetrix Systems

Founded January 1997

Headquarters Vienna, Virginia

Officers Peter Bianco, Vice Chairman

John Ticer, CEO

URL www.bionetrix.com

Industry Segment Authentication

Head Count Approximately 75

Business Overview A leader in direct personal authentication, BioNetrix provides an infrastructure for the management
of multiple authentication technologies that allows organizations to cost-effectively establish
more secure digital environments. BioNetrix�s software is a flexible, open platform that makes it
possible for companies to manage their existing authentication technologies more efficiently, and
at the same time, migrate to more conclusive forms of authentication such as smart cards, tokens,
and biometrics.

Customers St. Alphonsuf Hospital, St. Luke�s Episcopal Hospital

Competitors Ankari, SafeLink

Sales Direct � 85%, Indirect � 15%

Domestic � 75%, International � 25%

Market Focus Financial, Healthcare

Investors Advanta Growth Capital, Carlyle Venture Capital, Columbia Capital, NextLevel Group, Steve Walker
& Associates, The Dinner Club

Funding to date: $35 million

Most recent round: $16 million in 9/01



Sigmond / Kaura  167

November 1, 2001 Safe and Sound: A Treatise on Internet Security

Business Layers Inc.

Founded January 1999

Headquarters Rochelle Park, New Jersey

Officers Izhar Shay, Co-Founder, President & CEO

Eyal Gichon, CFO

URL www.businesslayers.com

Industry Segment Resource Provisioning

Head Count Approximately 100

Business Overview Business Layers provides e-provisioning solutions that help organizations transform disparate
activities involving allocation of IT resources into a secure and automatic process. Once provisioned,
these resources remain digitally connected to each person as they move through the business
cycle and are dynamically updated as necessary. At the appropriate time, they are systematically,
securely, and automatically removed. Business Layers� e-provisioning software, eProvision Day
One, leverages directory services to convert business users� information into digital profiles.
These digital profiles are then processed by a comprehensive rules-based engine to create Active
Digital Profiles (ADPr), which access a business-oriented IT workflow to dynamically connect
users to the appropriate IT resources and services.

Customers Centre Solutions, Charles Schwab, Chevron, Goldman Sachs, Niku

Competitors Access360, BMC Software, Thor Technology, Waveset Technologies

Sales Not Disclosed

Market Focus Large Enterprise, B2B, Application Service Provider

Investors Ascent Venture Partners, Canaan Partners, Formula Ventures, Garage.com, Gemini Capital, Israel
Seed Partners, Novell

Funding to date: $51 million

Most recent round: $25 million in 9/01.



168   Sigmond / Kaura

Safe and Sound: A Treatise on Internet Security November 1, 2001

Crossbeam Systems

Founded March 2000

Headquarters Concord, Massachusetts

Officers Stephen Justus, President

URL www.crossbeamsys.com

Industry Segment Security Appliances

Head Count Approximately 50

Business Overview Crossbeam Systems, Inc. develops, markets, and manufactures open, carrier-class equipment for
delivering secure, reliable network-based services at multi-gigabit speeds. Crossbeam products
are designed to fundamentally improve the economics of service delivery in Internet-scale data
centers. Crossbeam recently announced that Check Point VPN-1/FireWall-1 software running on
the Crossbeam platform has been tested running at over 3 Gbps and is based on architecture that
scales to over 10 Gbps of security performance from a single system.

Customers Not Disclosed

Competitors iPolicy Networks, NetSceen, Nexsi

Sales Not Disclosed

Market Focus Service Providers

Investors Matrix Partners, North Bridge Venture Partners, Commonwealth Capital Venture Partners and
Charles River Ventures

Funding to date: $30 million
Most recent round: $20 million



Sigmond / Kaura  169

November 1, 2001 Safe and Sound: A Treatise on Internet Security

e-Security

Founded April 1999

Headquarters Rockledge, Florida

Officers Nicola Sanna, President & CEO

Reed Harrison, CTO

URL www.esecurityinc.com

Industry Segment Security Management

Head Count Approximately 85

Business Overview e-Security provides real-time security awareness and incident response solutions. The company�s
core product, open e-security platform, allows businesses to integrate all sources of security
information enterprise wide, and monitor their security systems from one console. Businesses can
see and respond in real time to network abuse or intrusions, as well as identify problems associated
with their security.

Customers Bridgestone-Firestone, Bristol-Meyers Squibb, British Telecom, Department of Justice, Department
of State, DuPont, First USA Bank, German Army, MCI WorldCom

Competitors Intellitactics, OpenService, Tivoli

Sales Direct � 80%, Indirect � 20%

Domestic � 75%, International � 25%

Market Focus Fortune 1000, Managed Security Providers

Investors Fidelity Ventures, Financial Technology Ventures, Knickerbocker, Updata Venture Partners

Funding to date: $26 million

Most recent round: $20 million in 12/00
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Mazu Networks, Inc.

Founded May 2000

Headquarters Cambridge, Massachusetts

Officers Phil London, CEO

Sulu Mamdani, VP Finance

URL www.mazunetworks.com

Industry Segment Intrusion Detection / Denial of Service

Head Count Not Disclosed

Business Overview Mazu Networks provides carrier-class Internet security solutions for preventing distributed denial
of service (DDoS) attacks and other threats to e-business growth. The Mazu solution comprises
components that sit in different places across the infrastructure and collaborate to prevent DDoS
attacks from disrupting business and network operations. Mazu�s intelligent software looks for
network congestion patterns indicative of a DDoS attack and provides a series of escalating and
fine-grained response options that filter malicious packets while enabling legitimate traffic to flow.

Customers Not Disclosed

Competitors Arbor Networks, Asta Networks, Captus Networks

Sales Not Disclosed

Market Focus Service Providers, Large Enterprises

Investors Benchmark Capital, Greylock Capital, Matrix Partners

Funding to date: $8 million

Most recent round: $8 million in 10/00
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NetScreen Technologies

Founded October 1997

Headquarters Sunnyvale, California

Officers Robert Thomas, CEO

Remo Canessa, CFO

URL www.netscreen.com

Industry Segment Firewall / VPN

Head Count Approximately 270

Business Overview NetScreen Technologies develops ASIC-based Internet security systems and appliances that
deliver high-performance firewall, VPN, and traffic shaping functionality to Internet data centers,
service providers, and enterprises. This approach offers customers performance, scalability, and
manageability in one comprehensive security solution.

Customers Cox Communications, GlobalCenter, IntelliSpace, LoudCloud, Network Solutions, RipTech, Tibco,
VeriSign, Yipes

Competitors Check Point Software, Cisco System�s VPN and firewall products, Nokia

Sales Per the company�s press releases:

4Q00 - $17 million

CY00 - $40 million

Market Focus Enterprises, Data Centers, Service Providers

Investors CTI Data, Ericsson, Hitachi Seibu Software, Juniper Networks, Presidio Venture Partners, Sequoia
Capital, Silicon Valley Partners, Spectrum Equity Investors, Tech Gains, Technology Associates,
Worldcom Venture Fund

Funding to date: $53 million

Most recent round: $36 million in 7/00
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NFR Security Inc.

Founded February 1996

Headquarters Rockville, Maryland

Officers John J. Reis, CEO

Marcus Ranum, President & CTO

Robert Aldrich, CFO

URL www.nfr.com

Industry Segment Intrusion Detection

Head Count Approximately 100

Business Overview NFR Security develops an enterprise intrusion detection system that monitors for threats on
networks, servers, and hosts raising alerts as necessary and storing details for analysis. The
products in the portfolio include: NFR Network Intrusion Detection (NFR NID), NFR Host Intrusion
Detection (NFR HID), and NFR Secure Log Repository (NFR SLR). Each of these products can
operate individually or together in a centrally managed, distributed configuration. They all share a
common architecture, data formats, and user interface and are platform-independent, scalable,
manageable, and easy to install and upgrade.

Customers More than 400 customers including NASA

Competitors Cisco Systems, Internet Security Systems

Sales Direct � 20%, Indirect � 80%

Domestic � 70%, International � 30%

Market Focus Fortune 100, Financial, Telecommunications, Healthcare, Federal Government, OEMs, ISPs, ASPs,
MSPs

Investors Allen & Company, Blue Ridge Capital, Digital Bandwidth, Intel, J. & W. Seligman, Lazard Technology
Partners

Funding to date: $29 million

Most recent round: $22 million 3/01
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Oblix, Inc.

Founded June 1996

Headquarters Cupertino, California

Officers Gordon Eubanks, CEO

Cheryl Dalrymple, CFO

URL www.oblix.com

Industry Segment Identity and Access Management

Head Count Approximately 200

Business Overview  Oblix, Inc. is a leading developer of e-business infrastructure software that securely connects the
right people to the right resources on e-business networks. Oblix�s main product, Oblix NetPoint,
provides an integrated solution of identity management, Web single sign-on, and policy-based
authorization for control of Web-based resources. By integrating identity and access management,
enterprises can manage a rapidly growing and changing base of users while minimizing costs
associated with this management and security.

Customers  Oblix has over 70 customers to date. Representative customers include Amdahl Corporation,
American Express Company, British Airway Plc, Caterpillar, Charles Schwab, First Union Corporation,
NASA/JPL, Stanford University, Tellabs, Inc., and Xircom, Inc.

Competitors We view Netegrity and RSA/Securant as competitors to Oblix.

Sales Primarily made through its direct sales force. The company does not disclose revenue.

Market Focus Large Enterprises

Investors Alpha Technologies, Bayview Fund, Charter Growth Capital, Cisco Systems, Credit Suisse First
Boston, CSK Venture Capital, Intel Corporation, J.P. Morgan Capital, Kleiner Perkins Caufield &
Byers, Lehman Brothers Venture Partners, Novell Ventures, Patricof & Co. Ventures, Sands Brothers
& Co., Siemens Mustang Ventures, Sumitomo/Presidio Venture Partners, Winston Partners, Van
Wagoner Capital Management

Funding to date: $79 million

Most recent round: $40 million in 8/00
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OpenNetwork Technologies

Founded January 1995

Headquarters Clearwater, Florida

Officers Kurt Long, CEO

Mike Landis, CFO

URL www.opennetwork.com

Industry Segment Access management / User authentication

Head Count Approximately 150

Business Overview OpenNetwork Technologies provides secure e-business infrastructure software. The company�s
flagship product, DirectorySmart, offers a comprehensive, proven solution for managing e-business
security policies. DirectorySmart enables an enterprise to streamline complex relationships,
consolidate user and policy management, and securely extend access to Web applications and
resources to diverse customers and partners.

Customers Anthem, Avnet, Excellus, Horizon Blue Cross Blue Shield, GTE, Nielsen Media, Pacific Life, The
Midland Company, Thomson Financial, Trustmark, Wellmark

Competitors Netegrity, RSA/Securant

Sales Direct � 90%, Indirect � 10%

Market Focus Healthcare, Insurance, Financial, Telecom

Investors Blue Cross Blue Shield of South Carolina, Gartner, GE Capital, JP Morgan Partners, MedEquity, SI
Ventures

Funding to date: $15 million

Most recent round: $13 million in 10/00
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PentaSafe Security Technologies, Inc.

Founded February 1997

Headquarters Houston, Texas

Officers Douglas Erwin, CEO

Kevin Klausmeyer, CFO

URL www.pentasafe.com

Industry Segment Intrusion Detection / Vulnerability Assessment

Head Count Approximately 300

Business Overview PentaSafe provides security auditing and policy management applications. Its solution gives
companies a systematic way to audit, assess vulnerabilities, define security policies, and implement
and manage the security of a heterogeneous IT enterprise from a central point of control. PentaSafe�s
solution also enables an enterprise to link security policy to the controls that enforce security
policy. In addition, it addresses the �people factor� by enabling the distribution of policies to the
appropriate individuals and providing statistics as to which users have and have not read policy
updates.

Customers More than 1,300 customers including Abbott Laboratories, American General, Arthur Andersen,
British Airways, EDS, Ford Motor Company, IBM Global Services, Lockheed Martin, Mastercard,
Pfizer, and Texaco.

Competitors Symantec, Bindview, Internet Security Systems

Sales Per the company�s press release:

FYE 3/01 - $22-plus million

Market Focus Fortune 500, Small and Medium-Sized Businesses

Investors Access Technology Partners, Austin Ventures, BEA Systems, Dell Ventures, Enron NetWorks,
EnTrust Capital Frontier Fund, Lehman Brothers Venture Capital Group, Pyramid Technology
Ventures, Quest Software

Funding to date: $45 million

Most recent round: $3 million in 4/01
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RapidStream

Founded March 1998

Headquarters San Jose, California

Officers Vincent Liu, CEO

Rosa Liu, VP Finance & Administration

URL www.rapidstream.com

Industry Segment Firewall / VPN

Head Count Approximately 100

Business Overview RapidStream develops scalable, integrated virtual private networking and firewall solutions that
improve security and performance. RapidStream�s RapidCore processor is a patented network
security processor.

Customers Not Disclosed

Competitors NetScreen

Sales Primarily made through reseller and partner channels

Market Focus Enterprises, Data Centers, Service Providers

Investors Acorn Campus, Cabletron Systems, ING Barings, InveStar, Star Capital, Technology Associates

Funding to date: $40 million

Most recent round: $25 million in 12/00
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Recourse Technologies, Inc.

Founded February 1999

Headquarters Redwood City, California

Officers Frank Huerta, President & CEO

Robert McNamara, CFO

URL www.recourse.com

Industry Segment Intrusion Detection / Vulnerability Assessment

Head Count Approximately 100

Business Overview Recourse Technologies provides threat management solutions that enable organizations to contain,
control, and respond to malicious computer attacks. ManTrap is a next-generation covert security
application that protects the enterprise by diverting attackers away from high-value hosts and into
a deception host putting the enterprise in control to contain, monitor, and identify the intruder.
ManHunt can identify and respond to both common and novel attacks to protect a network
against business interruption and prevent damage to the network as well as to customer confidence.

Customers Not Disclosed

Competitors Internet Security Systems

Sales Not Disclosed

Market Focus Enterprises, Service Providers

Investors Canaan Partners, Doll Capital Management, GC&H Investments, Intel, Menlo Ventures.

Funding to date: $27 million

Most recent round: $20 million in 11/00
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Riptech, Inc.

Founded January 1998

Headquarters Alexandria, Virginia

Officers Amit Yoran, President & CEO

Tim Belcher, CTO

Elad Yoran, CMO

Loren Burnett, SVP & CFO

URL www.riptech.com

Industry Segment Security Services

Head Count Approximately 150

Business Overview Riptech provides real-time managed security services, protects clients through advanced
outsourced security monitoring, and professional services. Riptech�s technology platform provides
real-time information protection through around-the-clock monitoring, analysis, and response.
Riptech offers technology capable of processing large volumes of network security data to separate
security threats from false positives in real time, with nearly limitless scalability. Additionally,
Riptech�s Security Professional Services group provides security policy development, assessment
and auditing, penetration testing, incident forensics, and response.

Customers More than 100 clients

Competitors Counterpane Internet Security, Internet Security Systems, NETSEC

Sales Direct � 25%, Indirect � 75%

Market Focus Healthcare & Life Sciences, Financial Services, Power & Energy, Telecommunications & Technology,
Government

Investors Broadview Capital Partners, Columbia Capital, Providence Equity Partners

Funding to date: $43 million

Most recent round: $18 million in 9/01
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Sanctum

Founded January 1997

Headquarters Santa Clara, California

Officers Peggy Weigle, CEO

Gil Raanan, SVP

Izhar Bar-Gad, CTO

URL www.sanctuminc.com

Industry Segment Application Scanning for Vulnerability, Application Security

Head Count Approximately 80

Business Overview Sanctum develops automated Web application security and control software. The company�s
software works autonomously and continuously to monitor how individuals interact with Web
applications. By detecting and defending against any unauthorized behavior, the company prevents
Web application perversion, even if a site has unknown security holes or flaws.

Customers Not Disclosed

Competitors Internet Security Systems, NetIQ

Sales Not Disclosed

Market Focus Enterprises

Investors Dell Ventures, Fidelity Ventures, First Union, Gemini Capital Fund Management, Goldman Sachs
Group, Hitachi America, Intel, Mofet Technology Fund Management, Sequoia Capital Sprout Group,
WaldenVC

Funding to date: $54 million

Most recent round: $30 million in 7/01
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Slam Dunk Networks, Inc.

Founded December 1998

Headquarters Redwood City, California

Officers Robert C. Miller, CEO

David Lair, CFO

URL www.slamdunknetworks.com

Industry Segment Secure Messaging, Trust Services (PKI)

Head Count Approximately 120

Business Overview Utilizing a redundant distributed infrastructure that overlays the Internet, Slam Dunk Networks
offers companies a secure, managed, business-critical network for trading while maintaining the
flexibility, ubiquity, and affordability of the Internet. Slam Dunk�s technology and network
architecture provide three basic benefits that help companies establish trading communities:
reliability�guaranteed delivery and tracking of transaction messages between business partners;
scalability�rapid and dynamic addition/removal of business partners to a trading community;
and efficiency�ongoing management and control of business traffic within a trading community.
In addition, the service allows businesses of any size to trade with each other, application to
application, on the same network�previously a very complex task.

Customers Venture Industries

Competitors TransactPlus, Tumbleweed, Valicert

Sales Not Disclosed

Market Focus Large Enterprises, Financial Institutions

Investors Adobe Systems, American Express, Barksdale Group, Chase H&Q, Cisco Systems, Dain Rauscher
Wessels, El Dorado Ventures, H&Q Venture Associates, Mayfield Fund, SAP Ventures, Oracle
Venture Fund, Spinner Global Technology Fund, Sun Microsystems, Texas Instruments, Tibco
Software, VeriSign, webMethods

Funding to date: $77 million

Most recent round: $22 million in 8/00
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Top Layer Networks

Founded January 1997

Headquarters Westborough, Massachusetts

Officers Bruce Cohen, CEO

Ron Brumback, President

URL www.toplayer.com

Industry Segment Firewall / VPN

Head Count Approximately 155

Business Overview Top Layer Networks designs and produces security hardware and software products that counter
a wide range of network threats, including denial-of-service floods and criminal intrusions into
corporate systems. Top Layer�s ASIC-based security devices orchestrate and strengthen critical
security features surrounding firewall and intrusion detection system functionalities. Top Layer�s
AppSwitch is an ASIC-based hardware security device that conducts detailed, deep-packet
inspection on all incoming network traffic, recognizing and filtering out Gigabit-speed, volume-
based DDoS, and DoS attacks before they can get to the firewall.

Customers Not Disclosed

Competitors Check Point, NetScreen, Nokia, Rapid Stream

Sales Not Disclosed

Market Focus Enterprises

Investors 3Com, Bank of America, Brad Peery Capital, Egan-Managed Capital, Fidelity Ventures, Granite
Ventures, LSI Logic, Morgan Stanley Dean Witter Venture Partners, MSD Capital, Raza Venture
Management, Technology Crossover Ventures, Texas Instruments/TI Ventures, Van Wagoner
Capital Management

Funding to date: $66 million

Most recent round: $8 million in 4/01
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Tripwire, Inc.

Founded February 1997

Headquarters Portland, Oregon

Officers Wyatt Starnes, President & CEO

Robert McCarthy, CFO

URL www.tripwire.com

Industry Segment Intrusion Detection, Network and Data Integrity

Head Count Approximately 160

Business Overview Tripwire provides software for data and network integrity solutions. Tripwire for Servers software
monitors file changes, verifies integrity, and notifies customers of any violations of data at rest on
network servers. Tripwire Manager is a fully functional, cross-platform management console that
allows customers to easily manage all installations of Tripwire for Servers across an enterprise
network. Tripwire software runs on all leading platforms, including Windows NT, Windows 2000,
UNIX, and Linux.

Customers Approximately 2,000 customers

Competitors Internet Security Systems

Sales Not Disclosed

Market Focus Global 3000, e-Business, Public Sector Organizations

Investors Advanced Technology Ventures, Bessemer Venture Partners, Canyon Ventures, ClearLight Partners,
Comdisco Ventures, Dain Rauscher Wessels, Deutsche Banc Alex. Brown, Garage.com, Kyocera
International, Riverside Management Group, Sterling Mezzanine Partners, Sun Microsystems

Funding to date: $37 million

Most recent round: $24 million in 12/00
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TruSecure Corporation

Founded February 1989

Headquarters Herndon, Virginia

Officers Adam Joseph, President & CEO

Greg Coticchia, SVP & COO

Peter Tippett, CTO

James Murphy, SVP & CFO

URL www.trusecure.com

Industry Segment Security Services

Head Count Approximately 165

Business Overview TruSecure, formerly ISCA.net, provides security assurance programs for Internet-connect
companies, used by over 350 companies worldwide. TruSecure�s ICSA Labs is the security industry�s
central authority for intelligence, research, and product testing, certifying more than 95% of the
market�s anti-virus software, network firewalls, intrusion detection, cryptography, and IPSec
products. TruSecure Media Group consists of Information Security Magazine, the leading industry
publication with more than 45,000 readers; NTBugtraq, the leading online source of Microsoft-
related security intelligence; and TruSecure.com�s security destination Web site.

Customers AT&T, Boeing, Capital One, Digital Island, FiServ, GartnerGroup, GeoTrust, H&R Block, Miller
Brewing

Competitors Big 5 Consulting Companies, Counterpane, Foundstone, Global Integrity

Sales Domestic � 95%, International � 5%

Market Focus Global 10,000

Investors Gartner Group, Greylock Investments, J. & W. Seligman, J. P. Morgan Partners, North Atlantic
Capital Corporation, Rustic Canyon Group, SI Ventures, WaldenVC, Weston Presidio Capital

Funding to date: $41 million

Most recent round: $22 million in 4/01
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u Private Company Profiles

8e6 Technologies Founded in 1995, 8e6 Technologies, developed their X-StopTM family of products to address
the issues of schools, businesses and ISPs as they apply to accessing inappropriate Internet
and e-mail content. X-Stop allows schools to provide safe Internet access and corporations
to manage their employees� Internet usage. It facilitates an organization�s goal of maintaining
employee and network productivity while reducing the risk of legal liability. To accomplish
this, 8e6 Technologies created the first fully automated search array, the MudCrawler.
Searching the Internet 24-hours a day, MudCrawler can identify even the most elusive
pornography and non-work related sites in unprecedented numbers. 8e6 Technologies is
based in Orange, California.

Aegis Systems, Inc. Founded in 1999, Aegis Systems provides secure communications applications for enterprises.
The company�s products are based on patent-pending Anonymous Key Technology (AKT),
a unique key management and encryption system. AegisMail, the company�s secure e-mail
product family, leverages AKT as a strategic advantage for the easiest, most efficient, scalable
e-mail security solution in the marketplace. Using AKT, the company is developing other
secure communications applications that are easy to use, deploy, and support. Aegis Systems
is based in Mountain View, California.

Argus Systems
Group, Inc. Founded in March 1993, Argus Systems Group provides intrusion prevention system security.

Security technologies developed by Argus facilitate the use of the Internet as a platform for
conducting real-time, direct commercial transactions, allowing users from the Internet to
directly and securely interact with commercial back-end data systems. PitBull Foundation
and PitBull.com Pack are trusted Web platforms designed to protect Web servers from
malicious attack to alter data and Web pages, steal information or monetary assets, launch
denial of service attacks, and otherwise tamper with system and data resources. The PitBull
technology allows administrators to isolate system resources, applications, and administrative
functions so that security holes and programming errors can not be exploited to gain system
wide access. Argus is based in Champaign, Illinois.

Asita Technologies, Inc. The Asita LineSpeed family of network security solutions is uniquely built upon the seamless
integration of high-speed IP networking technologies, VPN performance, firewalling, advanced
policy routing, best-of-breed load balancing, and networking management. The Asita
LineSpeed solutions are based on hardware acceleration using one of the world�s fastest
encryption chips. The Asita LineSpeed product family offers wire-speed Internet VPN for
1,000 to in excess of 40,000 simultaneous VPN tunnels at speeds of 20 Mbps to 2 Gbps. It
is a fully integrated IP networking solution that eliminates the need for separate networking
and security devices. Fail over is included on all ports, guaranteeing high availability and
comprehensive management facilities, and provides complete ease of deployment and simplicity
of use. Asita Technologies is based in Irvine, California.

Asta Networks, Inc. Founded in April 2000, Asta Networks develops network infrastructure technology that
works with existing hardware and software to improve the reliability of the Internet. The
company�s initial product, Asta Networks Vantage System, provides instant insight into network
traffic. This makes it possible for businesses to automatically identify network anomalies
and detect, locate, and counter DoS attacks before they can cause costly downtime or
degraded service. By reducing the impact of DoS attacks and other network problems, Asta
Networks aims to enable organizations to confidently depend on the Internet for their critical
business transactions. Asta Networks is based in Seattle, Washington.
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Authentica, Inc. Founded in November 1998, Authentica is a provider of information security software that
allows businesses and organizations to protect intellectual property and sensitive information.
The products are based on the company�s Active Rights Management (ARM) technology.
The company�s suite of enterprise-ready products allows users to control and manage their
recipients� �use rights� to information, including the rights to view, print, copy, and forward
information regardless of its location. Authientica is based in Waltham, Massachusetts.

Authentor Systems, Inc. Founded in October 1998, Authentor Systems is a provider of security infrastructure solutions
that control, manage, and secure user access to electronic business applications. The
company�s software and related services facilitate the use of the Internet as a platform for
conducting business, allowing partners, suppliers, customers, and employees to directly and
securely interact with back-end business systems. It provides this protection through a
dynamic security architecture and proprietary trust-based policies, independent of underlying
application security technologies. These features deliver cost-effective strong security,
reduced customer overhead, and a flexible and scalable access management infrastructure.
Authentor Systems is based in Englewood, Colorado.

Camelot IT Ltd. Founded in January 1997, Camelot IT is a developer of an Intranet security system for real-
time detecting and responding to security breaches by unauthorized users. The company�s
product is based on network intelligence (NI) technology, and uses advanced discovery
algorithms to analyze network events and deduce the functional structure of an organization,
thereby determining the appropriate level of access required by any given user. By also
learning the access patterns of individual network users, it can detect deviations and
irregularities in the network, which could signify that a company employee is trying to use
the Intranet for untoward purposes, and can then deploy security measures accordingly.
Camelot IT is based in Haifa, Israel with offices in NewYork, New York.

Captus Networks
Corporation Founded in 1999, Captus Networks designs and manufactures network security devices

that provide immediate and automatic protection from Denial of Service (DoS) and Distributed
Denial of Service (DDoS) attacks. The CaptIO protects networks and systems from the
crippling effects of these attacks, allowing only legitimate traffic to traverse an e-commerce
company�s mission-critical network. An anomaly-based, dynamic Intrusion Detection System
identifies a DoS or DDoS attack and automatically updates the integrated firewall with a new
rule to block only the traffic from the source of the attack destined for a specific network
target. When the attack is over, the rule is automatically removed. Integrated routing capability
enables the management of traffic across multiple ports�each with its own policy for
routing, firewall, and IDS�allowing for the management of up to 12 discrete secure networks
for the CaptIO, or nine discrete secure networks for the Gigabit-enabled CaptIO-G. Captus
Networks is based in Woodland, California.

Chrysalis-ITS Founded in 1994, Chrysalis-ITS provides e-business with security and performance. The
company delivers ultimate trust systems and semiconductor products that enable trust and
performance for PKI, VPN, e-commerce, and m-commerce applications. The company�s
Luna technology delivers Ultimate Trust products that process the myriad of encryption
algorithms, keys, and security protocols found in Internet security infrastructure, securing
online transactions at high speed. Chrysalis-ITS is based in Ottawa, Canada.
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Counterpane Internet
Security, Inc. Founded in August 1999, Counterpane Internet Security provides a full range of dynamic

Managed Security Monitoring services that enable safe e-business. The company�s services
are centered on a global network of secure operations centers, staffed by teams of security
analysts, and backed by the most current intelligence resources. The company also provides
penetration detection, prevention, and response. Counterpane is based in San Jose, California.

Courion Corporation Founded in June 1996, Courion is a provider of self-service identity management software
for security, support, and customer service organizations challenged with managing
authentication, access control, and privacy for a growing population of Intranet, Extranet,
and Internet users. The company�s solutions combine a flexible self-service workflow
architecture that automates support processes and enforces security policies with continuous
Web, phone, and desktop interfaces that delegate password, profile, and account administration
to employees, business partners, and customers. The company�s technology architecture,
which connects and leverages customers� current computing infrastructures to deliver self-
service identity management enables customers to quickly implement enterprise-wide solutions
that adapt to the customers� changing infrastructures. Courion is based in Framingham,
Massachusetts.

Cryptek Secure
Communications Founded in 1986, Cryptek Secure Communications develops, manufacturers, and sells secure

communications products for the government and private sectors. The company�s product,
DiamondTEK�, is a commercial version of its predecessor, which was developed for the
highest levels of security and functionality for critical government networks. Cryptek Secure
Communications is based in Chantilly, Virginia.

Cyber-Ark Software, Ltd. Founded in April 1999, Cyber-Ark is a developer of solutions for securing organizational
data and information. The company�s solutions enable companies to secure information and
other network resources including files, databases, and Web content within the organization
and over the Internet without the need to integrate a substantial number of security products.
The company�s solutions are appropriate for enterprise intranet, extranet network, the Internet,
Application Service Providers (ASPs), Internet Service Providers (ISPs) and users, and
providers of distributed networks. The company�s solutions consist of virtual private network
(VPN), firewall, file access control, encryption, and authentication security technology.
Cyber-Ark�s U.S. offices are located in Dedham, Massachusetts.

Cyber-SIGN, Inc. Founded in October 1996, Cyber-SIGN provides biometric signature verification, signature
capture, and display. Cyber-SIGN is the leading enterprise client/server signature verification
development tool. Cyber-SIGN® software technology offers development tools for the
capture, display, and verification of hand-written signatures. Cyber-SIGN currently offers a
secure and natural solution�without passwords�for private communication, data privacy,
access control, document authorization, online shopping, electronic payments, member
registration, online banking, and more.Cyber-SIGN is based in San Jose, California.

CyberSafe Corporation Founded in 1991, CyberSafe Corporation is a leading provider of intrusion detection and
audit management software. CyberSafe transactional security solutions address securing
business processes to accelerate business growth by closing the gap between the risk and
opportunity in the new economy. CyberSafe solutions are designed to function seamlessly
with leading business platforms and applications, from legacy to leading edge, including
SAP, ORACLE, SYBASE, Lotus Notes, and MVS. Standards-based integration tools allow
organizations to leverage and augment existing security infrastructure investments. CyberSafe
is based in Issaquah, Washington.
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DigitalPersona, Inc. Founded in May 1996, Digital Persona is a provider of Internet security solutions using
fingerprint recognition hardware and software technology. The company�s biometric security
solutions are designed for corporations as well as home users and offer protection against
entry to sensitive information. The company�s i-persona.com is the first product for trust
and identity over the Internet. The company�s first product on the market, U.are.U Deluxe,
secures the desktop and is widely distributed worldwide. The company�s second product on
the market, U.are.U PRO, allows corporate users secure protection on their Intranet. Digital
Persona is based in Redwood City, California.

e-Business
Technology, Inc. Founded in October 1999, e-Business Technology develops and provides dynamic enterprise

security products and services targeted at the emerging e-business and e-commerce markets.
The company focuses on the critical need for security and policy-based security management
as companies increasingly expand and reconfigure their networks to engage in commerce
activities online. Using patent-pending technology, e-Business Technology offers a suite of
real-time, dynamic enterprise security management software and solutions. These new
management techniques allow clients to evaluate, monitor, and secure large networks with
multiple disparate devices in accordance with dynamically enforced security policies. e-
Business Technology is based in Colorado Springs, Colorado.

eEye Digital Security eEye Digital Security, a division of eCompany founded in 1997, has developed a set of high-
end network security software applications and provides network security consulting and
penetrations testing services. SecureIIS Application Firewall protects Microsoft IIS (Internet
Information Services) Web servers from known and unknown attacks. Retina is a network
vulnerability scanner with the ability to scan, monitor, and fix vulnerabilityies within a network�s
Internet, Intranet, and Extranet. Retina includes an artificial intelligence component that
allows the program to search for both known and unknown vulnerabilities. Iris is a network
protocol analyzer, or �sniffer,� that allows the network administrator to capture and retrace
the steps of any network user. Blink, scheduled for a second-half 2001 release, provides
content management and emergency alert services. eEye is based in Aliso Viejo, California.

Entegrity Solutions
Corporation Founded in June 1996, Entegrity provides integrated application security software and services

designed to secure application server and Web server-based environments. The Entegrity
AssureAccess product line allows enterprises to grant or deny access to Web pages, Web
page elements, applications, or functions within those applications with a central administration
tool. Entegrity TSP enables rapid integration of digital certificates issued by an Identrus
approved certification authority into B2B applications. Entegrity is based in San Jose,
California.

Entercept Security
Technologies Founded in Janurary 1992, Entercept Security Technologies� patented technology provides

companies with a security solution that stops hackers from penetrating Internet servers,
Web servers, and Web applications. Entercept�s security solution proactively protects e-
business servers, Web servers, and Web applications from known and unknown security
breaches. Entercept is based in San Jose, California.
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ERUCES, Inc. Founded in 1999, ERUCES is a security software company that allows leaders of their
industry to implement the highest level of data security possible. With the ERUCES Tricryption
Engine, organizations can protect their private data with encryption key management
technology by leaving hackers and malicious unauthorized internal users with unreadable
text. The ERUCES Tricryption Engine safeguards data at rest using a patent-pending process
called the Hidden Link Dynamic Key Manager. In brief, the Tricryption Engine encrypts data
using multiple dynamically generated encryption keys, each of which has a variable lifetime.
The data and the encryption keys exist in separate databases, and the links between the
encrypted data at rest and the encryption keys are hidden. The data can be searched while it
is encrypted, and it is decrypted only during a runtime session. ERUCES is based in Lenexa,
Kansas.

Ethentica, Inc. Founded in June 1996, Ethentica has developed a series of electronic �Ethentication� services
to meet the need for trusted Internet commerce and communications�linking users to their
digital identities in a convenient, secure, and context-sensitive manner. Ethentica�s TrustEngine
stores and manages identity-related information such as passwords, user names, digital
certificates, private keys, biometric data, and additional authentication information in a central,
secure server. Users are linked to these �digital credentials� through the use of Ethentica�s
patented TactileSense and Touch Verification sensors. Ethentica is based in Aliso Viejo,
California.

eTunnels, Inc. Founded in May 1999, eTunnels has developed a patented global service architecture that
allows clients, servers, and gateways to establish direct peer-to-peer VPN sessions. This
global service architecture is the foundation of eTunnels� VPN-on-Demand service, a first-
of-its-kind �VPN provisioning platform�. The heart of the eTunnels provisioning system is
an Active Network technology designed to efficiently provision and manage VPN policies
across different network topologies and devices. Called eTunnels Active Network (eAN),
the system is designed to extend the scope and effectiveness of VPN provisioning beyond
static branch-office configurations to all kinds of dynamic inter and intra-company
communication frameworks. eTunnels is based in Seattle, Washington.

Exario Networks Founded in January 1996, Exario Networks is a provider of managed services specializing in
the design and implementation of virtual private networks, telecommuter solutions, and other
network access solutions. The company employs the latest broadband technologies to
implement seamless, converged voice and data networks primarily for companies requiring
the highest levels of network security and quality of service. Exario Networks is based in
Parsippany, New Jersey.

FiberLink
Communications Corp. Founded in January 1991, FiberLink is a provider of a network to connect large corporations�

enterprise users to corporate data over the Internet. Combining over a dozen partnerships
with industry-leading communications and networking companies and an exclusive focus
on enterprise-class VPNs, the company offers business clients complete turnkey solutions
designed specifically for their needs and goals. The company designs, develops, and deploys
low-cost, high-performance communications solutions using redundant backbones, the
Internet, and more than 5,000 POPs worldwide. FiberLink is based in Blue Bell, Pennsylvania.
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Finjan Software Ltd. Founded in January 1996, Finjan Software delivers proactive security solutions that protect
companies from first-strike attacks by malicious code and active content, allowing companies
to conduct e-business safely. Finjan�s First-Strike Security products represent a new way to
combat Trojan horses, worms, malicious Active X, Java, VB Script, and JavaScript programs,
using real-time behavior-monitoring technology that does not require database updates. The
company�s two product lines, SurfinGate and SurfinShield Corporate, feature unique, patented
technologies, including content inspection and behavior monitoring, which have the ability
to control active content usage, protect critical information, and enforce multiple lines of
defense. Finjan Software is based in Los Gatos, California.

Foundstone Founded in January 2000, Foundstone provides managed security services coupled with
professional consulting and education service offerings. The Company�s commercial product,
Vision, maps all of a host�s executables to corresponding ports, allowing users to identify
and investigate suspicious services. Vision enables users to interrogate suspect services to
identify backdoors and Trojan applications. If a malicious service is identified, Vision allows
users to immediately kill it. Foundstone is based in Irvine, California.

Fortress Technologies Founded in 1995, Fortress Technologies is a developer of VPN security solutions and
technologies that enable companies to link remote offices, workers, and mobile users, while
at the same time, restricting information exchange exclusively to authorized parties. The
company�s solutions and technologies simplify the implementation and network management
requirements for secure wired and wireless VPNs enabling rapid deployment and scalability
for VPNs. Fortress Technologies is based in Oldsmar, Florida.

Gilian Technologies Founded in January 1998, Gilian Technologies provides Web security and Web availability.
The company�s ExitControl technology G-Server product is a high-performance appliance
that extends an organization�s existing security perimeter by controlling a Web site�s exit
point to provide an assured solution to hacks and defacements. Gilian is based in Redwood
Shores, California.

Guardent, Inc. Founded in March 2000, Guardent is a provider of end-to-end digital security solutions. The
company designs, builds, and manages threat-resistant environments for Global 2000
organizations. Using a unique blend of managed services and consulting, the company provides
security, privacy, and data protection solutions. With a focus on financial services, life sciences,
manufacturing, technology, and critical infrastructure, the company offers clients continuous
innovation and adaptation of their security infrastructure. Guardent is based in Waltham,
Massachusetts.

Imperito Networks, Inc. Founded in April 1998, Imperito Networks is a provider of outsourced VPN hosting managed
services as a platform for upcoming extensions to networked-based IP services and
management platforms. The company centrally hosts the client�s VPN management server
and policy/certificate database while the control of user access management is given to the
client or service provider via a Web-based console. The company�s Web-based VPN hosting
can be set up instantly online with no customer premise equipment to install. Imperito Networks
is based in Santa Clara, California.
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InfoExpress, Inc. Founded in 1993, InfoExpress provides highly scalable remote connectivity and security
solutions for the enterprise. The company achieves this by focusing on ease of use, lowered
maintenance costs, central management, and interfaces to the existing network infrastructure.
InfoExpress�s products, CyberArmor personal firewall and VTCP/Secure remote access
VPN provide users with secure remote computing and connectivity to the corporate network.
InfoExpress is based in Mountain View, California.

Ingrian Networks, Inc. Founded in January 2000, Ingrian Networks is a provider of secure content networking
platforms that deliver superior security, performance, scalability, and extensibility for secure
content delivery. Ingrian offers an integrated secure content delivery solution able to handle
SSL offload, secure content caching and secure content switching functionalities. Ingrian�s
unique platforms enable enterprises, financial institutions, and healthcare entities to quickly
add secure content delivery to their networks without significant capital expenditure, network
complexity or compromise in performance Ingrian Systems is based in Redwood City,
California.

Intellitactics, Inc. Founded in 1996, Intellitactics is a leading security solutions provider. Intellitactics� core
product, Network Security Manager� (NSM�), integrates the management of security by
consolidating security events, generating security alerts, and analyzing security situations
across the enterprise. NSM provides a solid foundation for an enterprise or service provider
to establish an attack analysis center, intrusion detection center, security operations center
(SOC), log storage facility, or cybercrime forensics lab. Intellitactics is based in Kitchener,
Ontario Canada.

iPolicy Networks,Inc. Founded in 1991, iPolicy Networks provides gigabit-speed, multi-function network security
solutions that enable service providers to offer highly tailored and cost-effective services to
their customers. iPolicy�s platform is designed for data centers, service providers, and large
enterprises to enable rapid deployment and delivery of managed security services, on a
centrally managed platform. iPolicy�s solution includes the ipEnforcerTM family of high-
speed security enforcement devices and the ipEnforcer Unified Service manager, a carrier-
class service management software platform. The company has approximately 115 employees
and is headquartered in Fremont, California.

Iridian Technolgies, Inc. Iridian Technologies, subsidiary Iridian Technolgies SA of Geneva, Switzerland, is a developer
of technology that identifies people by the unique patterns of the iris. The company believes
that iris identification systems will be used to ultimately replace passwords, tokens, user
names, and other less reliable forms of user authentication. Iris recognition is the highest
accuracy, single-factor identification method in the world and can be used for physical
access security, information security, and in a variety of walk-up applications. Iridian
Technologies is based in Moorestown, New Jersey.

Lumeta Corpoation Lumeta, formed after its spinout from Lucent New Ventures in the fall of 2000, is a provider
of enterprise network management and security services. The company�s services provide
a comprehensive definition of a company�s IP network infrastructure, which allows CIOs
and CFOs to maximize security efficiency and productivity. The company�s analyses and
assessment services provide a comprehensive, detailed description of an enterprise network
for risk, change, and asset management. Using patent-pending tools, Lumeta Network
Discovery and Lumeta Firewall Analyzer provide foundational knowledge regarding the true
composition and state of an enterprise network. The company�s reports are distinct for their
explicitness and usability, providing high-level executive summaries, along with a technical
overview that allows drill down to raw data. Lumeta is based in Somerset, New Jersey.
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MessageRx.com, Inc. MessageRx is a browser-based secure messaging system. Its technology allows Internet
users to send and receive secure communications through a simple Web interface from any
global location. Users are able to communicate privately and securely from anywhere in the
world without the need to change their current e-mail address. MessageRx is based in
Campbell, California.

MossBeach Technology Founded in February 1999, MossBeach Technology provides the VPN infrastructure
management services necessary to enable the broad-scale deployment of managed VPN
services. MossBeach�s service is targeted at service providers who want to offer managed
VPN services but have been limited by the proprietary management systems and interoperability
issues of today�s VPN solutions. MossBeach�s centralized, vendor-neutral VPN infrastructure
management system dramatically reduces the cost of deploying and managing VPNs, enabling
service providers to offer cost-effective managed VPN services based on �best-of-breed�
VPN technologies. The MossBeach service is offered through partnership relationships with
service providers who will custom-brand the service as their own. MossBeach Technology
is based in Burlingame, California.

nCircle Network
Security, Inc. Founded in February 1998, nCircle is a provider of intelligent intrusion prevention. nCircle�s

IP360 System provides customers with the tools necessary to detect, assess, and prevent
risk on an ongoing basis. nCircle installs proprietary hardware and software on the client�s
network and then delivers management services remotely, providing customers with secure
Web-based access to reports, status, trends, and customization capabilities. nCircle is based
in Emeryville, California.

netForensics Founded in 1999 as a spin-off of NetCom Systems, netForensics is focused on providing
valuable and actionable information to support security management, operations, architecture,
and reporting. The company�s product has been designed to collate information from multiple
network services such as firewalls, intrusion detection services, Web servers, routers, and
authentication servers. The software augments an enterprise-wide security system by providing
an interactive and real-time interface that enables reporting, correlation, and forensics. The
network manager can access this information from any browser on the Intranet and use this
tool to sort through large volumes of raw information to focus on the high-risk threats.
netForensics is based in Edison, New Jersey.

NetOctave, Inc. Founded in July 2000, NetOctave is a developer of high-performance Internet security
solutions that provide scalable, turnkey system security. NetOctave markets system-level
solutions, composed of hardware (ICs, chipsets, or boards) and accompanying software,
that integrate into a variety of systems. In the IPSec space, NetOctave�s products are designed
for easy integration into routers, switches, and other network equipment. In the SSL space,
NetOctave�s products are designed for easy integration into Web servers, load balancers/
Web switches, and other e-commerce acceleration systems. NetOctave is based in Research
Triangle Park, North Carolina.

NETSEC Founded in January 1998, NETSEC is a provider of Managed Security Services. NETSEC
provides proactive management of intrusion detection systems, firewalls, virtual private
networks, and complete network information assurance and security intelligence 24/7, 365
days a year. NETSEC is based in Herndon, Virginia.
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NIKSUN, Inc. Founded in 1998, NIKSUN is a recognized worldwide leader in developing and deploying a
complete range of network performance monitoring, security surveillance, and forensic
analysis tools serving a wide range of protocols and interfaces, ranging from Ethernet and
Gigabit Ethernet to OC-3. NIKSUN�s product line delivers unprecedented flexibility, scalability,
and real-time response. The company�s patent-pending, real-time data analysis and recording
technology enables enterprises, ASPs, ISPs and carriers to provide secure and reliable network
infrastructures and services. NIKSUN is based in Monmouth Junction, New Jersey.

NTRU
Cryptosystems, Inc. Founded in January 1996, NTRU is a developer of high-speed cryptography solutions. The

company develops and markets a secure public key cryptography system that is not based
on factorization or discrete logarithm problems. The computations performed in the execution
of the NTRU algorithms involve simpler processes that can be performed very quickly, even
on inexpensive 8-bit processors, at security levels comparable to or exceeding other public
key cryptosystems. The system delivers patent-pending security solutions, protecting content,
and communications in applications such as wireless telephony, digital music and video
distribution, e-commerce, and embedded applications. NTRU is based in Burlington,
Massachusetts.

OKENA, Inc. Founded in August 1999, OKENA develops intrusion detection and prevention security
software products that proactively preserve the operational integrity of applications and host
systems. OKENA�s application-centric technologies enforce authorized application behavior
to allow acceptable business activity while proactively preventing dangerous activity from
executing. The system consists of a management console resident on an NT Server and
host-based agents that are deployed on mission-critical desktops and servers. OKENA is
based in Waltham, Massachusetts.

Omniva Policy Systems Founded in February 1999, Omniva Policy Systems (formerly Disappearing, Inc.) provides
policy management software and services that allow companies to more effectively control
distributed electronic assets. Omniva Policy Manager, the company�s first product, helps
enterprises solve a large and growing problem�the legal exposure associated with everlasting,
unmanaged e-mail archives. Omniva is based in San Francisco, California.

OneSecure, Inc. Founded in October 1999, OneSecure provides security and VPN policy management
software, threat identification, and management technologies. The company�s solutions enable
users to manage security devices in a more reliable, efficient, and cost-effective manner and
to identify and respond to security threats more quickly and accurately. OneSecure is based
in Denver, Colorado.

OpenReach, Inc. Founded in December 1999, OpenReach is a provider of VPN software and services that
allow companies to securely connect employees, partners, and customers to IT resources
and e-business applications via the Internet. The company�s service gives users real-time
access to business information and services and facilitates secure collaboration from remote
locations. The company�s solutions allow businesses to use standard PCs and any Internet
connection to build a VPN. OpenReach is based in Woburn, Massachusetts.
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Para-Protect
Services, Inc. Founded in October 1998, Para-Protect is a managed security and support services provider

that delivers protection, detection, and response capabilities for a worldwide customer base.
The company�s services include assessments, testing, monitoring, and incident response,
operating within a 24/7 security operations center. Para-Protect is based in Centreville, Virginia.

PivX Solutions Founded in February 2000, PivX Solutions is a provider of an intrusion detection system.
The Invisiwall system, with its proprietary hardware and artificial software intelligence,
provides the first line of network defense. PivX Solutions is based in Newport Beach, California.

PostX Corporation Founded in September 1996, PostX is a provider of secure electronic communications
solutions. PostX�s suite of applications enable businesses to implement secure business-to-
customer communications utilizing both e-mail and the Web. The company�s core application,
PostX Engine, manages the task of personalizing, encrypting, and presenting or delivering
electronic communications. PostX is based in Cupertino, California.

PrivacyRight, Inc. Founded in 1998, PrivacyRight designs and deploys privacy infrastructure products and
services for the enterprise. With the PrivacyRight TrustFilter� product, online businesses
enforce customer permissions through the application of custom business rules for structured
data distribution and filtering. The TrustFilter product is composed of a permissions engine
that works with existing customer relationship software, allowing users to specify business
rules for how they would like their personal information used, and the audit server that
displays for customers all collected information and associated preferences, and reports on
every attempt at access. PrivacyRight is based in San Mateo, California.

PrivateExpress, Inc. Founded in 1997, PrivateExpress is a provider of secure messaging networks for business
communications. The company�s Secure Messaging Network is an enterprise-level solution
designed to manage, secure, track, and reliably deliver any form of digital information to
business partners and associates worldwide. The Secure Messaging Network can be accessed
in a number of ways, either at the enterprise or individual PC level. PrivateExpress is based
in San Mateo, California.

PROMIA, Inc. Founded in 1991, PROMIA is a developer and supplier of open standards-based enterprise
and Internet software infrastructure solutions with high-security components. The company�s
Internet intrusion security solution sits on top of, interacts with, and gathers information on
intrusions in real-time from many other security products on the network and then allows
preventative action to be taken before or as the intrusion occurs. PROMIA is based in San
Francisco, California.

Qualys, Inc. Founded in May 1999, Qualys enables businesses to continuously audit their network system
security via the Internet to detect and assess vulnerabilities. Unlike traditional security
approaches that take an �inside-out� view, Qualys provides a unique �hacker� view of network
assets and vulnerabilities. Based on its proprietary Intelligent Scanning Engine, Qualys� suite
of security services actively probes business network infrastructures to graphically identify,
evaluate, and grade security risks. Qualys is based in Sunnyvale, California.

Reactive Network
Solutions Founded in February 2000, Reactive Network Solutions is a developer and manufacturer of

high-performance network security appliances. The company focuses on maintaining network
access and availability. The first product in this area solves the problems of distributed denial
of service attacks. Reactive Network Solutions is based in Redwood City, California.
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Schwoo, Inc. Founded in February 2000, Schwoo is a managed security service provider specializing in
monitoring e-business infrastructures. The company�s 24x7 service utilizes advanced detection
technology and provides an intelligent, real-time response to security incidents. Unlike other
service providers, who manage other vendors� security products, Schwoo utilizes its
proprietary profiling technology to more effectively detect both known and novel incidents
across all layers of the computing infrastructure. This technology, in conjunction with existing
security products and Schwoo�s security experts, provides an effective and comprehensive
solution for monitoring and protecting business assets. Schwoo is based in Pittsburgh,
Pennsylvania.

SecureWorks, Inc. Founded in 1999, SecureWorks� dynamic Internet security monitoring and response service
protects companies from network intrusions and acts immediately when attacked.
SecureWorks� Internet monitoring and response service includes 24-hour monitoring by
trained security specialists, automatic and manual response to threats, a packet filtering
firewall, intrusion detection system, reports, and automatic software updates of the iSensor
appliance. The iSensor is an Internet appliance that sits between the Internet and the
customer�s network and communicates 24 hours a day, seven days a week with security
specialists in its Internet Monitored Security Center. SecureWorks is based in Atlanta, Geargia.

Securify, Inc. Founded in 1998, Securify is a provider of security software that is designed to assist
companies in identifying and mitigating the security vulnerabilities in their networks, systems,
and applications. Securify is based in Mountain View, California.

Shym Technology, Inc. Founded in May 1998, Shym Technology is a provider of e-signature trust solutions. The
company�s snAPPsecure and PKEnable solutions accelerate the adoption of strong
authentication and e-signatures as the basis for legally binding Internet transactions. Combining
snap-in security integration products and a cutting edge trust management platform, the
company quickly and cost-effectively delivers a high level of trust to e-business applications.
Shym Technology is based in Needham, Massachusetts.

Sigaba, Inc. Founded in May 1999, Sigaba provides secure communications services that enable
enterprises, application providers, and consumers to secure, manage, and audit the delivery
of messages, content, and transactions transported via the Internet. Sigaba�s enterprise
product, the Sigaba E-mail Encryption Gateway, is focused on ensuring the confidentiality,
integrity, and authenticity of all corporate communications sent over the Internet with minimal
impact on the existing corporate e-mail infrastructure. Sigaba is based in San Mateo, California.

SmartPipes, Inc. Founded in November 1999, SmartPipes is a provider of managed IP services that streamline
the process of deploying and managing secure Intranets, Extranets, and interactive
communications. SmartPipes� intuitive Web interface simplifies network rollouts by translating
simple business requirements into complex, device-specific commands. Once networks are
installed, the powerful behind-the-scenes systems harness the power of policy-based network
management to dramatically reduce the long-term burden of enforcing network access and
security policies. SmartPipes� technology is available through channel partners as a market-
ready service. SmartPipes is based in Redwood City, California.
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Solsoft, Inc. Founded in 1996, Solsoft is a provider of a security management product that uses a visually
oriented policy-definition tool to design, maintain, and distribute access policies for firewalls
and routers. Solsoft�s product line, Solsoft NP, provides organizations with the ability to
reduce their cost of security ownership, while improving the overall security of their Intranet,
distributed branch offices, e-Commerce, and Extranet implementations. Solsoft is based in
Mountain View, California and Paris, France.

SpearHead Security
Technologies, Inc. Founded in January 1998, SpearHead Security Technologies provides security appliances

that are the ideal complement to an organization�s existing security infrastructure, protecting
against known and unknown network and operating system vulnerabilities. Based on the
company�s Reflective GAP Technology, Spearhead provides security appliances that physically
disconnect a company�s network from the Internet, while maintaining uninterrupted
communications. SpearHead is based in Melville, New York.

Sygate Technologies Founded in 1995, Sygate Technologies provides enterprise-class software solutions that
protect network assets by securing Internet devices, mobile computers, and corporate
desktops from intrusion and misuse. Sygate sells a customizable client/server software package
that gives IT administrators the ability to implement a centrally managed security and policy
enforcement solution for mobile, distributed, and stationary workers. Sygate is based in
Fremont, California.

TecSec, Inc. Founded in 1990, TecSec is a provider of information security and information access
through cryptography. Based on TecSec�s standards-based patented Constructive Key
Management technology, the company provides fine-grained access to information through
encryption, thereby providing information privacy, confidentiality, and security as well as
role-based access management information. TecSec is based in Vienna, Virginia.

Tempest Software, Inc. Founded in 1996, Tempest Software is a provider of technology that facilitates secure,
standards-based information exchange over the Internet. Based on its patented technology,
Tempest provides a software solution that allows companies to configure their firewalls to
deny all inbound connections, while permitting controlled access to data and information
assets on web servers located safely behind the firewall. Tempest Software is based in New
York, New York.

Tiny Software, Inc. Founded in 1997, Tiny Software is a provider of firewall technology for networks. Tiny�s
WinRoute Pro is a router and firewall solution enabling the administrator to set all computers
in a network to a single Internet connection. The company�s Tiny Personal Firewall is
positioned between the network interface adapter and the operating system so that the PC is
protected in the initial seconds of booting, eliminating the possibility of hackers intruding
with Trojan Horses during this critical and typically vulnerable stage. Tiny�s Centrally Managed
Desktop Security provides the best internal network security management that encompasses
all internal workstations, servers, and remote corporate workstations or laptops. Tiny Software
is based in Santa Clara, California.

TransactPlus Inc. Founded in April 2000, TransactPlus is a provider of Internet-based, guaranteed transaction
delivery services. The TransactPlus Network guarantees that transactional messages are
delivered once-and-only-once, anywhere, in seconds. All messages are fully secured using
PKI security and are archived for tracking, auditing, and regulatory purposes. With a rigorous
customer identity verification process, digital signing, and encryption of business transactions,
the TransactPlus Network is a trusted third party supporting secure online commerce.
TransactPlus is based in Emeryville, California.
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Trusted Systems
Laboratories Founded in June 2000, Trusted Systems Laboratories is a provider of security products and

services for the e-commerce marketplaces. The company�s products, Trusted Web Server
and Trusted Gateway, provide infrastructure security to organizations employing Web-based
applications and communications. The Trusted Web Server ensures that data and programs
of different sensitivity levels can be accessed and displayed only by users having the proper
authorizations. The Trusted Gateway provides highly secure connectivity over networks of
nodes, where each network may operate at one or more sensitivity levels. Running on the
Sun Microsystems Trusted Solaris Operating Environment, these security solutions are
designed to work with and enhance the reliability of other security products. Trusted Systems
Laboratories is based in San Jose, California.

Vernier Networks, Inc. Founded in March 2001, Vernier Networks, a spinoff of Packet Design, provides enterprise
network edge solutions that protect, manage, and enhance wireless networks. The patented,
layer 3-based Vernier Networks System enables network managers to protect wireless LANS
from untrusted users, assign individual trusted users with rights to appropriate network
resources, and provide improved mobility and location-aware services. Vernier Networks is
based in Mountain View, California.

Vigilinx, Inc. Launched in January 2001, Vigilinx is a security services provider that is up-to-date on the
latest infiltration techniques as well as the technologies used to protect against threats. The
company�s approach is vendor neutral, which facilitates seamless integration with existing
infrastructure. Vigilinx offers a broad selection of security solutions, including business
security consulting, technology assessment, design integration, and managed security solutions,
as well as emergency response and forensics. All actions are reported through Vigilinx Security
Intelligence Service (VSIS), the company�s intelligence service. Vigilinx is based in Parsippany,
New Jersey.

VIGILANTe.com, Inc. Founded in January 1997, VIGILANTe.com is a provider of high-performance security
testing solutions for assessing security vulnerabilities. The company�s assessment products
and services identify potential security vulnerabilities from inside the firewall to the Internet
perimeter, generate reports, and recommend remedies. In addition, the company conducts
an educational program in which CIOs, IT professionals, and other security personnel can
enroll in courses that take them through the vulnerability assessment process to better
understand their security scenario. VIGILANTe.com is based in Melville, New York.

Waveset
Technologies, Inc. Founded in January 2000, Waveset Technologies is a provider of e-business security

management software. The company develops access management automation software
that helps large organizations effectively manage partner, customer, and employee access to
critical resources across both Web and legacy-based environments. Waveset Technologies
is based in Austin, Texas.

Whale Communications Whale Communications specializes in air gap security solutions that enable organizations to
add a secure zone to their existing corporate network where they can place their most
sensitive applications and resources, in order to engage in real-time e-business securely.
Applications residing in this trusted zone benefit from superior multi-layer protection�from
a physical disconnection from the Internet via a solid-state appliance to stringent application-
level control provided by accompanying software. Whale is based in Fort Lee, New Jersey.
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Zeus
Communications, Inc. Founded in July 2000, Zeus Communications is a provider of high-performance IPSec virtual

private network and firewall appliances used in high-end network applications by service
providers and large enterprises. ZeusComm has developed patent-pending integrated circuit
technology and revolutionary hardware architecture. These technical advances enable wire-
speed VPN and firewall operation at substantially higher throughput rates than available with
other products. The resulting higher throughput satisfies the performance requirements of
next-generation networks. Zeus Communications is based in San Jose, California.

Zone Labs, Inc. Founded in 1997, Zone Labs is a provider security solutions that ensure safe and secure
Internet access. Based on the company�s patented TrueVector� technology, ZoneAlarm
provides personal firewall security solutions that block known and unknown Internet threats,
providing home users, small-business owners, and remote employees with the highest level
of protection. Zone Labs is based in San Francisco, California.
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Glossary

access control: Protection of system resources against unauthorized access; a process by which use of system resources is regulated according to a
security policy and is permitted by only authorized entities.

access control center (ACC): A computer containing a database with entries that define a security policy for an access control service.

access control list (ACL): A mechanism that implements access control for a system resource by enumerating the identities of the system entities that
are permitted to access the resource.

access control service: A security service that protects against a system entity using a system resource in a way not authorized by the system�s security
policy; in short, protection of system resources against unauthorized access.

Advanced Encryption Standard (AES): The Advanced Encryption Standard (AES) will be a new Federal Information Processing Standard (FIPS)
Publication that will specify a cryptographic algorithm for use by U.S. Government organizations to protect sensitive (unclassified) information. AES is
anticipated to be widely used on a voluntary basis by organizations, institutions, and individuals outside of the U.S. Government�and outside of the
United States, in some cases. The National Institute of Standards and Technology (NIST) has selected Rijndael as the proposed AES algorithm.

anonymous login: An access control feature (or, rather, an access control weakness) in many Internet hosts that enables users to gain access to general
purpose or public services and resources on a host (such as allowing any user to transfer data using File Transfer Protocol) without having a pre-
established, user-specific account (i.e., user name and secret password).

asymmetric cryptography: A modern branch of cryptography (popularly known as �public-key cryptography�) in which the algorithms employ a pair
of keys (a public key and a private key) and use a different component of the pair for different steps of the algorithm.

attack: An assault on system security that derives from an intelligent threat, i.e., an intelligent act that is a deliberate attempt (especially in the sense of
a method or technique) to evade security services and violate the security policy of a system.
♦ Active vs. passive: An �active attack� attempts to alter system resources or affect their operation. A �passive attack� attempts to learn or make use

of information from the system but does not affect system resources.
♦ Insider vs. outsider: An �inside attack� is an attack initiated by an entity inside the security perimeter (an �insider�), i.e., an entity that is authorized

to access system resources but uses them in a manner not approved by those who granted the authorization. An �outside attack� is initiated from
outside the perimeter, by an unauthorized or illegitimate user of the system (an �outsider�). In the Internet, potential outside attackers range from
amateur pranksters to organized criminals, international terrorists, and hostile governments.

attribute certificate: A digital certificate that binds a set of descriptive data items, other than a public key, either directly to a subject name or to the
identifier of another certificate that is a public-key certificate.

authentication: The process of verifying an identity claimed by or for a system entity. An authentication process consists of two steps:
1. Identification step: Presenting an identifier to the security system. (Identifiers should be assigned carefully, because authenticated identities are the

basis for other security services, such as access control service.)
2. Verification step: Presenting or generating authentication information that corroborates the binding between the entity and the identifier.

Authentication Header (AH): An Internet IPsec protocol designed to provide connectionless data integrity service and data origin authentication service
for IP datagrams, and (optionally) to provide protection against replay attacks.

authentication information: Information used to verify an identity claimed by or for an entity. Authentication information may exist as, or be derived
from, one of the following:
♦ Something the entity knows (e.g., password).
♦ Something the entity possesses (e.g., token).
♦ Something the entity is (e.g., biometric authentication).

authentication service: A security service that verifies an identity claimed by or for an entity. In a network, there are two general forms of authentication
service: data origin authentication service and peer entity authentication service.

back door: A hardware or software mechanism that (a) provides access to a system and its resources by other than the usual procedure, (b) was
deliberately left in place by the system�s designers or maintainers, and (c) usually is not publicly known.
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bandwidth: Commonly used to mean the capacity of a communication channel to pass data through the channel in a given amount of time. Usually
expressed in bits per second (bps).

bind: To inseparably associate by applying some mechanism, such as when a CA uses a digital signature to bind together a subject and a public key in a
public-key certificate.

biometric authentication: A method of generating authentication information for a person by digitizing measurements of a physical characteristic, such
as a fingerprint, a hand shape, a retina pattern, a speech pattern (voiceprint), or handwriting.

block cipher: An encryption algorithm that breaks plaintext into fixed-size segments and uses the same key to transform each plaintext segment into a
fixed-size segment of ciphertext. For example, Blowfish, DEA, IDEA, RC2, and SKIPJACK.

Blowfish: A symmetric block cipher with variable-length key (32 to 448 bits) designed in 1993 by Bruce Schneier as an unpatented, license-free, royalty-
free replacement for DES or IDEA.

browser: A client computer program that can retrieve and display information from servers on the World Wide Web. For example, Netscape�s Navigator
and Communicator, and Microsoft�s Explorer.

CA certificate: A [digital] certificate for one CA issued by another CA.

certificate creation: The act or process by which a CA sets the values of a digital certificate�s data fields and signs it.

certificate expiration: The event that occurs when a certificate ceases to be valid because its assigned lifetime has been exceeded.

certificate management: The functions that a CA may perform during the life cycle of a digital certificate, including the following:
♦ Acquire and verify data items to bind into the certificate.
♦ Encode and sign the certificate.
♦ Store the certificate in a directory or repository.
♦ Renew, re-key, and update the certificate.
♦ Revoke the certificate and issue a CRL.

certificate reactivation: The act or process by which a digital certificate, which a CA has designated for revocation but not yet listed on a CRL, is
returned to the valid state.

certificate renewal: The act or process by which the validity of the data binding asserted by an existing public-key certificate is extended in time by
issuing a new certificate.

certificate revocation: The event that occurs when a CA declares that a previously valid digital certificate issued by that CA has become invalid, usually
stated with a revocation date. In X.509, a revocation is announced to potential certificate users by issuing a CRL that mentions the certificate. Revocation
and listing on a CRL is only necessary before certificate expiration.

certificate revocation list (CRL): A signed list that enumerates digital certificates that have been invalidated by their issuer prior to when they were
scheduled to expire. CRLs may be used to identify revoked public-key certificates or attribute certificates and may represent revocation of certificates
issued to authorities or to users.

certificate validation: An act or process by which a certificate user establishes that the assertions made by a digital certificate can be trusted. The process
of ensuring that a certificate is valid including possibly the construction and processing of a certification path, and ensuring that all certificates in that path
have not expired or been revoked.

certification authority (CA): An entity that issues digital certificates (especially X.509 certificates) and vouches for the binding between the data items
in a certificate. A CA should be someone that certificate users trust and usually holds an official position created and granted power by a government, a
corporation, or some other organization. A CA is responsible for managing the entire life cycle of certificates (see: certificate management), and may be
responsible for the life cycle of key pairs associated with the certificates.

challenge-response: An authentication process that verifies an identity by requiring correct authentication information to be provided in response to
a challenge. In a computer system, the authentication information is usually a value that is required to be computed in response to an unpredictable
challenge value.

checksum: A value that (a) is computed by a function that is dependent on the contents of a data object and (b) is stored or transmitted together with the
object, for the purpose of detecting changes in the data. To gain confidence that a data object has not been changed, an entity that later uses the data can
compute a checksum and compare it with the checksum that was stored or transmitted with the object.
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cipher: A cryptographic algorithm for encryption and decryption.

ciphertext: Data that has been transformed by encryption so that its semantic information content (i.e., its meaning) is no longer intelligible or directly
available.

cleartext: Data in which the semantic information content (i.e., the meaning) is intelligible or is directly available.

computer emergency response team (CERT): An organization that studies computer and network security in order to provide incident response
services to victims of attacks, publish alerts concerning vulnerabilities and threats, and offer other information to help improve computer and network
security. www.cert.org.

cookie: Data exchanged between an HTTP server and a browser (a client of the server) to store state information on the client side and retrieve it later for
server use. An HTTP server, when sending data to a client, may send along a cookie, which the client retains after the HTTP connection closes. A server
can use this mechanism to maintain persistent client-side state information for HTTP-based applications, retrieving the state information in later
connections. A cookie may include a description of the range of URLs for which the state is valid. Future requests made by the client in that range will also
send the current value of the cookie to the server. Cookies can be used to generate profiles of web usage habits, and thus may infringe on personal privacy.

cracker: Someone who tries to break the security of, and gain access to, someone else�s system without being invited to do so.

cross-certification: The act or process by which two CAs each certify a public key of the other, issuing a public-key certificate to that other CA. Cross-
certification enables users to validate each other�s certificate when the users are certified under different certification hierarchies.

cryptographic algorithm: An algorithm that employs the science of cryptography, including encryption algorithms, cryptographic hash algorithms,
digital signature algorithms, and key agreement algorithms.

cryptographic application programming interface (CAPI): The source code formats and procedures through which an application program accesses
cryptographic services, which are defined abstractly compared to their actual implementation.

cryptographic key: Usually shortened to just �key.� An input parameter that varies the transformation performed by a cryptographic algorithm. If a key
value needs to be kept secret, the sequence of symbols (usually bits) that comprise it should be random, or at least pseudo-random, because that makes
the key hard for an adversary to guess. A password is a key in its basic form.

cryptographic module: A set of hardware, software, firmware, or some combination thereof that implements cryptographic logic or processes, including
cryptographic algorithms, and is contained within the module�s cryptographic boundary, which is an explicitly defined contiguous perimeter that
establishes the physical bounds of the module.

cryptographic token: A portable, user-controlled, physical device used to store cryptographic information and possibly perform cryptographic
functions. A smart token may implement some set of cryptographic algorithms and may implement related algorithms and key management functions,
such as a random number generator. A smart cryptographic token may contain a cryptographic module or may not be explicitly designed that way.

cryptography: The mathematical science that deals with transforming data to render its meaning unintelligible (i.e., to hide its semantic content), prevent
its undetected alteration, or prevent its unauthorized use. If the transformation is reversible, cryptography also deals with restoring encrypted data to
intelligible form.

Data Encryption Standard (DES): A U.S. Government standard that specifies the Data Encryption Algorithm and states policy for using the algorithm
to protect unclassified, sensitive data.

data integrity: The property that data has not been changed, destroyed, or lost in an unauthorized or accidental manner.

decrypt: Cryptographically restore ciphertext to the plaintext form it had before encryption.

denial of service: The prevention of authorized access to a system resource or the delaying of system operations and functions.

dictionary attack: An attack that uses a brute-force technique of successively trying all the words in some large, exhaustive list.

Diffie-Hellman: A key agreement algorithm published in 1976 by Whitfield Diffie and Martin Hellman. Diffie-Hellman does key establishment, not
encryption. However, the key that it produces may be used for encryption, for further key management operations, or for any other cryptography.

digital certificate: A certificate document in the form of a digital data object (a data object used by a computer) to which is appended a computed digital
signature value that depends on the data object.
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digital envelope: A digital envelope for a recipient is a combination of (a) encrypted content data (of any kind) and (b) the content encryption key in an
encrypted form that has been prepared for the use of the recipient.

digital notary: Analogous to a notary public. Provides a trusted date-and-time stamp for a document so that someone can later prove that the document
existed at a point in time. May also verify the signature(s) on a signed document before applying the stamp.

digital signature: A value computed with a cryptographic algorithm and appended to a data object in such a way that any recipient of the data can use
the signature to verify the data�s origin and integrity. Typically, the data object is first input to a hash function, and then the hash result is cryptographi-
cally transformed using a private key of the signer. The final resulting value is called the digital signature of the data object. The signature value is a
protected checksum, because the properties of a cryptographic hash ensure that if the data object is changed, the digital signature will no longer match it.
The digital signature is unforgettable because one cannot be certain of correctly creating or changing the signature without knowing the private key of the
supposed signer. Some digital signature schemes use a asymmetric encryption algorithm (e.g., RSA) to transform the hash result. Thus, when Alice needs
to sign a message to send to Bob, she can use her private key to encrypt the hash result. Bob receives both the message and the digital signature. Bob can
use Alice�s public key to decrypt the signature, and then compare the plaintext result to the hash result that he computes by hashing the message himself.
If the values are equal, Bob accepts the message because he is certain that it is from Alice and has arrived unchanged. If the values are not equal, Bob rejects
the message because either the message or the signature was altered in transit. Other digital signature schemes (see: DSS) transform the hash result with
an algorithm (see: DSA, El Gamal) that cannot be directly used to encrypt data. Such a scheme creates a signature value from the hash and provides a way
to verify the signature value but does not provide a way to recover the hash result from the signature value. In some countries, such a scheme may improve
exportability and avoid other legal constraints on usage.

Digital Signature Algorithm (DSA): An asymmetric cryptographic algorithm that produces a digital signature in the form of a pair of large numbers.
The signature is computed using rules and parameters such that the identity of the signer and the integrity of the signed data can be verified.

Digital Signature Standard (DSS): The U.S. Government standard that specifies the Digital Signature Algorithm (DSA), which involves asymmetric
cryptography.

digital watermarking: Computing techniques for inseparably embedding unobtrusive marks or labels as bits in digital data�text, graphics, images,
video, or audio�and for detecting or extracting the marks later. The set of embedded bits (the digital watermark) is sometimes hidden, usually
imperceptible, and always intended to be unobtrusive. Depending on the particular technique that is used, digital watermarking can assist in proving
ownership, controlling duplication, tracing distribution, ensuring data integrity, and performing other functions to protect intellectual property rights.

Directory Access Protocol (DAP): An OSI protocol for communication between a Directory User Agent (a client) and a Directory System Agent (a
server).

domain name: The style of identifier�a sequence of case-insensitive ASCII labels separated by dots (�bbn.com.�)�defined for the Internet Domain
Name System and used in other Internet identifiers, such as host names (e.g., �rosslyn.bbn.com.�), mailbox names (e.g., �rshirey@bbn.com.�), and URLs
(e.g., �http://www.rosslyn.bbn.com/foo�). The top-level domains, those immediately below the root, include COM, EDU, GOV, INT, MIL, NET, ORG,
and two-letter country codes (such as US).

Domain Name System (DNS): The main Internet operations database, which is distributed over a collection of servers and used by client software for
purposes such as translating a domain name-style host name into an IP address (e.g., �rosslyn.bbn.com� is �192.1.7.10�) and locating a host that accepts
mail for some mailbox address. The DNS has three major components:
♦ Domain name space and resource records: Specifications for the tree-structured domain name space, and data associated with the names.
♦ Name servers: Programs that hold information about a subset of the tree�s structure and data holdings, and also hold pointers to other name servers

that can provide information from any part of the tree.
♦ Resolvers: Programs that extract information from name servers in response to client requests, typically system routines directly accessible to user

programs.

Extensions to the DNS support (a) key distribution for public keys needed for the DNS and for other protocols, (b) data origin authentication service and
data integrity service for resource records, (c) data origin authentication service for transactions between resolvers and servers, and (d) access control of
records.

El Gamal algorithm: An algorithm for asymmetric cryptography, invented in 1985 by Taher El Gamal, that is based on the difficulty of calculating
discrete logarithms and can be used for both encryption and digital signatures.

elliptic curve cryptography (ECC): A type of asymmetric cryptography based on mathematics of groups that are defined by the points on a curve. The
most efficient implementation of ECC is claimed to be stronger per bit of key than any other known form of asymmetric cryptography. ECC is based on
mathematics different than the kinds originally used to define the Diffie-Hellman algorithm and the Digital Signature Algorithm. ECC is based on the
mathematics of groups defined by the points on a curve, where the curve is defined by a quadratic equation in a finite field. ECC can be used to define both
an algorithm for key agreement that is an analog of Diffie-Hellman and an algorithm for digital signature that is an analog of DSA.
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Elliptic Curve Digital Signature Algorithm (ECDSA): A standard that is the elliptic curve cryptography analog of the Digital Signature Algorithm.

Encapsulating Security Payload (ESP): An Internet IPsec protocol designed to provide a mix of security services�especially data confidentiality
service�in the Internet Protocol. ESP may be used alone, in combination with the IPsec AH protocol, or in a nested fashion with tunneling. Security
services can be provided between a pair of communicating hosts, between a pair of communicating security gateways, or between a host and a gateway.
The ESP header is encapsulated by the IP header, and the ESP header encapsulates either the upper layer protocol header (transport mode) or an IP header
(tunnel mode). ESP can provide data confidentiality service, data origin authentication service, connectionless data integrity service, an anti-replay service,
and limited traffic flow confidentiality. The set of services depends on the placement of the implementation and on options selected when the security
association is established.

encryption: Cryptographic transformation of data (called �plaintext�) into a form (called �ciphertext�) that conceals the data�s original meaning to
prevent it from being known or used. If the transformation is reversible, the corresponding reversal process is called �decryption,� which is a transforma-
tion that restores encrypted data to its original state. Encryption and decryption involve a mathematical algorithm for transforming data. In addition to
the data to be transformed, the algorithm has one or more inputs that are control parameters: (a) a key value that varies the transformation and, in some
cases, (b) an initialization value that establishes the starting state of the algorithm.

end-to-end encryption: Continuous protection of data that flows between two points in a network, provided by encrypting data when it leaves its
source, leaving it encrypted while it passes through any intermediate computers (such as routers), and decrypting only when the data arrives at the
intended destination.

File Transfer Protocol (FTP): A TCP-based, application-layer, Internet Standard protocol for moving data files from one computer to another.

filtering router: A router that selectively prevents the passage of data packets according to a security policy. A filtering router may be used as a firewall
or part of a firewall. A router usually receives a packet from a network and decides where to forward it on a second network. A filtering router does the
same, but first decides whether the packet should be forwarded at all, according to some security policy. The policy is implemented by rules (packet
filters) loaded into the router. The rules mostly involve values of data packet control fields (especially IP source and destination addresses and TCP port
numbers).

firewall: An internetwork gateway that restricts data communication traffic to and from one of the connected networks (the one said to be �inside� the
firewall) and thus protects that network�s system resources against threats from the other network (the one that is said to be �outside� the firewall).

A firewall typically protects a smaller, secure network (such as a corporate LAN, or even just one host) from a larger network (such as the Internet). The
firewall is installed at the point where the networks connect, and the firewall applies security policy rules to control traffic that flows in and out of the
protected network. A firewall is not always a single computer. For example, a firewall may consist of a pair of filtering routers and one or more proxy
servers running on one or more bastion hosts, all connected to a small, dedicated LAN between the two routers. The external router blocks attacks that
use IP to break security (IP address spoofing, source routing, packet fragments), while proxy servers block attacks that would exploit a vulnerability in
a higher layer protocol or service. The internal router blocks traffic from leaving the protected network except through the proxy servers. The difficult part
is defining criteria by which packets are denied passage through the firewall because a firewall not only needs to keep intruders out but usually also needs
to let authorized users in and out.

flooding: An attack that attempts to cause a failure in (especially, in the security of) a computer system or other data processing entity by providing more
input than the entity can process properly.

flow analysis: An analysis performed on a nonprocedural formal system specification that locates potential flows of information between system
variables. By assigning security levels to the variables, the analysis can find some types of covert channels.

flow control: A procedure or technique to ensure that information transfers within a system are not made from one security level to another security level,
and especially not from a higher level to a lower level.

gateway: A relay mechanism that attaches to two (or more) computer networks that have similar functions but dissimilar implementations and that
enables host computers on one network to communicate with hosts on the other; an intermediate system that is the interface between two computer
networks. In theory, gateways are conceivable at any OSI layer. In practice, they operate at OSI layer 3 (see: bridge, router) or layer 7. When the two
networks differ in the protocol by which they offer service to hosts, the gateway may translate one protocol into another or otherwise facilitate
interoperation of hosts.

hacker: Someone with a strong interest in computers, who enjoys learning about them and experimenting with them.

handle: An online pseudonym, particularly one used by a cracker; derived from citizens band radio culture.

hash function: An algorithm that computes a value based on a data object (such as a message or file; usually variable-length, possibly very large), thereby
mapping the data object to a smaller data object (the �hash result�), which is usually a fixed-size value.
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hijack attack: A form of active wiretapping in which the attacker seizes control of a previously established communication association.

honey pot: A system (e.g., a web server) or a system resource (e.g., a file on a server) that is designed to be attractive to potential crackers and intruders,
like honey is attractive to bears.

https: When used in the first part of a URL (the part that precedes the colon and specifies an access scheme or protocol), this term specifies the use of
HTTP enhanced by a security mechanism, which is usually SSL.

hybrid encryption: An application of cryptography that combines two or more encryption algorithms, particularly a combination of symmetric and
asymmetric encryption. Asymmetric algorithms require more computation than equivalently strong symmetric ones. Thus, asymmetric encryption is not
normally used for data confidentiality except in distributing symmetric keys in applications where the key data is usually short (in terms of bits)
compared to the data it protects.

ICMP flood: A denial of service attack that sends a host more Internet Control Message Protocol (ICMP) echo request (�ping�) packets than the protocol
implementation can handle.

identity-based security policy: A security policy based on the identities and/or attributes of users, a group of users, or entities acting on behalf of the
users and the resources/objects being accessed.

indirect certificate revocation list (ICRL): In X.509, a CRL that may contain certificate revocation notifications for certificates issued by CAs other
than the issuer of the ICRL.

International Data Encryption Algorithm (IDEA): A patented, symmetric block cipher that uses a 128-bit key and operates on 64-bit blocks. [Schn]
(see: symmetric cryptography.)

Internet Corporation for Assigned Names and Numbers (ICANN): The non-profit, private corporation that has assumed responsibility for the IP
address space allocation, protocol parameter assignment, domain name system management, and root server system management functions formerly
performed under U.S. Government contract by IANA and other entities. ICANN was formed in October 1998, by a coalition of the Internet�s business,
technical, and academic communities. The U.S. Government designated ICANN to serve as the global consensus entity with responsibility for coordinat-
ing four key functions for the Internet: the allocation of IP address space, the assignment of protocol parameters, the management of the DNS, and the
management of the DNS root server system.

Internet Engineering Task Force (IETF): A self-organized group of people who make contributions to the development of Internet technology. The
principal body engaged in developing Internet Standards, although not itself a part of the ISOC. Composed of Working Groups, which are arranged into
Areas (such as the Security Area), each coordinated by one or more Area Directors. Nominations to the IAB and the IESG are made by a committee
selected at random from regular IETF meeting attendees who have volunteered.

Internet Protocol security (IPsec): 1.) The name of the IETF working group that is specifying a security architecture and protocols to provide security
services for Internet Protocol traffic. 2.) A collective name for that architecture and set of protocols (Implementation of IPsec protocols is optional for IP
version 4, but mandatory for IP version 6.). The IPsec architecture specifies (a) security protocols (AH and ESP), (b) security associations (what they
are, how they work, how they are managed, and associated processing), (c) key management (IKE), and (d) algorithms for authentication and encryption.
The set of security services include access control service, connectionless data integrity service, data origin authentication service, protection against
replays (detection of the arrival of duplicate datagrams, within a constrained window), data confidentiality service, and limited traffic flow confidentiality.

intrusion detection: A security service that monitors and analyzes system events for the purpose of finding, and providing real-time or near real-time
warning of, attempts to access system resources in an unauthorized manner.

IP address: A computer�s internetwork address that is assigned for use by the Internet Protocol and other protocols. An IP version 4 address is written
as a series of four 8-bit numbers separated by periods. For example, the address of the host named �rosslyn.bbn.com� is 192.1.7.10. An IP version 6
address is written as x:x:x:x:x:x:x:x, where each �x� is the hexadecimal value of one of the eight 16-bit parts of the address. For example,
1080:0:0:0:8:800:200C:417A and FEDC:BA98:7654:3210:FEDC:BA98:7654:3210.

IPsec Key Exchange (IKE): An Internet, IPsec, key-establishment protocol that is intended for putting in place authenticated keying material for use
with ISAKMP and for other security associations, such as in AH and ESP.

Kerberos: A system developed at the Massachusetts Institute of Technology that depends on passwords and symmetric cryptography (DES) to
implement ticket-based, peer entity authentication service and access control service distributed in a client-server network environment.

key-encrypting key (KEK): A cryptographic key that is used to encrypt other keys, either DEKs, or other KEKs but usually is not used to encrypt
application data.
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Key Exchange Algorithm (KEA): A key agreement algorithm that is similar to the Diffie-Hellman algorithm, uses 1024-bit asymmetric keys, and was
developed and formerly classified at the �Secret� level by NSA. On June 23, 1998, the NSA announced that KEA had been declassified.

key generator: An algorithm that uses mathematical rules to deterministically produce a pseudo-random sequence of cryptographic key values. An
encryption device that incorporates a key generation mechanism and applies the key to plaintext

key length: The number of symbols (usually bits) needed to be able to represent any of the possible values of a cryptographic key.

key management: The process of handling and controlling cryptographic keys and related material (such as initialization values) during their life cycle
in a cryptographic system, including ordering, generating, distributing, storing, loading, escrowing, archiving, auditing, and destroying the material.

Key Management Protocol (KMP): A protocol to establish a shared symmetric key between a pair (or a group) of users.

key pair: A set of mathematically related keys�a public key and a private key�that are used for asymmetric cryptography and are generated in a way
that makes it computationally infeasible to derive the private key from knowledge of the public key (e.g., see: Diffie-Hellman, Rivest-Shamir-Adleman).
A key pair�s owner discloses the public key to other system entities so they can use the key to encrypt data, verify a digital signature, compute a protected
checksum, or generate a key in a key agreement algorithm. The matching private key is kept secret by the owner, who uses it to decrypt data, generate a
digital signature, verify a protected checksum, or generate a key in a key agreement algorithm.

Layer 2 Forwarding Protocol (L2F): An Internet protocol (originally developed by Cisco Corporation) that uses tunneling of PPP over IP to create a
virtual extension of a dial-up link across a network, initiated by the dial-up server and transparent to the dial-up user.

Layer 2 Tunneling Protocol (L2TP): An Internet client-server protocol that combines aspects of PPTP and L2F and supports tunneling of PPP over
an IP network or over frame relay or other switched network. PPP can in turn encapsulate any OSI layer 3 protocol. Thus, L2TP does not specify security
services; it depends on protocols layered above and below it to provide any needed security.

Lightweight Directory Access Protocol (LDAP): A client-server protocol that supports basic use of the X.500 Directory (or other directory servers)
without incurring the resource requirements of the full Directory Access Protocol (DAP). Designed for simple management and browser applications that
provide simple read/write interactive directory service. Supports both simple authentication and strong authentication of the client to the directory server.

logic bomb: Malicious logic that activates when specified conditions are met. Usually intended to cause denial of service or otherwise damage system
resources.

malware: A contraction of �malicious software�.

man-in-the-middle: A form of active wiretapping attack in which the attacker intercepts and selectively modifies communicated data in order to
masquerade as one or more of the entities involved in a communication association. For example, suppose Alice and Bob try to establish a session key by
using the Diffie-Hellman algorithm without data origin authentication service. A �man in the middle� could (a) block direct communication between Alice
and Bob and then (b) masquerade as Alice sending data to Bob, (c) masquerade as Bob sending data to Alice, (d) establish separa te session keys with each
of them, and (e) function as a clandestine proxy server between them in order to capture or modify sensitive information that Alice and Bob think they
are sending only to each other.

masquerade attack: A type of attack in which one system entity illegitimately poses as (assumes the identity of) another entity.

MD2,MD4,MD5: Types of cryptographic hash that produces a 128-bit hash result. MD5 is the fastest. MD3 is the slowest.

Multipurpose Internet Mail Extensions (MIME): An Internet protocol that enhances the basic format of Internet electronic mail messages to be able
to use character sets other than US-ASCII for textual headers and text content, and to carry non-textual and multi-part content.

One-Time Password (OTP): A �one-time password� is a simple authentication technique in which each password is used only once as authentication
information that verifies an identity. This technique counters the threat of a replay attack that uses passwords captured by wiretapping.

one-way encryption: Irreversible transformation of plaintext to ciphertext, such that the plaintext cannot be recovered from the ciphertext by other than
exhaustive procedures even if the cryptographic key is known.

password sniffing: Passive wiretapping, usually on a local area network, to gain knowledge of passwords.

PCMCIA: Personal Computer Memory Card International Association, a group of manufacturers, developers, and vendors, founded in 1989 to
standardize plug-in peripheral memory cards for personal computers and now extended to deal with any technology that works in the PC card form factor.
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penetration test: A system test, often part of system certification, in which evaluators attempt to circumvent the security features of the system.
Penetration testing may be performed under various constraints and conditions. However, for a TCSEC evaluation, testers are assumed to have all system
design and implementation documentation, including source code, manuals, and circuit diagrams, and to work under no greater constraints than those
applied to ordinary users.

phreaking: A contraction of �telephone breaking�. An attack on or penetration of a telephone system or, by extension, any other communication or
information system.

piggyback attack: A form of active wiretapping in which the attacker gains access to a system via intervals of inactivity in another user�s legitimate
communication connection. Sometimes called a �between-the-lines� attack.

ping of death: An attack that sends an improperly large ICMP echo request packet (a �ping�) with the intent of overflowing the input buffers of the
destination machine and causing it to crash.

PKIX: A contraction of �Public-Key Infrastructure (X.509),� the name of the IETF working group that is specifying an architecture and set of protocols
needed to support an X.509-based PKI for the Internet. The goal of PKIX is to facilitate the use of X.509 public-key certificates in multiple Internet
applications and to promote interoperability between different implementations that use those certificates.

plaintext: Data that is input to and transformed by an encryption process, or that is output by a decryption process. Usually, the plaintext input to an
encryption operation is cleartext. But in some cases, the input is ciphertext that was output from another encryption operation.

Point-to-Point Protocol (PPP): An Internet Standard protocol for encapsulation and full-duplex transportation of network layer (mainly OSI layer 3)
protocol data packets over a link between two peers, and for multiplexing different network layer protocols over the same link. Includes optional
negotiation to select and use a peer entity authentication protocol to authenticate the peers to each other before they exchange network layer data.

Point-to-Point Tunneling Protocol (PPTP): An Internet client-server protocol (originally developed by Ascend and Microsoft) that enables a dial-up
user to create a virtual extension of the dial-up link across a network by tunneling PPP over IP. PPP can encapsulate any Internet Protocol Suite network
layer protocol (or OSI layer 3 protocol). Therefore, PPTP does not specify security services; it depends on protocols above and below it to provide any
needed security. PPTP makes it possible to divorce the location of the initial dial-up server (i.e., the PPTP Access Concentrator, the client, which runs on
a special-purpose host) from the location at which the dial-up protocol (PPP) connection is terminated and access to the network is provided (i.e., the
PPTP Network Server, which runs on a general-purpose host).

port scan: An attack that sends client requests to a range of server port addresses on a host, with the goal of finding an active port and exploiting a known
vulnerability of that service.

Pretty Good Privacy(trademark) (PGP(trademark)): Trademarks of Network Associates, Inc., referring to a computer program (and related protocols)
that uses cryptography to provide data security for electronic mail and other applications on the Internet. PGP encrypts messages with IDEA in CFB
mode, distributes the IDEA keys by encrypting them with RSA, and creates digital signatures on messages with MD5 and RSA. To establish ownership
of public keys, PGP depends on the web of trust.

private key: The secret component of a pair of cryptographic keys used for asymmetric cryptography.

privilege: An authorization or set of authorizations to perform security-relevant functions, especially in the context of a computer operating system.

proxy server: A computer process�often used as, or as part of, a firewall�that relays a protocol between client and server computer systems, by
appearing to the client to be the server and appearing to the server to be the client.

In a firewall, a proxy server usually runs on a bastion host, which may support proxies for several protocols (e.g., FTP, HTTP, and TELNET). Instead
of a client in the protected enclave connecting directly to an external server, the internal client connects to the proxy server which in turn connects to the
external server. The proxy server waits for a request from inside the firewall, forwards the request to the remote server outside the firewall, gets the
response, then sends the response back to the client. The proxy may be transparent to the clients, or they may need to connect first to the proxy server,
and then use that association to also initiate a connection to the real server.

pseudo-random number generator: A process used to deterministically generate a series of numbers (usually integers) that appear to be random
according to certain statistical tests but actually are pseudo-random. Pseudo-random number generators are usually implemented in software.

public key: The publicly disclosed component of a pair of cryptographic keys used for asymmetric cryptography.

public-key certificate: A digital certificate that binds a system entity�s identity to a public key value, and possibly to additional data items; a digitally
signed data structure that attests to the ownership of a public key. The digital signature on a public-key certificate is unforgettable. Thus, the certificate
can be published, such as by posting it in a directory, without the directory having to protect the certificate�s data integrity.
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public-key cryptography: The popular synonym for �asymmetric cryptography.�

Public-Key Cryptography Standards (PKCS): A series of specifications published by RSA Laboratories for data structures and algorithm usage for
basic applications of asymmetric cryptography.

public-key infrastructure (PKI): A system of CAs (and, optionally, RAs and other supporting servers and agents) that perform some set of certificate
management, archive management, key management, and token management functions for a community of users in an application of asymmetric
cryptography.

The core PKI functions are (a) to register users and issue their public-key certificates, (b) to revoke certificates when required, and (c) to archive data
needed to validate certificates at a much later time. Key pairs for data confidentiality may be generated (and perhaps escrowed) by CAs or RAs, but
requiring a PKI client to generate its own digital signature key pair helps maintain system integrity of the cryptographic system, because then only the
client ever possesses the private key it uses. Also, an authority may be established to approve or coordinate CPSs, which are security policies under which
components of a PKI operate.

A number of other servers and agents may support the core PKI, and PKI clients may obtain services from them. The full range of such services is not yet
fully understood and is evolving, but supporting roles may include archive agent, certified delivery agent, confirmation agent, digital notary, directory, key
escrow agent, key generation agent, naming agent who ensures that issuers and subjects have unique identifiers within the PKI, repository, ticket granting
agent, and time stamp agent.

registration: An administrative act or process whereby an entity�s name and other attributes are established for the first time at a CA, prior to the CA
issuing a digital certificate that has the entity�s name as the subject. Registration may be accomplished either directly, by the CA, or indirectly, by a
separate RA. An entity is presented to the CA or RA, and the authority either records the name(s) claimed for the entity or assigns the entity�s name(s).
The authority also determines and records other attributes of the entity that are to be bound in a certificate (such as a public key or authorizations) or
maintained in the authority�s database (such as street address and telephone number). The authority is responsible, possibly assisted by an RA, for
authenticating the entity�s identity and verifying the correctness of the other attributes, in accordance with the CA�s CPS.

registration authority (RA): An optional PKI entity (separate from the CAs) that does not sign either digital certificates or CRLs but has responsibility
for recording or verifying some or all of the information (particularly the identities of subjects) needed by a CA to issue certificates and CRLs and to
perform other certificate management functions. Sometimes, a CA may perform all certificate management functions for all end users for which the CA
signs certificates. Other times, such as in a large or geographically dispersed community, it may be necessary or desirable to offload secondary CA
functions and delegate them to an assistant, while the CA retains the primary functions (signing certificates and CRLs). The tasks that are delegated to an
RA by a CA may include personal authentication, name assignment, token distribution, revocation reporting, key generation, and archiving. An RA is an
optional PKI component, separate from the CA, that is assigned secondary functions. The duties assigned to RAs vary from case to case but may include
the following:
♦ Verifying a subject�s identity, i.e., performing personal authentication functions.
♦ Assigning a name to a subject (see: distinguished name).
♦ Verifying that a subject is entitled to have the attributes requested for a certificate.
♦ Verifying that a subject possesses the private key that matches the public key requested for a certificate.
♦ Performing functions beyond mere registration, such as generating key pairs, distributing tokens, and handling revocation reports. (Such functions

may be assigned to a PKI element that is separate from both the CA and the RA.)

Remote Authentication Dial-In User Service (RADIUS): An Internet protocol for carrying dial-in users� authentication information and configuration
information between a shared, centralized authentication server (the RADIUS server) and a network access server (the RADIUS client) that needs to
authenticate the users of its network access ports. A user of the RADIUS client presents authentication information to the client, and the client passes that
information to the RADIUS server. The server authenticates the client using a shared secret value, then checks the user�s authentication information, and
finally returns to the client all authorization and configuration information needed by the client to deliver service to the user.

replay attack: An attack in which a valid data transmission is maliciously or fraudulently repeated, either by the originator or by an adversary who
intercepts the data and retransmits it, possibly as part of a masquerade attack.

repudiation: Denial by a system entity that was involved in an association (especially an association that transfers information) of having participated
in the relationship.

Rijndael: Rijndael is a block cipher, designed by Joan Daemen and Vincent Rijmen, as the selected algorithm for the AES. The cipher has a variable block
length and key length. Both block length and key length can be extended very easily to multiples of 32 bits. Currently supported key sizes include
128,192, and 256 bits. Rijndael may be implemented very efficiently on a wide range of processors and in hardware.

Rivest-Shamir-Adleman (RSA): An algorithm for asymmetric cryptography, invented in 1977 by Ron Rivest, Adi Shamir, and Leonard Adleman. RSA
uses exponentiation modulo the product of two large prime numbers. The difficulty of breaking RSA is believed to be equivalent to the difficulty of
factoring integers that are the product of two large prime numbers of approximately equal size.
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role-based access control (RBAC): A form of identity-based access control where the system entities that are identified and controlled are functional
positions in an organization or process.

root: A CA that is directly trusted by an end entity. Acquiring the value of a root CA�s public key involves an out-of-band procedure. In a hierarchical PKI,
a root issues public-key certificates to one or more additional CAs that form the second-highest level. Each of these CAs may issue certificates to more
CAs at the third highest level, and so on. To initialize operation of a hierarchical PKI, the root�s initial public key is securely distributed to all certificate
users in a way that does not depend on the PKI�s certification relationships. The root�s public key may be distributed simply as a numerical value, but
typically is distributed in a self-signed certificate in which the root is the subject. The root�s certificate is signed by the root itself because there is no higher
authority in a certification hierarchy. The root�s certificate is then the first certificate in every certification path.

root certificate: The self-signed public-key certificate at the top of a certification hierarchy.

root key: A public key for which the matching private key is held by a root.

router: A computer that is a gateway between two networks at OSI layer 3 and that relays and directs data packets through that internetwork. The most
common form of router operates on IP packets.

secret-key cryptography: A synonym for �symmetric cryptography.�

Secure Hypertext Transfer Protocol (Secure-HTTP, S-HTTP): An Internet protocol for providing client-server security services for HTTP commu-
nications.

Secure/MIME (S/MIME): Secure/Multipurpose Internet Mail Extensions, an Internet protocol to provide encryption and digital signatures for Internet
mail messages.

Secure Sockets Layer (SSL): An Internet protocol (originally developed by Netscape Communications, Inc.) that uses connection-oriented end-to-end
encryption to provide data confidentiality service and data integrity service for traffic between a client (often a web browser) and a server, and that can
optionally provide peer entity authentication between the client and the server. SSL is layered below HTTP and above a reliable transport protocol (TCP).
SSL is independent of the application it encapsulates, and any higher level protocol can layer on top of SSL transparently. However, many Internet
applications might be better served by IPsec.

security audit: An independent review and examination of a system�s records and activities to determine the adequacy of system controls, ensure
compliance with established security policy and procedures, detect breaches in security services, and recommend any changes that are indicated for
countermeasures.

security audit trail: A chronological record of system activities that is sufficient to enable the reconstruction and examination of the sequence of
environments and activities surrounding or leading to an operation, procedure, or event in a security-relevant transaction from inception to final results.

security gateway: A gateway that separates trusted (or relatively more trusted) hosts on the internal network side from untrusted (or less trusted) hosts
on the external network side. Firewall is an example of a security gateway.

security policy: The set of rules laid down by the security authority governing the use and provision of security services and facilities.

server: A system entity that provides a service in response to requests from other system entities called clients.

session key: In the context of symmetric encryption, a key that is temporary or is used for a relatively short period of time. Usually, a session key is used
for a defined period of communication between two computers, such as for the duration of a single connection or transaction set, or the key is used in an
application that protects relatively large amounts of data and, therefore, needs to be re-keyed frequently.

SET Secure Electronic Transaction(trademark) or SET(trademark): A protocol developed jointly by MasterCard International and Visa Interna-
tional and published as an open standard to provide confidentiality of transaction information, payment integrity, and authentication of transaction
participants for payment card transactions over unsecured networks, such as the Internet.

simple authentication: An authentication process that uses a password as the information needed to verify an identity claimed for an entity.

Simple Mail Transfer Protocol (SMTP): A TCP-based, application-layer, Internet Standard protocol [R0821] for moving electronic mail messages
from one computer to another.
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Simple Network Management Protocol (SNMP): A UDP-based, application-layer, Internet Standard protocol for conveying management information
between managers and agents. SNMP version 1 uses cleartext passwords for authentication and access control. Version 2 adds cryptographic mechanisms
based on DES and MD5. Version 3 provides enhanced, integrated support for security services, including data confidentiality, data integrity, data origin
authentication, and message timeliness and limited replay protection.

single sign-on: A system that enables a user to access multiple computer platforms (usually a set of hosts on the same network) or application systems
after being authenticated just one time. Typically, a user logs in just once, and then is transparently granted access to a variety of permitted resources with
no further login being required until after the user logs out. Such a system has the advantages of being user friendly and enabling authentication to be
managed consistently across an entire enterprise, and has the disadvantage of requiring all hosts and applications to trust the same authentication
mechanism.

smart card: A credit-card sized device containing one or more integrated circuit chips that performs the functions of a computer�s central processor,
memory, and input/output interface.

smurf: Software that mounts a denial-of-service attack (�smurfing�) by exploiting IP broadcast addressing and ICMP ping packets to cause flooding. A
smurf program builds a network packet that appears to originate from another address, that of the �victim,� either a host or an IP router. The packet
contains an ICMP ping message that is addressed to an IP broadcast address, i.e., to all IP addresses in a given network. The echo responses to the ping
message return to the victim�s address. The goal of smurfing may be either to deny service at a particular host or to flood all or part of an IP network.

social engineering: A euphemism for non-technical or low-technology means�such as lies, impersonation, tricks, bribes, blackmail, and threats�used
to attack information systems.

SOCKS: An Internet protocol that provides a generalized proxy server that enables client-server applications�such as TELNET, FTP, and HTTP;
running over either TCP or UDP�to use the services of a firewall. SOCKS is layered under the application layer and above the transport layer. When a
client inside a firewall wishes to establish a connection to an object that is reachable only through the firewall, it uses TCP to connect to the SOCKS server,
negotiates with the server for the authentication method to be used, authenticates with the chosen method, and then sends a relay request. The SOCKS
server evaluates the request, typically based on source and destination addresses, and either establishes the appropriate connection or denies it.

SSH: A protocol for secure remote login and other secure network services over an insecure network.

strong authentication: An authentication process that uses cryptography�particularly public-key certificates�to verify the identity claimed for an
entity.

symmetric cryptography: A branch of cryptography involving algorithms that use the same key for two different steps of the algorithm (such as
encryption and decryption, or signature creation and signature verification). Symmetric cryptography has been used for thousands of years. A modern
example of a symmetric encryption algorithm is the U.S. Government�s Data Encryption Algorithm. Symmetric cryptography is sometimes called
�secret-key cryptography� (versus public-key cryptography) because the entities that share the key, such as the originator and the recipient of a message,
need to keep the key secret. For example, when Alice wants to ensure confidentiality for data she sends to Bob, she encrypts the data with a secret key,
and Bob uses the same key to decrypt. Keeping the shared key secret entails both cost and risk when the key is distributed to both Alice and Bob. Thus,
symmetric cryptography has a key management disadvantage compared to asymmetric cryptography.

symmetric key: A cryptographic key that is used in a symmetric cryptographic algorithm.

SYN flood: A denial of service attack that sends a host more TCP SYN packets (request to synchronize sequence numbers, used when opening a
connection) than the protocol implementation can handle.

TCP/IP: A synonym for �Internet Protocol Suite�, in which the Transmission Control Protocol (TCP) and the Internet Protocol (IP) are important parts.

token: An object that is used to control access and is passed between cooperating entities in a protocol that synchronizes use of a shared resource.
Usually, the entity that currently holds the token has exclusive access to the resource.

traffic analysis: Inference of information from observable characteristics of data flow(s), even when the data is encrypted or otherwise not directly
available. Such characteristics include the identities and locations of the source(s) and destination(s), and the presence, amount, frequency, and duration
of occurrence.

Transmission Control Protocol (TCP): An Internet Standard protocol that reliably delivers a sequence of datagrams (discrete sets of bits) from one
computer to another in a computer network. TCP is designed to fit into a layered hierarchy of protocols that support internetwork applications. TCP
assumes it can obtain a simple, potentially unreliable datagram service (such as the Internet Protocol) from the lower-layer protocols.
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Transport Layer Security (TLS): TLS Version 1.0 is an Internet protocol based on and very similar to SSL Version 3.0. The TLS protocol is misnamed,
because it operates well above the transport layer (OSI layer 4).

Transport Layer Security Protocol (TLSP): An end-to-end encryption protocol that provides security services at the bottom of OSI layer 4, i.e.,
directly above layer 3.

transport mode vs. tunnel mode: IPsec usage: Two ways to apply IPsec protocols (AH and ESP) to protect communications:
♦ �Transport mode�: The protection applies to (i.e., the IPsec protocol encapsulates) the packets of upper-layer protocols, the ones that are carried

above IP.
♦ �Tunnel mode�: The protection applies to (i.e., the IPsec protocol encapsulates) IP packets.

trap door: A hidden computer flaw known to an intruder, or a hidden computer mechanism (usually software) installed by an intruder, who can activate
the trap door to gain access to the computer without being blocked by security services or mechanisms.

triple DES: A block cipher, based on DES, that transforms each 64-bit plaintext block by applying the Data Encryption Algorithm three successive times,
using either two or three different keys, for an effective key length of 112 or 168 bits.

Trojan horse: A computer program that appears to have a useful function, but also has a hidden and potentially malicious function that evades security
mechanisms, sometimes by exploiting legitimate authorizations of a system entity that invokes the program.

tunnel: A communication channel created in a computer network by encapsulating (carrying, layering) a communication protocol�s data packets in (on
top of) a second protocol that normally would be carried above, or at the same layer as, the first one. Tunneling can move data between computers that
use a protocol not supported by the network connecting them. Tunneling also can enable a computer network to use the services of a second network as
though the second network were a set of point-to-point links between the first network�s nodes.

User Datagram Protocol (UDP): UDP is a transport layer protocol, and it assumes that IP is the underlying protocol. UDP enables application
programs to send transaction-oriented data to other programs with minimal protocol mechanism. UDP does not provide reliable delivery, flow control,
sequencing, or other end-to-end services that TCP provides.

virtual private network (VPN): A restricted-use, logical (i.e., artificial or simulated) computer network that is constructed from the system resources of
a relatively public, physical (i.e., real) network (such as the Internet), often by using encryption (located at hosts or gateways), and often by tunneling
links of the virtual network across the real network.

virus: A hidden, self-replicating section of computer software, usually malicious logic, that propagates by infecting�i.e., inserting a copy of itself into
and becoming part of�another program. A virus cannot run by itself; it requires that its host program be run to make the virus active.

vulnerability: A flaw or weakness in a system�s design, implementation, or operation and management that could be exploited to violate the system�s
security policy. Most systems have vulnerabilities of some sort, but this does not mean that the systems are too flawed to use. Not every threat results
in an attack, and not every attack succeeds. Success depends on the degree of vulnerability, the strength of attacks, and the effectiveness of any
countermeasures in use. If the attacks needed to exploit a vulnerability are very difficult to carry out, then the vulnerability may be tolerable. If the
perceived benefit to an attacker is small, then even an easily exploited vulnerability may be tolerable. However, if the attacks are well understood and
easily made, and if the vulnerable system is employed by a wide range of users, then it is likely that there will be enough benefit for someone to make an
attack.

web server: A software process that runs on a host computer connected to the Internet to respond to HTTP requests for documents from client Web
browsers.

worm: A computer program that can run independently, can propagate a complete working version of itself onto other hosts on a network, and may
consume computer resources destructively.

X.509 An ITU-T Recommendation [X509] that defines a framework to provide and support data origin authentication and peer entity authentication
services, including formats for X.509 public-key certificates, X.509 attribute certificates, and X.509 CRLs. X.509 describes two levels of authentication:
simple authentication based on a password, and strong authentication based on a public-key certificate.
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X.509 public-key certificate: An X.509 public-key certificate contains a sequence of data items and has a digital signature computed on that sequence.
In addition to the signature, all three versions contain items 1 through 7 listed below. Only v2 and v3 certificates may also contain items 8 and 9, and only
v3 may contain item 10.
1. version Identifies v1, v2, or v3.
2. serialNumber Certificate serial number; an integer assigned by the issuer.
3. signature OID of algorithm that was used to sign the certificate.
4. issuer DN of the issuer (the CA who signed).
5. validity Validity period; a pair of UTCTime values: �not before� and �not after.�
6. subject DN of entity who owns the public key.
7. subjectPublicKeyInfo Public key value and algorithm OID.
8. issuerUniqueIdentifier Defined for v2, v3; optional.
9. subjectUniqueIdentifier Defined for v2, v2; optional.
10. extensions Defined only for v3; optional.

Source: The Internet Society (ISOC)
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